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PURPOSE OF THE DO@Mu

The purpose of this document is to outlinetheusedagensads Remote Key I njection a
Service.

MagTek is an official ESO (Encryption Support Organization). For more details on MagTek and Magensa's PCI

DSS or ESO status, visit VISA's Global Registry of Service Providers.

Go to www.visa.com/splisting/.

Press Begin Search.

Type i n 0Mage nsydameu (facenfirm @@aspaad ESO).

Type in O0MagTekdé under Company Name. (To confirm TP,
Press GO.

Magensa PCIl and ESO certifications will appear.

Information in this document is subject to change without notice. No part of this docuagbe reproduced or
transmitted in any form or by any means, electronic or mechanical, for any purpose, without the express written
permission of Magensa LLC.
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Step 1-Using and Configuring Internet Explorer
1 Launch Internet Explorer (Run as administrator by rigtiicking the exe file)
7 Leftcl i ck ORun as administratoro

-

Frequent

a MAGEMNSA™ - Interactive Demos
W MSM.com

a MagTek Sign In

a MagTek - Online Shop

a MAGEMNSA™ - Interactive Demaos
2 Mini

a MAGEMNSA™ - Interactive Dernos
Tasks

\r'b Start InPr Open

: Open ”1‘ Q’i;' Run as admimistrator
5] Reopenl Unpin from Taskbar
— Properties

|2 Internet B i

o Unpin this program from taskbar
Close window

1 Make surethe latest version of Java is installed

1 Gotowww.java.comand cl ick the OFree Java Downloaddé button
1 Follow the screen prompts to complete the installation

JAVA+YOU,
DOWNLOAD
TODAY!

Free Java Download
» Whatis Java? » Do have Java? » Need Help? /

1 Using IE, go tdttps://rs.magensa.net/rs/
1  When you are presented with a Java payp, click Run
f You can optionally choose to check the box &o6Do not



http://www.java.com/
https://rs.magensa.net/rs/
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@ CALL US TOLL-FREE
= 877-MAGENSA

About Us Services Industries Demos Support Contact Us

Remote Key Services == Back to Key Management and Tokenization

Know your device
and prevent fraudulent transactig_ns.

Do you want to run this application?

Name: JMTIPADLIB.JAR

r—> Publisher: MagTek Inc.

Location: htips:/frs.magensa.net

This application will run with unrestricted access which may put your computer and personal
information at risk, Run this application only if you trust the location and publisher above.

it by Magensa.net.
|| Do nat show this again for apps from the publisher and location above

» Magensa.net™

Documentation
Operational Requirements: B FE e =
» Java * h 4

Please wait while SCRA control loads...

Display the configuration of your MagTek device

Login -X.J

To use our public remote services, please provide your email address:

* Internet Explorer *

Learn more. ‘)

Email: | |

Submit

Magensa.net's secure infrastructure allows institutions to safely and remotely inject
encryption keys, minimizing risk, lowering costs and enhancing overall operations.
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STEP 2-LOG INTO REMOTE SERVICES
MAGENSANET

TOPS FRAL

@ CALL US TOLL-FREE
= 877-MAGENSA

e ———

About Us Services Industries Demos Support Contact Us

Remote Key Services

== Back to Key Management and Tokenization

SSe— B ——————
Know your device

and prevent fraudulent transactions.

Save time and resources with secure remote key injection and key r g by Mag net.
» Magensa.net™
Documentation ~
Display Configuration ) J
Operational Requi t — >
» Java *

Display the configuration of your MagTek device
» Internet Explorer *

Login - XJ

Learn more. o . y g ’
To use our public remote services, please provide your email address:

Email: | I

Submil

Magensa.net's secure infrastructure allows institutions to safely and remotely inject
encryption keys, minimizing risk, lowering costs and enhancing overall operations.

1 Identify the Login Section

Type in the email address registerel with your account
1 Click Submit

==
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Password

* Magensa.net™

Documentation Please enter your password to access configurations.
Operational Requirements: Password: Forgot Password
* Java *

* Internet Explorer *

Learn more. ‘)

1 Type in your password
1 Click Login




Magensa Remote Services

SCRAS Conflguratlon and Key Injection Optlons
ey ~y — -

MAGTEK

Home Users Reports Logout
» Magensa.net™

Documentation - ” o gy
Save time and resources with secure remote key injection and key management by Magensa.net.

Operational Requirements: } )
» Java* Welcome chris.brown@magtek.com ) )

» Internet Explorer *
What would you like to do?

PINPad

Learn more. 0 Configurations

Load Keys

Security Level

Key Load

Mode

Masking

Pre-Card String
Termination String
Polling Interval

Stay Powered After Swipe
Magne Safe 2.0

Logout
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SETTING SECURITY EEV

MAGENSANET
ST @ CALL US TOLL-FREE
= 877-MAGENSA

About Us Services Industries Demos Support Contact Us

Remote Key Services

w’ﬂ

== Back to Key Management and Tokenization

\

Know xour device
an
-
o

prevent fraudulent transactions.
N A

MAGTEK i

Home Users Reports Logout

» Magensa.net™

Documentation
Onezitinel Reruirements: Welcome chns.brown@magtek.com ) )
> Java *

Your device is already at security level 3. Please use a different device.
» Internet Explorer * Current Security Level 3
Security Level: | 3
Change Security Level
Learn more. o

L
1 Click on Security Level under SCRA heading
To change your SCR3ecurity Level from 2 to 3 CLICK on the drop down menu arrow and select 3
1 Then CLICK Change Security Level
o ***If your SCRA is already at Security Level 3, it cannot be changed back to Security Level 2
1 Click Home to return to Main Menu

=
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CHANGE KEY FGITRA

&

» Magensa.net™
Documentation

Operational Requirements:

» Java *

» Internet Explorer *

Learn more. 0

Save time and resources with secure remote key inj

Users Reports Logout

and key by

Welcome chris.brown@magtek.com )

What would you like to do?

PINPad

Configurations

Load Keys

Security Level

Key Load

Mode

Masking

Pre-Card String
Termination String
Polling Interval

Stay Powered After Swipe

Magne Safe 2.0

Logout

1 To Remotely Change the Key in your SCRA, Click Key Load

10
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Home Users Reports  Logout
» Magensa.net™
Documentation

A Welcome chris.brown@magtek.com ) )
> Java *
» Intemet Explorer * Current Load Key 9011400
Load Key: W
90118800
| Cancel ange Key
Learn more. ‘)

1 Click the Arrow to reveal Drop Down menu
1 Select a Key from Drop Down menu
1 Click Change Key

Home Users Reports Logout

» Magensa.net™
Documentation

T T e Welcome ch ris.brown@nzagtek.com ) |
» Java ©
Your device successfully changed Load Key to 9011330
» Intemet Explorer = Current Load Key 9011880
Load Key: 90118800 v
[Cancel | [ ChangeKey |
Learn more. {9

1 After a few seconds, you will receive the message abdve
T oYour device suc oads fKelyl t oc lkaxmxgeexdk xtxad L
1 Click Home to return to Main Menu

11
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CHANGE MODE FOR SCRA

&

» Magensa.net™
Documentation

Operational Requirements:

> Java ®

» Intemnet Explorer *

Learn more. 0

o N

MAGTEK'

Home Users Reports Logout

Save time and resources with secure remote key injection and key management by Magensa.net.

Welcome chris.brown@magtek.com ) )

What would you like to do?

i

Configurations

Load Keys

Security Level

Key Load

Mode

Masking

Pre-Card String
Termination String
Polling Interval

Stay Powered After Swipe
MagneSafe 2.0

Logout

1 To change mode for SCRA Click Mode

12
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Home Users Reports Logout

» Magensa.net™
Documentation

Operational Requirements: Welcome chris.brown@njagtek.com L |
» Java *®
» Internet Explorer * Current Mode HD
bl Keyboard
[Cancel | [ Change Mode |
Learn more. ‘)

1 To change Mode between Keyboard and HID, Click the arrow on the Drop Down menu
1 Select desired Mode
1 Click Change Mode

Home Users Reports Logout

» Magensa.net™
Documentation

e s Welcome chrls.brown@n*_lagtek.com »

» Java*®

Your device successfully changed Mode to Keyboard
» Internet Explorer * Current Mode Keyboard

[Cancel | [ Change Mode |

Learn more. !)

1 Aftera few moments, you will receive the above message
OYour device successfully changed Mode
1 Click Home to return to Main Menu

==

t

(0]

Keyboard/

13
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MASKING FOR SCRA

1 To Change the Masking for your SCRA, Click Masking

14






















































