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ANY PURPOSE, WITHOUT THE EXPRESS WRITTEN PERMISSION OF MAGTEK, INC. SOME 
FEATURES AND FUNCTIONS MAY BE DOCUMENTED, BUT NOT AVAILABLE WITH THE 
CURRENT RELEASE OF THE PRODUCT. PLEASE CONTACT YOUR MAGTEK 
REPRESENTATIVE FOR QUESTIONS ABOUT SPECIFIC FEATURES AND FUNCTIONS AND 
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Table 0-1 - Revisions 

Rev Number Date Notes 

200 12/07/2023 Update of latest UI changes 

100 09/15/2023 Initial Release 
 
Purpose of the document: 
The purpose of this document is to provide instructions for the use of the Magensa Merchant Portal.  
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1 Introduction 
 

The Merchant Portal is used to access existing merchant information. New and existing merchants can 
reset merchant credentials, search transactions, view transaction details, and perform custom reporting. 
 
Merchant Portal Application services are classified below: 

1. Recent transactions 
2. Search transactions 
3. Manual Entry 
4. Chart representation of sales by filters 
5. Reports 
6. Void/Refund transactions 
7. Reset the password 

 
The Merchant Portal features are explained in detail below. To access the application, the User must be 
setup and have received an invite notification to the Merchant Portal. Each authorized User can view 
transactions with different filters and perform allowed services based on corresponding feature set 
assigned to them. 
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2 Registration  

2.1 Invitation Email to the Merchant Portal 
A merchant contact will receive the following email with credentials including their Customer Code and 
UserName. They will be asked to reset the Password.  

  

2.2 Registration 
Any new portal Users invited by their Reseller must reset the Password and input their mobile phone 
number to register. 
 
This mobile phone number will be used to send a One Time Code to complete User authentication 
 

2.2.1 Steps to Register 
• Click Reset Password from the “Welcome/Reset Password” email. 

• Enter/confirm Password and input mobile phone number.  

• User will receive an Email with their Personal Access Token, and the Merchant Portal Login 
URL. 

2.2.2 Reset Password and Mobile # input 
Below is an example of the Password Reset and mobile # entry screen 
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After entering in your Password, confirming it, and entering your mobile number successfully, the new 
Merchant Portal User will receive the following notification indicating an email has been sent to the 
User’s email with a URL to access the Merchant Portal and the User’s Personal Access Token: 
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A text msg will be sent to the User’s mobile number confirming the Password Reset. 
 

 
 
 

2.2.2 URL to Login and Personal Access Token Login Options 
 
As an alternative to passwords and password management, the Merchant Portal is employing state of the 
art Personal Access Tokens and multifactor authentication, powered by Qwantum Multifactor Authentication 
(QMFA), a MagTek Service, to enable convenient and secure authentication and access to the Merchant Portal. 
The primary method for authenticating and accessing the Merchant Portal is a Personal Access Token that 
can be stored in your browser. If you click on the link in Option 1, it will take the User to the Merchant 
Portal login page and automatically insert the User’s Personal Access Token. This token can be stored 
securely in the Users browser if they wish and will automatically be inserted when the User accesses the 
Merchant Portal Login screen.  
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To provide optimum flexibility and convenience, Additional Personal Access Token formats are 
available. As an example, Option 2 is a QR code representation of your Personal Access Token. It can be 
stored and scanned later and will again take the User to the Merchant Portal login page and prefill the 
Personal Access Token. Option 3 is a numeric representation of the Personal Access Token which can be 
stored and manually inserted at the Merchant Portal login page for access. Finally, for iOS power Users, 
Option 4 is a Personal Access Token in the form of a PKPass that can be stored in an Apple wallet. The 
User would simply go to the Personal Access Token in their Apple wallet, click on (…) at the upper right, 
then choose Pass Details, and then click the link to take them to the Merchant Portal login page and prefill 
their token. 
 
Although the Personal Access Token contains no PII and cannot be associated with a specific User, 
reasonable care should be taken to protect unauthorized access to this token by others. The Personal 
Access Token by itself will not give access to the Merchant Portal without a One-time code that is 
automatically sent to the mobile number associated to the token.  
 
See the example email below of the link to login to the Merchant Portal and the various Personal Access 
Token formats: 
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Login with Personal Access Token 
If the User clicks the link in Option 1, they will be taken to the Merchant Portal login page and their 
Personal Access Token will automatically be prefilled.  The screenshot below shows this step. Be sure to 
check “Remember Login Token” if you wish to store the token in your browser for easy access in the 
future.   

 
 
 
Please Note: If you are storing your Personal Access Token in your browser and you clear your browser 
cache, you will lose the auto prefill feature and will need to manually enter your Personal Access Token 
at the Merchant Portal login page. Be sure to store your token somewhere safe in case you run into this 
situation or use a different browser. You can always contact your Reseller to request a new Personal 
Access Token for the Merchant Portal if you forget or lose it. 
 
 
When your Personal Access Token is loaded and you click “Login,” the User will be sent a One-time 
code (OTC) to either you’re their mobile device or email that needs to be entered in the following screen: 
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Upon successfully entering the OTC, the User is directed to the Merchant Portal homepage below. 
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2.3 Manage Users 

There are two levels of Users in the Merchant Portal, Admin Users that can invite, edit, and add/limit 
functionality, and Users who can have basic or advanced features.  

Basic features enable transaction search, view, and reporting. Advanced features add manual entry and 
void/refund capability. All Users are required to utilize Qwantum Multifactor Authentication (QMFA) to 
gain access to the Merchant Portal.  

The Admin User is initially set-up and invited by the Reseller. Once registered with access, the Admin 
User can provision other Merchant Users with either Admin or non-Admin User rights as well as basic or 
advanced features. 
 
The screen shot below shows where the Admin User creates and manages Users by clicking on Manage 
Users. 

  

 
 
When an Admin User selects Manage Users, they will then see a listing of all users for the merchant. 
They can Add and Edit a User. 
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2.3.1 Add New User 
By clicking on the “Add New User” button in the upper right corner of the Manage Merchant Portal Users 
page, the Admin User can add a new User. 
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2.3.2 Edit User 

To Edit a User, click on the edit icon (looks like pen and paper) on the right side for that User. The 
following screen will be presented and allow the Admin User to modify the User capabilities. 

 

2.3.3 Resend Invitation 

If a User lost their invitation email, an Admin User can resend an invitation email to a User again by 
clicking on the envelope icon for that User.  
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2.3.4 Add and Remove Permissions 
Manual Entry, Void & Refund, and Admin User capabilities can be turned on/off based on a User’s 
permissions. 
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3 Merchant Portal Dashboard 
 
When a User logs into the application, the Merchant Portal dashboard is presented. In the dashboard, the 
User can view recent transactions and a chart of the Merchant’s sale transactions.  
 

 

Figure -1-Merchant Portal Dashboard  
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3.1 Recent Transactions 
Clicking on the PAN Last 4 for a specific transaction will take the User to a Transaction Details screen.  

 

 
Figure – 2 - Recent Transactions 
 
 

 

Figure -3- Transaction Details 
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Void and/or Refund buttons will display when the logged-in User has permission to perform this function 
and it is available for their processor. 
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4 Search 
In the Search Bar at the top of the Merchant Portal Landing page, the User can do a quick search for 
transactions based on PAN Last 4, Auth Code, and/or Amount.  Various filters (i.e., Voids only for Past 
30 days) can be applied. Users can also do a Void and/or Refund if the User possesses the appropriate 
permission. 
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5 Manual Entry 
The Merchant Portal provides a User with the ability to perform a Manual Entry payment transaction if 
the User has that permission. Once the transaction is completed, a receipt is available to save and/or print. 

 
 

 

http://www.magtek.com/


5 - Manual Entry 

Magensa, LLC I 1710 Apollo Court I Seal Beach, CA 90740 I Phone: (562) 546-6400 I Technical Support: (562) 546-6800 
www.magtek.com 
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Click PRINT button and select your printer for printing out or select “Microsoft Print to PDF” option to 
save as PDF and save the receipt pdf file to the specific folder. 
 

 
 

6 Reports 
Custom reports can be created and saved with the desired criteria-specific fields. When reports are 
generated, they can be downloaded in CSV format. 
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6.1 Saved Reports 
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7 Appendix 

SOFTWARE LICENSE AGREEMENT 
IMPORTANT: YOU SHOULD CAREFULLY READ ALL THE TERMS, CONDITIONS AND 
RESTRICTIONS OF THIS LICENSE AGREEMENT BEFORE INSTALLING THE SOFTWARE 
PACKAGE. YOUR INSTALLATION OF THE SOFTWARE PACKAGE PRESUMES YOUR 
ACCEPTANCE OF THE TERMS, CONDITIONS, AND RESTRICTIONS CONTAINED IN THIS 
AGREEMENT. IF YOU DO NOT AGREE WITH THESE TERMS, CONDITIONS, AND 
RESTRICTIONS, PROMPTLY RETURN THE SOFTWARE PACKAGE AND ASSOCIATED 
DOCUMENTATION TO THE ADDRESS IN THIS DOCUMENT, ATTENTION: CUSTOMER 
SUPPORT. 
 
TERMS, CONDITIONS, AND RESTRICTIONS 
MagTek, Incorporated (the "Licensor") owns and has the right to distribute the described software and 
documentation, collectively referred to as the "Software." 
 
LICENSE: Licensor grants you (the "Licensee") the right to use the Software in conjunction with 
MagTek products. LICENSEE MAY NOT COPY, MODIFY, OR TRANSFER THE SOFTWARE IN 
WHOLE OR IN PART EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENT. Licensee may 
not decompile, disassemble, or in any other manner attempt to reverse engineer the Software. Licensee 
shall not tamper with, bypass, or alter any security features of the software or attempt to do so. 
 
TRANSFER: Licensee may not transfer the Software or license to the Software to another party without 
the prior written authorization of the Licensor. If Licensee transfers the Software without authorization, 
all rights granted under this Agreement are automatically terminated. 
 
COPYRIGHT: The Software is copyrighted. Licensee may not copy the Software except for archival 
purposes or to load for execution purposes. All other copies of the Software are in violation of this 
Agreement. 
 
TERM: This Agreement is in effect as long as Licensee continues the use of the Software. The Licensor 
also reserves the right to terminate this Agreement if Licensee fails to comply with any of the terms, 
conditions, or restrictions contained herein. Should Licensor terminate this Agreement due to Licensee's 
failure to comply, Licensee agrees to return the Software to Licensor. Receipt of returned Software by the 
Licensor shall mark the termination. 
 
LIMITED WARRANTY: Licensor warrants to the Licensee that the disk(s) or other media on which the 
Software is recorded are free from defects in material or workmanship under normal use.  
 
THE SOFTWARE IS PROVIDED AS IS. LICENSOR MAKES NO OTHER WARRANTY OF ANY 
KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. 
 
Because of the diversity of conditions and hardware under which the Software may be used, Licensor 
does not warrant that the Software will meet Licensee specifications or that the operation of the Software 
will be uninterrupted or free of errors. 
 
IN NO EVENT WILL LICENSOR BE LIABLE FOR ANY DAMAGES, INCLUDING ANY LOST 
PROFITS, LOST SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES 
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ARISING OUT OF THE USE, OR INABILITY TO USE THE SOFTWARE. Licensee's sole remedy in 
the event of a defect in material or workmanship is expressly limited to replacement of the Software 
disk(s) if applicable. 
 
GOVERNING LAW: If any provision of this Agreement is found to be unlawful, void, or 
unenforceable, that provision shall be removed from consideration under this Agreement and will not 
affect the enforceability of any of the remaining provisions. This Agreement shall be governed by the 
laws of the State of California and shall inure to the benefit of MagTek, Incorporated, its successors or 
assigns. 
 
ACKNOWLEDGMENT: LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS 
AGREEMENT, UNDERSTANDS ALL OF ITS TERMS, CONDITIONS, AND RESTRICTIONS, AND 
AGREES TO BE BOUND BY THEM. LICENSEE ALSO AGREES THAT THIS AGREEMENT 
SUPERSEDES ANY AND ALL VERBAL AND WRITTEN COMMUNICATIONS BETWEEN 
LICENSOR AND LICENSEE OR THEIR ASSIGNS RELATING TO THE SUBJECT MATTER OF 
THIS AGREEMENT. 
 
QUESTIONS REGARDING THIS AGREEMENT SHOULD BE ADDRESSED IN WRITING TO 
MAGTEK, INCORPORATED, ATTENTION: CUSTOMER SUPPORT, AT THE ADDRESS LISTED 
IN THIS DOCUMENT, OR E-MAILED TO SUPPORT@MAGTEK.COM. 
 
DEMO SOFTWARE / SAMPLE CODE: Unless otherwise stated, all demo software and sample code 
are to be used by Licensee for demonstration purposes only and MAY NOT BE incorporated into any 
production or live environment. The PIN Pad sample implementation is for software PIN Pad test 
purposes only and is not PCI compliant. To meet PCI compliance in production or live environments, a 
third-party PCI compliant component (hardware or software-based) must be used. 
 

LIMITED WARRANTY 
MagTek warrants that the products sold pursuant to this Agreement will perform in accordance with 
MagTek’s published specifications. This warranty shall be provided only for a period of one year from 
the date of the shipment of the product from MagTek (the “Warranty Period”). This warranty shall apply 
only to the “Buyer” (the original purchaser, unless that entity resells the product as authorized by 
MagTek, in which event this warranty shall apply only to the first repurchaser). 
 
During the Warranty Period, should this product fail to conform to MagTek’s specifications, MagTek 
will, at its option, repair or replace this product at no additional charge except as set forth below. Repair 
parts and replacement products will be furnished on an exchange basis and will be either reconditioned or 
new. All replaced parts and products become the property of MagTek. This limited warranty does not 
include service to repair damage to the product resulting from accident, disaster, unreasonable use, 
misuse, abuse, negligence, or modification of the product not authorized by MagTek. MagTek reserves 
the right to examine the alleged defective goods to determine whether the warranty is applicable. 
 
Without limiting the generality of the foregoing, MagTek specifically disclaims any liability or warranty 
for goods resold in other than MagTek’s original packages, and for goods modified, altered, or treated 
without authorization by MagTek. 
 
Service may be obtained by delivering the product during the warranty period to MagTek (1710 Apollo 
Court, Seal Beach, CA 90740). If this product is delivered by mail or by an equivalent shipping carrier, 
the customer agrees to insure the product or assume the risk of loss or damage in transit, to prepay 
shipping charges to the warranty service location, and to use the original shipping container or equivalent. 
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MagTek will return the product, prepaid, via a three (3) day shipping service. A Return Material 
Authorization (“RMA”) number must accompany all returns. Buyers may obtain an RMA number by 
contacting MagTek Support Services at (888) 624-8350. 
 
EACH BUYER UNDERSTANDS THAT THIS MAGTEK PRODUCT IS 
OFFERED AS-IS. MAGTEK MAKES NO OTHER WARRANTY, EXPRESS OR 
IMPLIED, AND MAGTEK DISCLAIMS ANY WARRANTY OF ANY OTHER 
KIND, INCLUDING ANY WARRANTY OF MERCHANTABILITY OR FITNESS 
FOR A PARTICULAR PURPOSE. 
 
IF THIS PRODUCT DOES NOT CONFORM TO MAGTEK’S 
SPECIFICATIONS, THE SOLE REMEDY SHALL BE REPAIR OR 
REPLACEMENT AS PROVIDED ABOVE. MAGTEK’S LIABILITY, IF ANY, 
SHALL IN NO EVENT EXCEED THE TOTAL AMOUNT PAID TO MAGTEK 
UNDER THIS AGREEMENT. IN NO EVENT WILL MAGTEK BE LIABLE TO 
THE BUYER FOR ANY DAMAGES, INCLUDING ANY LOST PROFITS, LOST 
SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES 
ARISING OUT OF THE USE OF, OR INABILITY TO USE, SUCH PRODUCT, 
EVEN IF MAGTEK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES, OR FOR ANY CLAIM BY ANY OTHER PARTY. 
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LIMITATION ON LIABILITY 
 
EXCEPT AS PROVIDED IN THE SECTIONS RELATING TO MAGTEK’S LIMITED WARRANTY, 
MAGTEK’S LIABILITY UNDER THIS AGREEMENT IS LIMITED TO THE CONTRACT PRICE OF 
THIS PRODUCT. 
 
MAGTEK MAKES NO OTHER WARRANTIES WITH RESPECT TO THE PRODUCT, EXPRESSED 
OR IMPLIED, EXCEPT AS MAY BE STATED IN THIS AGREEMENT, AND MAGTEK 
DISCLAIMS ANY IMPLIED WARRANTY, INCLUDING WITHOUT LIMITATION ANY IMPLIED 
WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. 
 
MAGTEK SHALL NOT BE LIABLE FOR CONTINGENT, INCIDENTAL, OR CONSEQUENTIAL 
DAMAGES TO PERSONS OR PROPERTY. MAGTEK FURTHER LIMITS ITS LIABILITY OF ANY 
KIND WITH RESPECT TO THE PRODUCT, INCLUDING NEGLIGENCE ON ITS PART, TO THE 
CONTRACT PRICE FOR THE GOODS. 
 
MAGTEK’S SOLE LIABILITY AND BUYER’S EXCLUSIVE REMEDIES ARE STATED IN THIS 
SECTION AND IN THE SECTION RELATING TO MAGTEK’S LIMITED WARRANTY. 
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