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Table 1.1-1 - Revisions

Rev Number |

10

Date

Oct11, 2021

Notes

Initial DRAFT releasdrom master rev 30v7glus inplace
corrections

30

Nov 11, 2021

Release derived from master rev 30

50

Sep 8, 2022

Generate Programmers manual from D100005000 rev 50
Release to Rev 50 from rev 31

60

March 6, 2023

Generate Programmers manual from D100005@0 60.

61

March 27, 2023

Generate Programmers manual from D100005@0 61.

62

April 7, 2023

UpdatedTable 3.2-4 Request Operation Failed, Modified value of
DFDF1B inTable 4.7-17 EMV Batch Data (DynaPro Format)
Type ; Update DF1B Example Value ifable 4.10-2 UpdatedTable
6.1-9 - Response Exampl&able6.1-13 - Response Exampl&pdate
Request and Response examples @ommand 0xD111 Set
Property Add note fAFor additional
MagTek Suppor t6.6.86.646.656.666i74 6.%2
6.9.36.9.4 6.10.1 Add Appendix C Erasing EMV

Configurations, UpdatedTable 3.2-4 - Operation Status Detail
Codeswith 02 Requested Operation Failed; Change examples in
Command 0xD101- Get Property andCommand 0xD111- Set
Property Misc. clarifications and corrections

63

May 16, 2023

Added definition of 00 03 00 00 in3.1Notification 0x1001-
Device Information Update; Added NFC UID support id.16NFC
UID Type (EMV Contactless Only), Table 7.1-1 - Notification
Detail Codes, Table 7.1-2 - Notification Payload for Data Update,
ARQC Update (Quick Chip), Data Attached, Table 7.1-7 -
Notification Detail Codes add detection and removal user event
notification in7.3.1Notification 0x1001- Device Information
Update ; Add Property 2.3.1.2.1.5 Battery Charger Status
Clarified Message size ifiable 2.1-2 - Multi -Packet Head Format;
Add DynaFlex Il Go USB PID and Get/Set Property command,
Device Family ID, Product ID;

Updated notification code for Battery Charge complete to 00 02 (
in Table 7.3-1 - Notification Detail Codes; updatedrable 7.3-1 -
Notification Detail Codesto distinguish 1K or 4K Mifare Classic
cards; Add DynaFlex Il Go on pageAdd NFC pass through flow
description inCommand 0x1001- Start Transaction; Add BCR
encryption bit t8.3.6.4 Property 1.2.7.1.2.1 User Event
Notification Controls Enable; Updated NFC Removal Code from
x50 to 0x05 inTable 7.1-7 - Notification Detail Codes; Table 7.3-1
- Notification Detail Codes Add Table 7.3-7 - Notification Payload
for UID, Table 7.3-8 Notification Payload for UID Example;
Misc. clarifications and corrections;

64

September 28, 2023

Add tags 82 and 9F6E in the clear text portion of the ARQC Mes
- EMV ARQC (DynaPro Format) Type ; Removed Tag 84 on theg
payloads message to match firmwaeble 7.4-2, Table 7.4-3; Add
24 Hour Automatic Reset PCI RequirementandProperty
1.2.7.1.1.3 Device Reset WilDccur Soon Notification Control;
Misc. clarifications and corrections.
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Rev Number |

65

Date

October 10, 2023

Notes

Add Extended AID Selection Featur&.4.1Notification 0x1803-
User Interface Host Action Requestand 8.3.1.1Property
1.2.1.1.1.2 Application SelectioBehavior;

Add support for Mifare Classic 1K and 4#6.2.2Command 0x1101
I Pass Through Command for MIFARE Classi¢ Update Key
Injection Sequence iBommand OXEFO01- Load Key Using TR-31
addedTable 6.9-7 - Device Key ID / Slot

66

April 24, 2024

Add Section8.4.1.4Property 2.1.2.1.2.4 BootO Firmware Part
Number Update sectiod.3 Display Stringsto include missing
strings. Add reference t8ommand OxXE001- Get Challengeto
Command OXEFO01- Load Key Using TR-31, UpdateTable4.186 -
Key Slot1Ds, change ID from 200x to 0x2000 to 0x201F , Update
DUKPT Slot IDs with TR31 Module support from 16 to 32 and Sl
IDs to 0x2000 to 0x201F, Updalable 8.6-4 - Property 2.3.1.1.1.2
Transaction Key Statuswith updated Valid Values, AdEroperty
2.3.1.2.1.6 Device TemperatureAdd Property 1.2.7.1.4.1 Device
Low Temperature Notification Level. Add Property 1.2.7.1.4.2
Device High Temperature Notification Level Add Property
1.2.7.1.4.3 Device Temperature Notification Repeat IntervaAdd
Section6.2.3Command 0x1102 Pass Through Command for
MIFARE DESFire, Type 4 Update sectioii.1.1Notification
0x0101- Transaction Information Update to include Mifare
DESfire info, Update section.3.1Notification 0x1001- Device
Information Update to include Mifare DESFire info, AdBroperty
1.1.1.1.1.10 Google Smart Tap Collector ID Slotthrough
Property 1.1.1.1.1.15 Google Smart Tap Collector ID Slot.6Add
Property 1.1.1.1.1.1A Google Smart Tap POS Capabilitieadd
Google Smart Tap thlotification 0x0101i Transaction

Information Update. Add Google Smart Tap dataEMV ARQC
Type andEMV Batch Data Type. AddProperty 1.2.2.2.1.2 USB
Configuration TypeAdd Property 1.1.1.1.1.D Apple iAP2
AppBundlelD; Revised5.1.1MACs for EMV Data to add AES
method and simplified TDES MACing spec by referencing ANSI
x9.24; AddCommand 0x1805- Buzzerand update

Notification 0x1805- User Interface OperationCompleteto
include Buzzer result info, aderoperty 1.2.1.1.3.1 Contactless LoV
Power Card Detect (Contactless Only)Clarified max number of
leading unmasked charactéhoperty 1.1.2.2.1.3 PAN Number of
Leading Unmasked Characters AddedAppendix G - Physical
Button (DynaFlex Only); Added low battery error to Table 3&in
Response Messagé\dded event notifications are disabled when
battery is 5% or less iRroperty 1.2.7.1.2.1 User Event Notification
Controls Enable, Added note that firmware can not be updated w
the batter charge is less than or equal to 5 perc&dnimmand
0xD801- Load Firmware File; Add definition of Tag DF29 ifable
4.52 - EMV ARQC (DynaPro Format) DFDF59 Decrypted
ContentsandTable 4.7-27 EMV Batch Data (DynaPro Format)
DFDF59 Decrypted Contents Misc. clarifications and corrections
Added buzzen in progress error to Table8id Response Message|
Add: Request file from MagTek services Set: No
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Rev Number |

100

Date

SeptembeB, 2024

Notes

Add Apple VAS and GWST iable 1.6-1 - Device FeaturesAdd

bit definitions to enable Apple / Google VAS@Gommand 0x1001-
Start Transaction; Add tag /83 tdl'able 6.1-1 - Request Data for
Command 0x1001- Start Transaction; Add

Table 7.4-71 Default User Interface String IDs and Strings Add
Property 1.1.1.1.4.1 EMV Configuration Filename Add Property
1.1.1.1.4.2 CA Public Key Configuration FilenamgAdd Property
Subgroup 2.1.2.8.nn CustontJl; Add NFC Tag Support Flow and
Audio Transducer Beep Flow &1.1Command 0x1001- Start
Transaction; Update references for Tag 81Tiable6.2-1 - Request
Data for Command 0x1100' Pass Through Command For
NTag/MIFARE Ultralight, Type2.;, Update tabl e
Co mma n drabée 6.2-27 NTag Commands Add Table 6.2-3 7
MIFARE Ultralight EV1 CommandandTable 6.2-47 MIFARE
Ultralight C Commands, Add 6.2.1.1Encrypted Data Format and
6.2.2.1Encrypted Data Format and6.2.3.1Encrypted Data
Format; Add 8.3.1.4Property 1.2.1.1.4.1 MIFARE Ultralight C
2keys3DES Update Notificaton detail codes to include
Ntag/MIFARE Ultralight inTable 7.1-1 - Notification Detail Codes
andTable 7.3-1 - Notification Detail Codes addTable 6.1-3 -
Response Example for Command 0x10071Start Transaction
Command not executed due to Battery Charge Stat&Jpdate
Table 3.2-3 - Response Message Formatith Table 6.6-4 -
Response Example for Command 0xD801 Battery Charge State
battery Charge Status content, Updeable 3.2-5 - Notification
Message Formatwith battery charge status content; addeXb NFC
UID Type (EMV Contactless Only), add notification for GPO
Response if7.1.1Notification 0x0101- Transaction Information
Update, add additional note on Tag 85 regarding GPO Response
6985 onTable 7.4-2 - Notification Payload for Display Message
Request Notifications (No Display Only) Add Table 6.2-4 7
MIFARE Ultralight C Commands, Table 6.2-37 MIFARE
Ultralight EV1 CommandsTable 6.2-57 MIFARE Ultralight
AES Commands Add Property 1.2.1.1.4.2 MIFARE Ultralight
AES DataProtKey.Property 1.2.1.1.4.3 MIFARE Ultralight AES
UIDRetrKey. Property 1.2.1.1.4.4 MIFARE Ultralight AES
OriginalityKey. Add note for random ID. Adé.6.7Command
0xD831i Delete File from Device Add Command 0xD112- Set
Property (Secured) Add 2.2How to Use Apple iAP2 Connections
(iIAP2 Only); updateTable 4.51 - EMV ARQC (DynaPro Format)
Type with encrypted card data content; A@dble 4.5-3 - EMV
ARQC (DynaPro Format) DFDFDF37 Decrypted Contents
UpdateTable1.51 - Device Connection Types / Data Formtats
include iAP2; ad®.2How to Use Apple iAP2 Connections (iIAP2
Only)
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Rev Number |

101

Date

January20, 205

Notes

Updated HW configuration values for USB/iAP2. Add
Property 2.1.2.5.6.7 Available Access PointsAdd support
for CUP, JCB and Interac HrEMV Processing Configuration
File Type and EMV Entry Point Configuration File Type ;
Misc. clarifications and corrections; updatedtification
0x0101- Transaction Information Update andNotification
0x1001- Device Information Updateto support MIFARE
Plus. Add tags t&RQC (cleartext):

OxDF2AT Tip Mode Sale Amount Entered

OxDF2Bi1 Tip Mode Total Amount

Add tag toOID property 1.1.1.1.3.4i Other TLV :

0x9F02i Default Amount for Quickchip

Add to CA revocation list, exception file list and DPAS data
storage tdrable 6.6-1 - File Types DeleteCommand 0xD112
- Set Property (Securedyequest data, response data and
example; AddProperty 2.1.2.3.6.5 Entry Point Checksum
andProperty 2.1.2.3.A.5 Entry Point Checksum Added
Table 4.5 97 Fleet Data Container Payload Removed
Enhanced ARQC section; Removed Enhanced Batch Datal
Section; Add Acommon kerne
and Interac OIDgeplaced radar mode with updated
terminology changed tBroximity Detection Mode
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Rev Number |

102

Date

April 15, 2025

Notes

Make Device LockFeature customer facing; Adéroperty
1.1.1.1.2.6 Tip Mode Enable Submit on Amount Button
Press Add response codes to group 2 subgroufstt&mpt to
display Flexible Ul page while touchscreen Ul notifications
enabledandRequest is invalid while card emulation is in
progress to imable 3.24 - Operation Status DetailCodes
UpdatedProperty 1.2.3.2.1.1 System Volume Contrdb
allow value of 0 (no sound); Added Apollo client cert suppg
Add Card Emulation tgable 1.6-1 - Device FeaturesAdd
Card Emulation; addCommand 0x1840° Card Emulation,
add Module 0x06 Card Emulation T@ble 7.4-4 - Notification
Detail Codes

UpdateCommand 0x1102 Pass Through Command for
MIFARE DESFire, Type 4to include MIFARE DESFire
EV1/EV2/EV3; UpdateCommand 0x1102Z Pass Through
Command for MIFARE DESFire, Type 4to include
MIFARE Plus EV1/EV2/SE/X SL1 (Security Level 1)
commands; Updat€ommand 0x1103 Pass Through
Command for MIFARE Plus, Type 2to include MIFARE
Plus EV1/EV2/SE/X SL3 (Security Level 3) commands;
UpdateNotification 0x0101- Transaction Information
Update andNoaotification 0x1001- Device Information
Updateto include MIFARE DESFire EV1/EV2/EV3; Add
Property 1.2.1.1.4.5 MIFARE Plus AES_KeylProperty
1.2.1.1.4.6 MIFARE Plus AES_Key2Property 1.2.1.1.4.7
MIFARE Plus AES_Key3. Property 1.2.1.1.4.8 MIFARE
Plus AES Key4.Property 1.2.1.1.4.9 MIFARE Plus
AES_Key5.Property 1.2.1.1.4.A MIFARE Plus AES_Key6.
UpdateCommand 0x1100° Pass Through Command For
NTag/MIFARE Ultralight, Type 2 to include an option for
READ command to do a fast read
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1 - Introduction

1 Introduction

1.1 About ThisDocument
This document describes how to communicate with Secure Card Reader Authenticator (SCRA) devices
which implement MagTek Messaging Schema (MMS) DynaProx system architecture.

The document usdmld faceto:

9 Highlight terms / concepts being formally defined in the current sentence / paragraph
1 Highlight important distinguishing keywords in sentences

1 Indicate hyperlinks to other sections / tables

The document uses a small number of annotation standards that are important to understand:

1 Hexadecimal values are prefixed wilk unless the context clearly indicates arpnefixed number
is hexadecimal (for example, TLV tags, lengths, and values are always assumed to be hex).

1 Binary values are prefixed wilb unless the context clearly indicates the value is binary.
1 Decimal values are not prefixed unless required for clarity, in which case the pffix is

The standard documented by this document makes extensive uselanalyValue encoding. Section
3.2.1Tag-Length-Value (TLV) Encoding describes how to encode and decode TLV, and how to read
the tables in this document that describe TLV data objects.

1.2 About ThisDocument
This document describes how to communicate with Secure Card Reader Authenticator (SCRA) devices
which implement MagTek Messaging Schema (MMS) and the DynaFlexdy§&em architecture.

The document usdmld faceto:

1 Highlight terms / concepts being formally defined in the current sentence / paragraph
1 Highlight important distinguishing keywords in sentences

1 Indicate hyperlinks to other sections / tables

Thedocument uses a small number of annotation standards that are important to understand:

1 Hexadecimal values are prefixed witk unless the context clearly indicates arpuefixed number
is hexadecimal (for example, TLV tags, lengths, and values are always assumed to be hex).

1 Binary values are prefixed wilbb unless the context clearly indicates the value is binary.
9 Decimal values are not prefixed unless required for clarity, in which case the pffix is

The standard documented by this document makes extensive uselandlyValue encoding. Section
3.2.1Tag-Length-Value (TLV) Encoding describes how to encode and decode TLV, and how to read
the tables in this document that describe TLV data objects.
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1 - Introduction

1.3 About Terminology

Thegenerakermsii d e v andfiehoo ardusedin different,oftenincompatiblewaysin a multitudeof
specificationsandcontexts. For instance, the term "host" can signify different things depending on the
contexd such as USB communication versus networked financial transaction processing. In this
document, "device" and "host" are defined specifically as follows:

91 Devicerefersto the Secure Card Reader Authenticator (SCRA) or PIN Entry Device (BED)
receivesandrespondgo the commandsetspecifiedin this document.Refer toTable 1.6-1 - Device
Features t o determine a deviceds speci f iDevicesapabi
includeDynaFlex, DynaProx, DynaFlex I, and so.on

91 Host refersto the pieceof generalpurposeelectronicequipmenthedeviceis connecteabr pairedto,
which cansenddatato andreceivedatafrom the device. HosttypesincludePCandMac
computers/laptopsablets smartphoneggeletypeterminals,andeventestharnessesin manycases
the hostmay havecustomsoftwareinstalledonit thatcommunicatesvith thedevice Whenfi h o st 0

It

mustbe useddifferently, it is qualifiedassomethingspecific,suchasii ac qui r eirUSBost 0 0o r

Similarly, theword i u s ie usexin differentwaysin differentcontexts. This documenseparatessers
into more descriptiveategories:

1 Thecardholder
1 Theoperator (suchasacashier bank teller, customer service representative, or Sepset
1 Thedeveloperor theadministrator (suchasanintegratorconfiguringthe devicefor thefirst time).

Because some connection types, payment brands, and other vocabulary name spaces (notably Bluetooth®

LE, EMV, smart phones, and more recent versions of Windows) use very specific meanings for the term
AApplication, 06 t hi shosdsoftvaratoadaiet to Jofavare onthe okt that previdas
a user interface for the operator.

Thecombinationof device(s) host(s) hostsoftware devicefirmware,deviceconfigurationsettings,
physicalmountingandenvironmentuserexperienceanddocumentations referredto asthe solution.

1.4 About SDKs and Sample Code

MagTek provides convenient SDKs and corresponding documentation for many programming languages

and operating systems. The API libraries included in the SDKs wrap the details of the connection in an
interface that <concept aapberatign, frreing software teselopelhs ¢o fodus v i
on the business logic, without having to deal with the complexities of platform APIs for connecting to the
various available connection types, communicating using the various available protocols, awgdiparsi
various available data formats. InformatadvoutusingMagTek wrappeAPIsis availablein separate
documentationincluding:

1 D998200380MagTekUni ver s al SDK Programmer 6s Manual
1 D99820038IMagTekUni ver s al SDK Programmer 6s Manual
9 D998200389MlagTekUni ver s al SDK Programmer 6s Manual
1 D99820038&MagTekUni ver s al SDK Programmer 6s Manual
i D99820038MagTekUni ver s al SDK Programmer 6s Manual
1 D998200388MagTekUni ver s al SDK Programmer 6s Manual
The documentation is bundled with the SDKs themselves, which include:

1 100000735MagTekUniversal SDK for MMS Devices (Windows)
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1 - Introduction

I 1000007352MagTekUniversal SDK for MMS Devices (Android)
I 1000007353 agTekUniversal SDK for MMS Devices (iOS)
I 1000007354MagTekUniversal SDK for MMS Devices (macOS)

The SDKs and corresponding documentation include:
9 Functions for sending the direct commands described in this manual
1 Wrappers for commonly used commands that further simplify development

9 Sample source code to demonstrate how to communidtitéhe deviceusing the direct commands
described in this manual

To download the SDKs and documentation, seanwiv.MagTekcomf o r fSDKoO and sel ect
and documentation for the programming languages and platforms you need or contact MagTek Support
Services for assistance.

Software @velopersalsohavethe optionto revertto directcommunicatiorwith the devicausinglibraries
availablein the choserdevelopmentramework. For example, custom software written in Visual Basic
or visual C++ may make API calls to the standard Windows USB HID driMais documenprovides
informationandsupportfor developing host software usitigat method.

MagTekhasalsodevelopedsample softwaréhatdemonstrates direct communication with the device,
which softwaredeveloperganuseto testthe deviceandwhich provides a startingpoint for developing
othersoftware For more information, see the MagTek web site, or contact your reseller or MagTek
Support Services.
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1.5 About Connectiors and Data Formats

MMS products transmit data using a setofnmondata formatscrossa variety ofphysicalconnectiorlayers,which can includeiniversalserialbus
(USB)actingasavendat e f i ned HI D dewicel eBYSBANI DAL AN) , BluetoothE, Bluetoot
232, Apple Lightning, and so oflhe setof availablephysicalconnectiortypes and the data formats available on each connection type is device
dependentTable 1.51 shows the physical connection types available on each product, and the data formats supported on each connection type for
that device. Btailsabout connection types and formats can be fousdétion2 ConnectionTypes Section headings in this document include tags

that indicate which connection types and/or data formats they apply to.

Table 1.5-1 - Device Connection Types / Data Formats

Product / Connection Bluetooth®® LE GATT RS-232/UART USBHID WLAN IAP2 Ethernet
DynaFlex with USB Only HID
DynaFlex Pro with USB Only HID
DynaFlex Pro w/WLAN HID WLAN
iIAP2-
DynaProx SLIP HID USB
DynaFlex Il with USB Only HID
DynaFlex Il PED with USB Only HID
DynaFlex Il PED w/WLAN HID WLAN
. iAP2-
DynaFlex Il Go with USB Only HID USB
iAP2-
DynaFlex Il Go w/Bluetooth® LE GATT HID USB
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1.6 About Device Features

Much of the information in this document is applicable to multiple devices. When developing solutions that use a sfiexific gkt of devices,
integrators must be aware of each devi ce0s oospwhicheaffectithe availabilitpand , dat a
behavior of some command$able 1.6-1 provides a list of device features that may impact command availability and behavior. All section headings
in this document include tags that indicate which features they apply to.

Table 1.6-1 - Device Features
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EMV Contactless Y |Y Y Y Y Y Y Y |Y Y Y Y Y Y
MCE (Manual Card Entry) N |N N Y Y Y Y N N N Y Y Y Y
BCR (Barcode Reader) Y |Y Y Y Y Y Y Y |Y Y Y Y Y Y
LED RGBx4 1 |Y Y Y Y Y Y N Y Y Y Y Y Y
LED Monox4 Y |N N N N N N Y N N N N N N
Touch N |N N Y Y Y Y N N N Y Y Y Y
No Touch Y |Y Y N N N N Y |Y Y N N N N
Display N |N N Y Y Y Y N N N Y Y Y Y
No Display Y |Y Y N N N N Y |Y Y N N N N
Battery Power Y |N Y N Y Y Y N N Y N Y Y Y
Banking Functions N |N N Y Y Y Y N N N Y Y Y Y
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2 - Connection Types

2  ConnectionTypes
Table 1.51 on page20includes a list oEonnectiorntypesavailablefor eachdevice. Thefollowing
subsectiongrovidedetailsdevelopersvill needto communicatevith the device using each connection

type
2.1 Howto UseUSBConnections(USB Only)

These USB devicesonformto the USB specificatiorrevision1.1. Theyalsoconformto the Human
InterfaceDevice(HID) classspecificatiorversionl.l This documentissumesheaudiencds familiar
with USB HID classspecificationsyhich areavailableat www.usb.org MagTek strongly recommends
becoming familiar with that standard before trying to communicate with the device directly via USB.

These devicearefull-speedhigh-poweredUSB deviceshatdraw powerfrom the USB busthey are
connected to Theyenterandwakeup from Suspendanodewhendirectedto do soby the USB host.
Theydo not supportremotewakeup.

When connecting via USB, MMS devices connect to the USBasastendor-defined Human Interface
Device. MMS deviceglentify themselveso the hostvith Ma g T evéndosiD 0x0801 DynaFlex
products report as Product ID (PID§202Q DynaProx products report as Product ID (POR2023and
DynaFlex Il Go report as Product ID (PID) 0x2024

Details for exchanging messages with the device are provided in the sections that follow.

2.1.1 About USB Reports, Usages, Usage Pages, and Usage IDs

All USB HID devicessendand receivaelatausingReports. Eachreportmay contain several sections,
calledUsageseachof which has its own unique folnyte (32bit) identifier. The two most significant
bytes of a usage are called theagepage and the two least significant bytes are calledusegelD .
VendordefinedHID deviceusagesnusthavea usagepagein therangeOxFF00- OxFFFF, and it is
common practice for related usage IDs share the same usage page. For theseltessgefa MMS
devices usevendordefinedusage pagéxFF00, Magnetic Stripe Readet

HID reports used by the host can be divided into two types:
1 Output Reports, which the host uses to send messages (such as commands) to the device.

1 Input Reports, which the device uses to send messages (such as responses and unsolicited
notifications) to the host.

For information about using output reports to send command messages to / receive response messages
from the device, see secti@rl.3How to Send Command Requests Using the USB ConnectioRor
information about receiving unsolicited data from the device, see sé@ctidiHow to Receive Data

Using the USB Connection (HID Only)

2.1.2 How to Connect to a Device Using the USB Connection
The steps for a host to connect to the device using the USB connector are the same as connecting to any
USB HID device, and are platform specific. The general steps regardless of platform are as follows:

1 Enumerate the USB devices connected to the host.
1 Locate the desired device by PID.

1 Open the USB connection.

1 Read the report descriptor.
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1 Begin listening for incoming reports, and sending data using outgoing reports.

2.1.3 How to Send Command Requests Using the USB Connection

MMS communication between the host and the device consistesgageswhich are independent of
connection type and are documented in se@i@nThis section focuses specifically on how to use the
deviceds USB HI D cQ@mmaadtdthetast by composing and sandirigempiest
Messagethen listening for and interpreting the correspondRegponsedviessage

When the device is connected to the host via USB, the host sends one @utmareReportsto the
device to send the requests commandsand listens / waits for the device to send one or rimmeat
Reports containing a response (see secfiahl). All reports use Usage Pa@eFF00Q, Usage 1D0x20,
and no Report ID (which some platform libraries present to the calling software as Report ID 0x00).

The host may send Output Reports by using either the d€fmdtol pipe or the Interrupt OUT pipe

using a blocking call to the plOatpufReporsidrediatedyB | i br a
Upon detecting the ACK for the [a®utput Report inhe message strearhgthost software can

immediately begin listening for one or more follayw Input Reportsontaining thel e v i respodse.

Some messages defined in secfdhmay exceed the maximum packet length allowed by USB HID.

For this reason, MMS implements a packetizing scheme the host must use when it composes Output
Reports to send commands, and when it decomposes Input Reports to receive responses. The host should
follow this general sequence to send a request and receive a response:

1) Choose the command to invoke from secBd@ommands

2) Construct the command request message usirigdfeesttable in the command documentation.
For a deeper explanation of the contents of request tables, see 2&tion

3)
4) Determine the complete length of the command request message.

5) Exami ne t Report@®eseriptar ® determine what payload length the device expects for an
OutputReport( oper ating system | i br ar ieporsLengtidy dRepofier t o t
Cound ) . MMS devices using USB HI D generally wuse
a) If the message length fits tisengle Packetpayload length of 62 bytes, wrap the message in the

Single Packet format shown Trable 2.1-1.

b) If the message length does not fit the Single Packet payload length, wrap the message in the
format of a singléviulti -PacketHead, followed by zero or mor#ulti -Packet Middlesas
necessary, followed by omulti -Packet Tail, as shown iTable 2.1-2, Table 2.1-3, andTable
2.1-4. If necessary, the host can cancel in the middle of afRaltket message using tHelti -
Packet Cancelpacket shown iTable 2.1-5.

6) For each packeteadan Output Reporto the device, and wait for the device to ACK the output
report USB packet. Upon ACK, either send the next packet in the sequence (if any), or begin
l' i stening for an I nput Report cont2dédHowiog t he de\
Receive Data Using the USB Connection (HID Onlj) If an ACK does not arrive, time out and
assume the command needs to be started again.
7) Strip wrappers off the deviceds response in exac
(using either Single Packet format or Muacket format), and recompose the response message. Be
sure to assemble the packets in the correct order Bsicket Number, and to truncate the padding
based oiMessage Lengthor Remaining Message Length

8) Parse the final response message using the Response table in the documentation for the command.
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Table 2.1-1 - Single Packet Format

Byte Offset Field Name \ Field Value
0 Packet Type 0x00 = Single Packet
1 Message Length Message length, denotedMs
2.N+1 Message Message exactly from secti@r®
N+2..63 Padding, if needed 0x00

Table 2.1-2 - Multi -Packet Head Format

Byte Offset Field Name \ Field Value
0 Packet Type 0x01 = Multipacket Head
Total message length before decomposing into packe
1.4 Message Length denoted adl. If 62 or less, use Single Packet Format
5..63 MessagdPart First 59 bytes of message from secthp

Table 2.1-3 - Multi -Packet Middle Format

Byte Offset Field Name ‘ Field Value
0 Packet Type 0x02 = Multi-Packet Middle
0x0001 = First MultiPacket Middle
1.2 Packet Number 0x0002 = Second MuHPacket Middle
Etc. up to OXFFFF
3..63 Message Part Next 61 bytes of message from secthp

Table 2.1-4 - Multi -Packet Tail Format

Byte Offset Field Name | Field Value
0 Packet Type 0x03 = MultiPacket Tall
1 Remaining Message Len Number of bytes of the message that are being
9 9 9 transmitted in this final packet, denotedhas
5 il Message Part glgal n bytes of message exactly as described in sec
n+2..63 Padding, if needed 0x00

Table 2.1-5 - Multi -Packet Cancel Format

Byte Offset Field Name ‘ Field Value
0 Packet Type 0x04 = Mult-Packet Cancel
1.2 Reason for Cancel 0x0000 = General
3..63 Padding 0x00
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2.1.4 How to Receive Data Using the USB Connection (HID Only)
MMS devices use the same mechanism to S&gponsemessages to host commands and to send
unsolicitedNotifications to the host when events occur, such as device state changes or user interactions.

When the device communicates with the host as a vatefored HID device, it sends messages to the

host via an Input Report, which it sends to the host using8i&Interrupt IN pipe. Per the USB HID

standard, the host polls the device on a regular Polling Interval to see if the device has input reports
available to send. I f the deviceNAKoes not, it re

The host software should always be listeningtiput Report s from the device containing notification

messages and command response messages. Assembling and parsing the incoming message is the same
in both cases, but notification messages, which are generally unpredictable, need to be routed to different
handlerstian responses, which are generally anticipated after sending a command. All input reports use
Usage PagbxFFO00, Usage ID0x20. Because MMS devices only implement one input report, the input

report they send to the host does not include an Input Report ID (which some operating system libraries
present to the calling software as Input Report ID 0x00), in accordance with the USB HID specification.

Some response and notification messages defined in s2@ioray exceed the maximum packet length

all owed by USB HI D. I f the message cano6t fit int
containing partial message data using the same message packet structures described2iri Sction

Table 2.1-1, Table 2.1-2, Table 2.1-3, Table 2.1-4, Table 2.1-5.

Upon receiving an input report, the host can determine the simessfage packet Input Reports by

looking at the HID report descriptor. The host can locate a specific data element in the report by finding
the corresponding Usage and interpreting its contents as binary data. Because MMS devices use a single
usage to ha the Input Report contents, unlike devices that divide the Input Report contents inte length
delimited Usages, the host software can twadke its method of finding the packet data; it is not

necessary for the host software to examine the Report Desddptoformation about separate data

el ement sé offsets upon receiving a packet.

The host should follow this general sequence to process incoming Input Reports:

1) Register a listener with the operating system USB library to have the relevant Input Reports routed to
the host software for processing.

2) When an Input Report arrives, knowing from secfdh1that the device usddsage Page 0xFFQO
andknowing the desired data is found in the usage Withge ID 0x0020 cal | t he pl at f or
SDK to retrieve the data frokdsage OxFF00002h the input report.

3) Interpret the blob of data according to tables in se@itr8to determine whether the incoming
message is in single packet format or mpétcket format. If it is using mulpacket format:

a) Continue buffering the message and processing incoming packets until the last packet of the
message arrives.

b) Assemble the full message. Be sure to assemble the packets in the correct order using the Packet
Number, and to truncate the padding baselessage Lengttor Remaining Message Length

4) Determine the message type and message ID and parse it according to the corresponding Response
table or Notification table in sectich2

5) Route the fully composed message to the appropriate handler.
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2.2 How to Use Apple iAP2 Connections (IAP2 Only)

This section provides information about developing an iOS app that interfaces with the device via the
USB connector using iPod Accessory Protocol (iIAP2). For sample code and other supporting materials,
seel000007353 MAGTEK UNIVERSAL SDK FOR MMS DEVICES ( iOSgvailable from MagTek.

To develop host software for an iOS host that connects to the device, you must know the following device
properties, which are specified by the purchaser when ordering, and loaded by the manufacturer:

1 Apple iAP2 AppBundlelD, also known as the SDK Protocol, usually in the form of a reverse
DNS string unique to the host software developer or the device purchaser.

The host software should initiat eExternatAocessogyct i on t o
Framewor k (for s aBfDemoapp)odpen establsking the qoinection, the host can
begin exchanging data with the device.
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3  Messages (Requests, Responses, Notifications, and Files)
This section describes the general format of messagdmnged between hosts and devices that are using
the common MMS message framework.

Documentation about the specific messages supported by a given device is provided i section
Commands

3.1 About Messages

The host and the device communicate with each other by exchanging blocks of datslesdiages

which are standardized wrappers containipgudoad that is either a@ammandRequest a ommand

Respong, an unsolicitedNotification, or aFile. For example, the host may sencbanmandequest

message to the device to change a configuration setting, and the devieenthayommandesponse

messag¢o indicatethe command was successful; when a cardholder inserts a card, the device naay send
notification message to the host that a cardholder has initiated a transaction; the host may send the device
afile messagéeo loadfirmware.

Messages can be nested. For example,-fet@b secure wrapper request from the host to the device may
contain an encrypted or signed command request for the device to unpack, validate, and execute.

Requests and Responsefequests and responses are two of the message payload types the host and
device exchangmsidemessagesThe combination of a message that contairejaestpayload and a
message that contains the correspondésgonsepayload is referred to generally in this document as a
Command. The device caonly service oneommand requesit a time andsend eachcommand

response within a préetermined finite amount of timedterreceivingthe request. After sending a
command requedthe host must wait until the device returns a response before sending another request,
or until the request is unanswered after a reasonablaléfised timeout period passes.

Notifications. Notifications are a message payload type the host and device exchange assidgan.

The device sendsotification messagetothe hosift he de v i c e §csif andxtarhabeventh a n g e
occurs, such ascardholder inserting eard. The device can sendatification at any timeanddoes not
expect a response or any specific action from the tystiefault, the device sends all notifications to the
USB interface. To configure the device to send notifications on additional connectio@snuseand

0x1F02- Set Notification Subscriptions

Data Files. Data Files are a message payload type the host and device exobkategeessagesThe

device handles them as a stream, in that it begins storing the payload of the message before it has received
the final packet of the message, allowing for much larger payloads than standard requests. This is made
possible by restricting the functiafithe message to just transferring a file, which means restricting the
message payload to primitive data only; it cannot contain composed TLV data objects.

Regardless of connection type, all MMS devices use the same schema for sending and receiving
messages, which is documented in se@@i@Message Format For information about transmitting and
receiving messages using specific connection types, which involves following conrepamfic rules
for breaking messages down into transmittAldssage Strears see sectio@ Connection Types

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Page28 of 315(D998200489102)



3 -Messages (Requests, Responses, Notifications, and Files)

3.2 Message Format

3.2.1 TaglLengthValue (TLV) Encoding

3.2.1.1 About TLV Encoding

All messages exchanged between the host and the device are formatted usintptigghtaglue

Distinguished Encoding RulegDER) defined inTU-T X.680|ISO/IEC 88241 andITU-T

X.690]ISO/IEC 88251. A subset of these standards is also us&MV Integrated Circuit Card
Specifications for Payment Systems 4.3, Part IV, Annex B Rules for BHR/ Data Objectsso

the latter carsenve as a useful point of reference, especially for developers who are familiar with systems
that exchange blocks of EMV data.

Summarizing those specifications, each TLV data object follows these basic rules:

1 The DER standard designates the least significant bit of a biptelasand the most significant bit of
a byte a%it 8. This is different from the remainder of the MMS standard, which indexes bit numbers
starting at O to be consistent with each bit pos
1 TheTag or Identifier portion of a TLV data object identifies the TLV data objeEthis standard
assignghetag (identifier) portion of TLV data objects according to the DER format as follows:
o Bits 8 and 7 specify whether the TLV data object is universal, appliedéfined, context
specific, or private. Most messages in this standard corabext-specifictags (bits 8 and
7 =10), meaning different messages reuse the same tags, and the tags represent sequentially
numbered parameters passed in any message. The contents of eactspeaitixtag
(parameter) are described for each message in sédiommands
0 Bit 6 specifies whether the tagpgmitive (bit 6=0), meaning it contains its values directly,
or constructed (bit 6=1), meaning the TLV data object contains more TLV data objects.

0 Bits 5to 1 specify a unique tag number, with 11111 reserved to mean:
A The tag is not a single byte long

A Bits 7 to 1 of subsequent bytes with bit 8 set to 1 are also part of the tag identifier
with the most significant of the whole tag number in bit 7

A Bits 7 to 1 of the final byte with bit 8 set to 0 is also part of the tag identifier

1 Thelength portion is calculated as the total length of the Data portion that follows it: Lengths can
be either short form or long form:

o Short form means the length is one byte long in the ralw@ to Ox7F .

o0 Long form means the length is multiple bytes long, starting withloyte 0x80 or greater,
where the lower 7 bits specify how many subsequent bytes are used to indicate the length.
For example, in the case of len@R01 C3, 0x82 is greater thaBx7F, and the lower 7 bits
equal0x02 , so the nex2 bytesOx01C3 give the total length of the data block, 451 bytes.

o DER format stipulates all TLV data objects should be encoded using the smallest length
required to fit the data.

9 TheValue or Data portion is the actual payload of the TLV data object.

Thisdocument provides message definitions in hexadecimal format; when the host constructs or
interprets a message, if no additional encode / decode filtering or translation is in place at the platform
layer, it should expect each hexadecimal value showndrdtiaument to be represented as binary bytes

in the message stream, not as string literals. For example, FF is a single byte with all bits set to 1, not the
two-byte string |literal AFF. O
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3.2.1.2 TLV Example
Below is a brief example of a TL¥ncoded request and responsedommand 0xDF01- Echo,
wrapped in the standard message format documented in seé@idMessage Structure

The host sends the device a binary byte str@A8081040101DF018407DF018103010203 , which
breaks down as follows:

1 AAO0O0 = Standardstart of Message API Framework Version (not TLV)
1 81,04, 0101DF01
0 Tag 81 = Request Message Parametdtelssage Information
o Length 04
o Value 0101DFO01
A 01 = Request from host to device
A 01 = Message reference number
A DF01 =Command 0xDFO01- Echo
1 84,07, DF018103010203
0 Tag 84 = Request Message Paramet&egjuest Payload
0 Length 07
o Value DF018103010203
A DFO01 = Payload format is for Requ&tmmand 0xDF01- Echo (not TLV)
Tag 81 = Payload ParameteNBlue to Echo
Length 03
Value 010203 = Value to Echo 010203

> > >

In response, the device sends the host a binary byte stream
AA0081048201DF018204000000008407DF018103010203 , which breaks down as follows:

1 AAO0O0 = Standardbtart of Message APl Framework Version (not TLV)
1 81, 04,8201DF01
0 Tag 81 = Response Message Parametdietsage Information
o0 Length 04
0o Value8201DFO01
A 82 = Response from device to host
A 01 = Message reference number
A DF01 =Command 0xDFO01- Echo
1 82, 04, 00000000

0 Tag 82 = Response Message Parameteegponse Statugone byteOperation Status
Summary, three byte©peration Status Detai)

o0 Length 04

o0 Value 00, 000000 = OK / Done, General / All Good / Requested operation was successful
1 84,07, DF018103010203

0 Tag 84 = Response Message Parameter Rdeponse Payload

o Lengh 07

o Value DF018103010203
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DFO01 = Payload format is for Respori@emmand OxDFO01- Echo (not TLV)
Tag 81 = Payload ParameteNBlue to Echo

Length03

A Value 010203 = Value to Echo 010203

> > >

3.2.1.3How to Read TLV Tables

Throughout this document, tables that show TLV data objects use some number of slashes in front of the
Tagi denti fi er t o relatvelevelaftnesting /lcentainneent ithio oth@rsTLV data

objectsin the same tableThese levels should not be assumed to be absolute levels, because a given TLV
data object may be nested within other TLV data objects at any level. The slash notation saves table

space compared to whitespace indenting and is easier to read tharaatsepari Nest i ng Level 0
which can be difficult to notice.

For example:

1 Earth contains

9 /North America, which contains
9 //United States which contains
9 ///California.

AlthoughEarth is arelativeroot within the context of the objects above, it is noalasoluteroot,
because the nested objects starting wittEtlugh relative root could be wrapped inside another object
representingol Solar Systemand that could be wrappedNilky Way Galaxy, and so on.

In tables that show TLV data objects, a Lengthafmeans the length is variable, and the device or host
must calculate it based on whatever is nested inside the TLV data object.
SeeTable 3.2-1 belowfor an example

Table 3.21 - TLV Table Example
Tag Len Value / Description Typ Req Default

TLV data objectAl contains four directly nested TLV data

objects: 81, 82, A3, and 84 for short, or more precisely Al/
Al var |Al/82, A1/A3, andA1/84. A1/82 is optional (Req ©), sothe|T [R
length of A1 will vary depending on whether or not A1/82 ig
included (Len =var) or excluded / left implicit.

TLV data object A1/81 contains one byte and is required.

/81 01 has no default value because it must be explicitly included.

TLV data object A1/82 contains three bytes but is optional.
182 03 |itis notincluded in this object, the device (or host) assume|B |O |0x4D6F6D
default value 0x4D6F6D.

TLV data object A1/A3 contains two TLV data objects: 81 &
82, or more precisely, A1/A3/81 and A1/A3/82. Its length i
/A3 08 |the combined length of its two nested objects: 5 bytesfor§T R
(tag81, length03, valuexx xx xx) and 3 bytes for 82 (tegg,
length01, valuexx).

/181 03 |TLV data object A1/A3/81 contains three bytes and is requ|B |R

1182 01 |TLV data object A1/A3/82 contains one byte and is require(B |R
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Tag Len Value / Description Typ Req Default

TLV data object A1/84 contains three bytes that represent
distinctvalues, but to save space, they are leqigiimited

184 03 |directly inside A1/84, instead of being assigned theirown |B |R
individual nested TLV data objects. The length of A1/84 is
simply the combination of three single bytes.

This is just a raw byte inside 84. As a simple byte, it has n
tag-lengthvalue structure of its own, so its Tag is shown he

/Inull (1) |as/null, and its length is in parentheses to indicate itisnot |[B  |R
encoded as a TLV data object, it is simply a byte count tha
be used to fislice aparto t
/Inull (1) |This is another byte contained by 84. B |R
/Inull (1) |This is another byte contained by 84. B |R

3.2.2 Message Structure
Each message type follow a specific structure, detailed isuthgections below.

3.2.2.1 Request Message

Table 3.2-2 - Request Message Format
Tag Len| Value / Description Typ Req Default

One byte standar@tart of Messageconstant, not in TLV format.
1 OxAA = Standard start ohessage byte

Onebyte standardPI Framework Version constant, not in TLV format, used for tracking version

compatibility. Devices that implement higher (newer) versions of the API framework are designe

reasonably compatible witturrent and previougower) versions

1 0x00 = Preproduction development (limited breaking changes). At minimum, every device
MagTek ever produces using the MMS framework will accept this value.

9 0x01 = First Production release (no breaking changes)

I 0x02 = SecondProduction release

1 Etc.

81 var |Message Information B |R

Message Type & Direction
/null (1) |7 Ox01 = Requestfrom host to device B |R
1 0x81 = Request from device to host (Reserved)

Message Reference Number
The host can use any value in thige to help match
responses with their corresponding requests. The device

/null 1 . . . B |R
(1) includes the same number in the corresponding response
MagTek recommends using a simple incrementing counte
request the host sends during a session.
/null (2) |Command ID B |R
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Tag Len| Value / Description Typ Req Default

The fully qualified Command number as defined in sediio
Commands The first byte is the Command Group numbe
which groups functionally related requests, and the secon
byte is the Command number within that group. If the
Request Payloadn the message contains wrappers, the h
should specify the command it is invoking at the core of tf
request after all wrappers have been removed. This valu
included primarily for performance and key conservation;
device simply uses it to malseire it is in a mode where it is
capable of processing the desired command before it bed
processing th®equest Payload

/null (var) |Reserved 0]
Request Payload

84 var |[As documented in the me$sdgB |R
Commands

9E var |Reserved B |O

3.2.2.2 Response Message

Table 3.2-3 - Response Message Format
Tag Len ‘ Value / Description Typ Req Default

One byte standar@tart of Messageconstant, not in TLV format.
1 OxAA = Standard start of message byte

Onebyte standard\PI Framework Version constant, not in TLV format, used for tracking version

compatibility. Devices that implement higher (newer) versions of the API framework are designe

reasonably compatible witturrent and previougower) versions

9 0x00 = Preproduction development (limited breaking changes). At minimum, every device
MagTek ever produces using the MMS framework will accept this value.

9 0x01 = First Production release (no breaking changes)

T 0x02 = Second Production release

1 Etc.

81 4 |Message Information B |R

Message Type & Direction
/null (1) |1 0x02 = Response from host to deviBmserved) R
1 0x82 = Response from device to host

Message Reference Number

The device echoes back whatever value the host populate
/null (1) |the Message Reference Number when it made the R
corresponding request. The host can use this vainatch
responses with their corresponding requests.

/null (2) |Response ID R
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Tag

Len ‘

Value / Description

Matches the fully qualified Command number from the
corresponding Command Request message, as defined i
section6.1 Command Group 0x10nn- Transactions
T 0x1001i Start Transaction

Typ Req Default

/null

(var)

Reserved

82

04

Response Status

/null

(1)

Operation Status Summary

0x00 = OK, Done

0x01 = OK, Started / Running

0x40 = OK, Done with Warnings

0x41 = OK, Started / Running with Warnings

0x80 = Failed to start operation (missing parameters, €
0x81 = Failedduring operation

E R I

/null

(1)

Operation Status Detail (Group)

Operation Status Detadroup, Subgroup, andStatus Code
combine to provide a more detailed report than the Operat
Status Summary. Sdable 3.2-4 - Operation Status Detail
Codeson page35.

1 0x02 =Security/ PermissionProblems

/null

(1)

Operation Status Detail (Subgroup)

Operation Status Detadroup, Subgroup, andStatus Code
combine to provide a more detailed report than the Operat
Status Summary. Sdable 3.2-4 - Operation Status Detail
Codeson page35.

1 0x03 = DeviceStatelssue

/null

(1)

Operation Status Detail (Status Code)

Operation Status Deta8roup, Subgroup, andStatus Code
combine to provide a more detailed report than the Operat
Status Summary. Sd@ble 3.2-4 - Operation Status Detail
Codeson page3b.

T 0x16 = Low Battery (5% or less)

83

var

Additional Details

If provided, use this valu® help isolate the problem such a
the specific parameter number or EMV té#pe the Comman
definition in sectior6 Commandsfor commanespecific
Additional Details.

84

var

Response Payload
As documented in the mes&a
Commands

9E

var

Reserved
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Table 3.2-4 - Operation Status DetailCodes

Source \Grp Sub

I Subgroup 0x00 = General

Cde\

TheGeneral group 0x00 contains operation status detail codes related to the platform that do no
originate from a specific functional module.

Meaning

General 00 |00 00 |All good / requested operation was successful.
General 00 |00 02 |Requested Operation Failed

General 00 |00 10 |[Setting up RTC data and time failure

General 00 |00 11 |[Setting up RTC alarm failure

General 00 |00 12 |Key generation failure

General 00 |00 13 [Tamper setting is | ockecg
General 00 |00 14 |Tamper setting requires system reset to continue
General 00 |00 15 [Tamper status canbét be ¢
General 00 |00 16 |Device has been tampered, need attention

General 00 |00 17 |Tamper module failed for other cases

General 00 |00 18 |Setting WLANSoftAP password failure

validating messages.

The Message Handlergroup0x01contains operation status detail codes related to parsing and

I Subgroup 0x01 = Bvice issuethatprevent Message Processing (eQyitical Battery, Pending
Reset, System Failure, Systems).

Message 01 |01 01 |Generic Failure.

Message o1 o1 02 Bad message parameter. The host has sent a mess
the device that is not constructed properly.
Device offline, can not process messages. For exar

Message 01 |01 09 |thedevice returns this detail code when it does not hé
keys injected or has registered a tamper.

Message 01 01 10 |[PIN Key Not Mapped.

Message 01 |01 13 |Feature Not Available

TheRequest Handlergroup0x02 contains operation status detail codes relatethttng actual

command equess.

I SubgroupOx0l1Hata i ssues (bad, missing, unknowr

I Subgroup 0x02 Security/ permission problems

9 Subgroup 0x03 Pevice state issues (busy, not permitted, tampered, low battery)

I Subgroup 0x04 Bevice issues (missing hardware or features)

I Subgroup 0x05 = TR31 Errors

Request Handler |02 |00 00 |[Reserved

Request Handler |02 |01 00 |[Reserved

Request Handler |02 |01 01 |Generic Failure
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Source ‘ Grp Sub Cde\ Meaning
Request Handler {02 |01 02 |BadMessage Parameter
Request Handler |02 |01 03 |Response Payload too big
Request Handler |02 |01 07 |Internal FW Failure
Request Handler |02 |01 O0A |Image Failure
Request Handler |02 |01 19 |[Key does not exist
Request Handler |02 |01 1A |Not Secured
RequesHandler |02 |01 1B |Passcode validation failed
Request Handler |02 |01 1C |[Device is locked
Request Handler |02 |02 00 |[Reserved
Request Handler |02 |03 04 |Failed, device state issue, no transaction
Request Handler |02 |03 05 |Failed, device state issusgnnot cancel
Request Handler |02 |03 08 |Failed, device state, Transaction in Progress.
Request Handler |02 |03 0C |Failed, device state, Signature Not allowed
Request Handler |02 |03 0D |Failed, device state, Wrong Transaction State
Request Handler |02 |03 OE |Failed, device state, Invalid PIN Entry State
Request Handler |02 |03 OF |Failed, device state, PIN Entry in Session.
Request Handler |02 |03 11 |Failed, device state, Barcode Read in Progress.
Request Handler |02 |03 12 E\iitlisgiedd?\/ice stat®assthrough command Not
Request Handler {02 |03 14 |Failed, device state, Ul Settings in Progress.
Request Handler |02 |03 15 |Failed, device state, Buzzer in Progress
Request Handler |02 |03 16 |Failed, device state, Low Battery (5% or less)
Request Handler |02 |03 17 ﬁ}tﬁg}ﬁ}ct;)ﬁ%irs‘gIgzalzblleeﬂble Ul page while touchscree
Request Handler |02 |03 18 |Request is invalid while card emulation is in progress
Request Handler {02 |04 13 |Failed, BCR hardware not found.
Request Handler |02 |05 01 [Invalid TR31parameter
Request Handler |02 |05 02 |Invalid AES length
Request Handler |02 |05 03 [Invalid 16-Byte Boundary
Request Handler |02 |05 04 |Invalid Length in Message
Request Handler |02 |05 05 |Invalid number of optional KBH
Request Handler |02 |05 06 |Error in conversion of data type
Request Handler |02 |05 07 |Invalid KCV algorithm
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Source ‘ Grp Sub Cde\ Meaning
Request Handler {02 |05 08 |Invalid KCV length
Request Handler {02 |05 09 |Invalid Optional KBH ID
Request Handler {02 |05 OA |Invalid KBH ID
Request Handler |02 |05 0B |Invalid algorithm used in KBH
Request Handler {02 |05 0C |Invalid KBH usage
Request Handler {02 |05 0D |Invalid KBH length
Request Handler {02 |05 OE |Invalid version ID for key derivation
Request Handler {02 |05 OF |Invalid KBH mode ofuse
Request Handler |02 |05 10 |TR31 engine not installed
Request Handler |02 |05 11 |Invalid Cryptographic operation
Request Handler |02 |05 12 |MAC Verification Failed
Request Handler |02 |05 13 |[Error in Decrypting Key data
Request Handler |02 |05 14 |Error incomputing MAC over entire message
Request Handler |02 |05 15 |Invalid MAC length
Request Handler |02 |05 16 |KDF Error
Request Handler |02 |05 17 |Buffer Insufficient
Request Handler |02 |05 18 |Invalid Storage KPM
Request Handler |02 |05 19 |Invalid StorageSecure RAM
Request Handler |02 |05 1A |Invalid Key ID specified in option block
Request Handler |02 |05 1B |Unsupported Key ID specified in option block
Request Handler |02 |05 1C |Invalid Key ID Relationship
Request Handler {02 |05 1D |Protection Key ID noloaded
Request Handler |02 |05 1E |Invalid Data Tag MagTek Custom option block
Request Handler {02 |05 1F [Invalid Kcv
Request Handler {02 |05 20 |Invalid Data
Request Handler |02 |05 21 |Invalid DUKPT key derivation
Request Handler {02 |05 22 |Invalid Exportability
Request Handler |02 |05 23 |Invalid Key Class
Request Handler |02 |05 24 |Invalid DSN
Request Handler |02 |05 25 |Invalid Challenge
Request Handler |02 |05 26 |Key Undeletable
Request Handler |02 |05 27 |Key not present
Request Handler |02 |05 28 |Unsupported Keyset ID
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Source ‘ Grp Sub Cde\ Meaning
Request Handler {02 |05 29 |KPM Error
Request Handler {02 |05 2A | Secure RAM Error
Request Handler {02 |05 2B |Duplicated Key
Request Handler |02 |05 2C |Invalid Key Usage Rule
Request Handler {02 |05 2D |Selftest Key Corrupted
RequesHandler |02 |05 2E | Selftest System Key Bitmap Corrupted
Request Handler {02 |05 2F | Selftest System Key Missing
Request Handler {02 |05 30 |Selftest System Key Not Loaded
Request Handler |02 |05 31 [Invalid Key Storage Limit
Request Handler |02 |05 32 |Duplicated Key set
Request Handler |02 |05 33 |[Key Restriction
Request Handler |02 |05 34 |Key Transported by Weaker key
Request Handler |02 |05 35 |[Repeat Key Agreement
Request Handler |02 |05 36 |Security not activated
Request Handler |02 |05 37 |Selftest keyrelocated
Request Handler |02 |05 38 [Invalid Selftest Scanned Versus Saved Bitmap

3.2.2.3 Notification Message

Table 3.2-5 - Notification Message Format

Tag\ Len Value / Description Typ Req Default

Onebyte standar&tart of Messageconstant, not in TLV format.
1 OxAA = Standard start of message byte

Onebyte standard\PI Framework Version constant, not in TLV format, used for tracking version

compatibility. Devices that implement higher (newer) versions of the API framework are designe

reasonably compatible witturrent and previougower) versions

9 0x00 = Preproduction development (limited breaking changes). At minimum, every device
MagTek ever produces using the MMS framework will accept this value.

9 0x01 = First Production release (no breaking changes)

1 0x02 = Second Production release

1 Etc.

81 4 |Message Information B |R
Message Type & Direction

/null{ (1) [f Ox03 = Notification from host to device (Reserved) R
9 0x83 = Notification fromdevice to host

/null|{ (1) |Reserved, set to 0x00 R

/null{ (1) |Notification Source R
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Tag\ Len\ Value / Description Typ Req Default

This byte and thé&lotification Type form the first two bytes of a
unique sixbyte Notification ID. Use this byte to look up the
Notification Group subsection ir¥ Notifications.

1 O0x01 = Transaction

1 0x09 = Firmware Update

1 0x10 = Device

1 0x18 = User Interface

Notification Type

Append this byte tdlotification Sourceto look up theNotification
OxXNNNN subsection in the Notification Group subsection to find th
documentation for the notification.

/null] (1) 1 O0x01 = Information Update R
1 0x02 = Warninge.g. low battery, reset soon)
T 0x03 = Action Request (device is asking the host to take actio
1 0x04 = Callback (request for action from host, device waits be
continuing the related operation)
I 0x05 = Operation Complete (either success or error)
/null| (var)| Reserved @]

Notification Detail Code

These four bytes, when combined witbtification Source and
Notification Type, form a sixbyte unique ID for the notification.
82 |(4) |Each sixbyte combination has a specific meaning and represents|B |R
different call to action for the host. See secfidvotifications for
Notification Detail Codestables containing information about the

notification.
Category

/ull} 1 9 Ox00 = Power/Reset B IR
Reason

foull} 1 1 O0x02 = Battery B IR
Reason Detail (Subgroup)

foull} 1 M 0x01 = Power Down Imminent B IR

/null |1 Reserved, set to 0x00 B [R
Additional Detail

83 |var |See the notification definition in secti@rNotifications for O
notification-specific Additional Details.
Notification Payload

84 |var |[As documented in the mess@aged|/B |O
Notifications.

9E |var |Reserved B |O

3.2.2.4 Data File Message
This message type is used exclusively for transferring larger blocks of data that can overwhelm the
standard message queukhe payload data for each messmgaways be treated as an individual file.
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This message is only valid after a succegsfubcation ofCommand 0xD811- Start Send File to
Device (Secured)Command 0xD812- Start Send File to Device (Unsecuredpr Command 0xD821
- Start Get File from Device

Table 3.2-6 - Data File Message Format
Tag Len ‘ Value / Description Typ Req Default

One byte standar8tart of Messageconstant, not in TLV format.
1 OxAA = Standard start of message byte

Onebyte standard\PI Framework Version constant, not in TLV format, used for tracking version

compatibility. Devices that implement higher (newer) versions of the API framework are designe

reasonably compatible witturrent and previoudower) versions

9 0x00 = Preproduction development (limited breaking changes). At minimum, every device
MagTek ever produces using the MMS framework will accept this value.

9 0x01 = First Production release (no breaking changes)

1 0x02 = Second Production release

1 Etc.

81 08 |Message Information B |R

Message Type & Direction
/null (1) |1 0x04 = Data file from host to device B |R
T 0x84 = Data file from device to host

Message Reference Number

The host can use any value in this byte to help match resp
with their corresponding requests. The device includes th
same number in the corresponding response(s). MagTek
recommends using a simple incrementing counter per req
the host sends during a session.

/null 8}

Command Number that prompted this message to be sent

foul (2) documented iCommand Group 0xD8nn- File Operations.

File Type
/null (4) |The file type as defined i@ommand Group OxD8nn- File B |R
Operations

File Payload

B4 var As documented in sectidh6.1About Files.

Table 3.2-7 - Data File Message Example

Example (Hex)

AA 00 81 08 84 08 D8 21 00 00 00 01 84 40 00 01 02 03 04 05 06 07 08 09 OA OB 0C 0D OE Of
1213141516 17 18 19 1A 1B 1C 1D 1E 1F 20 21 22 23 24 25 26 27 282 28.2D 2E 2F 30 3
32 33 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F
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4  Data Types and Shared TLV Data Objects

This section describes the primitive and composed data types referred to throughout this document.

4.1 Primitive Data Types

TLV data objects use the following primitive data types:

1 A= Alphabetic (string, no numbers).

1 AN = Alphanumeric (string).

T B = Binary value, which includes bit combinati or
1

CN = Compressed numeric, as definedBd§V 4.3 Book 3 sectionData Element Format
Conventions

N = Numeric, as defined lgMV 4.3 Book 3 sectionData Element Format Conventions

T = TLV Constructed data object (TLV Value contains additional layers of Fehcoded data the
parser should continue to process).

4.2 About Track Data

After the host receives and decryptelV ARQC Type data oMerchant Data Container datafrom the

device, it may need to parse each track into individual values embedded in the tracks. The device can
read multiple card formats, which vary even between different issuers and payment brands using the same
underlying standards. Describing atigsible formats is beyond the scope of this document, but this

section describes how to parse data from tracks 1, 2, and 3 in a generic ISO/ABA compliant format as an
example.

= =4

Table 4.2-1 shows an example of ISO/ABA track data the device sends to the host, using unmasked
placeholder numbers to make it easier to see the relative positions of the values embedded in the track
data. It is important to note that some cards do not include Brdaka. Manually entered data does not
include Track 3.

Table 4.2-1 - Example Generic ISO/ABA Track Data Format
Track 1 Data |%/A555555555555555" CARDHOLDER NAME333 88800044440000067?
Track 2 Data |;5555555555555555=3333 88800044440067

Track 3 Data |; 5555555555555555=3333 8880004444 00000067

The example track data Trable 4.2-1 can be interpreted as follows:
1 Thel, [7|, and]] are Sentinels / delimiters, and are taken directly from the data on the card.

1 The[7 at the beginning of Track 1 data is the card format code. For swiped credit / debit cards, this
comes from the card and is generdglyManually entered data uset

1 The string oﬁs is the Account Number / License Number / PAN.
1 The caret®] are a standard ISO track 1 delimiter surrounding the Cardholder Name.
1 [CARDHOLDER NAME/|is the Cardholder Name. Manually entered data uses string

ENTRY/|.

1 The string o@s is the Expiration Date (YYMM).

1 The string ofgls is the Service Code. For swiped credit / debit cards, this comes from the card.
Manually entered data usesq|.
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1 The remaining charactergl§, [4ls, andlg)) are Discretionary Data. For swiped debit / credit cards this
data is of varying length and content and comes from the card, and must be interpreted according to
the standards established by issuers, payment brands, and so on. Manually entered traek dat
MagTek standard for Discretionary Data as follows:

0 The string os is the CVV2 a cardholder or operator entered on the keypad. This may be 3
or 4 characters long and is not padded, so the host software must find it by using the fixed
length padding and sentinels that surround it.

o The strings ofgls are literals of fixed length: Track 1 has three zeroes after the Service Code,
and five zeroes after the CVV2; Track 2 has three zeroes after the Service Code, and two
zeroes after CVV2.

0 Thelg| contains either @ or al. This Field Option tells what data is included in the track
data, wher® = Acct, Date,CVV and1l = Name on Card,Acct, Date, CVV.

4.3 Display Strings
The Display Strings type provides a flefined set of messages by string ID that the host and device use
for various user interface features.

Table 4.3-1 - Display String IDs and Strings

Display String 1D Display String (erUS)

0x00 Reserved, do not use.

0x01 AAMOUNTO

0x02 AAMOUNT OK?O

0x03 AAPPROVEDO

0x04 ACALL YOUR BANKDO
0x05 ACANCEL OR ENTERDO
0x06 ACARD ERRORO

0x07 ADECLI NEDO

0x08 AENTER AMOUNTO
0x09 Reserved, do not use.

Ox0A Reserved, do not use.

0x0B Al NSERT CARDO

0x0C ANOT ACCEPTEDO
Ox0D Reserved, do not use.

OxO0E APLEASE WAI TO

OxOF APROCESSI NG ERRORO
0x10 AREMOVE CARDO

0x11 AUSE @QHWPERDO

0x12 AUSE MAGSTRI PEO
0x13 ATRY AGAI NoO
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Display String ID Display String (erUS)

0x14 i WEL COMEO

0x15 APRESENT CARDO

0x16 APROCESSI NGo

0x17 AfCARD REARENMBVE CARDO

0x18 il NSERT OR SWI PE CARDO

0x19 APRESENT ONE CARD ONLYO

Ox1A AAPPROVED PLEASE SI GNO

0x1B AAUTHORI ZI NG PLEASE WAI To

0x1C Al NSERT, SWI PE, OR TRY ANOTHER CAR
0x1D APLEASE | NSERT CARDO

Ox1E Null prompt (empty screen)

Ox1F Reserved, do not use.

0x20 ASEE PHONEDO

0x21 APRESENT CARD AGAI No

0x22 Al NSERT/ SWI PE/ TRY OTHER CARDO
0x23 ATAPSWIrPE CARDO

0x24 ATAP or I NSERT CARDO

0x25 AnTAP, I NSERT or SWI PE CARDO
0x26 ATAP CARDO

0x27 ATI MEOUTO®

0x28 ATRANSACTI ON TERMI NATEDO

0x29 AUSE CHI P READER or MAGSTRI PEO
Ox2A AiSCAN BARCODEO®

0x2B ABARCODE READ SUCCESSFULLYDO?
0x2C ACANCELEDO

0x2D AiSWIPE CARD or SCAN BARCODEO®
Ox2E il NSERT CARD or SCAN BARCODEO®
Ox2F il NSERT, SWIPE or SCAN BARCODEDO®
0x30 ATAP CARD or SCAN BARCODEDO?

0x31 AnTAP, SWI PE or SCAN BARCODEDO®
0x32 AnTAP, I NSERT or SCAN BARCODEDO®
0x33 AnTAP, | NSERT, SWREDBDD&D SCAN
0x34 ATRY ANOTHER | NTERFACEO®
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Display String ID Display String (erUS)

0x35 ANFC TAG DETECTEDO

0x36 AERROR REMOVE CARDO

0x37 AiMI FARE CLASSIC 1K DETECTEDO
0x38 iMI FARE CLASSIC 4K DETECTEDO
0x39 iMI FARE DESFI RE DETECTEDO

4.4  Encryption Type

The Encryption Type provides the key typariant, and other information the host can use to decrypt
encrypted data included in various payloads. The possible values are an ORed bitmask using the
following elements:

T Oxxx xxxx = Fixed Key (Not used)

Ixxx xxxx = DUKPT Key

xX00 xxxx = TDES

xX01 xxxx = AES128

xx10 xxxx = AES256

xxxx 0000 = Data Encrypt/Decrypt Variant
xxxx 0001 = PIN Variant

xxxx 0010 = MAC Variant

xxxx 0011 = Data, Encrypt Variant
xxxx 0100 = MAC Verify Variant

xxxx 0101 = RESERVED

xxxx 0110 = RESERVED

xxxx 0111 = AES PIN Encrypt

xxxx 1000 = AES MAC Generate

xxxx 1001 = AES MAC Verify

xxxx 1010 = AES MAC Generate/Verify
xxxx 1011 = AES Data Encrypt

xxxx 1100 = AES Data Decrypt

xxxx 1101 = AES Data Encrypt/Decrypt
xxxx 1110 = RESERVED

xxxx 1111 = RESERVED

45 EMV ARQC Type

The device formats ARQC messages as showilire 4.5-1. The default is an EMV standard list of
ARQC message tags. The host may also customize the contents of ARQC messages Byogedting
1.1.1.1.1.2 EMV ARQC Message Tag List

=4 =4 =4 =4 4 4 4 -4 -4 A A —a -f -a A a8 oa f

=
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45.1 EMV ARQC (DynaPro Format) Type

Table 4.51 - EMV ARQC (DynaPro Format) Type

Value / Description Typ Req Default
2-byte MSB message lengéixcluding padding and CBRIAC

F9 var |Container for MAC structure and generic data T
/IDFDF54 |var |MAC KSN B

MAC Encryption Type
See sectiod.4 Encryption Type for a list of valid values.

/IDFDF25 |var |DeviceSerial Numbe(IFD Serial Number) B
[FA var |Container for generic data
170 var |Containerfor ARQC T

Application Interchange Profile

/IDFDF55 |01

|00 U (OO

11182 02 |Available on: B |O
DynaProx FW Ver A8 or newer
DynaFlex Il FW Ver A6 or newer

Third Party Data

/II9F6E var |Available on: B |O
DynaProx FW Ver A8 or newer
DynaFlex Il FW Ver A6 or newer

Fallback Indicator

M 0x00 = No Fallback

I 0x01 = Technical Fallback
1 0x81 = MSR Fallback

Masked Track 2 MSR Data
/IIDFDF33 |var |If the payment methodresented by the cardholder AN |O
provides it

Masked Track 2 ICC Data
/IIDFDF4D |var |If the payment method presented by the cardholder AN |O
provides it

/lIDFDF53 |01

Card Type

1 0x00 = Othe
0x04 = Unknown
0x05 = Contact Chip Card (ICC) B R
0x06 =Contactless Chip Card (PICC), EMV
0x07 = Contact Chip Card (ICC)

I 0x08 = Contactless PICC

IIIFF42 var |Container for Selectable Encrypted Card Data T (0]
Setup OID 1.1.2.6.1.1 to enable this container.

il
/IDFDF52 |01 |1
il
il
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Tag ‘ Len Value / Description Typ Req Default
/l/IDFDFD |var |Selectable Encrypted DaRaimitive B |O
F37 Decrypt the value of this TLV data object using the

algorithm and variant specified in tlSelectable
Encrypted Data KSN parameter and theelectable
Encrypted Data Encryption Type parameter. Se€able
4.53- EMV ARQC (DynaPro Format) DFDFDF37
Decrypted Contentsfor the data structure as it should
appear after decryption.

(This item will be present if 0XFF42 is enabled)

/l/IDFDFD |0C |Selectable Encrypted Data KSN B |O
F38 (This item will be present if 0XFF42 is enabled)
/lIIDFDFD |01 |Selectable Encrypted Data Encryption Type B |O
F39 (This item will be present if OXFF42 is enabled)

/IIDF2A 06 |Tip Mode Sale Amount Entered

/IIDF2B 06 |Tip Mode Total Amount

/IIDF5D 06 |Tip Amount

/IIDF5E 06 |Tax Amount

|| W | W wm
| O|O0|0O|0O

/I/F8 var |Contaner for Encrypted Data

Encrypted Data Primiite

Decrypt the value of this TLV data object using the
algorithm and variant specified in tEmcrypted
/I/IDFDF59|var |Transaction Data KSNparameter and thencrypted B R
Transaction Data Encryption Type parameter to read its
contents. Se@able 4.52 on paged7 for the data structurs
as it should appear after decryption.

/l/IDFDF56|var |Encrypted Transaction Data KSN B R

Encrypted Tansaction Data Encryption Type

/llIDFDF57)01 See sectiod.4 Encryption Type for a list of valid values.

Number of RddingBytes
///IDFDF58|01 |Number of bytesidded to DFDF59 value to forde length| B |R
to a multiple of 8 bytes for TDES, or 16 bytes for AES.

VAS Data Container
IFE var SeeTable 4.5771 VAS Data Container Payload T o

Fleet Data Container (Common Kernel Only)

[FF40 var SeeTable 4.5 91 Fleet Data Container Payload

T @]

Padding to ensurthe length of data, starting with the message length at the very beginning, and
with any additional padding, is a multiple of 8 bytes for TDES, or 16 bytes for AES. This is a
requirement of using the CBRIAC algorithm.

Fourbyte CBGMAC. The host should calculate the GBAAC and verify that it matches. For detai
about calculating a CBMAC, seeAbout Message Authentication Codes (MAC)
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Thedevice encrypts thealueinsidethe Encrypted Data Primitive container using thEncrypted
Transaction Data Encryption Type parameter and working key associated with the keyset number
currently active in the deviceods
the device pads it so the length of its value is a multiple of 8 bytes for TDES, ores&dyAES. The
device uses container DFDF58 to report how many bytes of data object DFDF59 are padding. Data
object DFDF59 #elf is formatted likélable 4.5-2 afterthe hostdecryps it.

Table 4.52 - EMV ARQC (DynaPro Format) DFDF59 Decrypted Contents

Tag \ Len

FC

var

Value / Description

Decrypted Data Container

Inside this container, the device inserts all EMV TLV d3
objects specified by the settingfnoperty 1.1.1.1.1.2
EMV ARQC Message Tag List The remainder of this
table shows the basic structure and content of MagTek
custom tags. For definitions of all other standard EMV
tags that can be included directly under container FC, 3
EMV 4.3 Book 3

configuration.

Typ Req Default

/IDF29

08

Only if tag DF29 is included iRroperty 1.1.1.1.1.2 EMV
ARQC Message Tag List

Outcome Parameter Set

Byte 1- Outcome

0x10 = Approved

0x20 = Declined

0x30 = Online Request

0x40 = End Application

0x50 = Select Next Application
0x60 = Try Another Interface
0x70 = Try Again

0xFO = N/A

Byte 21 Entry Point Start
0x00 = Start A

0x10 = Start B

0x20 = Start C

0x30 = Start D

OxFO = N/A

Byte 31 Entry Point Online Response
0x00 = EMV Data

0x10 = Any
OxFO = N/A
Byte 41 CVM

0x00 = No CVM

0x10 = Obtain Signature

0x20 = Online PIN

0x30 = Confirmation Code Verified
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Tag ‘ Len

Value / Description
0xFO = N/A

Byte 57 Ul/Data/Receipt

0x80 = Ul Request on Outconreesent
0x40 = Ul Request on Restart Present
0x20 = Data Record Present

0x10 = Discretionary Data Present
0x08 = Provide Receipt

Byte 61 Alternate Interface Preference
0x10 = Contact

0x20 = MSR

OxFO = N/A

Byte 71 Field Off Request
FF = N/A

Byte 81 Removal Timeout

Typ Req Default

Paddingo force DFDF59 plus padding to be a multiple of 8 bytes

Table 4.53- EMV ARQC (DynaPro Format) DFDFDF37 Decrypted Contents

Tag ‘ Len Value / Description Typ Req Default

Decrypted Data Container
Inside this container, the device inserts EMV TLV data

EC var objects specified by the settingfnoperty 1.1.1.1.1.2 T R
EMV ARQC Message Tag Lislf the data is not availablg
for a given selected card data, the tag will still get
transmitted with a | engt
Only if Byte 01 Bit O is set in Property 1.1.2.6.1.1

5E20 var Selectable Card Data Encryption Enable. an |0
Cardholder Name
Only if Byte 01 Bit 2 is set in Property 1.1.2.6.1.1

/5E24 82/ Selectable Card Data Encryption Enable. 2461/ o
Expiration Date, YYMM or YYMMDD
Only if Byte O7 Bit 3 is set in Property 1.1.2.6.1.1

/5E30 02 Selectable Card Data Encryption Enable. 3 1o
Service Code
Only if Byte O7 Bit 4 is set in Property 1.1.2.6.1.1

I9F1E var Selectable Card Data Encryption Enable. an |0
T1 Discretionary Data
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Value / Description Typ Req Default

Only if Byte 01 Bit 5 is set in Property 1.1.2.6.1.1

Selectable Card Data Encryption Enable.

/9F20 var cn |O

T2 Discretionary Data

Paddingo force DFDFDF37 plus padding to be a multiple of 16 bytes for AES encryption.

Table 4.547 EMV ARQC Enhanced DFDF59 Decrypted Contents for EMV Data

Value / Description Typ Req Default

Decrypted Data @Gntaner
FC var |This contains all EMV TLV data objects specified in T R
Property 1.1.1.1.1.2 EMV ARQC Message Tag List

VAS Data Container
SeeTable 4.5771 VAS Data Container Payload

Padding to ensure the length of data, starting with the message length at the very beginning, an
with any additional padding, is a multiple of 8 bytes for TDES, or 16 bytes for AES. This is a
requirement of using the CBRIAC algorithm.

/FE Var T @)

Table 4.557 EMV ARQC Enhanced DFDF59 Decrypted Contents for MSR and MagnePrint Data

Value / Description Typ Req Default

Decrypted Data Container

Inside this container, the device inserts all EMV TLV dg
objects specified by the settingfPmoperty 1.1.1.1.1.2
EMV ARQC Message Tag List The remainder of this
table shows the basic structure and content of MagTek
custom tags. For definitions of all other standard EMV
tags that can be included directly under container FC, s
EMV 4.3 Book 3

Transaction Counter
/9F41 04 |Starts at 00000000 each time the device powersupor|B |R
resets, increments for each transaction.

MSR Track 1Status
 0x00=0K
/DFDF36 |01 | 0x01 = Empty B @)
 0x02 = Error

9 0x03 = Disabled

FC var

/DF41 var |MSR Track 1 Clear Text AN |O
MSR Track 2 Status
T 0x00=0K

/DFDF38 |01 | O0Ox01 = Empty B @]

 0x02 = Error
 0x03 = Disabled

/DF42 var |MSR Track 2 Clear Text AN |O
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Tag Len ‘ Value / Description Typ Req Default
MSR Track 3 Status
1 0x00 =OK
/DFDF3A |01 | O0Ox01 = Empty B |O
 0x02 = Error
1 0x03 = Disabled
/DF43 var |MSR Track 3 Clear Text AN |O
MagnePrint Status
The device only includes this if MSR and MagnePrint d
are both included in the transaction and the device is
configured to encrypt them using the same key, to avoi
consuming two DUKPT keys encrypting separate
containers. If the device is configuredetocrypt MSR and
MagnePrint data using different keys, it provides
MagnePrint data in th€ontainer for Encrypted
MagnePrint Data instead.
1 Bit 0= MagnePrintCapableFlag
0 0 = Device is not MagnePrint capable
o 1= Device is MagnePrint capable
/DEDF43 |04 |1 Bits1through 3 = Mde B |0
o 0 = Standard MagnePrint
0 1 = Extended MagnePrint
T Bits 4 through 15 = ASIC Revision
1 Bit 16= Reserved
1 Bit 17= Reserved
I Bit 18 = Swipetoo slow
1 Bit 19= Swipetoo fast
1 Bit 20= Reserved
I Bit 21 = Cardswipedirection
o O=Forward
0 1=Reverse
i Bits22.31= Reserved
MagnePrint Data
The device only includes this if MSR and MagnePrint d
IDE44 var |2r€ poth included in the transa_lction and the device is B |O
configured to encrypt them using the same key. The h
can use this data onjunction with Magensa services tg
determine whether the swiped card is authentic.
VAS Data Container
IFE var SeeTable 4.571 VAS Data Container Payload T ©
Padding to ensure the length of data, starting with the message length at the very beginning, an
with any additional padding, is a multiple of 8 bytes for TDES, or 16 bytes for AES. This is a
requirement of using theBC-MAC algorithm.
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Table 45617 EMV ARQC Enhanced DFDF59 Decrypted Contents for MagnePrint Data

Value / Description Typ Req Default

FC var |Decrypted Data Container T R

MagnePrint Status
The device only includes this when MSR and MagnePr
data are included in the transaction, but the device is
configured to encrypt them using a different key.
1 Bit 0= MagnePrintCapableFlag

0 0 = Device is not MagnePrint capable

o 1 =Device is MagnePrint capable
Bits 1..15 = Productrevision& mode
Bit 16 = Reserved B R
Bit 17 = Reserved for noise measurement
Bit 18 = Swipetoo slow
Bit 19 = Swipetoo fast
Bit 20= Reserved
Bit 21 = Cardswipe direction

o O=Forward

0 1=Reverse
I Bits22.31= Reserved

MagnePrint Data

/DFDF43 |var

= =4 -8 -8 _a_a_°

/IDF44 var |The host can use this data in conjunction with Magensi B R
services to determine whether the swiped card is authe

/DF4B var |MSR PAN B |R
VAS Data Container

IFE var SeeTable 4.5771 VAS Data Container Payload T ©

Padding to ensure the length of data, starting with the message length at the very beginning, an
with any additional padding, is a multiple of 8 bytes for TDES, or 16 bytes for AES. This is a
requirement of using the CBRIAC algorithm.

Table 4.5 71 VAS Data Container Payload

Tag Len ‘ Value / Description Typ Req Default
IFE var |VAS Data Container T @]
/IFFO1 var |AppleVAS Container Slot 1 Container B |O
VAS Data
1II9F27 var Up to 128 bytes. B |O
Mobile Token
HII9F2A var Up to 36 bytes. B @]
/IFF02 var |Apple VAS Container Slot 2 Container B |O
VAS Data
1I9F27 var Up to 128 bytes. B |O
HII9F2A var |Mobile Token B @]
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Tag Len ‘ Value / Description Typ Req Default

Up to 36 bytes.

/IFF03 var |AppleVAS Container Slot 3 Container B |O
VAS Data

1II9F27 var Up to 128 bytes. B |O
Mobile Token

1II19F2A var Up to 36 bytes. B |O

/[FFO4 var |AppleVAS Container Slot 4 Container B |O
VAS Data

1II19F27 var Up to 128 bytes. B |O
Mobile Token

1I19F2A var Up to 36 bytes, B |O

/IFFO5 var |AppleVAS Container Slot 5 Container B |O
VAS Data

1I9F27 var Up to 128 bytes. B |O
Mobile Token

1II19F2A var Up to 36 bytes. B |O

/IFF06 var |Apple VAS Container Slot 6 Container B |O
VAS Data

1I9F27 var Up to 128 bytes. B |O
Mobile Token

1II19F2A var Up to 36 bytes. B |O

/IFF41 var |Google Smart Tap Container B |O

/lIFFO1 var |Collector ID Slot 1 Container B |O

/IIIDF7B |var |Service Response NDEF Record B |O

/lIFF02 var |Collector ID Slot 2 Container B |O

/IIIDF7B |var |Service Response NDEF Record B |O

/IIFFO3 var |Collector IDSlot 3 Container B |O

/IIIDF7B |var |Service Response NDEF Record B |O

/lIFFO4 var |Collector ID Slot 4 Container B |O

/lIIDF7B |var |Service Response NDEF Record B |O

/I[FFQO5 var |Collector ID Slot 5 Container B |O

/IIIDF7B |var |Service Response NDHFecord B |O

/IIFF06 var |Collector ID Slot 6 Container B |O

/lIIDF7B  |var |Service Response NDEF Record B |O
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Table 4.5971 Fleet Data Container Payload (Common Kernel Only)

Value / Description

Typ Req Default

/FF40 var |Fleet Data Container T |O
/IDF30 var |Prompting B |O
/IDF32 var |Purchase Restrictions B |O
/IDF33 var B |O
/IDF34 var |Chip Offline purchase Restrictions for Fuel B |O
/IDF35 var |Chip Offline purchase Restrictions for Nurel B |O
/IDF36 var |Relationship Codes B |O
/IDF37 var |3YParty Reference Data Generation 2 B |O
/IDF38 var |Loyalty ID B |O
/IDF39 var |Purchase Device Sequence Number B |O
/IDF40 var |Generic Tag B |O
/IDF41 var |Vehicle/Trailer Number B |O
/IDF42 var |Vehicle Tag B |O
/IDF43 var |Driver ID B |O
/IDF44 var |[IDri verds License NumberB |O
/IDF45 var |[IDri verds License State/|lB |O
/IDF46 var |[IDri verds License Name AB |O
/IDF47 var |Date of Birth B |O
/IDF48 var |Zip/Postal Code B |O
ZBE;?' var |IFSR Reserved for Future Use B |O
/IDF52 var |Trailer Number B |O
/IDF53 var |Employee Number B |O
/IDF54 var |Work Order / Purchase Order Number B |O
/IDF55 var |Additional Prompted Data 1 B |O
/IDF56 var |Additional Prompted Data 2 B |O
/IDF57 var |Proprietary Data B |O
/I9F5A var B |O
/[9F0A var |ASRPD B |O
/I9F6E var |M/C Fleet B |O
/[9FD4 var B |O
//9F50 var B |O
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4.6 EMV ARPC Type

Table4.6-17 EMV ARPC Data

Tag ‘ Len Value / Description Typ Req Default
FF74 var |Container for norMAC ARPC T R
/IDFDF25 |var |DeviceSerial Numbe(IFD Serial Number) B R
/FA var |Container for generic data T R
170 var |Container for ARPC T R

Authorization Response Code

T 600 = Approved

T 601 = | ssuer Referral
T 605 = Declined

1T 612 = Switch Interface
T 6136 Request Online R

Issuer Authentication Data
11191 var |As defined inEMV Integrated Circuit Card B |O
Specifications for Payment Systems 4.3

11I8A 02

o O O O
>
Z
)

Issuer Script Template 1

As defined inEMV Integrated Circuit Card
Specifications for Payment Systems 4.Bhe host may
include as many instances of this parameter as neeq
up to a maximum length of 128 bytes including Tags|
and Lengths.

/71 var

Issuer Script Template 2

As defined inEMV Integrated Circuit Card
Specifications for Payment Systems 4.Bhe host may
include as many instances of this parameter mseded
up to a maximum length of 128 bytes including Tags|
and Lengths.

1172 var

4.7 EMV Batch Data Type

The device formats EMV batch data, suctmeschantataandpre-definedEMV batchdatatags using

the format shown iTfable 4.7-1. The default is an EMV standard list of batch data message tags. The
host may also customize the contents of batch data messages byFsetignty 1.1.1.1.1.3 EMV Batch
Data Tag List.

(EMV Contact Only)For unsuccessful transactions, this data object can contain addutiewuifined
reversaldata It isnormallyusedby the hostfor datacapture. The default is an EMV standard list of
reversal data message tags. The host may also customize the contents of reversal data messages by
settingProperty 1.1.1.1.1.4 EMV Reversal Data Tag List

As part of successful completion @dmmand 0x1001- Start Transaction, this data structure contains

the results of the transaction. The set of tags used during a given EMV transaction is a combination of the
tags defined in the EMV specification and the tags that are specific to the kernel being used for the
transaction.
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4.7.1 EMV Batch Data (DynaPro Format) Type

Table4.7-17 EMV Batch Data (DynaPro Format) Type

Default

2-byte MSB message lengéixcluding padding and CBRIAC
F9 var Container for MACstructure and generic data| T R
/IDFDF54 |var MAC KSN B R
MAC Encryption Type
/DFDF55 |01 See sectiod.4Encryption Type for alistof |B R
valid values.
/DFDF25 |var DeviceSerial Numbe(IFD Serial Number) B R
/FA var Container forGenericData T R
/[FO var Transaction Results T R
/lIF1 var Container for Status Data T R
Transaction Status
/l/IDFDF1 1 0x00 = Accept
A 01 9 0x01 = Decline B R
 0x02 = Error
//lIDFDF1 Additional Transactiorinformation
01 B R
B 0x00
/IIF8 var Containerfor Encrypted Data T R
Encrypted Data Primiite
Decrypt the value of this TLV data object
according to th&ncrypted Transaction Data
KSN parameter and thencrypted Transaction
///IDEDE5 Data Encryption Type parameter to read its
9 var contents. Se€able 4.7-2 on pagées6 for the B R
data structure as it should appear after
decryption.
Use the data variant of the current MSR DUK
working key used in the relevant transaction.
/6///DFDF5 var Encrypted Transaction Data KSN B R
///IDEDE5 Encrypted Tansaction Data Encryption Type
7 01 See sectiod.4 Encryption Type for a listof B R
valid values.
/l/IDFDF5 01 Number ofpadding bytes added to DFDF59 B R
8 value to forcedngth to a multiple of 8 bytes
Merchant Data
HIF7 var This contains an instance ldierchant Data T R
Container.
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Tag ‘ Len ‘ Value / Description Typ Req Default
VAS Data Container
/FE Var SeeTable 4.5 71 VAS Data Container T (@]
Payload

Padding to ensure the length of data, starting with the message length at the very beginning, an
with any additional padding, is a multiple of 8 bytes for TDES, or 16 ligteSES. This is a
requirement of using the CBRAC algorithm.

Fourbyte CBGMAC. The host should calculate the GBAAC and verify that it matches. For detai
about calculating a CB&IAC, seeAbout Message Authentication Codes (MAC)

Table 4.7-27 EMV Batch Data (DynaPro Format) DFDF59 Decrypted Contents
Tag ‘ Len Value / Description Typ Req Default
FC var |Decrypted Data Container T

Container for Batch Data
This data object contains the set of EMV TLV data obj
specified inProperty 1.1.1.1.1.3 EMV Batch Data Tag
List.

Only if tag DF29 is included irProperty 1.1.1.1.1.3
EMV Batch Data Tag List

/F2 var

Outcome Parameter Set

Byte 1- Outcome

0x10 = Approved

0x20 = Declined

0x30 = Online Request

0x40 = End Application

0x50 = Select Next Application
0x60 = Try Another Interface
0x70 = Try Again

OxFO = N/A

/IDF29 08 |Byte 21 Entry Point Start B |O
0x00 = Start A
0x10 = Start B
0x20 = Start C
0x30 = Start D
OxFO = N/A

Byte 3i Entry Point Online Response
0x00 = EMV Data

0x10 = Any

OxFO = N/A

Byte 41 CVM
0x00 = No CVM
0x10 = Obtain Signature
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Tag ‘ Len Value / Description Typ Req Default

0x20 = Online PIN
0x30 = Confirmation Code Verified
OxFO = N/A

Byte 51 Ul/Data/Receipt

0x80 = Ul Request on Outcome Present
0x40 = Ul Request on Restart Present
0x20 = Data Record Present

0x10 = Discretionary Data Present

0x08 = Provide Receipt

Byte 61 Alternate Interface Preference
0x10 = Contact

0x20 = MSR

OxFO = N/A

Byte 77 Field Off Request
FF = N/A

Byte 87 Removal Timeout

(EMV Contact Only)
Container for Reversal Dat#,any

/F3 var |This data object contains the set of EMV TLV data obj¢T |O |null
specified inProperty 1.1.1.1.1.4 EMV Reversal Data
Tag List.
null (var) Paddingo force DFDF59 plus padding to be a multiple B
8 bytes
Table 4.7-3 - EMV Batch Data (DynaPro Format) DFDF59 Decrypted Contents
Tag Len ‘ Value / Description Typ Req Default
FC var |Decrypted Data Container T
Container for Batch Data
/E2 var This data object contains the set of EMV TLV data obje T
specified inProperty 1.1.1.1.1.3 EMV Batch Data Tag
List.
Container for Reversal Datd,any
This data object contains the set of EMV TLV data obje
/F3 var T O (null

specified inProperty 1.1.1.1.1.4 EMV Reversal Data
Tag List.

Paddingo force DFDF59 plus padding to bevaultiple of
null (var)| 8 bytes or 16 bytes depending on the cipher block size|B
the algorithm being used.

VAS DataContainer
/FE var SeeTable 4.571 VAS Data Container Payload T o |/FE
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4.7.2 Merchant Data Container
Merchant Datas normallyusedby the hostfor receiptprinting. Thecontents of this container anet
customizable.

Table 4.7-4 - Merchant Data Container

Description Source Format Length

Signature Status

1 0xO00 = Signature Not Required
DFOFA0 1§ 0107~ Sgnatire Avalable | PV [P :

1 0x03 = Signature Succeeded

1 0x04 = Signature Failed
5F25 EMV Application Effective Date Card né 3
5F24 EMV Application ExpirationDate Card né 3
89 AuthorizationCode Device |b 6
5F2A TransactiorCurrencyCode Card n3 2
9F02 Amount,authorized Device nl2 6
9F03 Amount,other Device nl2 6
9F06 AID - terminal Device |b 5..16
9F12 EMV ApplicationPreferredName Card ans 1.16
9F1C TerminallD Device |an8 8
9F39 POSEntry Mode Device |n2 1
9C Transactionype Device |n2 1
9F34 Iloneollrifc(:)arl:ﬁ:tge resultsof thelastCVM Device |b 3
5F57 AccountType Device |n2 1
5F34 PAN Sequenc®&umber Card n2 1
DFDF4D Masked ICC Track 2 Data Card ans 30..38

4.8 EMV TerminalConfiguration File Type

The host use€ommand 0xD812- Start Send File to Device (Unsecuredp load this file type to

control the behavior of the devicebdos EMV contact
must be designed to work together with all instancés¥ Processing Configuration File Type and

EMV Entry Point Configuration File Type the host loads into the device.

MagTek provides tools that allow these settings to be loaded using a Microsoft Excel spreadsheet for
more convenient authoring, review, and change tracking. For a reference sample spreadsheet that
contains EMVCo approved configurations, contact MagTelpBuservices.

This document shows one example of the available Contact Level 2 certified configuiajinaslex
CO01, Merchant, Attended, ODA To see which configurations are supported on the devices you are
using, see the list &fendor Config IDsi n t h e Leaiter ofiAppeodas for Contact Level posted

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Page58 of 315(D998200489102)



4 - Data Types and Shared TLV Data Objects

in the list ofApproved / Evaluategbroducts on the EMVCo web site. For detailed descriptions of the
tags included in this file type, including possible valid values and their effects on device behavior, see
EMV Integrated Circuit Card Specifications for Payment Systems v4.3

Table 4.8-1 - EMV Configuration Terminal File Type

Tag ‘ Len Value / Description Typ Req Example
File Type Version
One byte indicating the version of the file type format being used.
T OxAA
SHA-1 Hash
20-byte hash of all values that follow.
9F1A 02 |Terminal Country Code B R |08 40
DF79 01 |CardcholderConfirmation B R (01
9F35 01 |Terminal Type B R |21
DFOA 01 |EMV Contact Supported B R (01
9F33 03 |Terminal Capabilities B R |E028C8
9F40 05 |Additional Terminal Capabilities B IR Eg gi’ FO
DF55 01 |EMV Contactless Supported B R |01
DFOB 01 |Magnetic Sripe Supported B R |01
DF27 01 |Time allocated to enter a PIN B R |[OA
DF06 01 |Batch/ Online Data Capture managed B R |01
DFO08 00 |Advice Managed B R |00
DF7A 01 |PSE Supported B R 01
DFOD 00 |AutoRun Mode B |R |00
DF10 03 |Predefined amount fgkutoRun mode B R |00 00 00
DF7B 01 |PIN BypassSupported B R |00
DFO7 01 |Referral Managed B R (01
DF09 01 |Default TAC supported when regular TACs are not pre{B R |01
DF73 05 |Default TAC default B R 88 88 00
DF74 05 |Default TAC denial B R 88 8800
DF75 05 |Default TAC online B R 88 88 00
DF53 01 |Random Transaction Selection not supported B R (00
DF54 01 |Velocity Checking not supported B R (00
DF7C 01 |CDA Mode B R 01
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4.9 EMV Processing Configuration File Type
The host use€ommand 0xD812- Start Send File to Device (Unsecuredp load this file type to
the behavior of the deviceds EMV kernel s.

control

type containing multiple instances of tA# Delimiter Container, one for each contact or contactless
AID the device should support. For each instance oAtBeDelimiter Container where tag 9F01 is set
to a contactless AID, the host must load a corresponding instance of an Entry Point Table when it loads
theEMV Entry Point Configuration File Type .

Table 4.9-1 - EMV Configuration Processing File Type

File Type Version
One byte indicating the version of the file type format being used.
T OxAA

SHA-1 Hash
20-byte hash of all values that follow.

FF33

var

AID Delimiter Container

There can be multiple instances of this in sequence. T
contents of the first instance are loaded into Processin(
Table Slot 1, the contents of the second are loaded intq
Processing Table Slot 2, etc.

T R

/9F01

06

Payment Brand Identifier

This serves as supporting information to clarify whethe
this instance of the AID Delimiter Container is for Conta
or Contactless.

Byte 1 upper nibble must be set to a value flagging tha
corresponds to a Contactless AID, generally by using (
or OXFO. For Contact AID, the value of Byte 1 is Q0.

Byte 1 lower nibble:

0 = Contact

1 = InteradCommon Kernel Only)

2 = Mastercard Contactless

3 = Visa payWave

4 = Expresspay

5 = JCB(Common Kernel Only)

6 = Discover DPAS

7 = China UnionPayCommon Kernel Only)

E R N

Bytes 2..5
Reserved for future use

F2 00 00
00 00 00

I4F

0..16

Application Identifier (AID)

A0 00 00
B R |00 0410
10

IDF7TE

01

ASI

B R |01
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Application Version
/9F09 02 |Only applies when Payment Brand Identifier indicates |B R {0000
Contact.

Skip TAC/IAC default supported
/DF11 01 |Only applies when Payment Brand Identifier indicates |B R |00
Contact.

Random transaction selectisnpported
/IDF12 01 |Only applies when Payment Brand Identifier indicates |B R |00
Contact.

Velocity checking supported
/DF13 01 |Only applies when Payment Brand Identifier indicates |B R |00
Contact.

Floor limit checking supported
/IDF14 01 |Only applies wheirayment Brand Identifier indicates |B |R |00
Contact.

TAC supported
/IDF15 01 |Only applies when Payment Brand Identifier indicates |[B |R |00

Contact.

TAC default 00 00 00
/DF20 05 |Only applies when Payment Brand Identifier indicates |B R 00 00

Contact.

TAC denial 00 00 00
/DF21 05 |Only applies when Payment Brand Identifier indicates |B R 00 00

Contact.

TAC online 00 00 00
/IDF22 05 |Only applies when Payment Brand Identifier indicates |B R 00 00

Contact.

Floor limit 00 00 00
/9F1B 04 |Only applies whe®ayment Brand Identifier indicates |B R 00

Contact.

Target percentage
/IDF70 01 |Only applies when Payment Brand Identifier indicates |[B |R |00
Contact.

Threshold value
/IDF6E 03 |Only applies when Payment Brand Identifier indicates (B R |00 0000
Contact.

Maximum target percentage
/DF6F 01 |Only applies when Payment Brand Identifier indicates (B R |00
Contact.

Default DDOL supported
/DFO1 01 |Only applies when Payment Brand Identifier indicates |[B  |R |00
Contact.
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0 DDOL
/IDF71 F'(': Only applies wheayment Brand Identifier indicates |B R
Contact.
Default TDOL supported
/DF02 01 |Only applies when Payment Brand Identifier indicates |B R |00
Contact.
0 TDOL
IDF72 25'2 Only applies when Payment Brand Identifier indicates |B R
Contact.
Currency Code
/5F2A 02 |Only applies when Payment Brand Identifier indicates |B R {0000
Contact.
Transaction currency exponent
/5F36 01 |Only applies when Payment Brand Identifier indicates B R |00
Contact.
Additional instances of th&lD Delimiter Container parameter, one per Application Identifier (AID
the device should support.

4.10 EMV Entry Point Configuration File Type

The host use€ommand 0xD812- Start Send File to Device (Unsecuredp load this file type to

control

t he behavior of the deviceods

Table 4.10-1 - EMV Entry Point Configuration File Type Header

Tag

Value (hex) ‘ Description

File Type Version
One byte indicating the version of the file type format being used.
1 OxAA

EMV

kernel s.

SHA-1 Hash
20-byte hash of all values that follow

=8 =4 =8 -8 -8 -8 -89

One or more instances of tf@lowing:
4.10.1 Mastercard MCL Entry Point Table
4.10.2 Visa payWave Entry PoinfTable

4.10.3 American Express Expresspay Entripoint Table

4.10.4 Discover BPAS Entry Point Table

4.10.5 China Unionpay Entry Point Table (Common KerneOnly)
4.10.6 JCB Entry Point Table (Common KernelOnly)

4.10.7 Interac Flash Entry Point Table (Common KerneOnly)
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Value (hex) Description

The host should include an Entry Point Tablegfach transaction type to be supported by each
contactless payment brand Application Identifier (AID) listed in the lo&léd Processing
Configuration File Type . For example, if the device should support three transaction types acro
each of four payment brands, it would combine 12 total Entry Point Tables into a single file insta
before loading.

4.10.1 Mastercard MCL Entry Point Table

Table 4.10-2 - Mastercard MCL Entry Point Table
Tag ‘ Len Value / Description Typ Req Example

AID Delimiter Container

There can be multiple instances of this in sequence. T
FF35 var |contents of the first instance are loaded Ettry Point | T R
Table Slot 1, the contents of the second are loaded int(
Entry Point Table Slot 2, etc.

KernelD, Processing SlofTransaction Type
Byte 1 Kernel ID
I O0x02 =MasterCard Contactless (MCL)

Byte 2 Processing Slot to Use
See theAlD Delimiter Container parameter ieMV
Processing Configuration File Typefor information

IDFOE 03 | about how to identify slots.

B R 020100

Byte 3 Transaction Type

9 O0x00 = Purchase

9 0x01 = Cash

1 0x02 = Purchase with cashback
1 0x03 = Refund

Payload Delimiter Container
/DFOF var |Include only one of these containers inside e&h T R
Delimiter Container.

/I9F1A 02 |Terminal Country Code B R (0840
/I9F35 01 |Terminal Type B R |21

00 00 00
00 00

/I9F7E 01 |Mobile Support Indicator B R |01
/IDFOC 01 |Kernel ID B R |02

//19F40 05 |Additional Terminal Capabilities B |R
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Tag ‘ Len

/IDF1B

01

Value / Description

Kernel Configuration

1 Bit 8 = MSD Mode Not Supported ( Not Used, kern
does nosupport MSD, always set to 0)

Bit 7 = EMV Mode contactless transaction not
supported (Always set to 0)

Bit 6 = OnDevice CVM Supported

Bit 5 = Relay Resistance Protocol Supported

1
1
1
i Bit4..1 = Reserved for future use

Typ Req Example

/IDF2D

03

Message Hold Time (100 of ms)

B |R |00000D

//19F6D

02

Magnetic Stripe Application Version Number

This value only applies when the Kernel Configuration
parameter is set to support MSD. The device ignores t
value.

B |R (0001

/IDF1A

03

Magnetic Stripe Default UDOL

Thisvalue only applies when the Kernel Configuration
parameter is set to support MSD. The device ignores
value.

B R |9F 6A 04

/IDF1E

01

CVM Capability- CVM Required
This value only applies when the Kernel Configuration
parameter is set to support MSD. The device ignores t
value.
M Bits 8..5:

o 0000 = No CVM

o0 0001 = Obtain Signature

o 0010 = Online PIN

0 Others = Reserved for future use
i Bits 4..1 = Reserved for future use

/IDF2C

01

CVM Capability- No CVM Required
This value only applies when tiarnel Configuration
parameter is set to support MSD. The device ignores t
value.
i Bits 8..5:

o 0000=No CVM

0 0001 = Obtain Signature

0o 0010 = Online PIN

0 Others = Reserved for future use
i Bits 4..1 = Reserved for future use

//9F09

02

EMV Application Version Number

B |R |0002
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Tag ‘ Len Value / Description Typ Req Example

Security Capabilities

M1 Bit8=SDA

M Bit7=DDA
/IDF03 01 | Bit6 = Card Capture B R 08

9 Bit5 = Reserved for future use

M1 Bit4=CDA

1 Bits 3..1 = Reserved for future use

Card Data Input Capabilities

1 Bit 8 =Manual Key Entry
/IDF17 01 | Bit7=MSR B R 60

M1 Bit6=ICC

9 Bits 5..1 = Reserved for future use

CVM Capability- CVM Required

M Bit 8 = Offline Plaintext PIN

1 Bit 7 = Enciphered Online PIN
/IDF18 01 |Y Bit6 = Signature B R 28

1 Bit 5 = Enciphered Offline PIN

M Bit4=NoCVM

9 Bits 3..1 = Reserved for future use

CVM Capability- No CVM Required

9 Bit 8 = Offline Plaintext PIN

1 Bit 7 = Enciphered Online PIN
/IDF19 01 |Y Bit6 = Signature B R 08

1 Bit 5 = Enciphered Offline PIN

M Bit4=No CVM

9 Bits 3..1 = Reserved for future use
/IDF1C 02 |Max Lifetime Torn Transaction(s) R |012C
/IDF1D 01 |Max Number Torn Transaction R 00
/IDF20 05 |Terminal Action Code Default B R 83 88 00
/IDF21 05 |Terminal Action Code Denial B R 88 88 00
/IDF22 05 |Terminal Action Code Online B R 888800
/IDF04 Balance Read Before GenAC R
/IDF0O5 Balance Read After GenAC R

. 000000

/IDF23 06 |Reader Contactless Floor Limit B R 010000

Reader Contactless Transaction Limit (No-Device 000000
/IDF24 06 CVM) B R 030000

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s

Manual

Page65 of 315(D998200489102)

( COMMANDS)




4 - Data Types and Shared TLV Data Objects

Tag ‘ Len Value / Description Typ Req Example
. - , 000000
/IDF25 06 |Reader Contactless Transaction Limit {Device CVM) (B R 050000
: - 000000
/IDF26 06 |Reader CVM Required Limit B R 001000
/IDF27 02 |Timeout Value (ms) R [1388
/IDF30 01 |Hold time value before field off (100 of ms) R |0OD
/IDE32 02 gllelgmum Relay Resistance Grace Period (100 of micrg B R 0014
Maximum Relay Resistance Grace Period (100 of micr
/IDF33 02 seconds) B |R |0032
Terminal Expected Transmission Time for Relay
/IDF34 02 Resistance @APDU (100 of microseconds) B R 0012
Terminal Expected Transmission Time for Relay
/IDF35 02 Resistance RAPDU (100 of micro seconds) B R 0018
Relay Resistance Accuracy Threshold (100 of micro
/IDF36 02 seconds) B |R |[012C
/IDE37 01 (Ro/i;ay Resistanc€ransmission Time Mismatch Thresho B R |32
4.10.2 Visa payWave Entry Point Table
Table 4.10-3 - Visa payWave Entry Point Table
Tag ‘ Len Value / Description Typ Req Example

AID Delimiter Container

There can be multiple instances of this in sequence. T
FF35 var |contents of the first instance are loaded into Entry Poin T R
Table Slot 1, the contents of the second are loaded intq
Entry Point Table Slot 2, etc.

KernelID, Processing SlofTransaction Type
Byte 1 Kernel ID
I Ox03 = Visa payWave

Byte 2 Processing Slot to Use
See theAID Delimiter Container parameter ireMV
Processing Configuration File Typefor information

/DFOE 03 about how to identify slots. B R 1030500
Byte 3 Transaction Type
9 0x00 = Purchase
9 0x01 = Cash
9 0x02 = Purchase with cashback
9 0x03 = Refund
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Tag ‘ Len Value / Description Typ Req Example

Payload DelimiteContainer
/DFOF var |Include only one of these containers inside e&&h T R

Delimiter Container.
/I9F35 01 |Terminal Type B R |21
/I9F1A 02 |Terminal Country Code R 0840
/I9F33 03 |Terminal Capabilities R |00 00 00
/I9F40 |05 |Additional TerminalCapabilities B R [ogog
/I9F66 |04 |Terminal Transaction Qualifier B |R gg 0040

Kernel Configuration

Byte 1

1 Bit 8 = CVN17 fallback to MSD legacy (Not

supported)

1 Bit 7 = Enable MSD and CVN17 (Not supported)

1 Bit 6 = MSDFormatting Track 2 Data (Not supporte

1 Bit5 = MSD Formatting Track 1 Data (Not supporte

9 Bits 4..3 = Reserved for future use

9 Bit 2 = Force Online if Online Only terminal and wit

cash back transaction
DF1B _ 5 |n
! 93 14 Bit1=UL2 #23 Errata S.79/5.80 Performed 000006

Byte 2

i Bit8 =DRL Set

I Bit7=TVR not reset

i Bit 6 = TSI not reset

i Bits 5..1 = Reserved for future use

Byte 3

Reserved for future use
/IDF2D 03 |Message Holdime (100 of ms) B R |00 00 OF
/I9F09 02 |EMV Application Version Number B R |0001

Bitmap Entry Point

Bit 8 = Status Check Support Flag
Bit 7= Zero Amount Allowed Flag
Bit 6= Reader Contactless Transaction Limit B R F8
Bit 5 = Reader Contactless Floor Limit
Bit 4 = Reader CVM Required Limit
Bits 3..1 = Reserved for future use

/IDF30 01

= =4 =8 =8 -8 9

Status Zero Amount Allowed Flag
/IDF32 01 | 0OxO01=Option 1, Online Cryptogram Request B R |02
I 0x02 = Option 2, Not Allowed

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Page67 of 315(D998200489102)



4 - Data Types and Shared TLV Data Objects

Tag ‘ Len Value / Description Typ Req Example

/I9F1B 04 |Terminal Floor Limit B R 88 00 00

. 000000

/IDF23 06 |Reader Contactless Floor Limit B R 002000

. . 000000

/IDF24 06 |ReaderContactless Transaction Limit B R 005000

. o 000000

/IDF26 06 |Reader CVM Required Limit B |R 001000
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4.10.3 American Express Expresspay Entry Point Table

Table 4.10-4 - American Express Expresspay Entry Point Table

Value / Description Typ Req Example

AID Delimiter Container

There can be multiple instances of this in sequence. T
FF35 var |contents of the first instance are loaded into Entry Poin| T R
Table Slot 1, the contents of the second are loaded intq
Entry Point Table Slot 2, etc.

Kernel D, Processing SlofTransaction Type
Byte 1 Kernel ID
1 0x04 = Expresspay

Byte 2 Processing Slot to Use
See theAID Delimiter Container parameter ireMV
Processing Configuration File Typefor information

/DFOE 03 about how to identify slots.

B |R (040400

Byte 3 Transaction Type

9 0x00 = Purchase

9 0x01 = Cash

9 0x02 = Purchase with cashback
T 0x03 = Refund

Payload Delimiter Container
/DFOF var |Include only one of these containers inside e&&h T R
Delimiter Container.

/I9F09 02 |EMV Application Version Number B R (0001
/I9F1A 02 |TerminalCountry Code B R 10840
/I9F33 03 |Terminal Capabilities B R 602800
/19F35 01 |Terminal Type B R |21
/I9F40 |05 |Additional Terminal Capabilities B R [ogog’

Contactless Reader Capability
Bits 8..7

1 00 = Expresspay 1.0
/I9F6D 01 | 01 =Expresspay 2.0 and Expresspay >= 3.x (MSD) B R |CO
1 11 = Expresspay >= 3.x(MSD)

Bits 6..1 = 0 (Reserved, not to be configured)
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Tag ‘ Len

/IDF1B

06

Value / Description

Kernel Configuration
Byte 1 Seed for UN for MSD mode

Byte 2

1 Bit8 =DRL Set

1 Bit7 =EMVCo Entry Point

1 Bit6 =UseTAC and IAC

1 Bit5 = Not EMV Consistency Check

1 Bit 4 = Patch ODA Applied

9 Bit 3 = Consistency Check as per EMV
9 Bit 2 = Delay authorization

9 Bit 1= Unable to go online support

Byte 3
Hol d Time for 6See Phone

Byte 4
No holding time on Approve and Decline

Byte 5

Bit 8 = XP 3.0 activated

Bit 7 = Start D managed in EMV Mode

Bit 6 = Disable Discretionary Data

Bit 5 = Display delayed message

Bit 4 = Check CDOL2 Presence

Bit 3 = CVM Mobile Supported

Bit 2 = Terminal exempt of No CVM checks
Bit 1 = Transit Terminal

=4 =4 =8 =8 -8 -8 -89

Byte 6

1 Bit 8 = Display PROCESSING Message
1 Bit7=0nly EMV Mode

1 Bits 6..4 = Reserved for future use

9 Bits 3..1 = G4 Kernel Version

Typ Req Example

310100
00 00 00

/IDF27

01

Timeout, Field off request (100 of ms)

R |20

/IDF2D

03

Message Holdime (100 of ms)

R |00 00 OF

/IDF30

01

Bitmap Entry Point

Bit 8 = Status Check Support Flag

Bit 7= Zero Amount Allowed Flag

Bit 6= Reader Contactless Transaction Limit
Bit 5 = Reader Contactless Floor Limit

Bit 4 = Reader CVM Required Limit

Bits 3..1 =Reserved for future use

= =4 =8 -8 -8 -9
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Tag ‘ Len Value / Description Typ Req Example
Status Zero Amount Allowed
/IDF32 01 |f O0xO01 = Option 1, Online Cryptogram Request B |[R |01
I 0x02 = Option 2, Not Allowed
/IDF20 05 |Terminal Action Code Default B R 88 88 00
/IDF21 05 |Terminal Action Code Denial B R 88 88 00
/IDF22 05 |Terminal Action Code Online B R 88 88 00
. 000000
/IDF23 06 |Reader Contactless Floor Limit B R 002000
) . 000000
/IDF24 06 |Reader Contactless Transaction Limit B R 010000
: . 000000
/IDF26 06 |Reader CVM Required Limit B |R 010000

4.10.4 Discover DPAS Entry Point Table

Table 4.105 - Discover D-PAS Entry Point Table

Value / Description

AID Delimiter Container

There can be multiple instances of this in sequence. T
FF35 var |contents of the first instance are loaded into Entry Poin T R
Table Slot 1, the contents of the second are loaded int(
Entry Point Table Slot 2, etc.

KernelD, Processing SlofTransaction Type
Byte 1Kernel ID
9 0x06 = Discover BPAS

Byte 2 Processing Slot to Use
See theAlD Delimiter Container parameter ireMV
Processing Configuration File Typefor information

/DFOE 103 | ahout how to identify slots.

B R |06 06 00

Byte 3 Transaction Type

9 0x00 = Purchase

f 0x01 = Cash

1 0x02 = Purchase with cashback
1 0x03 = Refund

Payload Delimiter Container
/DFOF var |Include only one of these containers inside e&h T R
Delimiter Container.

//9F09 02 |EMV Application Version Number B R |0001
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Tag ‘ Len Value / Description Typ Req Example
/I9F1A 02 |Terminal Country Code B R |08 40
/I9F33 03 |Terminal Capabilities B R |00 00 00
/I9F35 01 |Terminal Type B R |21
/I9F66 |04 |Terminal Transaction Qualifier B |R gg 00 €O

Kernel Configuration

Bit 8 = Exception List Supported

Bit 7 = Check PID Limit

Bit 6 = Extended Selection Support

Bit 5 = RFU

Bit 4 = Kernel Supports Do Not Fix Track
Bit 3 = Online PIN allowed after going online
Bits 2..1 = Reserved for future use

/IDF1B 01

=4 =4 =8 =4 -4 a1

Kernel Configuration (Common Kernel Only)

Byte 1
9 Bit 8 = Exception List Supported
1 Bit 7 = Check PID Limit
1 Bit 6 = Extended Selection Support
1 Bit5=RFU
/IDF1B 02 |1 Bit4 =KernelSupports Do Not Fix Track B R |6000
9 Bit 3 = Online PIN allowed after going online
1

Bits 2..1 = Reserved for future use

1 Bit8 =RFU
1 Bit7=RFU
1 Bit6=RFU
9 Bit 5 = Deferred Authorization

Bitmap Entry Point

Bit 8 = Status ChecBupport Flag
Bit 7= Zero Amount Allowed Flag
Bit 6= Reader Contactless Transaction Limit B R F8
Bit 5 = Reader Contactless Floor Limit
Bit 4 = Reader CVM Required Limit
Bits 3..1 = Reserved for future use

/IDF30 02

=A =4 =8 -8 -8 =9

Status Zero Amount Allowed Flag
/IDF32 01 |f O0xO01 =Option 1, Online Cryptogram Request B |[R |01
I 0x02 = Option 2, Not Allowed

/I9F1B 06 |Terminal Floor Limit B R 88 0000
- 000000

/IDF23 06 |Reader Contactless Floor Limit B R 015000
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Tag ‘ Len Value / Description Typ Req Example
. - 000000
/IDF24 06 |Reader Contactless Transaction Limit B R 030000
: - 000000
/IDF26 06 |Reader CVM Required Limit B R 002000

4.10.5 China Unionpay Entry Point Table (Common Kernel Only)

Table 4.1061 China Unionpay Entry Point Table

Value / Description Typ Req Example

AID Delimiter Container

There can be multiple instances of this in sequence. T
FF35 var |contents of the first instance are loaded into Entry Poin| T R
Table Slot 1, the contents of the second are loaded intq
Entry Point Table Slot 2, etc.

KernellD, Processing SlofTransaction Type
Byte 1 Kernel ID
1 0x07 = China Unionpay

Byte 2 Processing Slot to Use
See theAID Delimiter Container parameter ireMV
Processing Configuration File Typefor information

/DFOE 03 | about how to identify slots.

B |R (070500

Byte 3 Transaction Type

9 0x00 = Purchase

9 0x01 = Cash

9 0x02 = Purchase with cashback
9 0x03 = Refund

Payload Delimiter Container
/DFOF var |Include only one of these containers inside e&éh T R
Delimiter Container.

/19F09 02 |EMV Application Version Number B R {0030
/I9F1A 02 |Terminal Country Code B R [0156
/I9F33 03 |TerminalCapabilities B R 600800
/19F35 01 |Terminal Type B R |21
/19F66 04 |Terminal Transaction Qualifier B R gg 0000
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Tag ‘ Len Value / Description Typ Req Example
Kernel Configuration
Bytel:
T Y b8..b2: RFU
1 Y bl: Display PROCESS
Byte2:
f Y b8: C7 Outcome
T Y b7: TVR Not Reset
/IDF1B 02 T Y b6: 9F27 Al ways Rai |B R 00 00
f Y b5: Not Forced Onl:
f Y b4: Standard UICS D
Supported
1 Y b3: Al ways DD
T Y b2 Not Decline On
PIN Case
T Y b1l Transit Ter mina
/IDF20 05 |Terminal Action Code Default B R 88 88 00
/IDF21 05 |Terminal Action Code Denial B R 88 88 00
/IDF22 05 |Terminal Action Code Online B R 88 88 00
. 000000
/IDF23 06 |Reader Contactless Floor Limit B R 01 50 00
. o 000000
/IDF24 06 |ReaderContactless Transaction Limit B R 03 0000
. . 000000
/IDF26 06 |Reader CVM Required Limit B R 0120 00
Bitmap Entry Point
i Bit 8 = Status Check Support Flag
1 Bit 7= Zero Amount Allowed Flag
/IDF30 01 |9 Bit6=Reader Contactless Transaction Limit B R 78
I Bit5 = Reader Contactless Floor Limit
i Bit4 = Reader CVM Required Limit
Bits 3..1 = Reserved for future use
9F1B 04 |Terminal Floor Limit B R 0000 3a9
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4.10.6 JCB Entry Point Table (Common Kernel Only)

Table 4.10-7 - JCB Entry Point Table

Value / Description

Typ Req Example

AID Delimiter Container
There can be multiple instances of this in sequence. T
FF35 var |contents of the first instance are loaded into Entry Poin| T R
Table Slot 1, the contents of the second are loaded intq
Entry Point Table Slot 2, etc.
Kernel D, Processing SlofTransaction Type
Byte 1 Kernel ID
1 O0x05=JCB
Byte 2 Processing Slot to Use
See theAID Delimiter Container parameter ireMV
Processing Configuration File Typefor information
/DFOE 03 about how to identify slots. B R 1050600
Byte 3 Transaction Type
1 0x00 = Purchase
1 0x01 = Cash
1 0x02 = Purchase with cashback
1 0x03 = Refund
Payload Delimiter Container
/DFOF var |Include only one of these containers inside e&&h T R
Delimiter Container.
: - 00 00 00
//9F01 06 |Acquirer Identifier B R 00 00 01
/I9F15 02 |MerchantCategory Code B R |7032
/I9F09 02 |EMV Application Version Number B R |0001
/I9F1A 02 |Terminal Country Code B R (0392
/I9F33 03 |Terminal Capability B R 606808
/I9F35 01 |Terminal Type B R |21
5858204D
455243484
. 14E54205¢
/I9F4E var |Merchant Name and Location B R 50204CAF
434154494
FAE
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Tag ‘ Len Value / Description Typ Req Example
Kernel Configuration
Bytel (reflects Combination Options):
T Y bs8: RFU
f Y b7: Status Check Su
1 Y b6: ODA Supported
1 Y b5: Exception File
T Y b4: Random Transact
1T Y b3: MagStripe Mode
1 Y b2: EMV Mode Suppor
//IDF1B 03 1 Y bl: Legacy Mode Sup(B |R |7B0080
Byte2 (reflects Combination Options):
T Y b8. .bl1l: RFU
1 Byte3:
f Y b8: On Device CVM
T Y b7: Transit Reader
1T Y b6: |Issuer Update S
T Y b5. . Db3: RFU
1 Y b2: Do Not Display
f Y b1: TVR with Online
/IDF20 |05 |Terminal Action Code Default B IR gg ‘2‘8 20
/IDF21 05 |Terminal Action Code Denial B R (z)g ;8 20
/IDF22 05 |Terminal Action Code Online B R gg gg 20
. 000000
/IDF23 06 |Reader Contactless Floor Limit B R 01 50 00
. o 000000
/IDF24 06 |Reader Contactless Transaction Limit B R 030000
/IDF25 06 |On Device CVMContactless Transaction Limit B R 0000 00
02 50 00
. . 000000
/IDF26 06 |Reader CVM Required Limit B R 0120 00
/I9F1B 04 |Terminal Floor Limit B R 0000 3a9
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4.10.7 Interac Flash Entry Point Table (Common Kernel Only)

Table 4.1081 Interac Flash Entry Point Table

Value / Description Typ Req Example

AID Delimiter Container

There can be multiple instances of this in sequence. T
FF35 var |contents of the first instance are loaded into Entry Poin| T R
Table Slot 1, the contents of the second are loaded intq
Entry Point Table Slot 2, etc.

Kernel D, Processing SlofTransaction Type
Byte 1 Kernel ID
M O0x41=Interac Flash

Byte 2 Processing Slot to Use
See theAID Delimiter Container parameter ireMV
Processing Configuration File Typefor information

/DFOE 03 about how to identify slots.

B |R 410500

Byte 3 Transaction Type

9 0x00 = Purchase

9 0x01 = Cash

9 0x02 = Purchase with cashback
T 0x03 = Refund

Payload DelimiteContainer
/DFOF var |Include only one of these containers inside e&&h T R
Delimiter Container.

/19F09 02 |EMV Application Version Number B R {0002
/I9F1A 02 |Terminal Country Code B R (0124
/I9F33 03 |Terminal Capabilities B R 606808
/19F35 01 |Terminal Type B R |21
/I9F40 |05 |Additional Terminal Capabilities B IR Eg 82 EO
/I9F58 01 |Merchant Type Indicator B R |03
S 00 00 00
/I9F5D 06 |Receipt Limit B R 00 50 00
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Tag ‘ Len Value / Description Typ Req Example
Terminal Option Status
Bytel:
T Y bS8 Use I nterface |
T Y b7: Use Interface |
[I9FSE 02 1T Y Dbe6 Use I nterface |B R |EO00
Different Currency
T Y b5. .b1l: RFU
Byte2:
T Y b8. .bl1l: RFU
o 0000 00
/I9F5F 06 |Reader Contactless Floor Limit B R 01 00 00
Kernel Configuration
Bytel:
1 Max Retry
Byte2:
T Y b8: Interac Contact
//IDF1B 02 T Y b7: Interac on OthelB |R |0234
T Y b6: Mobile NFC
T Y b5: Contactless Car
1 Y b4: Legacy Floor Li
T Y b3: Al ways DD
T Y b2: Terminal vi1. 4
1 Y bl: Processing Mess
/IDF20 05 |Terminal Action Code Default B R 888800
/IDF21 05 |Terminal Action Code Denial B R 000000
0000
/IDF22 05 |Terminal Action Code Online B R 888800
/I9F1B 04 |Terminal Floor Limit B R 28 00 1F

4.11 EMV Configuration CA Public Keys File Type

The host can |l oad this file type to control the
kernels when the device should support Offline Data Authentication (ODA). Populate all values from
information provided by each payment brand that shbeldupported by the device. The host can load

this file usingCommand 0xD812- Start Send File to Device (Unsecured)

MagTek provides tools that allow these settings to be loaded using a Microsoft Excel spreadsheet in xIsx
format for more convenient authoring, review, and change tracking. For a reference sample spreadsheet,
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4 - Data Types and Shared TLV Data Objects

contact MagTek Support Services. The MagTek tools expect the spreadsheet to be formatted format as
shown inTable 4.11-1. Each CA Key to be supported is defined in a tab of the Excel file.

Table 4.11-1 - EMV Configuration CA Keys File Type

Value / Description Typ Req Example
DFDF79 |05 |Registered Application ID (RID) B R é‘ggf 00
DFDF7A |01 |CA Public Key Index B R |05
DFDF7B |var |CA Public key Modulus B[R |5000%A
01
DFDF7C |or |CA Public Key Exponent B R |03
03
EB FAOD
5D 06 D8
CE 70 2D
DFDF7D |14 |CA PublicKey Checksum B R A3 EAES8
9070 1D
A5 E2 74
C8 45

The MagTek tool converts the spreadsheet data into the format shdabléwy.11-2.

Table 4.11-2 - CA Keys Raw Format

CA Keys Raw Format

RID (5 Bytes)
As defined by the payment brand.

Index (1 Byte)
As defined by thgpayment brand.

Exponent Length (1 Byte)
1 0x01
1 0x03

Key Length (1 Byte), Max of 248 bytes per EMVCo specifications

Exponent (1 or 3 Bytes)
1 0x03
1 0x010001

Modulus
As defined by the payment brand.

Additional CA Keys, repeating from RID throudfhodulus, as needed.
SHA-1 hash of all data in the file
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4.12 EMV American Express DRL Configuration File Type (Not Supported on
Expresspay 4.x)

The host can |l oad this file type to control the
kernelwhen the card sends tag 9F70 and one or more DRL is defined.

The host can load it usir@ommand 0xD812- Start Send File to Device (Unsecured)See the
Expresspay 4.0.8pecification for functional details.

MagTek provides tools that allow these settings to be loaded using a Microsoft Excel spreadsheet in xIsx
format for more convenient authoring, review, and change tracking. For a reference sample spreadsheet,
contact MagTek Support Services. The MagTelkstexpect the spreadsheet to be formatted as shown in
Table 4.121. Each DRL to be supported is defined in a tab of the Excel file.

Table 4.121 - EMV Configuration American Express DRL Set File Type

Value / Description Typ Req Example
L 00 00 00

DF23 06 |Reader Contactless Floor Limit B R 0015 00

DF24 06 |Reader Contactless Transaction Limit B R 88 gg 88

DF26 06 |Reader CVM Required Limit B R 88 f(()) 88

The MagTek tool converts the spreadsheet data into the raw format shoallerd.12-2:

Table 4.122 -Raw EMV Configuration American Express DRL Set File Type

Tag ‘ Len Value / Description Typ Req Example

File Type Version

Onebyte indicating the version of the file type format being used.

1 OxAA

SHA-1 Hash

20 byte hash of all values that follow

FF37 var |DRL Configuration Container T R

/FF36 var |DRL Set Container T R

/IDF23 06 Reader Contactless Floor Limit B R 00 00 00
0015 00

/IDF24 06 Reader Contactless Transaction Limit B R 00 00 00
00 05 00

/IDF26 06 Reader CVM Required Limit B R 00 00 00
0010 00

Additional instances of DRL Set Container as needed

4.13 Security Operation Type
This norTLV data structureonsists of four or five bytes that describes a security operation, including
the algorithms and methods to be used in that operation.
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Table 4.131 - Security Operation Type
Offset Description Typ Req Default

Operation Type

0x01 = Key Agreement

0x02 = Command Authorization Using Signature
0x03 = Command Authorization Using MAC B R
0x05 = Data Authentication Using MAC
0x07 = Data Encryption

0x10 = Data Signature

=A =4 =8 =8 =8 =9

Operation Algorithm

If Operation Typeis Key Agreement type:
1 0x01=ECDHE

If Operation Typeis a Signature type:
I Ox01=ECDSA (indeterministic)

If Operation Typeis a MAC type:
1 0x01=HMAC

1 0x02 = CBCGMAC

1 0x03 =CMAC

If Operation Typeis an Encryption type:
0x01 = DEA

0x02 = 2TDEA

0x03 = 3TDEA

0x04 = AES128

0x05 = AES192

0x06 = AES256

E R E R
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Offset Description Typ Req Default
Operation Curve/Mode/Hash/Cipher

If Operation Typeis a Key Agreement type, this specifies th¢
Curve:

1 0x01=P192
1 0x02 =P224
1 O0x03 = P256
1 O0x04 =P384
1 Ox05=P521

If Operation Typeis a Signature type, this specifies the Hasl
0x01 = MD5

0x02 = SHA1

0x03 = SHA224
0x04 = SHA256
0x05 = SHA384
0x06 = SHA512
0x07 = SHA512/224
0x08 = SHA512/256
0x09 = SHA3224
O0Xx0A = SHA3256
0x0B = SHA3384
0x0C = SHA3512

=4 =4 =8 =8 =888 8889

If Operation Typeis a MAC type, this specifies the Encryptig
Algorithm:

1 O0x01=DEA
0x02 = 2TDEA
0x03 = 3TDEA
0x04 = AES128
0x05 = AES192
1 O0x06 = AES256

T
T
T
T

If Operation Typeis an Encryption type, this specifies the
Mode:

1 0x01 = ECB (Block)

0x02 = CBC (Block)

0x03 = CFB (Stream)

0x04 = OFB (Stream)

1
1
1
1 Ox05 =CTR (Stream)
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Offset Description Typ Req Default
KDF/Curve/Padding

If Operation Typeis a Key Agreement type, this specifies th¢
KDF:
1 Ox01 = SP80&G6A / X9.63

If Operation Typeis a Signature type, this specifies the Cury
1 Ox01=P192
1 Ox02=P224
1 Ox03 =P256
1 Ox04 =P384
1 Ox05=P521

If Operation Typeis a MAC type, this specifies the Padding:
0x00 = None (for streaming modes)

0x01 = Zeros (1SO 9797 Padding Method 1) B R
0x02 = One and zeros (ISO 9797 Method 2)
0x03 = Length + zeros (ISO 9797 Method 3)
0x10 = PKCS7 (pad # = pad length)

0x11 = X9.23 (random + pad length)

0x20 = Random (when length is known)

=4 =4 =8 =8 -8 -4 -1

If Operation Typeis an Encryption type, this specifies the
Padding:

0x00 = None (for streaming modes)

0x01 = Zeros (ISO 9797 Padding Method 1)

0x02 = One and zeros (ISO 9797 Method 2)

0x03 = Length + zeros (ISO 9797 Method 3)

0x10 = PKCS7 (pad # = pad length)

0x11 = X9.23 (random + pad length)

0x20 = Random (when length is known)

MAC Block Size

=4 =4 =8 =8 -8 -8 A

If Operation Typeis a MAC type, this specifies the data to bt
MACed must be padded to a multiple of this many bytes.

For all other Operation Types, do not include this byte.

4.14 Security Parameters Type

Table 4.141 - Security Parameters Type

Value / Description Typ Req Default

Operation
81 var | This contains an instance oSacurity Operation Type B R
structure specifying the operation to be performed.
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Tag Len Value / Description Typ Req Default

Data
84 var |Reserved for future use. Do not include this parameter. ItB |O
reserveddr Initialization Vector omonce,if needed

Extra Data Item

85 Var | Reserved for future use. Do not include. B 10
Key Information
A8 var This specifies the key used in the operation. Populate witl T o

Key Information Type TLV data object For ECDSA
operations, do not include this parameter.

Second Key Information (Reserved, do not include)
A9 var | This specifies a second key used in the operation. If need T 0]
populate with &ey Information Type TLV data object.

4.15 Key Information Type

Table 4.151 - Key Information Type

Value / Description Typ Req Default
Key SlotID
81 02 |ldentifies the ky being used for operatiorSeeTable 4.186- |B R
Key SlotIDs.
Key Label

82 Va8 | The label that indicates the key type. For exanipiy/TK .

Key Derivation Details
86 var |Use Key Serial Number (KSN) in requests, Kagrivation B @]
Information in responses.

88 var Additional Information B o
Reserved for future use. Do not include.

4.16 NFC UID Type (EMV Contactless Only)

Table 4.1617 NFC UID Type

Value / Description
DF79 |var [INFC UID B |R

4.17 GPO Response Type (EMV Contactless Only)

Table 4.1717 NFC UID Type
Tag Len\ Value / Description Typ Req| Default
81 var |GPO Response B R

4.18 TR31 KeyBlock Type
A TR-31(X9.143 key block consists of three parts:
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TheKey Block Header (KBH) which contains attribute information about the key and the key block and
is not encrypted. It is always treated as ASCII.

1 The first section is 16 bytes with a fixed format defined below.
9 The second section is optional within the standard, but required for current products.

The Confidential Data, which is encrypted and always binary.

1 Two bytes indicating the key length (in bits, AE38 is 128 bits, so length will be 0080).
1 The secret key and/or sensitive data.

1 Padding as required (random bytes 0x00 to OxFF).

TheMAC, which is of varying length as follows:
1 64 bits if the TDEA key derivation method is used (typically not used for this device).
9 128 bits if the AES key derivation method is used

Header Key : Block
Header (optional) Length Key Key Padding Padding MAC
<+«—Encrypted >
« MAC >

Symmetric keys are padded wBlock Paddingto the maximum length for the algorithm, 192 bits for
TDEA or 256 bits for AES, to hide the true length of short keys.

The data to be encrypted and the MAC are always binary for calculation purposes. The encrypted data
and the MAC are converted to ASCII hex as the last step.

Date and time strings specified within the-BR block are represented according to the rules described in
ISO 8601andTR-31. Year is 4 digits. Time uses UTC 24 hour clock. Some functions like

6tol SOString() 6 wil yyyymmadrTiohoren:safffZsvherei ffhisgga decimalf or ma t
fraction of a second, Z is UTC time zone. The

de

6: ssb6 are optional. Dat e, hour s, and minutes are

encoded ag020-03-23T16:19at minimum, but could also #92003-23T16:19:00.000Z

Table 4.181 - TR-31 Block Fixed Header

Offset ‘ Name Fixed Value Variable

0 KeyBlockVID |6 D6

1.4 Key Block Length Calculated (in deci mal,

5 6 Usage Look up the (_jesireKey Typein Table 4.182 below
and select this value from tiusagecolumn.

7 Algorithm Look up the Qesirek{ey Typein Tgble 4.182 below
and select this value from tiAdgorithm column.

8 |Modeof Use and select this value flom thocs of Usecolmn.
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Offset ‘ Name Fixed Value Variable
9..10 Key Version # 60060 Al ways 06006
11 Exportability ONO Always no export allowed
12..13 # option blocks Calculated
14..15 Reserved 060060

Table 4.182 - TR-31 Key Type Table- Usage/Algorithm/Mode

Key Type Usage Algorithm AES/TDEA (B'\gtc;]c,le-r%f, Llifgm)
Transport (KBPK) OK106/6A6 /| O6TO 0D
Initial DUKPT Key O0B106/6Ad [/ 6TO 0 X0
Fixed MAC (CMAC) OM6O6|6Ad [/ O6TO (606&H, O0VDO
Fixed Encrypt 06DO0OB|6ADd [/ 6TO (6B6, OEO,
Table 4.183 - TR-31 Optional Blocks
ID Purpose
61 K& |DUKPTKSID
60 KS 6 [Key Set Identifier (e.g. data used by host to find and/or derive this key).
60 KCd |[Key Check Value (KCV) (Legacy or CMAC)
6 PB 6 |Padding Field
60 T S6 |Current Time Stamp (optional) see description in previous section.
60 KP 6 |KCV of KBPK that created this Key Block (optiorateferred)
6216 MagTekAdditional Key Info _
FromTable 4.184 - MagTek Custom TR-31 Small Optional Block

Table 4.184 - MagTek Custom TR-31 Small Optional Block

Offset Name | Value Variable
0.1 Block ID 6216 MagTekAdded Key Info Block
2.3 Block Length var ASCII Hex (Length 04FF from offset 0)
4.7 Owner Tag 60 MGTKO|Avoidc ol | i si on with ot her g
8.9 Data Tag 6106 Field ID
10..11 Data Len 601606 Field Length (ASCII Hex OGF)

Field Data for Key Environment
12 Data 6To6, 0P E ;Z-Fr’?c?(tjuction
1 O =Erase Key

13¢ Added elements More Fields(Tags, Lengths, and Data)
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Table 4.185 - MagTek Custom Key Data Fields

FieldID | Length | Purpose
Key Environment
. N . " T T=Test
0100 0c0lo 1 P =Production
1 O =Erase Key
. A . A Key SlotID
ollo 0040 SeeTable 4.186 - Key Slot ID.
6126 60406 |KeySlotID of Transport Key
62060 - Reserved
62156 6046 DUKPT Data Type Restriction Bitmask
This isfor Transport Keysaind DUKPT keys. Default to 0.
6316 00706 |Device Serial Number
. A . Challenge Token
0320 0100 10h = 16 characters
. R . ‘A Expiration Date/Time
6330 01 (odl 8 This is inUTC format,use short form if possibleReserved.

Table 4.186 - Key SlotIDs

Label | Description Load TransportKey  TR31-F
10xx Transport Keys (KBPK)
Key agreement proces
from Command
1000 TMPTK Temporary KBPK OXEO17- Establish N/A
Ephemeral KBPK
1001 MTK Master TransporKey TMPTK K1AD
1002 DEVTK Device MasteiTransport Key MTK K1AD
1003 FINTK Financial Masteffransport Key MTK K1AD
1081 MKIFTK MagTekKIF FinancialTransportKeys | FINTK K1AD
1101 FREQMK |Factory Request MABey PRODTK M6AV
1102 MREQMK I\K/IeaynufactureDewce Request MAC MEGTK MBAVY
1111 MFRQMK Manufactur_erFmanmaI Request MAC MKIETK MBAV
(Configuration) Key
0x2000 to | DKPTMO to .
0x201F |DKPTM1E DUKPT Initial Keys, MKIFTK B1TX
4.18.1 DUKPT Key Mapping
4.181.1 Terms and Definitions
DUKPT i Derived Unique Key Per Transaction
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OID i Obiject Identifier
SRED - Secure Reading and Exchange ait®

There ar&’ new OIDs defined for these 7 SRED Data IDs.
Each OID value containstavo-byte DUKPT slot ID and a oAleyte transformation ID

Table 4.187 - SRED Data IDs and OIDs

SRED Data ID oID OID Size
0: Notassigned N/A N/A
1: PIN-TDES (supported on PED devices Only) 0x010102040101 3
2: Account Data 0x010102040102 3
3: MAC 0x010102040103 3
4: Magneprinisupported on devices with MSR Only) 0x010102040104 3
5: MagTekToken 0x010102040105 3
6: UserData 1 0x010102040106 3
7: PIN-AES (supported on PED devices Only) 0x010102040107 3
DUKPT Slot IDs

The existing TR31 Module supports 32 MagTek DUKPT Slot IDs, from 0x2000 to 0x201F.

The Key Injection Software Tool shall inject DUKPT keys throtiggse DUKPT Slot IDs.
Transformation IDs

This is the list of DUKPT transformations defined in both the Legacy and AES specifications.
4.18.2 Restrictions of a DUKPT Slot ID

Table 4.188 - Transformation IDs for DUKPT Legacy and AES
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Transformation

D # Usage Name | Type Data for calculation
0 Reserved
1 PIN Encryption | Legacy 00 00 00 00 00 00 00 FF
MAC
2 Generate/Verify Legacy 00 00 00 00 00 00 FF 00
3 MAC Verify Legacy 00 00 00 00 FPO 00 00
Data
4 Enc/Decryption Legacy 00 00 00 00 00 FF 00 00
5 Data Encryption Legacy 00 00 00 FF 00 00 00 00
6 Reserved
7 PIN Encryption | AES 0x1000
8 MAC Generate | AES 0x2000
9 MAC Verify AES 0x2001
MAC
a Generate/Verify| MES D
B DataEncryption| AES 0x3000
Data Decryptior] AES 0x3001
Data
D Enc/Decryption AES 0x3002

Table 4.189 - The definition of Restriction bit map

User Data Token

Data Type (RFU) (RFU)

Magneprint MAC Account Data PIN

During TR31 Key Injection, each DUKPT Slot ID contains a parameter indicates the purpose of a Key Set.

Example 1: The restriction value is Ox3F
This Key Set can be used for all purposes.

Example 2: Theestriction value is OxX3E
This Key Set can be used for all purposes, except PIN Encryption.

Example 3: The restriction value is 0x01
This Key Set can be used for PIN Encryption only.

4.18.3 The Rules of Key Mapping
SRED DatdD map configuration values (SItid and TransformatiofD) must be checked and rejected if they
don6t meet the following conditions.

a). The DUKPTSlot ID mustbe loaded(Table 4.1810)
b). The loaded DUKPBIot ID must allovs this type of SREDatalD. (Table4.189)
c). The transformation must be allowbyg Table 4.1811.
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4.18.4 The settings of DUKPT Slot Einjected through TR31
Here is the list of parameters oDUKPT Slot IDs based on the existing Key Injection Tool.
Table 4.1810- Settings oflnjected DUKPT Slot IDs

DUKPT Slot ID ‘ Key Type Restrictions
DKPTMO0-2000 TDES Ox3E
DKPTM2-2002 AES-128 Ox3F
DKPTM3-2003 AES-256 Ox3F
DKPTM7-2007 TDES Ox3F

4.18.5 TheAllowed Key Mapping Table
Table 4.1811 - Allowed Key Mapping Table

Allowed Legacy Allowed AES
DUKPT DUKPT
Transforms Transforms

SRED Data Type

Data ID (Working Key Purpose)

0 Not assigned - -

1 PIN-TDES (supported on PED devices Only) 01 Not allowed
2 Account Data 01, 04, 05 0B, 0D

3 Transaction MAC 02 08, OA

4 MagnePrin{supported on devices with MSBhly) 01, 04, 05 0B, 0D

5 MagTekToken (RFU) RFU RFU

6 User Data #1 (RFU) RFU RFU

7 PIN-AES (supported on PED devices Only) Not allowed 07

é RFU = =

Note:If SRED Data ID 2 and 4 are mapped to the same Key Set, then they must have the same Transformation ID.
If the Transformation ID of the latest key mapping request is different, then the original OID setting of the other
SRED Data ID will be forced to match the latest OID setting. For example, SRED Data ID 2 has been mapped to
0x2007 0x04, user wants to maRED Data ID 4 to 0x2007 0x05, then the OID setting of SRED Data ID 2 will be
forced to 0x2007 Ox05.

4,18.5.1 Examples of Key Mapping
The following OID Values indicate that:
a) 200701: Map PINTDES to DKPTM72007 PIN Encryption Variant.
b) 20020B: Map Account Data to DKPTM2002 Data Encryption Usage.
c) 200702: Map MAC to DKPTM2007 MAC Generate/Verify Variant.
d) 20030B: Map MangePrint to DKPTM3003 DateEncryption Usage.
e) 000004: MagTekToken is RFU, 0000 ID does not exist (this is default value).
f)  000004: User Data is RFU, 0000 ID does not exist (this is default value).
g) 200207: Map PINAES to DKPTM22002 PIN Encryption Usage.
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Figure 4.181 - Configuration Usage Values

4.19 Common File Structure
Some files types conform to the common file structure format that follows.

The following is a list of file types that conform to this format.
1) EMV file types
2) Certificate File Types

3) Certificate Signing Request (CSR) File Types
Table 4.191 - Common File Structure

Value / Description Typ Req Default
MGTKAP10 = Start Of File Marker

File Type

¢l 4 SeeTable6.6-1 B IR |NA
File Payload
See the AFi |l e Typ dDatasTybssamrdc

CE Val | Shared TLV Data Objects B[R NA

4.20 Certificate File Types
These file types are listed Trable6.6-1.

These file types conform to tli@ommon File Structure format.

The File Payload of these files contain a certificate in PEM format.

Certificates must be loaded into the device in the order of trust starting with the root CA, next
intermediate CA(s) and ending with the leaf (server or client for example) so that the device can verify the

signature of each certificate. If the certifiestare not loaded in order, they will be rejected.

When loading aerver cert, the associated key pair must already exist in the deviteCSRkeysor as
the existing serveor clientcert and will be used to verify that the public key contained in th#icat is
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correct. Ifthek e y s d o thécertifioatewiltbl rejected.If the certificate is associated with the
CSR keys, the CSR keys will be associated with the certificate and will no longer be available for other
certificates until regenerated.

Initial server or client certificates can not be loaded until the respective CSR keys and CSR is generated.

4.21 Certificate Signing Request (CSR) File Types
These file types are listed Trable6.6-1.

These file types conform to tli@mmon File Structure format.
The File Payload of these files contain a certificate signing request in PEM format.

The device will erase the CSR file from volatile memory after the host fetches Cantimand 0xD821
- Start Get File from Device After fetching the CSR, the keys used to generate the CSR will still exist
in nonvolatile memory associated with a CSR and can be used to generate a new CSR if needed.

4.22 Card Emulation

4.22.1 Card Emulation Overview
Card emulation enables a DynaFlex/DynaProx device to simulate a Type 4 smart card. The emulated card
has the following characteristics:

1 Compliance: Card emulation conforms to ISO/IEC 14443 FApexd NFC Forum Type 4
standards.

9 Passive Operation: The emulated card functions in passive mode. The phone is responsible for
generating the magnetic field required to activate the simulated card.

1 ReadOnly: The emulated card is readly and does not support writing.
9 Supported Data Type: Supports the URI (URL) data type.

4.22.2 Device Compatibility

9 iPhone Support: NFC card reading was introduced on Apple iPhones starting with the iPhone 7.

1 Android Support: Android added NFC support in 2012; however, compatibility depends on the
specific phone model and hardware capabilities. Mastroid phones released since 2016
support NFC. Verify with the phoneds manufactu

1 Google Pay Indicator: If a phone supports Google Pay, it is likely capable of reading NFC tags.
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5  Security
5.1 About Message Authentication Codes (MAC)

AMACO is an abbreviation of Message Authenticatio

message that can be used to provide reasonable assurance that the message originated from a trusted
source and has not been modified.

5.1.1 MACs for EMV Data
This section describes how to calculate MACs for EMV ARQC and EMV Batch Data.

The key and variant used to calculate the MAC is determined by hoW&PT Key Mapping is
mapped, this can be sgp for TDES or AES mode

Thekey usedto calculate the MAC is normally the same key used to encrypt the encrypted data included
as part of the same data structure. For TDES MAC, the key variant is all@agage Authentication,
Request oBoth Ways For AESMAC, this can be AES28 or AES256,the valid usageare:

0x08=MAC Generate, 0OxOA=MAC Generate/Verify.

For TDES MAC:

ANSI X9.24-3-2017

The MAC operations follow the CBC procedure described in ISO 16609 Section C.4 using padding
method 1 defined in ISO 9797 section 6.1.1.

For AES CMAC:
NIST Special Publication 8688B
Section 6.2 MAC Generation

The data structure for both EMV ARQC and EMV Batch Data has the following format related to
MACing:

AAAA /* 2 - byte MSB message length excluding padding and CBC - MAC */

F9<len> /* container for MAC structure and generic data */
DFDF54(MAC KSN)<len><val>
DFDF55(MAC Encryption Type)<len><val>
DFDF25IFD Serial Number)<len><val>
<Nested TLV data objects specific to the message>

<Padding to force the 2- byte MSB message length plus F9 plus padding
to be a multiple of 8 bytes>

<Four byte CBC MAC of all data starting with the 2- byte MSB message
length  and ending with the last byte of padding (if any)>

5.2 About Key Serial Numbers (KSNs)

The device can use two different types of kéiyfple Data Encryption Standard (TDES) DUKPT ksey
and AES DUKPT Keys. The Key Serial Number (KSN) format is slightly different depending on which
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type of key is injected into the key slot that is being used by the operation being performed or the data
being passed.

When the device and host are using TDES keys, theSiéepl Number (KSNjs an 86bit value. The

rightmost 21 bits are the current value of the encryption counter associated with that key. The leftmost 59
bits are thdnitial KSN for that key, which is specified during key injection and is a combination of the

Key Set IDthat identifies the Base Derivation Key (BDK) injected into the device during manufacture,

and the devicebs seri al number ( DSN) ; hksiWist hos e t
defined by a convention the customer defines when architecting the solution, with support from MagTek.

For example, one common scheme is to concatenate a 7 hex digit (28 bit) Key Set ID, a 7 hex digit (28

bit) Device Serial Number, and a 3 hittial Key Load Counter the injecting host increments each time

the same key is #lvaded into the device. In these cases, the key can be referenced-thgialagTek

part number (Akey |1 D0O) consisting of the 7 hex di

5.3 About Encryption and Decryption

Some data exchanged between the device and the host is encrypted. This includes p&fé\of the
ARQC Type and theEMV Batch Data Type. To decrypt this data, the host must first determine what
key to use, then decrypt the data. The following sections explain each of those steps in detail.

5.4 How to Determine the Key
When the device and the host are using TDES DUKPT key and the device is encrypting data, the host
soft ware must do the following to generate a key

1) Determine the value of the Initial Key loaded into the device The lookup methods the host
software uses depend on the overall solution architecture, and are outside the scopeairtiest.
However, most solutions do this in one of two ways, both of which use the Initial Key Serial Number
that arrives with the encrypted data:

a) Look up the value of the Base Derivation Key using the Initial KSN portion of the current KSN
as an index value, then use TDES DUKPT algorithms to calculate the value of the Initial Key; or

b) Look up the value of the Initial Key directly, using the Initial KSN portion of the current KSN as
an index value.

2) Derive the current key. Apply TDES DUKPT algorithms to the Initial Key value and the encryption
counter portion of the KSN that arrives with the encrypted data.

3) Determine whichvariant of the current key the device used to encrypt The variants are defined
in ANS X9.241:2009 Annex Awhich programmers of host software must be familiar with. Which
variant the host should use depends on the type of data the host is decrypting. The encrypted portions
of EMV ARQC and EMV Batch Data both use thata Encryption, Request or Both Wapsiant.

4) Use the variant algorithm with the current key to calculate that variant.
5) Decrypt the data according to the steps in se&ibhow to Decrypt Data

5.5 How to Decrypt Data

For EMV ARQC and EMV Batch Dat#he device begins by TDES encrypting the first 8 bytes of clear

text data. The-Byte result of thigncryption is placed in aancrypteddatabuffer. The process

continues using the TDES CBC (Cipher Block Chaining) method with the encrypted 8 bytes XORed with
the next 8 bytes of clear text. That result is placed in next 8 bytes @fdtypteddatabuffer, and the

device continues until all clear text bytes have been encrypted. If the final block of clear text contains
fewer than 8 bytes, the device pads the end of the block to make 8 bytes. After the final clear text block is
XORed with the prioB bytes of encrypted data, the device encrypts it and places itén¢hgteddata

value. No Initial Vector is used in the process.
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The host must decrypt the data in 8 byte blocks, ignoring any final unused bytes in the last block. When a
value consists of more than one block, the host should use the CBC method to decrypt the data by
following these steps:

1) Start decryption on the last blook8 bytes (call it block N) using the key.
2) XOR theresult of the decryption with theextlast block of 8 bytes (block ).
3) Repeauntil reaching the first block.

4) Do not XOR the first block with anything.

5) Concatenate all blocks.

6) Determine the expected length of the decrypted data. For EMV ARQC and EMV Batch Data this
information is included as part of th@encrypted data structure.

7) Truncate the end of the decrypted data block to the expected data length, which discards the padding
at the end.

5.6 24 Hour Automatic Reset PCI Requirement

Due to Payment Card Industry (PCI) certification requirements, the device must automatically reset at
least once every 24 hours. This is required for security purposes, so that the device can reinitialize
memory and perform a sdakst. Host software delopers and potentially end users should be aware of
this.

By default, the device will automatically reset 23 hours after it boots up and it will attempt to send a
warning notification message to the host 3 minutes before the reset occurs.

The default behavior is adjustable. See the following for more information.

Property 1.2.7.1.1.4 Auto Reset Configuration
Property 1.2.7.1.1.3 Device Reset WiDccur Soon Notification Control
Device Reset Will Occur Soarotification inNotification 0x1001- Device Information Update

One way the host software could handle receiving a device reset will occur notification would be as
follows.

1) Cancel any operation that is in process like a transaction if it is unlikely to end before the reset.

2) Optionally sendCommand 0x1FO01- Reset Devicenstead of waiting for the automatic reset to
occur.

3) Re-connect with the device and-start any operation that was in process.

5.7 Device LockFeature

The purpose of |l ocking a device is to disable mos
extra layer of security. When a device is locked, it will reject all commands excepiefar This locks

the majority of the deviceds functionality. Us e
PCI.

The device lock state can be either unlocked or locked. The device lock state can be retrieved by getting
a property.

The device lock state can be changed by setting a secure property or it can be changed with a command
that requires knowledge of the device lock passcode.
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The device can be configured to always have the device lock state set to locked after a reset or power
cycle by setting a property.

| f the device has a di

i s ay and the device is |l oc
ifDevice is Lockedo. Th

pl

i s screen can be customize
The device lock passcode can be changed by setting a secure property or it can be changed with a

command that requires knowledge of the current device lock passcode.

The following commands and properties can be used to manage the device lock feature:

Command OXEF06i Change Device Lock State
Command OXEFO7i Change Device Lock Passcode
Property 1.2.5.2.1.1 Device Lock State

Property 1.2.5.2.1.2 Device Lock State After Reset
Property 1.2.5.2.1.3 Device Lock Passcode

Only the following commands are allowed when the device lock state is set to locked:

Command 0x1F01- Reset Device

Command 0xD101- Get Property

Command 0xD112- Set Property (Secured)

Command 0xDFO01- Echo

Command 0xXEQ0O01- Get Challenge

Command OXEF06i Change Device Lock State
Command OXEF11- Get Key Info

Command OXEEEE- Send Secured Command to Device
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6

Commands

6.1 Command Group 0x10nn Transactions

6.1.1 Command 0x1001 - Start Transaction
The host uses this command to start a payment transaction.

The sequence of events for transactions with card readers enabled is roughly as follows.
(MCE Only) The sequence for Manual Entry Mode is provided further below.

1) If the device is configured to enable user action event notifications Bebpegrty 1.2.7.1.2.1 User

2)
3)

4)

5)

6)

7

8)

Event Notification Controls Enable, the cardholder may present a card or payment device before

the host calls this command, and the device sBiatiication 0x1001- Device Information
Update to the host to indicate it should call this command to start a transaction.

a) (EMV Contact Only | EMV Contactless Only)In the case where the cardholder has inserted or
tapped before the transaction started, the host should call this command as quickly as possible

while the card is still in the slot, or while the card or contactless payment device is still within tap

range The device does not begin contact or contactless reads until after the host invokes this

command and does not store any data from the cardholder action event before the transaction is in

process.

The host composes a command request in the format below, and sends it to the device. It may cancel
the transaction in process by calli@gmmand 0x1008 Cancel Transaction

The device sends a response in the format below, and waits for the cardholder to present payment

using one of the enabled payment technologies.
(BCR Only) If the cardholder scans a barcode, the device d¢atification 0x0101- Transaction

Information Update to report Barcode / Barcode Event / Type / Data Attached with the barcode data

attached and terminates the transaction.

After the cardholder presents payment, the device d¢otification 0x0101- Transaction
Information Update to report the payment technology being us€drd Event.

(EMV Contact Only) If the cardholder has inserted a chip card and there is more than one

application the device and card mutually support:

a) (No Display Only) The device senddotification 0x1803- User Interface Host Action
Requestto reportCardholder Selection RequegtNotification Payloadto prompt the

cardholder to select the application to use. The host should respond by showing the prompt,

receiving input from the cardholder, and callbgmmand 0x1802 Report Cardholder

Selectionto report the selection result to the device.

The device senddotification 0x0101- Transaction Information Update to report the payment
technology being usedd¥ata Update / ARQC Update / DataAttached.

If the host specifieQuick Chip Transaction Flow in the Transaction Flow parameter:

The device i mmediately constructs its
coordinate the transaction with the card or other payment method, and sends Nwification
0x0105- Transaction Operation Completeto report the payment technology being used /
Kernel Outcome/ Quick Chip Deferred /outcome detail. A Transaction Option parameter can

a)

b)

be set to display on amount or not.

own

(No Display only) The device ends the hostlotification 0x1803- User Interface Host Action
Requestto reportDisplay/Display MessagéData Attached with messag@®REMOVE CARD| to

notify the cardholder the card can be removed.
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¢) The host should then process the ARQC Message data, including replacing the default amount
with the final transaction amount, and should coordinate with the transaction processor to retrieve
a final transaction result. Because in this case the devicg iisvolved in determining the final
transaction result, it does not send a notification to the host to/sReROVED]| or DECLINED].

i) (No Display Only) Instead, the hosthoulduse its local display to shoan appropriate
messagéo the cardholder, such @PPROVED]| or DECLINED), based on the final
transaction result

9) If the host specifie@EMV Transaction Flow in the Transaction Flow parameter:

a) The host processes the ARQC Message data and uses it to coordinate with the transaction
processor to receive &ARPC Response, which it processes and sends to the device using
Command 0x1004 Resume Transaction

b) The device walits for the period of time specifiedPioperty 1.1.1.1.1.5 ARPC Receive
Timeout. If an ARPC timeout occurs, the device sends the ARQC again based on the setting in
Property 1.1.1.1.1.6 ARPC Retry Attempts

c) (EMV Contact Only) If the cardholder inserted a contact chip cand,device communicates
with the card to determine whether to approve or decline the transaction

d) The devicesends the ho$otification 0x0105- Transaction Operation Completeto report the
payment technology being uselddrnel Outcome/ Approved or Declined/outcome.

e) (No Display Only) The device ends the hostlotification 0x1803- User Interface Host Action
Requestto reportDisplay/Display MessagéData Attached with messag@PPROVED] or
to notify the cardholdeof thetransaction result

10) The device sendYotification 0x0105- Transaction Operation Completeto report the payment
technology used@utcome/ the final result of the transaction.

11) (EMV Contactless Only)For NFC Tag, the flow is as follows:
(1) Use Start Transaction command with the NFC enabled in Contactless Reader Mode
(2) If an NFC Tag is Detected
a. the terminal will send a notificatiainat identifies the NFC card typseeNotification
0x0101- Transaction Information Update
b. the terminal will send another notification with the UID as a payloadl abke 7.1-2 -
Notification Payload for Data Update, ARQC Update (Quick Chip), Data Attached
If a card is configured with a random ID, its value will be changed every time the card
gets detectedThe lost is responsible to retrieve the real UID.
(3) No ARQC or BATCH data will be sent
(4) The host application can continue interfacing with the NFC tag by sendinghpaisgh
commands
(5) When an NFC Tag gets out of the field, the terminal saladi§ication 0x010571 200500 00
(PICC, NFC Tag, Tag Removed, Reservedhdicating that the Tag has been removed.

The host use€ommand 0x1001to start a payment transaction. If the battery charge is five percent or
less, a response is returned indicating that the command has not been e$eeligole 6.1-3 -

Response Example for Command 0x10Q1Start Transaction Command not executed due to

Battery Charge State

Table 6.1-1 - Request Data forCommand 0x1001- Start Transaction

Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
1001 =Command 0x1001- Start Transaction
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Tag Len Value / Description Typ Req Default
81 01 |Reserved @)

Transaction Timeout, in seconds

This parameter defines how long the device waits for the
cardholder to take action on any cardholder input, for exan
82 01 |when waiting for the cardholder to present payment after thB |R
host starts the transaction.

I 0Ox00 = No timeout

9 O0xO01 to OxFF =1 to 255 seconds

Reader Options
A3 var | The parametergside this TLV data object allow the hostto|T |O
enable and disable the various payment method interfaces

Contact Reader Mode (EMV Contact Only)
182 01 |f Ox00 = Disabled B |O |0x01
1 Ox01=EMV

Contactless Reader Mode (EMV Contactless Only)
1 0xO00 =Disabled

/83 01 | Ox01=EMV B |O |0x01
1 0x02 =NFC

 0x03 =EMV and NFC

Barcode Reader Mode (BCR Only)

Popul ate this parameter to
This feature can be enabled alongside all other reader mog
except Manual Entry Mode.

Byte 1 Barcode Reader Enable
9 0Ox00 = Disabled
1 0x01 = Enabled

/85 02 B |O |0x0000

Byte 2 Encrypt NofEMV Barcode Data
9 O0Ox00 = Disabled
1 0x01 = Enabled

A4 var |Tip and Tax Options B |O

Byte 1 Tip Mode

0x007 Disable Tip Mode

0x017 Show Tip GUI immediately using #alue

0x02i Show Tip GUI immediately using $ amount

0x11- Enable Read Channel(s), with +Tip Button, %value
/81 1F |0x12- Enable Read Channel(s), with +Tip Button, $ AmoulB |O

For Tip Modes 0x01 and 0x02, the Tip GUI is shown
immediately with selected read channels disabled. They ge
enabled after the Tip information are entered.
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Tag Len

Value / Description

For Tip Modes 0x11 and 0x12, the read channels are enah
and A+Tipd button is shown
card. I'f A+Tipod button is
disabled, then show the Tip GUI.

Byte 2, Display Mode for Button1

0 - % or Amount

17 Display Custom

271 Display NO TIP

31 Disabled (An OID controls whether the button is blank,
grayed out or not showin

Bytes 3 to 6 Value in % or Amount for Button 1, if applicabl

Byte 7, Display Mode for Button 2 (See Byte 2 for Details)
Bytes 8 to 11 Value in % or Amount for Button 2, if applica

Byte 12, Display Mode for Button 3 (See Byte 2 for Details
Bytes 13 to 16 Value in % or Amount for Button 3, if
applicable

Byte 17, Display Mode for Button 4 (See Byte 2 for Details
Bytes 18 to 21 Value in % or Amount for Button 4, if
applicable

Byte 22, Display Mode for Button 5 (See Byte 2 for Details
Bytes 23 to 26 Value in % or Amount for Button 5, if
applicable

Byte 27, Display Mode for Button 6 (See Byte 2 for Details
Bytes 28 to 31 Value in % or Amount for Button 6, if
applicable

Typ Req Default

182

06

Tax or Surcharge Amount to Display

84

02

Transaction Options
This parameter is a bitmask (ORed bits) #eis various devic
behaviors that change the transaction flow or the way the
device reports transaction results, as follows:

Byte 1 Apple VAS ModgApple / Google VAS Only, setto 0
if not supported)

Bits 0, 1
1 0x00 =Apple/GoogleVAS Support Disabled

9 0x01 =VAS App OR Payment Mode (Single Mode)The
device reads only Appl&oogleVAS data from a tapped
smartphone, or reads EMV payment data from a tappe

card. When the device sends ARQC to conclude the

B |O |0x0003
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Tag Len

Value / Description

transaction, it onlyncludes either EMV payment data in
container FC for cards, or includes VAS data in contain
FE for smartphones

i 0x02 =VAS App and Payment Mode (Dual Mode) The
device reads both AppléoogleVAS data and EMV
payment data
from a tapped smartphone, or reads EMV payment dat
from a tapped card. When device sends ARQC to the
to conclude the transaction, it includes EMV payment d
in container FC and includes VAS data, if available, in
container FE

9 0x03 =VAS App Only Mode (VAS Mode). The device
reads only Appl&soogleVAS data from a tapped
smartphone, and
does not read data from a tapped card. If the tapped
smartphone does not support VAS, the device does no
detect or read from the smartphone. When the device ¢
ARQC to conclude the transaction, it includes VAS dat;
container FE and does not include EMV payment data
container FC

I 0x04 =Payment Only Mode (Payment Mode) The
device operates the same as EMV mode (01). It reads
EMV payment data from a tapped smartphone or a tap
card. When the device sends ARQC to conclude the
transaction, it includes EMV payment data in container
and does not include VAS data in container FE.

Bits 4, 5, 6 Wallet Mode

4 -Apple

5- Google

6 - Reserved

I O0x000 = Wallet Support Disabled

1 0x001 = Apple VAS Enable

I 0x002 = Google VAS Enabled

1 0x003 =i Apple and Google VAS Enabled

Bit 7 Apple VAS Protocol Mode
o Value O0i URL VAS Protocol
o Value 1i FULL VAS Protocol

Byte 2 Transaction Flow Control

i Bit 0 Transaction Flow
0 Value 1 = Quick Chifrransaction Flow
0 Value 0 = EMV Transaction Flow

i Bit 1 Response Format

Typ Req Default
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Tag Len Value / Description Typ Req Default

0 Value 1 = DynaPro Response Format. For sen
ARQC data and batch data, the device EdY
ARQC (DynaPro Format) Type andEMV Batch
Data (DynaPro Format) Type

o0 Value O = Reserved.

1 Bit 3 Display Amount for Quick Chip Transaction Flow
o Value 1 = Display Amount
o Value 0 = Do not Display Amount

Transaction TLV

This is a list of selcontained TLV data objects that defines
basic parameters for the transaction. It may contain any of
following tags in the formats defined in tBMV 4.3
specification or payment brand specifications, but at minim
it must contain 9C and 9F02, plus 9F03 if the transaction
includes cash back.

1 9C Transaction Type

1 9F02 Amount Authorized If the Transaction Flow
parameter specifigQuick Chip Transaction Flow, the
host must specify a nexero amount.

9F03 Amount Other

9F7C Merchant Custom Data

5F2A Transaction Currency Code

5F36 Transaction Currency Exponent

9F53 Transaction Category Code

9F15 Merchant Category Code

9F16 Merchant ID

86 var B |R/O

=4 =4 =8 -8 =8 -89

AC var |User Interface Options T |O (nul

Suppress Thank You Message

By default, devices with a display signal the end of a
/81 OOtransaction by briefly sho
AWELCOME. o The host can i
the device to suppress the

transaction.

T |O null

Override Final Transaction Message

By default, devices with a display signal the end of a
transaction by returning to the idle page and showing
AWELCOME. o T h e this pasainetec ta direct
182 01 |the device to show a different message, chosen from the liiB |0 |null
available Display String ID& section4.3 Display Strings.
This option completely ove
behavior until the next transaction, power cycle, or other
similar state change.

/83 02 |Functional button Right option. B (O |null
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Tag Len Value / Description Typ Req Default

String ID = Enable the present card page &itineen
functional button Right label with aString ID associates with
aconfigured Stringnessage See

Table 7.471 Default User Interface String IDs and Strings
This button can fit about 15 charactei/hen user presses th
button, device sends notification to the host to indicate the
present card functional button Right is pres&se
Notification 0x1803- User Interface Host Action Request

If host wants to disable this button, do not include this tag.

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.1-2 - Response Data foCommand 0x1001- Start Transaction

Value / Description Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messageundon page33
1001 =Command 0x1001- Start Transaction

No parameters.

Endof any wrappers, at minimum includiftesponse Messageundon page33

Table 6.1-3 - Response Example for Command 0x1001Start Transaction Command not executed due to
Battery Charge State

Example (Hex)
AA 008104 8201100182 @ 020316

If the request started successfully, the Request Status in the message waip&tésted / Running,
All good / requested operation was successful
Table 6.1-4 - Request Example (Contactless Only)

Example (Hex)

AA 00810401001001843D 100182013CA309810100820100830101840200038627
9C01009F02060000000001009F03060000000000005F2A 0208405F3601029F 1502
00009F 530100

Table 6.1-5 - Response Example

Example (Hex)
AA 00 81 04 82 01 10 01 82 04 01 00 00 00

6.1.2 Command 0x1004 - Resume Transaction
The host uses this command to provide the device with additional / modified data to resume a transaction
that is currently paused.
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Table 6.1-6 - Request Data forCommand 0x1004- Resume Transaction

Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messadgeundon page32

1004 =Command 0x1004 Resume Transaction

Resume Code

81 01 |Indicates the pause state the transaction will resume from:|B |R
1 Ox00 = Waiting for ARPC

83 var |Reserved B |O

84 var ARPC Data B IR

This contains aEMV ARPC Type.

Transaction TLV Update
86 var B |O
Not applicable when Resume Cod®&\aiting for ARPC

End of any wrappers, at minimum includiRggquest Messagéoundon page32

Table 6.1-7 - Response Data foCommand 0x1004- Resume Transaction
Tag Len Value / Description Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messadgeundon page33

1004 =Command 0x1004 Resume Transaction

No parameters.

Endof any wrappers, at minimum includifResponse Messageundon page33

If the request started successfully, the Request Status in the message wip&tisted / Running,
All good / requested operation was successful

Table 6.1-8 - Request Example

Example (Hex)

AA 00810401001004842110048101008201788417 FF 74 14 DF DF 25 08 99 26 9(
12 07 10 FA 06 70 04 8A 02 30 30

Table 6.1-9 - Response Example

Example (Hex)
AA 0081048206100482040000000084021004

6.1.3 Command 0x1008 - Cancel Transaction
The host can use this command to cancel a transaction in progress that it initiat€zbosingnd
0x1001- Start Transaction.

The sequence of events is as follows:

1) The host has already call€@mmand 0x1001- Start Transaction and the transaction is still in
process.

2) The host constructs the command request in the format below.
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3) The host sends the command request to the device.
4) The device sends a response in the format below to the host.

aylf the transaction is in a state where it can
status detaiFailed, Device State Issue, Cannot Cancel
by If there is no transaction in progress, the de
Failed, Device State Issue, No Transaction
5 1 f the device successfully cancels the transact.i

All Good, Requested Operation Was SuccessfidhowsCANCELED] on the display (if any), and
returns to the idle state.

Table 6.1-10 - Request Data forCommand 0x1008 Cancel Transaction

Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéoundon page32
1008 =Command 0x1008 Cancel Transaction

No parameters.

End of any wrappers, at minimum includiRggquest Messagéoundon page32

Table 6.1-11 - Response Data folCommand 0x1008- Cancel Transaction

Tag Len Value / Description Typ Req Default
Beginning ofany wrappers, at minimum includifResponse Messadgeundon page33
1008 =Command 0x1008 Cancel Transaction

No parameters.

Endof any wrappers, at minimum includifResponse Messageundon page33

Table 6.1-12 - Request Example
Example (Hex)

AA 0081040113100884021008

Table 6.1-13 - Response Example
Example (Hex)
AA 00810482131008820400000000

6.2 Command Group 0x11nn NFC/MIFARE Pass Through Commands
(Contactless Only)

6.2.1 Command 0x1100 d Pass Through Command For NTayflIFAREUltralight, Type 2

After an NTagMIFARE Ultralight is activated, the host uses this command to send commands and
receive responses to and from a NMG/ARE Ultralight. Do not change the address 0x00 for read
protection of Ultralight C/AES card because the device will fail to access the card if the address 0x00 is
read protected.
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Table 6.2-1 - Request Data forCommand 0x1100° Pass Through Command For NTagVilIFARE Ultralight,
Type 2

Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéund on pag&2
1100 = Command 0x1100" Pass Through Command For NTagWIFARE Ultralight, Type 2

Commando Send.

SeeTable 6.2-217 NTag Commands
81 var |SeeTable 6.2-37 MIFARE Ultralight EV1 Commands B |R
SeeTable 6.247 MIFARE Ultralight C Commands
SeeTable 6.2-517 MIFARE Ultralight AES Commands

007 No Encrypt
01- Encrypt

82 01

0071 Expect More Commands

017 FF (Last Command)

If the pasgthrough command is tHastsuccessfutommand
83 01 |the device willendthe transaction with a single beep, B |R
indicating success. If an error arises, the deviceentlithe
transaction but will sound two beeps to indicateethier. The
user should then remove the card

End of any wrappers, at minimum includiRgquest Messadgeund on pag&2

Table 6.2-27 NTag Commands
Command | Length Field Value

The GET_VERSION command is used to retrieve information on th
NTAG family, the product version, storage size and other product d
Get Version |1 required to identify the specific NTAG21x.

Byte 0 = 0x60

The READ command requires a start page address, and returns th
bytes of four NTAG21x pages. For examplegdidress is 03h then pag
03h, 04h, 05h, 06h are returned. Special conditions apply if the RE
command address is near the end of the accessible memory area.
special conditions also apply if at least part of the addressed pages
within a password jptected area.

Read 2-3 The READ command with an option of end page address raherss!
n*4 bytes of the addressed pages. For example if the start address
and the end address is 07h then pages 03h, 04h, 05h, 06h and 07}
returned.

Byte 0 = 0x30
Byte 1 = Start Page Address
Byte 2 = (optional) End Page Address
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Command |

Fast Read

Length

Field Value

The FAST_READ command requires a start page address and an
page address and returns the all n*4 bytes of the addressed pages
example, if the start address is 03h and the end address is 07h the
03h, 04h, 05h, 06h and 07h are returned.

Byte 0 = Ox3A
Byte 2 = Start Page Address
Byte 3 = End Page Address

Write

The WRITE command requires a block address, and writes 4 bytes
data into the addressed NTAG21x page.

Byte 0 = OxA2
Byte 1 = Address to Write
Byte 2 to 5 = 4 Bytes of Data to Write

Compatibility
Write

18

The COMPATIBILITY_WRITE command is implemented to guaran
interoperability with the establishddiFARE Classic PCD
infrastructure, in case of coexistence of ticketing and NFC applicati
Even though 16 bytes are transferred to NTAG21x, only the least
significant 4 bytes (bytes 0 to 3) are written to the specified address
all the remaining bytes, 04b OFh, to logic 00h.

Byte 0 = OxAO

Byte 1 = Address to Write
Byte 2 to 17 = 16 Bytes of Data to Write (only least significant 4 byt
are written)

Note: This command is sent in 2 steps, which the Firmware will har
(1) <CMD><Address to Write><CRCH><CRCL>
(2) <16 Bytes of Data to Write><CRCH><CRCL>

READ_CNT

The READ_CNT command is used to read out the current value of
NFC oneway counter of the NTAG213, NTAG215 and NTAG216. T
command has a single argument specifying the counter number an
returns the 2bit counter value of the corresponding countethéf
NFC_CNT_PWD_PROT bit is set to 1b the counter is password
protected and can only be read with the READ_CNT command afte
previous valid password authentication

Byte 0 = 0x39
Byte 1 = 0x02 (NFC Counter Address)
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Command |

PWD_AUTH

Length

Field Value

A protected memory area can be accessed only after a successful
password verification using the PWD_AUTH command. Ak HO

configuration byte defines the protected area. It specifies the first p
that the password mechanism protects. The level of protection can
configured using the PROT bit either for write protection or read/wr
protection. The PWD_AUTH commanakies the password as param¢
and, if successful, returns the password authentication acknowledg
PACK. By setting the AUTHLIM configuration bits to a value larger
than 000b, the number of unsuccessful password verifications can
limited. Each unsucceful authentication is then counted in a counte
featuring antitearing support. After reaching the limit of unsuccessft
attempts, the memory access specified in PROT, is no longer poss

Byte 0 = 0x1B
Byte 1..4 = password (4 bytes)

READ_SIG

The READ_SIG command returns an IC specifich$e ECC
signature, to verify NXP Semiconductors as the silicon vendor. The
signature is programmed at chip production and cannot be change
afterwards.

Byte 0 = 0x3C
Byte 1 = 0x00, RFU

Table 6.2-37 MIFARE Ultralight EV1 Commands
\ Length \ Field Value

Command

Get Version

The GET_VERSION command is used to retrieve information on
MIFARE family, product version, storage size and other product ¢
required tadentify the MFOULX1.

Byte 0 = 0x60

Read

2-3

The READ command requires a start page address, and returns
bytes of four MIFARE Ultralight pages. For example if address (A
is 03h then pages 03h, 04h, 05h, 06h are returned. A rollover

mechanism is implemented if the READ command addresaistine
end of the accessible memory area. This rollover mechanism is 3
used when at least part of the addressed pages is within a passw
protected area.

The READ command with an option of end page address rehens
all n*4 bytes of the addressed pages. For example if the start adc
03h and the end address is 07h then pages 03h, 04h, 05h, 06h a
are returned.

Byte 0 = 0x30
Byte 1 = Start Page Address
Byte 2 = (optional) End Page Address
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Command

Fast Read

‘ Length ‘

Field Value

The FAST_READ command requires a start page address and a
page address and returns the all n*4 bytes of the addressed pagg
example if the start address is 03h and the end address is 07h th
pages 03h, 04h, 05h, 06h and 07h are returned.

Byte 0 = Ox3A
Byte 2 = Start Page Address
Byte 3 = End Page Address

Write

The WRITE command requires a block address, and writes 4 byt
data into the addressed MIFARE Ultralight EV1 page.

Byte 0 = OxA2
Byte 1 = Address to Write
Byte 2 to 5 = 4 Bytes of Data to Write

Compatibility
Write

18

The COMPATIBILITY_WRITE command is implemented to
accommaodate the established MIFARE Classic PCD infrastructur
Even though 16 bytes are transferred to the MFOULXL, only the I¢
significant 4 bytes (bytes 0 to 8)e written to the specified address
Set all the remaining bytes, 04h to OFh, to logic 00h

Byte 0 = OxAO

Byte 1 = Address to Write

Byte 2 to 17 = 16 Bytes of Data to Write (only least significant 4
are written)

Note: This command is sent in 2 steps, which the Firmware will
handle

(1) <CMD><Address to Write><CRCH><CRCL>
(2) <16 Bytes of Data to Write><CRCH><CRCL>

READ_CNT

The READ_CNT command is used to read out the current value
one of the 3 ongvay counters of the MFOULx1. The command has
single argument specifying the counter number and returns thi 2
counter value of the corresponding counter. The counteedvaags
readable, independent on the password protection settings.

Byte 0 = 0x39
Byte 1 =0x00.0x02 (counter number from 0x00 to 0x02)

INCR_CNT

The INCR_CNT command is used to increment one of the 3vaye
counters of the MFOULX1. The two arguments are the counter nu
and the increment value.

Byte 0 = OxA5

Byte 1 = 0x00..0x02 (counter number from 0x00 to 0x02)

Byte 2 to 5 = dytes increment value (only the 3 least significant
bytes are relevant)
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Command

PWD_AUTH

‘ Length ‘

Field Value

A protected memory area can be accessed only after a successfl
password verification using the PWD_AUTH command. The AUT|
configuration byte defines the protected area. It specifies the first
that the password mechanism protects. The level of piatezan be

configured using the PROT bit either for write protection or read/
write protection. The PWD_AUTH command takes the password
parameter and, if successful, returns the password authenticatior|
acknowledge, PACK. By setting the AUTHLIM configtion bits to ¢
value larger than 000b, the number of unsuccessful password
verifications can be limited. Each unsuccessful authentication is {
counted in a counter featuring atgaring support. After reaching th
limit of unsuccessful attempts, theemory access specified in PRO
is no longer possible.

Byte 0 = 0x1B
Byte 1..4 = password (4 bytes)

READ_SIG

The READ_SIG command returns an IC specifich$e ECC

signature, to verify NXP Semiconductors as the silicon vendor. T
signature is programmed at chip production and cannot be chang
afterwards.

Byte 0 = 0x3C
Byte 1 = 0x00, RFU

CHECK
TEARING_EVENT

The CHECK_TEARING_EVENT command enables #dpplication
to identify if a tearing event happened on a specified counter eler]
It takes the counter number as single argument and returns a sp¢
valid flag for this counter. If the returned valid flag is not equal to
predefined value, a teag event happened. Note, although a tearir
event might have happened on the counter, a valid value
corresponding to the last valid counter status is still available usir
READ_CNT command.

Byte 0 = Ox3E
Byte 1 = 0x00..0x02 (counter number from 0x00 to 0x02)

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Pagel100f 315(D998200489102)



6 - Commands

Command

VCSL

‘ Length ‘ Field Value

21

The VCSL command is used to enable a unique identification anc
selection process across different MIFARE prochaged cards and
card implementations on mobile devices. The command requires
byte installation identifier 1ID and a-dyte PCD capabilityalue as
parameters. The parameters are present to support compatibility
other MIFARE producbased devices but are not used or checked
inside the MFOULX1. Nevertheless, the number of bytes is check
correctness. The answer to the VCSL commanigeivirtual card type
identifier VCTID. This identifier indicates the type of card or ticket
Using this information, the reader can decide whether the ticket
belongs to the installation or not.

Byte 0 = 0x4B

Byte 1 to B = 16-byte IID (installation identifier, can be any numbe
Byte 17 to 20 = 4-byte PCDCAPS (PCD capabilities, can be any
number)

Table 6.2-417 MIFARE Ultralight C Commands

Read

2-3

Command ‘ Length

The READcommand takes the page address as a parameter. Onl

Field Value

addresses 00h to 2Bh are decoded. For higher addresses the MH
returns a NAK. The MFOICUZ2 responds to the READ command b
sending 16 bytes starting from the page address defined in the

command (e.gfiADR is 03h, pages 03h, 04h, 05h, 06h are returne

A roll-over mechanism is implemented to continue reading from p
00h once the end of the accessible memory is reached. For exam
reading from address 29h on a MFOICU2 results in pages 29h, 24
2Bh and 00h being returned.
The following conditions apply if part of the memory is protected b
the 3DES authentication for read access:

A if the MFOI CU2 iiaddressing & page whict
equal or higher than AUTHO results in a NAK respoinseldressing g
page lower than AUTHO results in data being returned with the ro
over mechanism occurring just before the AUTHO dedipage

A if the MFOIlI CU2 i s i nithe READAU
command behaves like on a MFOICUZ2 without access protection.

The READ command with an option of end page address rehersl
n*4 bytes of the addressed pages. For example if the start addres
03h and the end address is 07h then pages 03h, 04h, 05h, 06h af
are returned.

Byte 0 = 0x30
Byte 1 = Start Page Address
Byte 2 = (optional) End Page Address
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Command

Write

‘ Length

Field Value

The WRITE command is used to program the lock bytes in page (
the OTP bytes in page 03h, data bytes in pages 04h to 27h,
configuration data from page 28h to 2B and keys from page 2Ch {
2Fh. AWRITE command is performed pagise, programming 4
bytes ina page.

Byte 0 = OxA2
Byte 1 = Address to Write
Byte 2 to 5 = 4 Bytes of Data to Write

Compatibility
Write

18

The COMPATIBILITY WRITE command was implemented to
accommodate thestablished MIFARE PCD infrastructure. Even
though 16 bytes are transferred to the MFOICUZ2, only the least
significant 4 bytes (bytes 0 to 3) will be written to the specified
address. It is recommended to set the remaining bytes 4 to 15 to

Byte 0 = OxAO

Byte 1 = Address to Write

Byte 2 to 17 = 16 Bytes of Data to Write (only least significant 4 b
are written)

Note: This command is sent in 2 steps, which the Firmware will hg
(1) <CMD><Address to Write><CRCH><CRCL>
(2) <16 Bytes of Data to Write><CRCH><CRCL>

AUTHENTICATE

2

The AUTHENTICATE command is used to authenticate the MFOI
using 2 keys 3DES encryption in Cipflock Chaining (CBC) mode
as described in ISO/IEC 10116.

1 The 16byte of the 2keys 3DES are programmed to card mem
pagesrom 2Ch to 2Fh. The key itself can be written during
personalization or at any later stage using the WRITE or
COMPATIBILITY WRITE with Byte 0 is always sent first.

On example of Keyl = 0001020304050607h and Key2 =
08090A0BOCODOEOFh, the command sequence needed for k
programming with WRITE command is:

A A2 2C 07 06 05 04
A A2 2D 03 02 01 0O
A A2 2E OF OE OD OC
A A2 2F 0B OA 09 08

1 The 16byte of the same 2keys 3DES are programed to the De
usingProperty 1.2.1.1.4.1 MIFARE Ultralight C 2keys3DES

Byte 0 = Ox1A
Byte 1 = 0x00
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Table 6.257 MIFARE Ultralight AES Commands

Command

GetVersion

\ Length

The GET_VERSION command is used to retrieve information on

Field Value

MIFARE family, product version, storage size and other product d
required to identify the MIFARE Ultralight AES.

Byte 0 = Ox60

Read

2-3

The READ command requires a start page address, and returns t
bytes of four pages. For example, if address (Addr) is 03h then pg
03h, 04h, 05h, 06h are returned. So calledaelir mechanism
(described later) applies if the READ command addreassds the enc
of the accessible memory area. Same mechanism applies if at leg
of the addressed pages is within an authentication protected areal

In the default state of MIFARE Ultralight AES, all memory pages i
the range from 00h to 3Bh are allowed as Addr parameter to the |
command. Addressing a memory page above the limit results in g
response. A rolbver mechanism is implemented to dooe reading
from page 00h once the end of the accessible memory is reached
least first addressed page is within allowed limit.

Remark: AES key values can never be directly read out of the
memory. When reading from the pages holding key values, all 00
bytes are returned.

The READ command with an option of end page address reahersl
n*4 bytes of the addressed pages. For example if the start addres
03h and the end address is 07h then pages 03h, 04h, 05h, 06h af
are returned.

Byte 0 = 0x30
Byte 1 = Start Page Address
Byte 2 = (optional) End Page Address

Fast Read

The FAST_READ command requires a start page address aamdiar
page address and returns bytes of addressed pages. For examplg
start address is 03h and the end address is 07h then pages 03h,
05h, 06h, and 07h are returned. If either start or end address is o\
accessible area, then MIFARE UltralighES replies with a NAK.

Byte 0 = Ox3A
Byte 2 = Start Page Address
Byte 3 = End Page Address

Write

The WRITE command requires a block address, and writes 4 byte
data into the addressed MIFARE Ultralight AES page.

Byte 0 = OxA2
Byte 1 = Address to Write
Byte 2 to 5 = 4 Bytes of Data to Write
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Command

READ_CNT

‘ Length

Field Value

The READ_CNT command is used to read out the current value ¢
of the 3 onewvay counters of MIFARE Ultralight AES. The comman
has a single argument specifying the counter numberesnihs the
24-bit counter value of the corresponding counter. Counters are a
readable, except in case of the counter "0x02" with the optional A
authentication protection enabled. In that case, the counter 0x02 i
readable only in the AUTHENTICATEa&e.

Byte 0 = 0x39
Byte 1 = 0x00..0x02 (counter number from 0x00 to 0x02)

INCR_CNT

The INCR_CNT command is used to increment one of the 3xvaye
counters of the MIFARE Ultralight AES. Two arguments are the
counter number and the increment value. Counters are always
incrementable, except in case of the counter "0x02" with the optio|
AES authentication protection enabled. In that case, the counter (
can be incremented only in the AUTHENTICATE state.

Byte 0 = OxA5

Byte 1 = 0x00..0x02 (counter number from 0x00 to 0x02)

Byte 2 to 5 = 4 bytes increment value (only the 3 least significant
are relevant)

READ_SIG

The READ_SIG command returns and@ecific, 48byte ECC
signature. The originality signature can be changed if it has been
unlocked with the LOCK_SIG command.

Byte 0 = 0x3C
Byte 1 = 0x00, RFU

WRITE_SIG

The WRITE_SIG command allows the writing of a customized
originality signature into the dedicated originality signature memoi
The WRITE_SIG command requires arginality signature block
address, and writes 4 bytes of data into the addressed originality
signature block.

In the initial state of MIFARE Ultralight AES, the following original
signature blocks 00h to OBh are valid Addr parameters to the
WRITE_SIG command. Addressing a memory block beyond the |
above results in a NAK response from MIFARE Ultralight AES.

If the originality signature is locked or permanently locked, a
WRITE_SIG command results in a NAK response from the MIFAF
Ultralight AES.

Byte 0 = OxA9
Byte 1 = signature block address
Byte 2 to 5 = signature bytes to be written
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Command

LOCK_SIG

‘ Length

Field Value

The LOCK_SIG command allows the user to unlock, lock or
permanently lock the dedicated originality signature memory.

The originality signature can only be unlocked, if the originality
signature is not permanently locked.

There is no command to unlock the originality signature, if the
originality signature is permanently locked.

Byte 0 = OXAC
Byte 1 = lock option

9 0x00 = unlock
9 0x01 = lock
1 0x02 =permanently lock

VCSL

21

The VCSL command is used to enable a unique identification and
selection process across different physical MIFARE predased
cards and virtual MIFARE implementations. The command requirg
16-byte installation identifier 11D and aldyte PCD capabilityalue as
parameters. The parameters are present to support compatibility 1
other MIFARE producbased devices, but are not used or checkeq
inside the MIFARE Ultralight AES. Nevertheless, the number of b
is checked for correctness. The answer to &N command is the
VCTID value stored in the user configuration segment. This identi
indicates the type of card or ticket. Using this information, the
contactless reader can decide whether the ticket belongs to the
installation or not.

Byte 0 = Ox4B

Byte 1 to 16 = 1éyte IID (installation identifier, can be any numbe
Byte 17 to 20 = 4byte PCDCAPS (PCD capabilities, can be any
number)
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AUTHENTICATE |2

The AUTHENTICATE command is used to authenticate withpa&s
mutual authentication the MIFARE Ultralight AES and PCD. The
cryptographic method is based on AES in CipBlerck chaining
(CBC) mode according to NIST Special Publication-88&. The
used keyis a 128bit AES Key. Remark: To reduce the risk on eard
only side channel attack to the AES keys, a failed authentication |
(AUTH_LIM) can be set.

1 The 16 bytes of the AES [DataProtKey] are programmed to
memory pages from 30h to 33h. Keys themselves can be writl
during personalization or at any later stage in a secure
environment, as long as the key is not locked for update in the
configurationsegment. AES [UIDRetrKey] is stored in memory
addresses from 34h until 37h. In case keys are not locked,
MIFARE Ultralight AES allows to change AE&ys without
authentication as long as AUTHO is not set to a page address
before or at page address wheegkbytes are stored. Otherwise
MIFARE Ultralight AES requires to be in the AUTHENTICATE
state to allow to write AES keys.

The key itself can be written using the WRIWMEh Byte 0 is
always sent first.
On example of AES [DataProtKey] =
000102030405060708090A0BOCODOEOFh, the command
sequence needed for key programming with WRITE comman
A A2 30 OF OE OD OC
A A2 31 0B O0A
A A2 32 07 06
A A2 33 03 02
On example of AES [UIDRetrKey] =
000102030405060708090A0BOCODOEOFh, the command
sequence needed for key programming with WRITE comman
A A2 34 0OF OE OD OC

09 O
05 O
01 O

o~ O

A A2 35 0B 0OA 09 08
A A2 36 07 06 05 04
A A2 37 03 02 01 00

1 The 16byte of the same AES [DataProtKey] are programed to
Device usingProperty 1.2.1.1.4.2 MIFARE Ultralight AES
DataProtKey.

1 The 16byte of the same AES [UIDRetrKey] are programed to
Device usingProperty 1.2.1.1.4.3 MIFARE Ultralight AES
UIDRetrKey .

1 The 16byte of the AES [OriginalityKey] are programed to the
Device usingProperty 1.2.1.1.4.4 MIFARE Ultralight AES
OriginalityKey. This key value is only known by NXP.

Byte 0 = Ox1A

Byte 1 = Key option
0x00 = DataProtKey
0x01 = UIDRetrKkey
0x02 = OriginalityKey
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Table 6.2-6 - Response Data foCommand 0x1100" Pass Through Command For NTag/MIFARE Ultralight,
Type 2

Value / Description Typ/Req Default

Beginning of any wrappers, at minimum includiRgsponse Messafeundon page33

1100 =Command 0x1100 Pass Through Command For NTag/MIFARE Ultralight, Tygeomand
For NFC Tag

Tag Response Code
81 01 |0x00 = Success B |R N/A
0x01 = Failed

Encryption Control

If encrypted, sed@able6.2-9 - Payload for Encrypted
82 var NFC/MIFARE Data B lo INnA
If unencrypted se€able6.2-1017 Unencrypted NFC/MIFARE
Data

End of any wrappers, at minimum includiRgsponse Messafeundon page33

If the request started successfully, the Request Status in the message waip&tisted / Running,
All good / requested operation was successful

Table 6.2-7 - Request Exampleg(Get Version)

Example (Hex)
AA 0081040139 1100840B1100810160820100830100

Table 6.2-8 - Response ExampléGet Version)

Example (Hex)

AA 00 81 04 82 39 11 00 82 04 01 00 00 00 84 14 11 00 81 01 00 82 OD FC 0B DF 7A 08 01 02
05 06 07 08

6.2.1.1 Encrypted Data Format

Table 6.2-9 - Payload for Encrypted NFC/MIFARE Data
Tag Len\ Value / Description Typ| Req Default
Encrypted Data Primitive

Decrypt the value of this TLV data object using the
algorithm and variant specified in tcrypted Data KSN
parameter and thiencrypted Data Encryption Type
parameter to read its contents. The format of the decryp
data is shown ifable 6.2-107 Unencrypted
NFC/MIFARE Data

/IDFDF50 |var |Encrypted Data KSN B |R

Encrypted Data Encryption Type
See sectiod.4 Encryption Typédor a list of valid values.

/IDFDF59 |var

/DFDF51 |01
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Value / Description Typ| Req Default

End ofNatification Messagéoundon page38

Table 6.2-107 Unencrypted NFC/MIFARE Data

Tag Len‘ Value / Description Typ Req Default
FC var |NFC Data Container T R
/IDF7A var |NFC Data B |O

6.2.2 Command 0x1101 d Pass Through Command for MIFARE Classic/MINI®/Plus SL1
(Security Level 1),Type 2

After a MIFARE Tag is activated, the host uses this command to send commands and receive responses
to and from a MIFARE tag.

For MIFARE Plus EV1/EV2/SE/X at SL{Security Level 1), the tag is discovered as MIFARE Classic,

and can use the same functionality as MIFARE Classic 1K/4K commaidbl@6.2-127 MIFARE
Classic/MINI® CommandsFurthermore, an additional optional AES authentication is available in this
level without affecting the MIFARE Classic 1K/4K functionality. The authenticity of the card can be
proven using strong cryptographic means with this additional functionalitgditian to the backwards
compatibility mode, MIFARE Plus card can be switched to higher security levels. After MIFARE Plus is
authenticated with AES Security Level 1 Key, the
Tag has been removed to ghé pasghrough session. To end the pas®ugh session, the Host

application can send the last command, CANCEL command (OxFF), or receive error response from the
MIFARE Tag.

Table 6.2-11 - Request Data for Command 0x1101 Pass Through Command for MIFARE
Classic/MINI®/Plus SL1 (Security Level 1)

Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéund on pag8&2

1101 =Command 0x110%i Pass Through Command for MIFARE Classic/MINI®/Plus SL1
(Security Level 1), Type 2

Command to Send.
81 var SeeTable 6.2-127 MIFARE Classic/MINI ® Commands B |R
SeeTable 6.2-137 MIFARE Plus EV1/EV2/SE/X SL1

(Security Level 1)Commands

007 No Encrypt
01- Encrypt

82 01

007 Expect More Commands
017 FF (Last Command)

83 01 If last command, Device will provide a single beep after B IR
receiving a successfubsponse from tag, otherwise, device V
provide a double beep

End of any wrappers, at minimum includiRggquest Messadgeund on pag&2
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Table 6.2-127 MIFARE Classic/MINI® Commands

Command |

MIFARE Read

Length

Field Value

Byte 07 0x307 Read Command
Byte 1- Sector Number to Read
Byte 21 Start Block Number
Byte 37 End Block Number
Byte 41 Key Type,0=A,1=B
Byte 5 to 10 = 6 Byte Key

MIFARE Write

Byte Oi OxAOiT Write Command

Byte 1- Sector Number to Write

Byte 21 Start Block Number

Byte 31 End Block Number

Byte 41 Key Type0=A,1=B

Byte 5 to 10 = 6 Byte Key

Byte 11 to x = Variable length Byte Data (16 bytes per block)

MIFARE
Increment

Byte 01 OxC1i Increment Command
Byte 1i Source Sector Number
Byte 2 Source Block number

Byte 37 Key Type0=A,1=B

Byte 4 to 9 = 6 Byte Key

Byte 10 to 13 = 4 Byte Operand

MIFARE
Decrement

Byte 0i 0xCO1 Decrement Command
Byte 11 Source Sector Number

Byte 2 Source Block number

Byte 31 Key Type0=A,1=B

Byte 4 to 9 = 6 Byte Key

Byte 10 to 13 = 4 Byte Operand

MIFARE
Restore

Byte 01 0xC2i Restore Command
Byte 1i Source Sector Number
Byte 2- Source Block number
Byte 37 Key Type0=A,1=B
Byte 4 to 9 = 6 Byte Key

MIFARE
Transfer

Byte 01 OxBO1 Write the value from the Transfer Buffer into
destination block number

Byte 11 Destination Sector Number

Byte 2- Destination Block number

Byte 31 Key Type 0=A,1=B

Byte 4 to 9 = 6 Byte Key
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Table 6.2-137 MIFARE Plus EV1/EV2/SE/X SL1 (Security Level 1) Commands

Command Length Field Value EV1 EV2 SE X

First Authenticate. Use this command to switch to higher
security levels. This command is behavedhaslast
command. Device will provide a single beep after receivin
successful response from a card, otherwise, device will
provide a double beep.

Byte 0 = 0x70

Byte 1-2 = Level 2 Switch Key (MIFARE Plus X only), or
Level 3 Switch Key. See NXP dats206234, table 113.
Byte 3 = MIFARE Plus AES_Key#

1 0x01 =AES_Keyl = 16 bytes value stored in
First Authenticate Property 1.2.1.1.4.5 MIFARE Plus AES_Keyl1.

(partl and part2) 1 0x02 = AES_Key?2 = 16 bytes value stored in
Property 1.2.1.1.4.6 MIFARE Plus AES_Key?2.

T O0x03 = AES_Key3 = 16 bytes value stored in
Property 1.2.1.1.4.7 MIFARE Plus AES_Keya3.

1 0x04 = AES_Key4 = 16 bytes values stored in
Property 1.2.1.1.4.8 MIFARE Plus AES_Key4.

I Ox05=AES_Key5 = 16 bytes values stored in
Property 1.2.1.1.4.9 MIFARE Plus AES_Key5.

I O0x06 = AES_Key6 = 16 bytes values stored in
Property 1.2.1.1.4.A MIFARE Plus AES_Key®6.

Following Authenticate. Use this command for an option
put the NFC tag in Security Level 1 AES Authenticated
before sending MIFARE Classic commands.

Byte 0 = 0x76

Byte 1-2 = Security Level 1 Card Authentication Key. See
NXP docds206234, table 113.

Byte 3 = MIFARE Plus AES_Key#

I O0x01=AES _Keyl = 16 bytes value stored in
Property 1.2.1.1.4.5 MIFARE Plus AES_Keyl1.

Following .
Authenticate 3 1 0x02 = AES_Key2 = 16 bytes value stored in Yy ly |y |y
(partl and part2) Property 1.2.1.1.4.6 MIFARE Plus AES_Key2.

1 0x03 = AES_Key3 = 16 bytes value stored in
Property 1.2.1.1.4.7 MIFARE Plus AES_Keya3.

1 0x04 = AES_Key4 = 16 bytes values stored in
Property 1.2.1.1.4.8 MIFARE Plus AES_Key4.

1 Ox05 = AES_Key5 = 16 bytes values stored in
Property 1.2.1.1.4.9 MIFARE Plus AES_Key5.

1 0x06 = AES_Key6 = 16 byteslues stored in
Property 1.2.1.1.4.A MIFARE Plus AES_Key®6.
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Command Field Value EV1 EV2 SE X

The READ_SIG command returns an-$@ecific, 48byte
ECC originality check signature.

READ_SIG 2 Y |Y |N |N
Byte 0 = 0x3C

Byte 1 = 0x00, RFU

Setanticollision, selection and authentication behavior.
The execution of this command requires an authenticatiof
MF Classic sector 0. Once this command has been issue
accepted by the PICC, the configuration is automatically
|l ocked. A subsequently iss§g
command is not executeddafails.

Byte 0 = 0x40
Byte 1 = Encoded type of UID usage:

0x00 = UIDFO = anticollision and selection with the doub
size UID (*byte) according to ISO/IEC14443

0x40 = UIDF1 = anticollision and selection with the doub
size UID (*byte) according to ISO/IEC 14448and optional
usage of a selection process shortcut

0x20 = UIDF2 = anticollision and selection with a single
size random ID (byte) according to ISO/IEC14448 After
the card is configured wit
perform any MF Classic authentication since MF Classic
authentication requiresl|D.

0x60 = UIDF3 = anticollision and selection with a single
size NUID (4byte) according to ISO/IEC14443where the
NUID is calculated out of the-Byte UID

Personalize UID 2

This command is used to terminate the ghssugh

CANCEL 1 command session. v ly Iy |y

Byte 0 = OxFF

Table 6.2-14 - Response Data foCommand 0x1101%i Pass Through Command for MIFARE
Classic/MINI®/Plus SL1 (Security Level 1), Type 2

Tag \ Len\ Value / Description Typ|Req Default
Beginning of any wrappers, at minimum includiRgsponse Messageundon page33

1101 =Command 0x110%i Pass Through Command for MIFARE Classic/MINI®/Plus SL1
(Security Level 1), Type 2

Tag Response Code
Byte 0 = 0x00 = Success

81 var |Byte 0 = 0x01 = I/O Failed B |R [N/A

Byte 0 = 0x02 Authentication Failed
Byte 1 = 0x01 = Block that Failed (optional)
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Tag ‘Len‘ Value / Description Typ|Req Default

Encryption Control

If encrypted, sedable 6.2-9 - Payload for Encrypted
82 var NFC/MIFARE Data B o INA
If unencrypted se€able 6.2-1017 Unencrypted
NFC/MIFARE Data

End of any wrappers, at minimum includiRgsponse Messaf@eundon page33

If the request started successfully, the Request Status in the message waip&tasted / Running,
All good / requested operation was successful

Table 6.2-15 - Request Example (Read Sector 0, Block Number Start-OEnd 0, KeyType A, Key =
FFFFFFFFFFFF)

Example (Hex)
AA0081040119110184151101810B 3000000000 FF FF FF FF FF FF 82 01 00 83 0

Table 6.2-16 - Response Example (Read Sector 0, Block Number Start nd 0, KeyType A, Key =
FFFFFFFFFFFF)

Example (Hex)

AA 0081048219 1101820401000000841C 110181010082 15FC13DF 7A 10 A4 Fi
6C 08 04 00 03 OD CO 90 EE BF BB 1D

6.2.2.1 Encrypted Data Format

Table 6.2-17 - Payload for Encrypted NFC/MIFARE Data

Value / Description Typ| Req Default

Encrypted Data Primitive

Decrypt the value of this TLV data object using the
/DFDF59 |var |algorithm and variant specified in tEcrypted Data KSN |B  |R
parameter and thencrypted Data Encryption Type
parameter to read its contents. The format of the decryp
data is shown iffable 7.4-6.

/IDFDF50 |var |Encrypted Data KSN B |R

Encrypted Data Encryption Type
See sectiod.4 Encryption Typ€or a list of valid values.

/DFDF51 |01 B |R

End of any wrappers, at minimum includiRgsponse Messafeundon page33

Table 6.2-187 Unencrypted NFC/MIFARE Data

Tag Len ‘ Value / Description Typ Req Default
FC var |NFC/MIFARE Data Container T R
/IDF7A var |NFC/MIFARE Data B O
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6.2.3 Command 0x1102 d Pass Through Command for MIFAREBESFire, Type 4

After a MIFARE DESFire Light/EV1/EV2/EV3 Tag is activated, the host uses this command to send
commands and receive responses to and from a MIFARE DESFire Tag.

There will be a fixed 30 second timeout for commands that require multiple command/responses.

Table 6.2-19 - Request Data forCommand 0x11021 Pass Through Command for MIFARE DESFire, Type 4
Tag Len Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéund on pag&2

1102= Command 0x1102 Pass Through Command for MIFARE DESFire, Type 4

Command to Send.
See DESFire Data Shg@giF2DLHXO0)
81 var | Should follow ISO 7816t APDU format B [R
1 C-APDU

0 CLAINS P1 P2 Lc Data Le

007 No Encrypt

82 01 01- Encrypt
007 Expect More Commands
017 FF (Last Command)
83 01 B |R

If last command, Device will provide a single beep after
receiving a successful response from tag, otherwise, devic
provide a double beep

End of any wrappers, at minimum includiRgquest Messadgeund on pag&2

Table 6.2-20 - Response Data foCommand 0x1102° Pass Through Command for MIFARE DESFire, Type
4

Tag ‘ Len‘ Value / Description Typ/Req Default
Beginning of any wrappers, at minimum includiRgsponse Messafmundon page33
11®2 = Command 0x1102 Pass Through Command for MIFARE DESFire, Type 4

Tag Response (SW1 SW2)

See DESFire Data Shg@iF2DLHXO0)
Should follow ISO 7816 APDU format
81 02 |1 SW1 and SW2 of RRPDU B [R N/A

If card is not able toespond:
1 SW1 =0x64, SW2 = 0x00

Tag Data
 Data of RAPDU

82 var |Encryption Control B |O |NA
If encrypted, sedable 6.2-9 - Payload for Encrypted
NFC/MIFARE Data
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Value / Description Typ|Req Default

If unencrypted se€able 6.2-1017 Unencrypted
NFC/MIFARE Data

End of any wrappers, at minimum includiRgsponse Messafeundon page33

If the request started successfully, the Request Status in the message waip&tasted / Running,
All good / requested operation was successful

Table 6.2-21 - Request Examplg(Get VersionPart 1)

Example (Hex)
AA 008104 0113110284 0F 11 02 81 05 90 60 00 00 00 82 01 OO(EB 01

Table 6.2-22 - Response ExampléGet VersionPart 1)

Example (Hex)

AA 008104 821311028204 0100000084 141102810291 AF 820C FC OADF 7A070
30 00 13 05

6.2.3.1 Encrypted Data Format

Table 6.2-23 - Payload for Encrypted NFC/MIFARE Data

Value / Description Typ| Req Default

Encrypted Data Primitive

Decrypt the value of this TLV data object using the
/DFDF59 |var |algorithm and variant specified in tBmcrypted Data KSN |B  |R
parameter and thiencrypted Data Encryption Type
parameter to read its contents. The format of the decryp
data is shown iffable 7.4-6.

/DFDF50 |var |Encrypted Data KSN B |R
Encrypted Data Encryption Type
/DFDF51 |01 See sectiod.4 Encryption Type for a list of valid values. B IR
End ofNotification Messagéoundon page38
Table 6.2-247 Unencrypted NFC/MIFARE Data
Tag \ Len Value / Description Typ Req Default
FC var |NFC/MIFARE Data Container T R
/IDF7A var |NFC/MIFARE Data B @)

6.2.4 Command 0x1103 8 Pass Through Command for MIFARE Plus, Type 2
After a MIFARE Plus EV1/EV2/SE/X Tag @ctivated, the Host uses this command to send commands
and receive responses to and from a MIFARE Plus tag.
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For MIFARE Plus SE/Xthe Devicewill not auto detect an error from thMIFARE Tagthathas been
removed to end the patwough session. To end the pas®ugh session, the Host application can send
the last command, CANCEL command (0OxFF), or receive error response friiRARE Tag.

After the card is configured to successfully switch to Security Level 1, the card will be discovered as
MIFARE Classic 1K/4K and can use the same functionality as MIFARE Classic 1K/4K commands.

For more details, please refer to NXP NDA documentation ds2eBga3lict data sheet MIFARE Plus
Functionality of implementations on smart card controllers (3.4)

Table 6.2-25- Command 0x1103 Pass Through Command for MIFARE Plus, Type 2

Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéund on pag&2
1103= Command 0x1103 Pass Through Command for MIFARE Plus, Type 2

Command to Send.

SeeTable 6.2-26 - MIFARE Plus EV1/EV2/SE/X SLO
81 var |(Security Level 0 Commands B |R
SeeTable 6.2271 MIFARE Plus EV1/EV2/SE/X SL3
(Security Level 3) Commands

0071 No Encrypt
01- Encrypt

82 01

0071 Expect More Commands
017 FF (Last Command)

83 01 If this is thelast commandhe Device will provide a single B IR
beep after receiving a successful response thartag,
otherwisethedevice will provide a double beep

End of any wrappers, at minimum includiRgquest Messadgeund on pag&2

Table 6.2-26 - MIFARE Plus EV1/EV2/SE/X SLO (Security Level ) Commands

Command | Length Field Value EV1EV2 SE X

The GET_VERSION command is used to retrieve
manufacturing related data of the MIFARHIS EV1/EV2
GET_VERSION |1 cards Y |Y N |N

Byte 0 = 0x60

The READ_SIG command returns an-$@ecific, 48byte
ECC originality check signature of MIFARE Plus EV1/EV
READ_SIG 2 cards. Y |Y [N |N
Byte 0 = 0x3C

Byte 1 = 0x00, RFU
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The WRITE_PERS@ommand is used to ppersonalize
AES keys and data from the initial delivery configuration
a customer specific value.

WRITE_PERSO |19 Byte 0 = 0xA8 Y Y Y
Byte 1-2 = Number of Block or Key to be written to (MSB
first). See NXP dods206234, table 113.

Byte 3 to 18 = 16 bytes value of the key or data which sh
be written (in plain)

The COMMIT_PERSO command is used to finalize the
personalization and switch up to security level 1 or secuf
level 3.

For MIFARE Plus EV1/EV2, the followinghandatory AES
keys must be written using the WRITE_PERSO commar
before it can be switched to security level 1 or security le
3.

9 Card Configuration Key

1 Card Master Key

1 Level 2 Switch Key

1 Level 3 Switch Key

For MIFARE Plus SE, the following mandatory AES keys
must be written using the WRITE_PERSO command bef
it can be switched to security level 1 (for L1 card) or sect
level 3 (for L3 card).

9 Card Configuration Key

1 Card Master Key

1 Level 3 Switch Key

For MIFARE Plus X, the followingnandatory AES keys
COMMIT_PERSO| 2 must be written using the WRITE_PERSO command bef Y Y Y
it can be switched to security level 1 (for L1 card) or sect
level 3 (for L3 card).

9 Card Configuration Key

9 Card Master Key

1 Level 2 Switch Key (for L1 card)

1 Level 3 Switch Key (for L1 card)

Byte 0 = OxAA

Byte 1 = Security Level Option for EV1 and EV2 cards
9 0x01 = Security Level 1
9 0x03 = Security Level 3
9 Other values = Invalid. Device will return error.

Byte 1 = 0x00 for SE and X cards. The Device will retur
error for other values.

It is also highly recommended to change all sector AES |
as well as the data within this security level in a secure
environment.

This command is behaved as the last command. The De
will provide a single beep after receiving a successful
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response from a card, otherwise, device will provide a dg
beep.

This command is used to terminate the ghssugh
CANCEL 1 command session.

Byte 0 = OXFF

Table 6.2-277 MIFARE Plus EV1/EV2/SE/X SL3 (Security Level 3) Commands

Command Length Field Value EV1 EV2 SE X

MIFARE Plus
Authenticate
commands

First Authenticate
Byte 0 = 0x70
Byte 1-2 = Key Number of the key to be authenticated (M
first). See NXP docls206234, table 113.
Byte 3 = MIFARE Plus AES_Key#

T O0x01=AES _Keyl = 16 bytes value stored in
Property 1.2.1.1.4.5 MIFARE Plus AES_Keyl1.

T O0x02 = AES_Key2 = 16 bytes value stored in

First Authenticate Property 1.2.1.1.4.6 MIFARE Plus AES_Key?2.

(partl and part2) 3 1 0x03 = AES_Key3 = 16 bytes value stored in YOY o Yy
Property 1.2.1.1.4.7 MIFARE Plus AES_Keya3.
1 0x04 = AES_Key4 = 16 bytes values stored in
Property 1.2.1.1.4.8 MIFARE Plus AES_Key4.
1 Ox05 = AES_Key5 = 16 bytes values stored in
Property 1.2.1.1.4.9 MIFARE Plus AES_Key5.
I 0x06 = AES_Key6 = 16 bytes values stored in
Property 1.2.1.1.4.A MIFARE Plus AES_Key®6.
DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Pagel 27 of 315(D998200489102)



6 - Commands

Command Length Field Value EV1 EV2 SE X

Following Authenticate
Byte 0 = 0x76

Byte 1-2 = Key Number of the key to be authenticated (M
first). See NXP docls206234, table 113.
Byte 3 = MIFARE Plus AES_Key#

1 O0x01 =AES_Keyl = 16 bytes value stored in
Property 1.2.1.1.4.5 MIFARE Plus AES_Keyl1.

_ 1 0x02 = AES_Key2 = 16 bytes value stored in
Following Property 1.2.1.1.4.6 MIFARE Plus AES_Key?2.

Autr}[(lanncgte 2 3 1 0x03 = AES_Key3 = 16 bytes value stored in
(partl and part2) Property 1.2.1.1.4.7 MIFARE Plus AES_Key3.

1 0x04 = AES_Key4 = 16 bytes values stored in
Property 1.2.1.1.4.8 MIFARE Plus AES_Key4.

I Ox05=AES_Key5 = 16 bytes values stored in
Property 1.2.1.1.4.9 MIFARE Plus AES_Key5.

I O0x06 = AES_Key6 = 16 bytes values stored in
Property 1.2.1.1.4.A MIFARE Plus AES_Key®6.

Reset the authentication

ResetAuth 1 Byte 0 = Ox78

READ commands

Reading encrypted, no MAC on response, MAC

on command.

This command offers the possibility to read the data from
one or multiple blocks in aencrypted way. A MAC is only
used on the command sent to the PICC, no MAC is attack
to the response.
Read 4 Y |Y |Y |Y
Byte 0 = 0x30

Byte 1-2 = Block number of thesiblock to be read (MSB
first). See NXP docls206234, table 113.

Byte 3 = 0x0L' OxOF = Number of blocks to be read. Sect
Trailers do not count if Byte 3 > 1. Use Byte 3 = 1 for
reading Sector Trailer.

Reading encrypted, MAC on response, MAC on
Command.

This command offers the possibility to read the data from
one ormultiple blocks in an encrypted way. A MAC is use(
on the command sent to the PICC and on the response
received.

Read MACed 4 Y |Y |Y |Y
Byte 0 = 0x31

Byte 1-2 = Block number of thesiblock to be read (MSB
first). See NXP docls206234, table 113.

Byte 3 = 0x0L' OxOF = Number of blocks to be read. Sect
Trailers do not count if Byte 3 > 1. Use Byte 3 = 1 for reaq
Sector Trailer.
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Command

Length

Field Value

EV1 EV2 SE X

Read Plain

Reading in plain, no MAC on response, MAC on comman
This command offers the possibility to read the data in pla
from one or multiple blocks. A MAC is used on the comm
and not on the response.

Byte 0 = 0x32

Byte 1-2 = Block number of thesiblock to be read (MSB
first). See NXP dods206234, table 113.

Byte 3 = Ox01Li OxOF = Number of blocks to be read. Sect
Trailers do not count if Byte 3 > 1. Use Byte 3 = 1 for reaq
Sector Trailer.

Read Plain MACed

4

Reading in plain, MAC on response, MAC on command.
This command offers the possibility to read the data in plg
from one or multiple blocks. A MAC is used on the comm
and the response.

Byte 0 = 0x33

Byte 1-2 = Block number of thesiblock to be read (MSB
first). See NXP dods206234, table 113.

Byte 3 = 0x01li OxXOF = Number of blocks to be read. Sect
Trailers do not count if Byte 3> 1. Use Byte 3 =1 for
reading Sector Trailer.

Read UnMACed

Reading encrypted, no MAC on response, no

MAC on command

This command offers the possibility to read the data from
one or multiple blocks in an encrypted way.

By default, Read with MAC onommand is required. To
Read with no MAC on command, needs to modify the car,
MFP Configuration Block.

Byte 0 = 0x34

Byte 1-2 = Block number of thesiblock to be read (MSB
first). See NXP docls206234, table 113.

Byte 3 = 0x01i OxOF = Number of blocks to be read. Sect
Trailers do not count if Byte 3 > 1. Use Byte 3 = 1 for
reading Sector Trailer.

Read UnMACed,
Response MACed

Reading encrypted, MAC on response, no MAC on comn]
This command offers the possibility to read the diatm
one or multiple blocks in an encrypted way. A MAC is use
only on the response received.

By default, Read with MAC on command is required. To
Read with no MAC on command, needs to modify the car,
MFP Configuration Block.

Byte 0 = 0x35

Byte 1-2 = Block number of thesiblock to be read (MSB
first). See NXP docls206234, table 113.

Byte 3 = 0x0L' OxOF = Number of blocks to be read. Sect
Trailers do not count if Byte 3 > 1. Use Byte 3 = 1 for
reading Sector Trailer.
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Command Length Field Value EV1 EV2 SE X

Reading in plain, no MAC on response, no MAC on
command.

This command offers the possibility to read the data in plg
from one or multiple blocks. AMAC is not used on the
response and not on the command.

By default, Read with MAC on commandrequired. To

Read Plain Read with no MAC on command, needs to modify the car,

UnMACed 4 MFP Configuration Block. Y |Y |Y |Y
Byte 0 = 0x36
Byte 1-2 = Block number of thesblock to be read (MSB
first). See NXP docls206234, table 113.
Byte 3 = 0x0L' OxOF = Number of blocks to be read. Sect
Trailers do not count if Byte 3 > 1. Use Byte 3 = 1 for
reading Sector Trailer.
Reading in plain, MAC on response, no MAC on comman
This command offers the possibility to read the data in plg
from one or multiple blocks. A MAC is used on the respon
and not on the command.
By default, Read with MAC on command is required. To
Read with no MAC on command, needs to modify the car|
Read Plain MFP Configuration Block.
UnMACed, 4 Y |Y |Y |Y

Response MACed
Byte 0 = 0x37

Byte 1-2 = Blocknumber of the $block to be read (MSB
first). See NXP dods206234, table 113.

Byte 3 = 0x0L' OxOF = Number of blocks to be read. Sect
Trailers do not count if Byte 3 > 1. Use Byte 3 =1 for
reading Sector Trailer.

WRITE commands Y |Y |Y |Y

Writing encrypted, no MAC on response, MAC on Commg
This command offers the possibility to write the data to ug
three blocks in an encrypted way. MAC is only used on tf
command sent to the PICC.

20/36/ | Byte 0 = OxA0

52 Byte 1-2 = Blocknumber of the %to be written block (MSB
first). See NXP docls206234, table 113.

Byte 3 = 0x01/0x02/0x03 = number of blocks (16 byte) of
data to be written

Byte 41 n = Data to be written, equal to number of blocks
16.

Write
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Command

Length

Field Value

EV1 EV2 SE X

Write MACed

20/36/
52

Writing encrypted, MAC on response, MAC on command
This command offers the possibility to write the data to ug
three blocks in an encrypted way. A MAC is used on the
command sent to the PICC and on the response received
the PICC.

Byte 0 = OxAl

Byte 1-2 = Block number of thesito be written block (MSB
first). See NXP docls206234, table 113.

Byte 3 = 0x01/0x02/0x03 = number of blocks (16 byte) of
data to be written

Byte 41 n = Data to be written, equal to number of blocks
16.

Write Plain

20/36/
52

Writing in plain, no MAC on response, MAC on command
This command offers the possibility to write the data to ug
three blocks in plain. A MAC is only used on the comman
sent to the PICC.

Byte 0 = OxA2

Byte 1-2 = Block number of thesito be written block (MSB
first). See NXP docls206234, table 113.

Byte 3 = 0x01/0x02/0x03 = number of blocks (16 byte) of
data to be written

Byte 41 n = Data to be written, equal to number of blocks
16.

Write Plain MACed

20/36/
52

Writing in plain, MAC on response, MAC on command.
This command offers the possibility to write the data to ug
three blocks in plain. A MAC is used on the command ser
the PICC as well as on the response from the PICC

Byte 0 = OxA3

Byte 1-2 = Block number of thesito be written block (MSB
first). See NXP docls206234, table 113.

Byte 3 = 0x01/0x02/0x03 = number of blocks (16 byte) of
data to be written

Byte 41 n = Data to be written, equal to number of blocks
16.

VALUE operations
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Command Length Field Value EV1 EV2 SE X

Increment encrypted, no MAC on response, MAC on
command

This command offers the possibility to increment a value
block where the command is secured by a MAC calculate
but not on the response.

Increment 7 Byte 0 = 0xBO Yy |y |y |y
Byte 1-2 = Source Block number. Block Number of the bl
to be incremented (MSB first). See NXP dig206234,
table 113.

Byte 36 = The 4 bytes value to be incremented in LSB or
For example, if the value to be incremented by 1, then the
value will be 0x01 00 00 00

Increment encrypted, MAC on response, MAC on comma|
This command offers the possibility to increment a value
block where the command is secured by a MAC calculate
but not on the response.

Byte 0 = OxB1

Byte 1-:2 = Source Block number. Block Number of the bl
to be incremented (MSB first). See NXP dit&206234,
table 113.

Byte 3-6 = The 4 bytes value to be incremented in LSB or
For example, if the value to be incremented by 1, then the
value will be 0x01 00 00 00

Increment MACed |7

Decrement encrypted, no MAC on response, MAC on
command.

This command offers the possibility to decrement a value
block where the command is secured by a MAC calculate
but not on the response.

Decrement 7 Byte 0 = 0xB2 vy |y |y |y
Byte 1-2 = Source Block number. Block Number of the bl
to be decremented (MSB first). See NXP dis206234,
table 113.

Byte 36 = The 4 bytes value to be decremented in LSB 0
For example, if the value to be decremented by 1, then th
value will be 0x01 00 00 00
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Command Length Field Value EV1 EV2 SE X

Decrement encrypted, MAC on response, MAC on comm
This command offers the possibility to decrement a value
block where the command is secured by a MAC calculate
well as on the response.

Byte 0 = OxB3
Decrement MACed| 7 Byte 1-2 = Source Block number. Block Number of the blgy |y |Y |Y
to be decremented (MSB first). See NXP dis206234,
table 113.

Byte 36 = The 4 bytes value to be decremented in LSB o
For example, if the value to be decremented by 1, then th
value will be 0x01 00 00 00

Transfer, no MAC on response, MAC on command.
The Transfer command stores the content of the Transfern
Buffer to the specified address.

The Transfer command can be applied to any block. The
Transfer command can only bgecuted after an Increment,
Decrement, IncrementTransfer, DecrementTransfer or
Restore command has been successfully executed since
Transfer 3 latest authentication. The command is secured by a MAC|Y |Y |Y |Y
command. No MAC is calculated on the response.

Byte 0 = OxB4

Byte 1-2 = Destination Block humber, whose content is to
replaced by the content of the Transfer Buffer (MSB first).
See NXP dods206234, table 113.

Transfer, MAC on response, MAC on command.

The Transfer commarstores the content of the Transfer
Buffer to the specified address.

The Transfer command can be applied to any block. The
Transfer command can only be executed after an Incremg
Decrement, IncrementTransfer, DecrementTransfer or
Restore command has been successfully executed since
Transfer MACed |3 latest authentication. The command is secured by a MAC|Y |Y |Y |Y
command. A MAC is calculated on the response.

Byte 0 = OxB5

Byte 1-2 = Destination Block number, whose content is to
replaced by the content of the Transfer Buffer (MSB first).
See NXP dodls206234, table 113.
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Command Length Field Value EV1 EV2 SE X

Increment Transfer encrypted, no MAC on response, MA
Command.

This command offers the possibility to make a combined

increment and transfer within one command on a value bl
where the command is secured by a MAC calculated, no

MAC on the response.

The command updates the Transfer Buffer in the same w|
if a separate Increment and Transfer commands were giv
Increment Transfer |9 Y |Y |Y |Y
Byte 0 = OxB6

Byte 1-2 = Source Block number. Blodkumber of the block
to be incremented.

Byte 34 = Destination Block humber, whose content is to
replaced by the content of the Transfer Buffer.

Byte 58 = The 4 bytes value to be incremented in LSB or
For example, if the value to be incremented by 1, then the
value will be 0x01 00 00 00

Increment Transfer encrypted, MAC on response, MAC o
command.

This command offers the possibility to make a combined
increment and transfer within one command on a value bl
where the command is secured by a MAC calculated, ang
well as a MAC on the response.

The command updates the Transfer Buffer in the same w

if a separate Increment and Transfer commands were giv
Increment Transfer

MACed Byte 0 = OxB7

Byte 1-2 = Source Block number. Block Number of the bl
to be incremented (MSB first).

Byte 34 = Destination Block humber, whose content is to
replaced by the content of the Transfer Buffer (MSB first).
Byte 58 = The 4 bytes value to be incremented in LSB or
For example, if the value to be incremented by 1, then the
value will be 0x01 00 00 00.
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Command Length Field Value EV1 EV2 SE X

Decrement Transfer encrypted, no MAC on response, MA
on command

This command offers the possibility to make a combined
decrement and transfer within one command on a value b
where the command is secured by a MAC, but no MAC o
the response. The command updates the Transfer Buffer
same way as if a separatedd@ment and Transfer comman
were given.

Decrement Transfe| 9 Byte 0 = OXB8 Y |Y |Y |Y
Byte 1-2 = Source Block number. Block Number of the bl
to be decremented (MSB first).

Byte 34 = Destination Block humber, whose content is to
replaced by the content of the Transfer Buffer (MSB first).
Byte 58 = The 4 bytes value to be incremented in LSB or
For example, if the value to be decremented by 1, then th
value will be 0x01 00 00 00.

Decrement Transfer encrypted, MAC on response, MAC
Command

This command offers the possibility to make a combined
decrement and transfer within one command on a value 4
where both the command and the response are secured |
MAC.

The command updates the Transfer Buffer in the same w
if a separate Decrement and Transfer commands were gi
Decrement Transfe
MACed Byte 0 = OxB9

Byte 1-2 = Source Block number. Block Number of the bl
to be decremented (MSB first).

Byte 34 = Destination Block number, whose content is to
replaced by the content of the Transfer Buffer (MSB first).
Byte 58 = The 4 bytes value to be incremented in LSB or
For example, if the value to be decremented by 1, then th
value will be 0x01 00 00 00.

Restore encrypted, no MAC on response, MAC on comm
TheRestore command copies the Content found in the V¢
Block at the given address to the Transfer Buffer. The Re
command can only be applied to value blocks. The comm
is secured by a MAC on a command, no MAC is calculate
Restore 3 on the response. Y |Y |Y |Y

Byte 0 = OxC2
Byte 1-2 = Source Block number. Block Number of the bl
which content is to be copied to the Transfer Buffer.
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Command Field Value EV1 EV2 SE X

Restore encrypted, MAC on response, MAC on commangd
The Restore command copies the Content found il &hee
Block at the given address to the Transfer Buffer. The Re
command can only be performed to value blocks. The
Restore MACed 3 command is secured by a MAC on a command and a MA|
calculated on the response.

Byte 0 = OxC3

Byte 1-2 = Source Block number. Block Number of the bl
which content is to be copied to the Transfer Buffer.

Others

The GET_VERSION command is used to retrieve
manufacturing related data of the MIFARE Plus EV1/EV2
GET_VERSION 1 cards Y |Y [N [N

Byte 0 = 0x60

TheREAD_SIG command returns an-Epecific, 48byte
ECC originality check signature of MIFARE Plus EV1/EV2
READ_SIG 2 cards. Y |Y |N|N
Byte 0 = 0x3C

Byte 1 = 0x00, RFU

This command is used to terminate the ghssugh

CANCEL 1 command session. v |y Iy |y

Byte 0 = OxFF

Table 6.2-28 - Response Data foCommand 0x1103 Pass Through Command for MIFARE Plus, Type 2

Tag \ Len\ Value / Description Typ/Req Default
Beginning of any wrappers, at minimum includiRgsponse Messafmundon page33
113 = Command 0x1103 Pass Through Command for MIFARE Plus, Type 2

Tag Response Code
81 01 | Ox00 = Success B |R |[N/A
0x01 = Failed

Encryption Control

If encrypted, sedable 6.2-9 - Payload for Encrypted
82 Var |NFC/MIFARE Data B |O |NA

If unencrypted se€able 6.2-107 Unencrypted
NFC/MIFARE Data

End of any wrappers, at minimum includiRgsponse Messafeundon page33
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If the request started successfully, the Request Status in the message waip&tisted / Running,
All good / requested operation was successful

Table 6.2-29 - Request Example(Get Version)

Example (Hex)
AA 008104 01 DA 1103 84 0B 11 03 81 01 60 82 01 00 83 01 00

Table 6.2-30 - Response ExampléGet Version)

Example (Hex)

AA 0081 04 82 DA 11 03 82 04 01 00 00 00 84 28 11 03 81 01 0082 21 FC 1F DF 7A1C 04 0
0016 04 04 02 01 01 01 16 04 04 4D 59 5A 3E 18 90 CF 8D 15 61 51 21 23

6.2.4.1 Encrypted Data Format

Table 6.2-31 - Payload for Encrypted NFC/MIFARE Data
Tag Len\ Value / Description Typ| Req Default

Encrypted Data Primitive

Decrypt the value of this TLV data object using the

/DFDF59 |var |algorithm and variant specified in tEmcrypted Data KSN [B  |R

parameter and thencrypted Data Encryption Type

parameter to read its contents. The format of the decryp
data is shown iffable 7.4-6.

/DFDF50 |var |[Encrypted Data KSN B |R
Encrypted Data Encryption Type

/DFDF51 101 See sectiod.4 Encryption Type for a list of valid values. B R
End ofNatification Messagéoundon page38
Table 6.2-327 Unencrypted NFC/MIFARE Data
Tag Len ‘ Value / Description Typ Req Default
FC var |NFC/MIFARE Data Container T R
/IDF7A var |NFC/MIFARE Data B O

6.3 Command Group 0x18nn User Interface

6.3.1 Command 0x1802 - Report Cardholder Selection
The host uses this command to provide a cardholder selection to the device when the device itself does
not have a display or inputs to prompt taedholder for a selection.

The sequence of events is as follows:

1) The host has already invok€bmmand 0x1001- Start Transaction and the transaction is still in
process.

2) During the transaction, if the device does not have a display or touchscreen but needs to show
information to the cardholder or needs the cardholder to make a selection, it sends the host
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Notification 0x1803- User Interface Host Action Requesto report Display Cardholder Selection
and supporting information.

3) The host uses its user interface to request a selection from the cardholder based on the information
and selectable items provided by the notification message.

4) The host sends the user selection to the device by sending the command in the format below.

Table 6.3-1 - Request Data forCommand 0x1802 Report Cardholder Selection

Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
1802 =Command 0x1802 Report Cardholder Selection

Cardholder Selection Request Status

I 0x00= CardholdeiSelection Request completed, see
Selection Resulparameter.

81 01 |f O0x01= Cardholder Selection Request cdadeby B |R
cardholder, Transaction Aborted.

I 0x02= CardholdelSelection Requesimed out,
Transaction Aorted.

Selection Result

Menu item index the cardholder selected. If¢hadholder
made no selection or the operation terminated abnormally,
device does not include this parameter.

82 01

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.3-2 - Response Data foCommand 0x1802- Report Cardholder Selection

Tag Len Value / Description Typ Req Default
Beginning ofany wrappers, at minimum includifResponse Messageundon page33
1802 =Command 0x1802- Report Cardholder Selection

No parameters.

Endof any wrappers, at minimum includiftesponse Messageundon page33

If the request started successfully, the Request Status in the message waip&tisted / Running,
All good / requested operation was successful

Table 6.3-3 - Request Example
Example (Hex)
AA 008104 010018284 818 (281 0100 82 01 00

Table 6.3-4 - Response Example
Example (Hex)
AA 00810482001802 820401000000
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6.3.2 Command 0x1804 - Read Barcode (BCR Only)

The host uses this command to direct the device to arm or disarm the barcode reader for reading a barcode
outside the scope of a transaction. This is an immediate directive. To read barcodes within the scope of a
transaction, us€ommand 0x1001- Start Transaction and its barcode reader parameters instead.

The sequence of events is as follows:

1)

2)
3)
4)

The host ensures the device is not currently running another command, for example, that it is not
running a transaction usii@mmand 0x1001- Start Transaction.

The host composes a command request in the format below and sends it to the device.
If the device has a display, it shows a pro@piaN BARCODE|.

The ceviceenables the barcode reader.

a) If the Timeout parameter is set tofinite :

i) The device returns a command response message with Response Status, Operation Status
Summary byte set to 0x00 (OK, Done) after which the host is free to send further commands.

i) The host may end the barcode reading session by calling this command again with the
Enable parameter set tDisable

b) If the Timeout parameters set toa value other thafinite :

i) The device retuma command response message with its Response Status, Operation Status
Summary byte set to 02qOK, Started / Running

i) While the host is waiting for the timeout to expire, it should not send any commands to the
device, because the device is busy processing the current command.

iii) Afterthe device reads a barcodettoe timeout perio@xpires thedevicesend

iv) Notification 0x1805- User Interface Operation Completeto report Barcode Reader / Read
Barcode Result and additional supporting information.

Table 6.3-5 - Request Data forCommand 0x1804 Read Barcode (BCR Only)

Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
1804 =Command 0x1804 Read Barcode (BCR Only)
Enable
81 01 i Ox_OO = Disable. The .deV|ce disables the barcode read B |R 0X00
this case, the device ignores all otharameters.
9 0x01 = Enable. The device enables the barcode reade
Timeout
9 0x00 = Infinite. The device leaves the barcode reader
enabled until it reads a barcode, or until the host sends
82 01 command again to disable the barcosder. B |0 [0x00
9 All other values = Timeout in seconds for the device to
leave the barcode reader enabled without reading a ba
Encrypt Barcode Data
9 0x00 = Do Not Encrypt.Thedevice does not encrypt the
83 01 barcode data when it sends B |O 0x00
1 Notification 0x1805- User Interface Operation
Complete
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Value / Description Typ Req Default

1 0xO01 = Encrypt. The device encrypts the barcode data
when it sends

1 Notification 0x1805- User Interface Operation
Complete

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.3-6 - Response Data foCommand 0x1804 Read Barcode (BCR Only)

Value / Description Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messadgeundon page33
1804 =Command 0x1804 Read Barcode (BCR Only)

No parameters.

Endof any wrappers, at minimum includiftesponse Messageundon page33

Table 6.3-7 - Request Example
Example (Hex)
AAO00 810401031804 840B 1804 810101 82010F 830101

Table 6.3-8 - Response Example
Example (Hex)
AA00 810482031804 820401000000

6.3.3 Command 0x1805 - Buzzer
The host uses thisommand to start a buzzer for playing a sequence of tones. Each sequence can have a
minimum of 1 to maximum of 10 tones.

The sequence of events is as follows:

1) The host ensures the device is not currently running another command, for example, that it is not
running a transaction usif@ommand 0x1001- Start Transaction.

2) The host composes a command request in the format below and sends it to the device.
3) The device plays a specific tone sequence as the command spedtietinih, thedevicesend
4) Notification 0x1805- User Interface OperationCompleteto report Buzzer/Buzzer Result.
The host should wait for
Notification 0x1805- User Interface Operation Completebefore sending another command.

If the buzzer is current playing a sequence of tones and any transaction that uses the buzzer to make a
sound is started, the device will stop the buzzer for that transaction to take over.

Table 6.3-9 - Request Data for Command 0x1805- Buzzer

Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
1805 =Command 0x1805 Buzzer
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Tag Len Value / Description Typ Req Default

N = Number oftones
1 0xO017i Min (1 tone)
1 OxOAT Max (10 tones)

4 = 4 bytes data parameter for each tone in the sequence
ByteO-Byteli Frequency in units of 1 Hz

1 0x0000..0x0031 (< 50 Hz, Silent)

1 0x0032- Min (50 Hz)

1 OxOFAO- Max (4000 Hz)

1 OxOFAL..OxFFFF (> 4000 Hz, Error)
Byte 2Byte31 Duration of tone in units of 1 millisecond

I 0x0001i Min (1 ms)

1 OXFFFFI Max (65535 ms)

81 N*4

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.3-10- Response Datdor Command 0x1805- Buzzer

Value / Description Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messageundon page33
1805 =Command 0x1805 Buzzer
No parameters.

Endof any wrappers, at minimum includiftesponse Messageundon page33

Table 6.3-11 - Request Example for a sequence of 5 tones

Example (Hex)
AAO00 810401031805 8418 1805 8114 00C8 01F4 0190 01F4 0258 01F4 0190 01F4 00C8 01F+

Table 6.3-12- Response Example

Example (Hex)
AA00 810482031805 820401000000

6.3.4 Command 0x1840d Card Emulation
Card emulation is initiated by receiving a 0x1840 command from the host. The device will prepare card
emulation with the parameters provided in the command and start card emulation.

The sequence of events is as follows:

1) The host ensures the device is not currently running another command, for example, that it is not
running a transaction or PIN entry.

2) The host composes a command request in the format below and sends it to the device.

3) The devicaeceives the command and verifies that the parameters are valid and the device is in a state
that allows the execution of card emulation.
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4) If the device has a display, a prompt will be displayed asking the customer to tap their phone to the
device.

5) If the timeoutparameter is not included or set to 0x00, then there is no timeout. Or, if the timeout
parameter is set to a specific number of seconds, the device returns a command response message
with its Operation Status Summary byte sédx061 (OK, Started / Running).

6) The host may issue a 0x1840 command with Tag 0x81 set to 0x00 to cancel the execution of card
emulation.

7) After the timeout expires, host cancel or the card is read, the device sends a 0x1805 notification to
inform the host.
Table 6.3-13 - Request Data for Command 0x1840 Card Emulation

Value / Description Req Default

Start/Cancel

I Ox00 = Cancel (See the example of 0x1840 cancel
command below)

1 Ox01 = Start

Timeout inseconds
/82 01 |7 0Ox00 = No timeout O |0x00
9 O0x01 to OxFF = 1 to 255 seconds

URL

<= |URL to use as card data. Required when starting card
254 |emulation. Optional and ignored if canceling emulation.
Example:https://www.magtek.com/

/83 O/R

Table 6.3-14 - Request Example

Example (Hex)

AA00810401@184084211840810101820100831768747470733A2FZFT2E
6D 6167 7465 6B 2E636F 6D 2F

Table 6.3-15- Response Example

Example (Hex)
AA 00 81 04 8201184082 04 . 00 00 00

Table 6.3-16 - Example of 0x1840 Cancel Command

Example (Hex)
AA 00 81 040101184084051840810100
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6.4 Command Group 0x1Fnn Device Control

6.4.1 Command Ox1F01- Reset Device
The host uses this commandréset the device.

The sequence of events is as follows:

1) The host constructs the command requesCfamnmand 0x1F01- Reset Devican the format below.
2) The host sends the command request to the device.

3) The device sends a response in the format below to the host.

4) The device starts an automatic reset within 500ms.

Table 6.4-1 - Request Data forCommand 0x1F01- Reset Device

Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
1F01 =Command 0x1F01- Reset Device

Power Off Option

1 Ox00 = Reset

T O0x01 = Power Off

Power off only works while a device is running on its batter
a device is powered off while it is powered by USB, the de
will immediately turn back on.

81 01 B |O |0x00

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.4-2 - Response Data foCommand 0x1F01- Reset Device

Value / Description ' Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messageundon page33
1F01 =Command 0x1F01- Reset Device

No parameters.

Endof any wrappers, at minimum includifResponse Messageundon page33

Table 6.4-3 - Request Example

Example (Hex)
AA 00810401121F0184021F01

Table 6.4-4 - Response Example

Example (Hex)
AA 008104 82 12 1F 01 82 04 00 00 00 00

6.4.2 Command 0x1F02- Set Notification Subscriptions
The host uses this command to specify which notifications the device shoulohseach of its available
interfaces.By default, the device sends notifications to the host on all interfaces.
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The sequence of events is as follows:

1) The host constructs the command request in the format below.

2) The host sends the command request to the device.

3) Thedevice sends a response in the format below to the host.

4) The device immediately begins routing notifications per the request.

5) If the device restarts or loses power, the device resets its notification subscriptions to defaults, and the
host must call this command again to change them.

Table 6.4-5 - Request Data forCommand 0x1F02- Set Notification Subscriptions

Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
1F02 =Command 0x1F02- Set Notification Subscriptions

Subscribe
81 01 | 0x00 = Unsubscribe B |O 0x01
9 0x01 = Subscribe

Notifications Affected

I 0x00 = Onlysubscribe or unsubscribe to notification
messages in the Notification Message ID List parametg

1 O0x01 = Subscribe or unsubscribe to all notifications

82 01 B |O |0x01

Notification Message ILList

List of two-byte Notification MessagéDs (MSB first) from
section7 Notifications to be subscribed / unsubscribed by th
command For example, to subscribeNwtification 0x0105-
Transaction Operation Completeon the interface being use
to send this commanthe host would include 0x05@s two
bytes in the list.The device ignores any Notification Messag
IDs in the list that do not exist.

83 var B |O Null

Interfaces

List of interfaces this command should change the subscrif
A4 var |settings for. If the host does not specify any interfaces herilB |O [ Null
command applies only to the interface the host is using to
the command.

/81 00 |Apply changes to the USB interface
182 00 |Apply changes to the WLAN interface
/84 00 |Apply changes to the UART interface (0]

End of any wrappers, at minimum includiRgquest Messagéundon page32

@)

@)

Table 6.4-6 - Response Data foCommand 0x1F02- Set Notification Subscriptions

Tag \ Len Value / Description | Typ Req Default
Beginning ofany wrappers, at minimum includifResponse Messageundon page33
1F02 =Command 0x1F02- Set Notification Subscriptions

No parameters.
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Value / Description | Typ Req Default

Endof any wrappers, at minimum includifResponse Messageundon page33

Table 6.4-7 - Request Example

Example (Hex)
AAO00 810401551F02 8402 1F02

Table 6.4-8 - Response Example

Example (Hex)
AA00 810482551F082040000000@4021F02

6.5 Command Group OxD1nn Settings and Information

6.5.1 Command 0xD101- GetProperty
The host uses this command to get information about the device or its configuration /.settings

Each data element representing device information or device configuration is part of a tree of values and
is uniquely identified by an Object Identifier (also known as an Object ID or OID) as definEd 4

X.660 | ISO/IEC 98341, which can be found by searching ¥660in the publications omwww.itu.int.

This document refers to these data elements collectivétyagerties. The list of all properties and their
corresponding OIDs and other characteristics is provided in s@&@Gonfiguration.

This command can be used in multiple ways. For simplicity, this document describes one possible way
that does not require detailed knowledge ofXt@60 specification.

To get a property, the sequence of events is as follows:

1) The host determines which property or tree branch of properties it wants to get from the device (see
section8 Configuration).

2) The host composes the command request in the format below, and sends it to the device.

3) The device sends a response. If the request succeeded, the response includes the value(s) of the
requested property or properties. If it did not succeed, the device returns a failure response with no
commanespecific parameters.

Table 6.5-1 - Request Data forCommand 0xD101- Get Property

Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
D101 =Command 0xD101- Get Property
Company ID
81 varThiS value is the root of B |o 558168(:3[
and is the same for all MagTek devices. Letigparameter
09
empty and use the default.
82 03 |Device Family ID B |o |Product
dependent
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Tag Len

Value / Description

This value is the second p
Property OID, and is the same for all similar MagTek devic
within the same product family. Unlegsu have a specific ug
case that uses this parameter, leave this parameter empty
use the default otherwise your software may not work with
multiple products.

Byte 1 Platform
9 0x02 = Apollo Platform

Byte 2 Product
1 O0x01 = DynaFlex, 0x02 BynaProx, 0x03 = DynaFlex I
PED, 0x04 = DynaFlex Il, 0x05 = DynaFlex Il Go

Byte 3 Device Variant
1 0x00 = Standard

Typ Req Default

85

01

Property Type

This parameter contains the first number of the Property O
documented in sectidhConfiguration.

9 0x01 = Device Settings

1 0x02 =Device Information

87

var

Property OID Tree Prefix

This optional parameter contains subsequent numbers of t
Propertybds OI D a s8Gbnfiguratioe, bt
can not include the final number.

This can also be populated with fewer numbers from the O
in which case the remaining numbers of the OID of the
Property or set of Properties you wish to retrieve must be
included in theProperty OID Remainder.

For simplicity, populate this with thehrough the seconrtb-
l ast number in the propert

B |O Null

89

var

Property OID Remainder

This contains the remainin
BER TLV encoded peX.660section8 Basic encoding rules
For details about TLV encoding an OID. To request a set (
properties in a branch of the Property OID structure, the hg
should pass a partial Property OID, and the device returns
value of all properties from the specified tree level downwa

For simplicity, include all numbers except the final number
t he pr opePropgry Sype@nhdProperty OID Tree

Prefix, and include the final number of the OID OR 0xCO h
then append constant byte 0x00. These two bytes represe

single empty BER TLV primitive data object.
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Value / Description Typ Req Default

End of any wrappers, at minimum includiRggquest Messagéundon page32

Table 6.5-2 - Response Data foCommand 0xD101- Get Property

Tag Len Value / Description Typ Req Default
Beginning ofany wrappers, at minimum includifResponse Messadgeundon page33
D101 =Command 0xD101- Get Property

Company ID

This contains the Company ID the host included in the req
message. If this parameter is not included in the request, t
response does not include it.

81 var B |O N/A

Device Family ID

This contains the Device Family ID the host included in the
request message. If this parameter is not included in the
request, the response does not include it.

82 03 B |O |[NA

Property Type
85 01 |This contains the Property Type the host included inthere(B |R |N/A
message.

Property OID Tree Prefix

This contains the Property OID Tree Prefix the host include
therequest message. If this parameter is not included in th
request, the response does not include it.

87 var B |O |[NA

Property OID Remainder

This contains the same Tkdhcoded portion of the OID the
host included in the Property OID Remainder of the reques
message, with leaf nodes populated with actual values. If
host requested a set of properties in a branch of the Prope
OID structure this contains the set of requeshednches
includingbranchOIDs, leaf node IDsand values

89 var [ f the host follows the Af|B |R N/A
request message to requasingle propertyit can retrieve the
value of the requested property by stripping off the first few
bytes, which represent the Tk&hcoded last number in the
Ol D and the I ength of the
remaining bytes are the value of the property:

1 If the second byte is 7F or less, strip off the first two byl
1 If the second byte is 81, strip off the first three bytes.

9 If the second byte is 82, strip off the first four bytes.

Endof any wrappers, at minimum includifResponse Messageundon page33

If the request started successfully, the Request Status in the message waip&tésted / Running,
All good / requested operation was successful

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Pagel47of 315(D998200489102)



6 - Commands

Table 6.5-3 - Request Example

Example (Hex)

GetProperty 1.2.7.1.1.1 Device Reset Occurred Notification Contrei s i ng fAsi mpl e

AA00 8104 0155D101 840F D101 8501 01 8704 02070101 8902 C100

Table 6.5-4 - Response Example

Example (Hex)

GetProperty 1.2.7.1.1.1 Device Reset Occurred Notification Contrel s i ng fAsi mpl e

AA00 81048255D10182040000000B482001001018501018704020701018903C10100

Table 6.5-5 - Request Example

Example (Hex)

GetProperty 1.2.7.1.1.1 Device Reset Occurred Notification Contraising longer Property OID
Remainder:

AAO00 8104 0155D101 8411 D101 8501 01 890A E208 E706 E104 E102 C100

Table 6.5-6 - Response Example

Example (Hex)

GetProperty 1.2.7.1.1.1 Device Reset Occurred Notification Contraising longer Property OID
Remainder:

AAO00 8104 8255D101 8204 00000000 84820012 D101 8501 01 890B E209 E707 E105 E103 C

Table 6.5-7 - Request Example

Example (Hex)

GetProperty Subgroup 2.1.2.2.nn Core Firmware Informationu si ng fAsi mpl e o

AA00 8104 0155D101 840D D101 8501 02 8702 0102 8902 C200

Table 6.5-8 - Response Example

Example (Hex)

GetProperty Subgroup 2.1.2.2.nn Core Firmware Informationu si ng #fAsi mpl eo f

AAO00 81 04 8255D101 82 04 00000000 84 820056 D101 85 01 02 87 02 0102 89 820049 E2 §
E1 820004 C1 00 C2 00 E2 820039 C141796E61466C65782050726F00 C2 13
313030303030373138332D41352D5043490000 C3 00 C4 0B 3130303030303731383300 C5 (
FFOO
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6.5.2 Command 0xD111- Set Property (Unsecured)

NOTICE

Properties are stored in flash memory, which inherently has a limited number of read
write cycles before it begins to wear. For this reason, MagTek recommends setting
properties as few times as possible over the lifecycle of the device.

The host uses this command to set device configuration / settings that do not require $emusejting
properties that require security $eemmand 0xD112- Set Property (Secured)

Each data element representing device configuration is part of a tree of values and is uniquely identified
by an Object Identifier (also known as an Object ID or OID) as definBdJaT X.660 | ISO/IEC

98341, which can be found by searching ¥660in the publications omww.itu.int. This document

refers to these data elements collectivelfPasperties. The list of all properties and their corresponding
OIDs and other characteristics is provided in se@i@onfiguration.

This command can be used in multiple ways. For simplicity, this document describes one possible way
that does not require detailed knowledge ofXt@60specification.

To set a property, the sequence of events is as follows:

1) The host determines which property it wants to set and the value it wants to set in the device (see
section8 Configuration).

2) The host composes a command request in the format below, and sends it to the device.

3) The device sends a response in the format below. If the request succeeded, the response payload is
identical to the request payload. If it did not succeed, the device returns a failure response with no
commanespecific parameters.
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Table 6.59 - Request Data forCommand 0xD111- Set Property (Unsecured)

Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
D111 =Command 0xD111- Set Property (Unsecured)

Company ID

This value is the root of
and is the same for all MagTek devices. Leave this param
empty and use the default.

2B 0601
B |O |0401F6
09

81 var

Device Family ID

Thisval ue is the second port
Property OID, and is the same for all similar MagTek devic
within the same product family. Unless you have a specifig
case that uses this parameter, leave this parameter empty
use the defaulbitherwise your software may not work with
multiple products.

82 03 |Byte 1 Platform B |o |Product
0x02 = Apollo Platform dependent
Byte 2 Product

I O0x01 = DynaFlex0x02 = DynaProx, 0x03 = DynaFlex Il
PED, 0x04 = DynaFlex Il, 0x05 = DynaFlex Il Go

Byte 3 Device Variant
1 0x00 = Standard

Property Type

This parameter contains the first number of the Property O
85 01 |documented in sectighConfiguration. B |R
I 0x01 = Device Settings

1 0x02 = Device Information

Property OID Tree Prefix

This optional parameter contains subsequent numbers of t
Propertybds OI D a s8Gbnfiguratioe, tut
can not include the final number. For simplicity, populate t
with the 29through the seconth-l ast number

oID. B (O |Null

87 var

This can also be populated with fewer numbers from the O
in which case the remaining numbers of the OID must be
included in theProperty OID Remainder.

Property OID Remainder

This contains the remainin
89 var |BER TLV encoded peX.660section8 Basic encoding rules B R
For details about TLV encoding an OID.
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Tag Len Value / Description Typ Req Default

For simplicity, include all numbers except the final number

t he pr op elPropgry Sype@hdBroperty OID Tree

Prefix, and include the final number of the OID OR 0xCO h

then append a length corresponding one of the following, t

append the value to set the property to:

9 If the length of the value you are setting is Ox7F or shol
include one byte equal to the length of the value.

1 If the length of the value you are setting is greater than
O0x7F but less than OxFFFF, append 82, then two bytes
equal to the length of the value.

End of any wrappers, at minimum includiRggquest Messagéundon page32

Table 6.510- Response Data foCommand 0xD111- Set Property (Unsecured)

Tag Len Value / Description Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messadgeundon page33

D111 =Command 0xD111- Set Property (Unsecured)
Company ID

81 var This contains the Company _ID the_host mclgded in the reql B lo INA
message. If this parameter is not included in the request, t
response does not include it.
Device Family ID

82 03 This contains the DeV|c_e Family ID the hos_t mclude_d in the B lo INA
request message. If this parameter is not included in the
request, the response does not include it.
Property Type

85 01 |This contains the Property Type the host included inthere(B |R |N/A
message.
Property OID Tree Prefix

87 var This contains the Property QID Tree Pre_flx the_ host mcl_ude B o INA
the request message. If this parameter is not included in tk
request, the response does not include it.
Property OID Remainder

89 var This contains the same Tk®&hcoded portion of the OID the B IR INA
host included in the Property OID Remainder of the reques
message.

Endof any wrappers, at minimum includifResponse Messageundon page33

Table 6.511 - Request Example

Example (Hex)

SetProperty 1.2.7.1.1.1 Device Reset Occurred Notification Control

AA 008104 0155D1 11 8410 D111 8501 01 8704 02070101 8903 C101 @
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Table 6.512 - Response Example

Example (Hex)

SetProperty 1.2.7.1.1.1 Device Reset Occurred Notification Control

AA 00 8104 8255D1 11 8204 00000000 84820010 D111 8501 01 8704 02070101 8903 C1
01m®

6.5.3 Command 0xD112- Set Property (Secured)

NOTICE

Properties are stored in flash memory, which inherently has a limited number of read
write cycles before it begins to wear. For this reason, MagTek recommends setting
properties as few times as possiblever the lifecycle of the device.

The host uses this command to set device configuration / settings se&roggrties that require
security should specify that they do in their documentation. This command can also be used for
properties that do not require security.

The details, request data and response data of this command are identical to what is documented in
Command 0xD111- Set Property (Unsecured)however, the command must be structured and sent
according to what is documented in sequence of evenisf Command 0xD811- Start Send File to
Device (Secured)

6.6 Command Group 0xD8nn File Operations

6.6.1 About Files
Large bl obs of data uploaded to / downloaded from
common set of commands documented here, and special messapattypie Message Some file

types can be sent in the File Payload fields in A
coming from the command request and response. Other file types require the addition of MagTek
metadata included inside the File Payloaul bl ; t hese are documented in the

sectiond Data Types and Shared TLV Data Objects

Files Types that may come from the host include:
EMV configuration

Firmware updates

Public Key Infrastructure (PKI) Certificates
User interface images and prompts

EMV kernels

SRED BIN tables

=A =4 =4 -8 -4

File Types that may come from the device include:
1 Read back of the above file types

9 Signature Capture

1 Logs
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1 Certificate Requests

The commands in this section share a common listhyftd file types, listed ifable. File types marked
as Secured = Yes must be loaded uslnogymand 0xD811- Start Send File to Device (Securedjile
types that are marked as Secured = No can be loadedGmimgand 0xD812- Start Send File to
Device (Unsecured)

Table 6.6-1 - File Types

File File Type File File
Type Version Subtype Instance

Description Secured

EMV configuration, terminal file. See file | Get: No

definition in sectior.8 on pages8. Set: No 0x00 10x00 0x00 0x00

EMV configuration, processing file. See fi Get: No

definition in sectiort.9 on pages0. Set: No | OX00 |0x00 0x01 0x00

EMV configuration, entry point file. See fi| Get: No

definition in sectiord.100n pages2. Set: No |X00 | 0x00 Ox02 1 0x00

EMV configuration, CA keys file. See fil¢ Get: No

definition in sectiorD X 0x00 |0x00 0x03 0x00
Set: No

on pagers.

EMV configuration, Visa DRL set. Get.: No 0x00 | 0x00 0x04 0x00

Reserved for future use. Set: No

EMV configuration, American Express DR Get: No

set. See file definition in secti@ghl2on X 0x00 |0x00 0x05 0x00
Set: No

page80.

EMV_(_:onflguratlon, MasterCard update Get.: No 0x00 | 0x00 0X06 0x00

conditions. Reserved for future use. Set: No

EMV configuration, American Express Get: No

update conditions. Reserved for future ug Set: No 0x00 0x00 0x08 0x00

EMV_c_onflguratlon, Discover update Get.: No 0x00 |0x00 0X09 0X00

conditions. Reserved for future use. Set: No

EMV configuration, CA revocation list. Get.: No 0x00 | 0x00 OXOA 0x00

Reserved for future use. Set: No

EMV configuration, exception file list. Get.: No 0x00 |0x00 OXOB 0x00

Reserved for future use. Set: No

EMV configuration, DPAS data storage. Get.: No 0x00 |0x00 OXOC 0X00

Reserved for future use. Set: No

Ul configuration file. Get:No |06 | 0x00 0x00 0x00
Set: No

6.6.2 Command 0xD801-Load Firmware File

The host uses this command to send a firmware irfilagsigned by MagTekio the device as the first

step in updating firmwaré&.he hostlsouses this command to send a firmware image file, sighed by
MagTek, to the device as the first step in updating firmware. If the battery charge is five percent or less, a
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response is returned indicating that the command has not been ex&ra&dble 6.6-4 - Response
Example for Command 0xD801

The sequence of events is as follows:
1) The host is assumed to have access to a binary file containing a firmware image signed by MagTek

2) The host composes a command request in the format below, using the binary filBaddhd and
sends it to the device.

3) The device sends a response to the host in the format below to acknowledge it has received the
request. The device will not allow the Load Firmware File command to execute if the battery charge
is 5 percent or lower.

4) The device validates the request and authenticates the firmware file with the algorithm specified in the
firmware file payload.

If the upload was not successful, then go to the next step. If the upload was successful and auto
commit was disabled, then go to the next step. Else, the device will commit the image automatically.
If it was successful, the device semistification 0x0905- Firmware Update Successfuto the host.

If it was unsuccessful, the device sehltification 0x0906- Firmware Update Failedto the host.

Commit Firmware Notification Detail Codes are used for @atmmit mode. In both cases, the device
automatically resets.

Table 6.6-2 - Request Data forCommand 0xD801- Load Firmware File

Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
D801 =Command 0xD801- Load Firmware File
Progress Indicator
8l 01 Reserved for future use. Populate with 0x03. B IR
Image Type
I 0x0000 = Boot Loader 1 image
85 02 | 0x0001 = Main App image B |R
I 0x0002 = WiFi Module image
I 0x0003 = BLE Module image
86 20 |Hash Checksum B |R/O
87 var |Payload B |R
Load Options
88 01 |0x00 = Default mode B |O |0x00
0x01 = Auto Commit
End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.6-3 - Response Data foCommand 0xD801- Load Firmware File

Tag Len Value / Description Typ Req Default
Beginning ofany wrappers, at minimum includif®Response Messageundon page33
D801 =Command 0xD801- Load Firmware File

No parameters.
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Value / Description Typ Req Default

Endof any wrappers, at minimum includifResponse Messageundon page33
Table 6.6-4 - Response Example for Command 0xD801 Battery Charge State

Example (Hex)
AA 00 81 04 82 0D8 0182 04800203 16

If the request started successfully, the Request Status in the message waip&tasted / Running,
All good / requested operation was successful

Table 6.6-5 - Request Example

Example (Hex)

AA 008104 0101 D8 0184 830C 76 58 D8 01 81 01 03 85 02 00 01 86 20 DF C7 1E 09 A3 C
BO F5 B6 75 BE B7 7A OE 82 33 BF F1 8A CD 8F 38 34 BO DB 20 D9 40 4B 28 87 83 0C 76 2§

Plus 0C7628 bytes dirmware Payload excluded here for brevity.

Table 6.6-6 - Response Example

Example (Hex)
AA 0081048201 D8 01820400000000

6.6.3 Command 0xD811- Start Send File to Device (Secured)

The host uses this command to start sending setileedothe devicdor storage or processindt is

similar toCommand 0xD812- Start Send File to Device (Unsecured)put is used to send a different

subset of file types that impact device security and require some form of authentication from the host.

Refer toTable6.6-1 to determine which file type requires a secure commAdinfiles requirethe

command to be authorized viaecarewrapper. Insomecases, files includadditionalsignatures within

the file structure itself This command is paired withommand 0xD821- Start Get File from Device

which the host can use to retrieve files. Howeve
retrieved using that command after the host sends them to the device.

The sequence of events is as follows:
1) The host use€ommand OXE001- Get Challengeto establish a secure session with the device.

2) The host determines which file type it will send to the device (see sédidibout Files), and
either opens an existing file in its file system for reading, or begins constructing it.

3) The host construct8ommand 0xD811- Start Send File to Device (Secured)erTable 6.6-7.

4) The host construciSommand OXEEEE- Send Secured Command to Deviagsing the previously
constructed command as the payload, and sends that command to the deRequesaMessageo
start the process of uploading a file.

a) Build theSecurity Parameters Typeportion of the wrapper with:
i) Security Operation Typepopulated with the following values:
(1) Operation Type £ommand Authorization Using MAC
(2) Operation Algorithm = CMAC
(3) Operation Cipher=AE256
(4) Padding = One and zeros
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(5) MAC Block Size with any number
i) Key Information Type popukted with the key information gathered earlier.
5) The device sendsResponse Messag® the host knows it can begin sending the file.

6) The host sends@ata File Messagéo the device. If the device does not receive file data within a
reasonable period of time, it times out and stops listening for the data file.

7) The device checks to make sure fiile ID and the length and hash of the File Payload match with
the values the host specified in this command.

8) The device repeats the saResponse Messag¢his time with theMessage Reference Numbeget
to the same value the host used inDla¢a File Message

Table 6.6-7 - Request Data forCommand 0xD811- Start Send File to Device (Secured)
Tag Len Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32

D811 =Command 0xD811- Start Send File to Device (Secured)

81 04 |File ID fromTable6.6-1 B |R

A2 var |File transfer properties T |R

Length of File Payload
/81 var | This is the length of thEile Payloadparameter in th®ata B |R
File Messagehe host sends to the device.

Hash Checksum Type
1 0x04 = SHA256

Hash Checksum
/83 20 |Anticipated checksum calculated againstRiie Payload B |R
according to the standard specifiedHash Checksum Type

182 01

File Description
A3 var | The host should populate this value to help identify the file| T |R
usingCommand 0xD825- Get File Info from Device

File Name
/81 var |Maximum length 32 bytes B |O |Nul
Reserved for future use. Leave empty.

File Label
/82 var |Maximum length 16 bytes B |O |Nul
Reserved for future use. Leave empty.

File Version
/83 var |Maximum length 7 bytes B (O |Nul
Reserved for future use. Leave empty.

File Date
/84 var |Maximum length 20 bytes B |O |Nul
Reserved for future use. Leave empty.

87 01 |Reserved for future use. Leave empty. B |O |Nul

End of any wrappers, at minimum includiRggquest Messagéundon page32
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Table 6.6-8 - Response Data foCommand 0xD811- Start Send File to Device (Secured)

Value / Description Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messageundon page33
D811 =Command 0xD811- Start Send File to Device (Secured)
No parameters.

Endof any wrappers, at minimum includiftesponse Messageundon page33

If the request started successfully, the Request Status in the message waip&tisted / Running,
All good / requested operation was successful
Note: For additional support, please contalgtagTek Support.

Table 6.6-9 - Request Example

Example (Hex)

AA 008104 01 04 D8 11 84 81 8F EE EE A1 19 81 05 03 03 06 02 08 84 00 85 00 A8 OA 81 0
82 00 86 00 88 00 A9 00 82 04 FF FF FF FO 83 08 C9 65 45 F2 97 69 85 B1 84 4E D8 11 81 0¢
03 00 A2 2B 81 04 00 00 02 99 82 01 04 83 20 87 A4 B3 54 61BC53C1D DC BA 9D 65 25 5A D4
6A 22 FA 51 5E FD 65 87 AF AC A8 8C 4F AF 80 9B A3 14 38 31 30 38 33 30 33 30 33 30 33

303333333033308701019E 107D E427 C8 A0 707208 19 OA 1E OA 3F 48 BB F1

Table 6.6-10- Response Example

Example (Hex)
AA 00 81 04 82 0C D8 11 82 04 00 00 00 00

6.6.4 Command 0xD812- Start Send File to Device (Unsecured)

The host uses this command to start sending unsefileietb the devicdor storage or processingt is
similar toCommand 0xD811- Start Send File to Device (Securedut is used to send a different
subset of file types that do not impact device security, Refealite6.6-1 to determine which file type
can use unsecure command This command is pairedaittmand 0xD821- Start Get File from
Devicek which the host can use to retrieve files.
be retrieved using that command after the host sends them to the device.

The sequence of events is as follows:

1) The host determines which file type it will send to the device (see sédfidiibout Files), and
either opens an existing file in its file system for reading, or begins constructing it.

2) The host construcSommand 0xD812- Start Send File to Device (Unsecured)erTable 6.6-11.

3) The host sends that command to the deviceRegjaiest Messago start the process of uploading a
file.

4) The device sendsResponse Messagso the host knows it can begin sending the file.

5) The device checks to make sure Bile ID and the length and hash of & Payloadmatch with
the values the host specified in this command.

6) The device repeats the saResponse Messagéhis time with theMessage Reference Numbeget
to the same value the host used inDla¢a File Message
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Table 6.6-11 - Request Data forCommand 0xD812- Start Send File to Device (Unsecured)

Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
D812 =Command 0xD812- Start Send File to Device (Unsecured)

81 04 |File ID from Table6.6-1 B |R
A2 var |File transfer properties T |R

Length of File Payload
/81 var |This is the length of thEile Payloadparameter in thBata B |R
File Messagehe host sends to the device.

Hash Checksum Type
1 0x04 = SHA256

Hash Checksum
/83 20 |Anticipated checksum calculated againstRile Payload B |R
according to the standard specifiedHash Checksum Type

182 01

File Description
A3 var |The host should populate this value to help identify the file|T |R
usingCommand 0xD825- Get File Info from Device

File Name
/81 var |Maximum length 32 bytes B |O |Nul
Reserved for future use. Leave empty.

File Label
182 var |Maximum length 16 bytes B |O |Nul
Reserved for future use. Leave empty.

File Version
/83 var |Maximum length 7 bytes B |O |Nul
Reserved for future use. Leave empty.

File Date
/84 var |Maximum length 20 bytes B |O |Nul
Reserved for future use. Leave empty.

87 01 |Reserved for future use. Leave empty. B |O |Nul

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.6-12 - Response Data folCommand 0xD812- Start Send File to Device (Unsecured)

Tag Len Value / Description Typ Req Default
Beginning ofany wrappers, at minimum includif®Response Messageundon page33
D812 =Command 0xD812- Start Send File to Device (Unsecured)

No parameters.

Endof any wrappers, at minimum includifResponse Messageundon page33

If the request started successfully, the Request Status in the message waip&tisted / Running,
All good / requested operation was successful

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Pagel580f 315(D998200489102)



6 - Commands

Note: For additional support, please contalgtagTek Support.

Table 6.6-13- Request Example

Example (Hex)

AA 00

8104 0107 D8 12

84 44

D8 12

81 04 02 00 00 00

A2 2B

81 04 00 02 58 38

820104

83 20

D5 B8 BF 2F 3A 15 D9 EE 1D 0D E5 8E DD 68 37 73
18 51 C7 3C 3D 79 58 2B A6 07 90 5C 2B 86 3C E5
A3 0A

81 08 30 3230 303030303087 0101

Table 6.6-14 - Response Example

Example (Hex)
AA 0081048207 D8 128204 00000000

6.6.5 Command 0xD821- Start Get File from Device

The host uses this command to request a file stored on the dEilegypes include standard files

(images and certificatedylagTekcustom files (configuration, firmwargdnd in some cases even large

data blob output (such as signature capture data). In many cases, the files retrieved by this command have
been sent by a host previously us@gmmand 0xD811- Start Send File to Device (Securedr

Command 0xD812- Start Send File to Device (Unsecured)In other cases, such as retrieving

signature capture data, the data may originate with the device and the host uses this command to retrieve
it. Such data and is not persistent, in the sense that the device does not retain it through power cycles.

The sequence of events is as follows:
1) The host composes a command request in the format below, and sends it to the device.

2) The device sends a response in the format below so the host knows it can begin listening for a file
message.

3) The device sends@ata File Messagdo the host. If the host does not receive file data within a
reasonable period of time, it should time out and stop listening for the data file.

4) Upon receiving the end of thgata File Messagethe host should check to make sureRfe ID,
length, and hash of thele Payloadin the Data File Messaganatch the values the device specified
in its response to ensure the file has not been tampered with.

Table 6.6-15 - Request Data forCommand 0xD821- Start Get File from Device
Tag Len Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32

D821 =Command 0xD821- Start Get File from Device

81 04 |File ID from Table6.6-1 B |R
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Value / Description Typ Req Default

Progressndicator behavior (Reserved for future use / Subjg

to change)
87 01 1 0x00 = None B |O |Null
1 Ox01=LED

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.6-16 - Response Data folCommand 0xD821- Start Get File from Device

Value / Description Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messadgeundon page33

D821 =Command 0xD821- Start Get File from Device

81 04 |File ID from Table6.6-1 B |R

A2 var |File transfer properties T |R

Length of File Payload
/81 var | This is the length of thEile Payloadparameter in th®ata B |R
File Messagehe device sends to the host.

Hash Checksum Type

/82 01 1 Ox04 = SHA256

Hash Checksum
/83 20 |Anticipated checksum calculated againstRile Payload B |R
according to the standard specifiedHash Checksum Type

File Description
A3 var | The values the host populated for convenience whenitsenT [R
file to help identify the file. Not all values are required.

File Name
/81 var |Maximum length 32 bytes B |O |Nul
Reserved for future use.

File Label
182 var |Maximum length 16 bytes B |O |Nul
Reserved for future use.

File Version
/83 var |Maximum length 7 bytes B |O |Nul
Reserved for future use.

File Date
/84 var |Maximum length 20 bytes B |O |Nul
Reserved for future use.

Endof any wrappers, at minimum includiftesponse Messageundon page33

If the request started successfully, the Request Status in the message waipddase.
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Table 6.6-17 - Request Example

Example (Hex)
AA 00 81 04 01 08 D8 284 0B D8 2181 04 00 00 00 0&7 01 01

Table 6.6-18 - Response Example

Example (Hex)

AA 00 81 04 82 08 D8 21 82 04 00 00 00 00 84 54 D8 21 81 04 00 00 00 01 A2 2B 81 04 00 00
8201048320 FD EAB9 AC F3 7103 62 BD 26 58 CD C9 A2 9E 8F 9C 75 7F CF 98 11 60 34
7C D1 D9 15 11 08 A3 1D 81 0B 54 45 53 54 5F 31 4B 2E 62 69 65 82 ®1 62 65 6C 83 07 31 4
30 2E 30 2E 31

Note: For additional support, please contagtagTek Support.

6.6.6 Command 0xD825- Get File Info from Device

The host uses this command to request the file information of a file stored on the &deitygpes

include standard files (images and certificgt®agTekcustom files (configuration, firmwareind in

some cases even large data blob output (such as signature capture data). In many cases, the file
information retrieved by this command have been sent by a host previouslyosimgand 0xD811-

Start Send File to Device (Secured)r Command 0xD812- Start Send File to Device (Unsecured)

In other cases, such as retrieving file information of signature capture data, the data may originate with
the device and the host uses this command to retrieve the information. Such information is not persistent,
in the sense that the device does etin it through power cycles.

The sequence of events is as follows:
1) The host composes a command request in the format below, and sends it to the device.
2) The device sends a response in the format below. The response contains the file information.
3) If the file can not be found, then a response of failure will be sent to the host.
Table 6.6-19 - Request Data forCommand 0xD825- Get File Info from Device

Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
D825 =Command 0xD825- Get File Info from Device
81 04 |File ID from Table6.6-1 B |R
End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.6-20 - Response Data foCommand 0xD825- Get File Info from Device

Tag Len Value / Description Typ Req Default
Beginning ofany wrappers, at minimum includifResponse Messageundon page33
D825 =Command 0xD825- Get File Info from Device

81 04 |File ID fromTable6.6-1 B [R
A2 var |File transfer properties T |R
Length of File
/81 var | 1pis'is the length of the file. B IR
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Tag Len Value / Description Typ Req Default

Hash Checksum Type
1 0x04 = SHA256

Hash Checksum
/83 20 |Anticipated checksum calculated against the file, accordingB |R
the standard specified klash Checksum Type

182 01 B |R

File Description
A3 var | The values the host populated for convenience whenitsenT [R
file to help identify the file. Not all values are required.

File Name
/81 var |Maximum length 32 bytes B |O |Null
Reserved for future use.

File Label
/82 var |Maximum length 16 bytes B |O |Nul
Reserved for future use.

File Version
/83 var |Maximum length 7 bytes B |O |Nul
Reserved for future use.

File Date
/84 var |Maximum length 20 bytes B |O |Nul
Reserved for future use.

Endof any wrappers, at minimum includif®esponse Messageundon page33

If the request started successfully, the Request Status in the message wip&tisted / Running,
All good / requested operation was successful

Table 6.6-21 - Request Example

Example (Hex)
AA 00 81 04 01 08 D8 284 (B D8 2581 04 00 00 00 01

Table 6.6-22 - Response Example

Example (Hex)

AA 00 81 04 82 08 D&5 82 04 00 00 00 00 84 54 D8 25 81 04 00 00 00 01 A2 2B 81 04 00 00 ¢
8201048320 FD EAB9 AC F3 7103 62 BD 26 58 CD C9 A2 9E 8F 9C 75 7F CF 98 11 60 34
7C D1 D9 1511 08 A3 1D 81 OB 54 45 53 54 5F 31 4B 2E 62 69 6E 82 05 4C 61 62 656G132H
30 2E 30 2E 31

Note: For additional support, please contagtagTek Support.

6.6.7 Command 0xD8319 Delete File from Device
The host uses this command to request the deletion of a file stored on the device. File types include
Custom Idle Page Image 1 to 4Tiable 6.6-11

The sequence of events is as follows:
1) The host composes a command request in the format below and sends it to the device.
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2) The device reads and erases the file and sends a response to the host in the format below.
3) If the file read or the file erase fails, a response of failure will be sent to the host.

Table 6.6-23 - Request Data forCommand 0xD831i Delete File from Device

Tag Len Value / Description Typ Req Default
Beginninany wrappers, at minimum includiRgquest Messagéundon
D831 =Command 0xD831i Delete File from Device
81 04 |File ID from Table6.6-1 B |R

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.6-24 - Response Data foCommand 0xD831i Delete File from Device

Value / Description Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messageundon page33
D831 =Command 0xD831i Delete File from Device
No parameters.

Endof any wrappers, at minimum includiftesponse Messageundon page33

Table 6.6-25 - Request Example

Example (Hex)
AA 00 81 04 01 05 D8 31 84 08 D8 31 81 04 02 00 00 00

Table 6.6-26 - Response Example

Example (Hex)
AA 00 81 04 82 05 D8 31 82 04 00 00 00 00

6.7 Command Group 0xD9nn Process Files

6.7.1 Command 0xD901- Commit Firmware from File
The host uses this command to commit a file previously uploaded@smgiand 0xD801- Load
Firmware Filei nt o t he devicebds permanent memory after th

The sequence of events is as follows:

1) The host composes a command request in the format below, and sends it to the device.
2) The device sends a response in the format below.

3) The device writes the image file to permanent storage.

4) If the commit operation was successful, the device seotfcation 0x0905- Firmware Update
Successfuto the host. If the commit operation was not successful, the deviceNetifitsation
0x0906- Firmware Update Failedto the host. In both cases, the device automatically resets.
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Table 6.7-1 - Request Data forCommand 0xD901- Commit Firmware from File

Tag Len Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32

D901 =Command 0xD901- Commit Firmware from File

Progress Indicator

81 01 Reserved for future use. Populate with 0x03.

Operation Options

82 01 Reserved for future use. Populate with 0x00.

Image Type

9 0x0000 = Boot Loader 1 image
85 02 |1 0x0001 = MainApp image B |R
I 0x0002 = WiFi Module image
I 0x0003 = BLE Module image

86 20 |Hash Checksum B |R
End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.7-2 - Response Data foCommand 0xD901- Commit Firmware from File

Value / Description

Beginning ofany wrappers, at minimum includifResponse Messageundon page33

D901 =Command 0xD901- Commit Firmware from File

No parameters.

Endof any wrappers, at minimum includiftesponse Messageundon page33

If the request started successfully, the Request Status in the message waip&tisted / Running,
All good / requested operation was successful

Table 6.7-3 - Request Example

Example (Hex)

AA 008104 0102 D9 01 84 2E D9 01 81 01 03 82 01 00 85 02 00 01 86 20 DF C7 1E 09 A3 C
BO F5 B6 75 BE B7 7A OE 82 33 BF F1 8A CD 8F 38 34 BO DB 20 D9 40 4B 28

Table 6.7-4 - Response Example

Example (Hex)
AA 008104 8202D9 018204 00000000

Table 6.7-5 - Notification Example

Example (Hex)
AA 00810483000905820408010A 03

Note: For additional support, please contagtagTek Support.
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6.8 Command Group OxDFnn Diagnostics and Utilities

6.8.1 Command OxDFO01- Echo
The host uses this command to prompt the device for a response that contains the same payload it sent.

The sequence of events is as follows:

1)

2)
3)

The host constructs the command requesCtanmand 0xDF01- Echoin the format below,

populating any of the available parameters with any data. The total length of data to be echoed across
all parameters must not exceed 128 bytes.

The host sends the command request to the device.

The device sends a command response in the format below to the host, echoing back the exact
parameters the host sent in the command request.

Table 6.8-1 - Request Data forCommand 0xDF01- Echo

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32

Value / Description Typ Req Default

DFO01 =Command OxDFO01- Echo

81

var |Data to be echoed B |O

82

var |Data to be echoed B |O

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.8-2 - Response Data foCommand 0xDF01- Echo

Tag Len Value / Description Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messageundon page33

DFO01 =Command OxDFO01- Echo

81

var |Data being echoed B |O

82

var |Data being echoed B |O

Endof any wrappers, at minimum includifResponse Messageundon page33

Table 6.8-3 - Request Example

Example (Hex)

AA 00 81 04 01 01 DF 01 84 07 DF 01 81 03 01 02 03

Table 6.8-4 - Response Example

Example (Hex)

AA 00 81 04 82 01 DF 01 82 04 00 00 00 00 84 07 DF 01 81 03 01 02 03

6.9 Command Group OXEnnn Security

6.9.1 Command OXEOQO01- Get Challenge
The host uses thmommando requesthallengedata from the device, which the host can then use to
perform a specific sensitive operation / modify a specific type of device setting. Information about how
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the host should pass the required challenge data to the device is included in the documentation for all
commands that use this security mechanism.

The sequence of events is as follows:

1) The host already wants to perform a secured operation that requires a challenge [for example
Command OXEEEE- Send Secured Command to Devi¢e

2) The host constructs the command requestfinmand 0XE001- Get Challengein the format
below.

3) The host sends the command request to the device.

4) The device generates a random number for the challenge, stores it locally, and sends a response in the
format below to the host.

5) The device starts a 5 minute countdown timer during which the challenge is valid. If the host takes
no action within 5 minutes, the timer expires, the device erases the challenge data, and the device
must retrieve a fresh challenge to perform the operdtiwants to performThis binding of the
command to a specific time period allows the device to detect and reject commands that have been
captured/intercepted at one point in time and replayed later.

Table 6.9-1 - Request Data forCommand OxXE001- Get Challenge
Tag Len Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32

E001 =Command OxE001- Get Challenge

81 02 |Request ID to be protected B |R

End of any wrappers, at minimum includiRggquest Messagéoundon page32

Table 6.9-2 - Response Data foCommand 0XE001- Get Challengeset Challenge
Tag Len Value / Description Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messageundon page33

E001 =Command 0xE001- Get Challenge

81 02 |Request ID to be protected B |R

82 04 |Device Serial Number B |R

Challenge Token
A challenge token includes 8 byte randoumbers and must
83 08 |used within 5 minutes of being issued. Only one token canB |R
active at a time. Attempts to use a token for requests othe
the one specified will cause the token to be revoked/erase(

Endof any wrappers, at minimum includifResponse Messageundon page33

Table 6.9-3 - Request Example

Example (Hex)
AA 0081040113 E0018406E0018102F012
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Table 6.9-4 - Response Example

Example (Hex)

AA 00 81 04 82 13 EO 01 82 04 00 00 00 00 84 16 A2 14 81 02 EO 01 82 04 B5 03 3D A0 83 0§
A0 62 69 BB 73 38

6.9.2 Command OXEEEESend Secured Command to Device

The host uses this command to transmit another co
provides the device a means to ensure the wrapped command originated from an authentic, authorized

host. In addition, its implementation includes an openatiat starts a countdown timer, which ensures

the command is current and is not an unauthorized replay of a previously intercepted / stored command.

This command can use multiple authentication methods, including MAC or ECDSA Signature. The

method and @arameters to use are specific to the command being wrapped, and are specified in the
documentation for that command.

The sequence of events is as follows:

1) The host determines what command it wants to call from seg@mmmands determines the
command must be secured, and uses the Request Data table for that command toMesgaose
Payload

2) The host use€ommand 0XEO001- Get Challengeto retrieve &hallenge Tokenand unlock the
device for receiving the desired command for a limited period of time. When the time expires, the
device will no longer accept the Challenge Token and the host will have to retrieve another one.

3) The host creates an instance&Cofmmand OXEEEE- Send Secured Command to Devidae the
format below, and includes the Message Payload and Challenge Token inside itRén et
Messageit fills in Command ID as the command number of the wrapped Message Payload, instead
of OXEEEE. Some parameters are comragpetific; see the documentation for the command that is
being wrapped to determine what values to use.

4) The host sends the resulting composite command request to the device.

5) The device validates the serial number and challenge token, then examines the parameters to
determine which authentication method is being used, and authenticates the command accordingly.

6) If the device determines the command request is authentic, it will start executing the secure command
defined by the Message Payload.

7) The device sends a response to the host reporting success or failure. In both caspmribe uses
the format that corresponds to the command invoked by the Message Payload. See the
documentation for that command to determine the format of the response.

Table 6.9-5 - Request Data forCommand OXEEEE- Send Secured Command to Device

Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
EEEE =Command OxEEEE- Send Secured Command to Device

Security Parameters
This parameter describes how the Signature parameter it
data object is calculated, and iSecurity Parameters Type

Al Var | TLv data object. To determine which values to use in tha T R
TLV data object, see the documentation for the commang
being wrapped.
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Tag Len Value / Description Typ Req Default
82 04 |Serial Number B R
Challenge Token
83 08 |The token the device returned when the host called B R
Command O0XEO01- Get Challenge
84 var |Message Payload B R
9E var |MAC or Signature B R
End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.9-6 - Request Example Using MAC

Example (Hex)

This example wrap€ommand 0xD811- Start Send File to Device (Secured)

AA 008104 0104 D8 11 84 81 8F EE EE A1 19 81 05 03 03 06 02 08 84 00 8500 A8 0A 810
82 00 86 00 88 00 A9 00 82 04 FF FF FF FO 83 08 C9 65 45 F2 97 69 85 B1 84 4E D8 11 81 04
03 00 A2 2B 81 04 00 00 02 99 82 01 04 83 20 87 A4 B3 54 61BC53C1D DC BA 9D 65 25 5A D4
6A 22 FA 51 5E FD 65 87 AF AC A8 8C 4F AF 80 9B A3 14 38 31 30 38 33 30 33 30 33 30 33

303333333033308701019E 107D E427 C8 A0 707208 19 OA 1E OA 3F 48 BB F1

Note: For additional support, please contalgtagTek Support.

6.9.3 Command OXEFO01- Load Key Using TR1

The host uses this command to | oad a key
memory.
Table 6.9-7 - Device Key ID / Slot
ID Label ‘ Description Load TK
1000 TMPTK Temporary KBPK agree
1001 MTK Master Transport TMPTK
1002 DEVTK Device Master MTK
1003 FINTK Financial Master MTK
1021 PRODTK Production- MagTek Internal Only DEVTK
1022 MFGTK MagTek Only Internal/External DEVTK
1081 MKIFTK MagTek KIF Financial Keys FINTK
1101 FREQMK Factory Request MAC PRODTK
1102 MREQMK Mfg Device Request MAC MFGTK
1111 MFRQMK Mfg Financial Request MAC MKIFTK
20xx DKPTMO-1F MagTek DUKPT Initial Key MKIFTK

To inject a specific key in the above table, the corresponding Load TK shall be injected previously
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As shown in the table, MTK injection requires that a TMPTK has been create@CofSweand OxFO17-
Establish Ephemeral KBPK.

After MTK has been injected successfully, the sequence of injecting other keys is as follows:
1) The host use€ommand OXE0O01- Get Challengeto establish a secure session with the device.

2) The host constructs a TRL (X9.143) key block for the key it is going to load. (Note that the
Load Key must be injected previously.)

3) The host constructs the command requesCtmnmand OXEF01- Load Key Using TR-31in
the format below.

4) The host sends the command request to the device.
5) The device sends a response in the format below to the host.

Table 6.9-8 - Request Data forCommand OxEF01- Load Key Using TR-31

Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
EF01 =Command OxEF01- Load Key Using TR-31

Key Block
This is a populated, securé®-31 KeyBlock Type.

84 var B R

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.9-9 - Response Data foCommand OxEF01- Load Key Using TR-31

Tag Len Value / Description Typ Req Default
Beginning ofany wrappers, at minimum includifResponse Messadgeundon page33
EF01 =Command OxEF01- Load Key Using TR-31

No parameters.

Endof any wrappers, at minimum includif®esponse Messageundon page33

Table 6.9-10- Request Example

Example (Hex)

AA 008104 01 1AEF 0184 8201 36 EF 01 84 82 01 30 44 30 33 30 34 42 31 54 58 30 30 4E
303049 4B 31 38 46 46 46 46 39 38 37 36 35 34 33 32 31 30 33 30 30 30 30 30 32 31 35 38 4
4B 31 30 30 31 54 31 313034 32 303037 31323034 3% 30 32 31 30 34 30 30 3346 3331 3
37 42 353041 46 44 32 33 32 31 3043 393336 313944444141 32313336433733333
3032 303132303454 3137 3136 33 305A4B 50 3045 30 3139 33364641 33 3245 4B ¢
30 30 34 35 30 30 5383 31 34 32 30 32 30 30 39 30 32 54 31 35 35 38 30 32 5A 50 42 30 34 35
31 37 46 33 34 37 31 34 43 32 42 38 38 46 33 39 353532 32 3246 46 353941413035374
41 46 38 32 41 37 35 37 32 46 39 33 38 46 38 33 38 42 43 36 35 45 45 33B3487 46 35 39 41
3036434434353531393232374132353543374435443743383637343530334
36 46 41 37 31 333243 3846 41 39 39 36 42 34 45 42 36 41 41 31 31 34 46 45
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Table 6.9-11 - Response Example

Example (Hex)
AA 008104821A EF01820400000000

Note: For additional support, please contalgtagTek Support.

6.9.4 Command OXEF066 Change Device Lock State

The host can use this command to change the devic
using MagTek security sé&roperty 1.2.5.2.1.1 Device Lock StateThe value of the device lock state

will revert to the value oProperty 1.2.5.2.1.2 Device Lock State After Resafter a reset or a power

cycle. SeeDevice LockFeature for more information.

Table 6.9-12 - Request Data forCommand OXEF06i Change Device Lock State

Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
EF06 =Command OxEF06i Change Device Lock State

Device Lock State
81 01 |9 0x00 = Unlocked B (M
 O0x01 = Locked

Passcode Format
9 0x00 = Clear
M 0x01 = Fixed SHA256
9 0x02 = Variable SHA256

Passcode
The value of the passcode depends on the value of the pa
format parameter.

82 01

If the passcode format is set to clear, then the value of the
passcode is the passcode in the clear and can have a leng
63 bytes.

04- |If the passcode format is set to fixed SiaB6, then the value
63 |of the passcode is the 32 byte SHB6 hash value of the
passcode.

83

If the passcode format is set to variable SEES, then the
value of the passcode is the 32 byte SE&6 hash value of a
byte random challenge token followed by thé3tbyte
passcode. The challenge token must have been retrieved
the device withirthe last 5 minutes usir@ommand OXE001
Get Challenge

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.9-13 - Response Data folCommand OxEF06i Change Device Lock State

Value / Description Typ Req Default

Beginning ofany wrappers, at minimum includif®Response Messageundon page33
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Tag Len Value / Description Typ Req Default
EF06 =Command OxEF06i Change Device Lock State

No parameters.

Endof any wrappers, at minimum includifResponse Messageundon page33

Table 6.9-14 - Request Example
Example (Hex)
AAQ00 81 04 0155EF06 84 OE EF06 810100 820100 8304 34333231

Table 6.9-15- Response Example
Example (Hex)
AAO00 81048255EF0@2040000000@8402EF06

6.9.5 Command OXEF078 Change Device Lock Passcode

The host can use this c¢omman dhetvaue ofthadegcelodkhe devi

passcode is stored in nonlatile memory so changes made to it will persist after the device is reset or
power cycled.To change the device lock passcode using MagTek security or to see its default value see
Property 1.2.5.2.1.3 Device Lock Passcod&eeDevice LockFeature for more information.

Table 6.9-16 - Request Data forCommand OXEF071 Change Device Lock Passcode

Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
EF07 =CommandxEFO071 Change Device Lock Passcode

4. |Current Passcode
81 63 The current passcode in the clear. This must matchthevaB |M
the current passcode or the command will fail.

04 New Passcode
82 63 Thenewpasscode in the clear. It canly contain any B |M
printable ASCII characteasr the command will fail.

End of any wrappers, at minimum includiRgquest Messagéundon page32

Table 6.9-17 - Response Data folCommand OXEF07i Change Device Lock Passcode

Tag Len Value / Description Typ Req Default
Beginning ofany wrappers, at minimum includifResponse Messadgeundon page33
EF07 =CommanddxEF071 Change Device Lock Passcode

No parameters.

Endof any wrappers, at minimum includiftResponse Messageundon page33
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Table 6.9-18 - Request Example

Example (Hex)
AAQ00 81 04 0155EFQ07 84 OE EF07 810434333231 820434333231

Table 6.9-19 - Response Example

Example (Hex)
AAQ00 81048255EF0B20400000008402EF07

6.9.6 Command OXEF11- Get Key Info
The host uses thiommand to retrieve information about a key slot, including details about the key
stored in that slot. It can be used for several purposes, including:

91 Determine if a key exists / has been loaded
1 Get key derivation data to derive a DUKPT key
1 Get transport key information to retrieve the appropriate transport key

The sequence of events is as follows:
1) The host constructs the command request in the format below.
2) The host sends the command request to the device.
3) The device sends a response in the format below to the host.
Table 6.9-20 - Request Data forCommand OxEF11- Get Key Info
Tag Len Value / Description Typ Req Default
Beginning of any wrappers, at minimum includiRgquest Messagéoundon page32
EF11 = Command OXEF11- Get Key Info

Key Slot ID
SeeTable 4.186 - Key Slot ID on pages7.

End of any wrappers, at minimum includiRgquest Messagéundon page32

81 02 B |R

Table 6.9-21 - Response Data folCommand OXxEF11- Get Key Info

Tag Len\ Value / Description Typ Req Default
EF11 = Command OXEF11- Get Key Info
81 04 |Key Slot Information B R
Key Slot Status
1 0x00 = Empty
1 O0x01 = Loaded (Key not assigned purpose)
/null (1) |1 Ox02 =Loaded & Active B R
T 0x03 = Exhausted (End 8fUKPT key sequence
1 Ox04 = Expired (Reserved, certificate status)
I OxFF = Not supported in this device
Key Slot Type
/null (1)First byte of the Key SlotB R
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Tag Len‘ Value / Description Typ Req Default

Transport Key Slot ID
This specifies the key used to secure and load the key tha
host is retrieving information about. SEable 4.186 - Key
Slot ID on page37.

82 06 |Loaded Key Information B |O

Key Environment
/null Q) |1T 6T6 = Test A R
T 6P6 = Production

TR-31 Attributes
/null (4) |SeeTable4.182- TR-31 Key Type Table- B R
Usage/Algorithm/Mode

/null 2)

Encoding of Algorithm & Length
0x01 = DEA

0x02 = 2TDEA

0x03 = 3TDEA B |R
0x04 =AES128
0x05 = AES192
0x06 = AES256

Key Check Value
83 var | ForAES-CMAC, 5 bytes. B 0]
i ForTDESCMAC or TDESCBCMAC, 3 bytes

Key Derivation Information
84 var | This contains théerivation blockkey serial numbe(SN), (B |O
or key label asappropriate for the key type.

mull | (1)

E R I

Restrictions
AB var Reserved. Do not include. B o

DUKPT Restrictions

81 02 These restrictions come from the -BR block. B o
Timestamp

89 var |Thiscomesfromthe T/ 1 bl ock or ftime nB @]
clock.

Table 6.9-22 - Request Example

Example (Hex)
AA 0081040121EF118406EF 1181022007

Table 6.9-23- Response Example

Example (Hex)

AA 0081048221 EF118204000000008434A2 32810402201081820654423154580384
OAFFFF9876543210300000A6 048102003F89103230323030393032543135353830
325A
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Note: For additional support, please contalgtagTek Support.
6.10 Command Group OxFnnr Manufacturing

6.10.1 Command OxF017- Establish Ephemeral KBPK

The host uses this command to completeBE®HE-ECDSA Key Exchang@rotocol, which enables
the host and the device to generate the same TEMP KBPK key to useowithand OXEFO01- Load
Key Using TR-31to load the Master Transport Key (MTK).

The sequence of events is as follows:
1) The host use€ommand OXE001- Get Challengeto establish a secure session with the device.
2) The host construc8ommand 0xF017- Establish Ephemeral KBPK perthe request table below.

3) The host construcSommand OXEEEE- Send Secured Command to Deviaasing the previously
constructed command request as the payload, and sends that command request to the device as a
Request Message

a) Because this command is secured using a signatureRrepdrty 2.1.2.2.2.6 Key Typdo
determine which fixed key to use to generate the signature.

b) Build the Security Parameters Typeportion of the wrapper with:
i) Security Operation Typepopulated with the following values:
(1) Operation Type £ommand Authorization Using Signature
(2) Operation Algorithm f£CDSA (indeterministic)
(3) Operation Hash SHA-256
(4) Operation Curve £521
4) The device does the following:
a) Validates the secure wrapper around the command, and terminates if the signature is invalid.

b) Determine if the Master Transport Key (MTK) has already been loaded. If it has, the device
rejects the command request.

c) Generatsa pair of keys, sawdhe Device Rivate Key for calculation
d) Generates and saves 8 bytes of Device Random Token for calculation.
e) Calculates the TEMP KBPK based on Host Public Key and Host Random Token passed in with

the command request, and the Device Private Key and Device Random Token the device
generated.

5) The device sendsResponse Message the host to indicate the result. The response message
includes Device Random Token and Device Public Key.

6) The host calculates a matching TEMP KBPK as defined ohefined irNIST SP80056A, using the
Host Private Key, Host Random Token, Device Public Key, and Device Random Token. It can then
use this key to perform encryption operations on secret data in the Master Transport Key (MTK).

7) The device uses its copy of the matching TEMP KBPK to decrypt the secret information encrypted by
the host using the same key. On successful MTK load, the device erases the TEMP KBPK. It also
erases the TEMP KBPK if the device is power cycled or resdtitee host would need to restart the
process with a new TEMP KBPK.

Table 6.10-1 - Request Data forCommand 0xF017- Establish Ephemeral KBPK

Value / Description Typ Req Default

Beginning of any wrappers, at minimum includiRgquest Messagéundon page32
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Tag Len Value / Description Typ Req Default
F017 =Command 0xF017- Establish Ephemeral KBPK

Security Parameters
This contains &ecurity Parameters TypeTLV data object
with only the first parameter populated with:

Al var |01 = Key Agreement, B |R
01 = ECDHE,
05 = Curve P521,
01 = SP80G6A

Host Ephemeral Public Key
This parameter is in ASN.1 format. The information of the

83 var cipher and key size are included in the ASRublic Key file B IR
(PKCS#8)
84 08 Host Random Token B IR
This contains an 8 byte random number generated by the
Table 6.10-2 - Response Data folCommand 0xF017- Establish Ephemeral KBPK
Tag ‘ Len Value / Description | Typ Req Default

Beginning ofany wrappers, at minimum includifResponse Messadgeundon page33
F017 =Command 0xF017- Establish Ephemeral KBPK

Security Parameters

This contains &ecurity Parameters TypelLV data object
populatedentirely with 0xO0Opadding to indicate that all value
are the same as the corresponding values in the Request.

Al var

Device Ephemeral Public Key
83 var |Thisparameter is in ASN.1 format. The information of the |B |R
cipher and key size are included in the ASN.1 key file.

Device Random Token
84 08 |This contains an 8 byte random number generated by the |B |R
device.

Endof any wrappers, at minimum includiftesponse Messageundon page33

Table 6.10-3 - Request Example
Example (Hex)

AA 00

8104 0110 FO 17

84 8201 8C

EE EE /I Secure Wrapper
Al 24

81 04 02 01 04 05

84 00 85 00

A8 16

81 02 00 00

82 07 45 43 43 53 49 47 4E
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Example (Hex)

86 054543 445341

88 00 A9 00

82 04 B5 03 3D A0

83 08 ED BO 79 E6 E3 F1 83 AE

84 81 C3 /I payload is 0xF017 command body

FO 17

Al 14 /I Security parameters

810401010501

84 00

A8 0A

81 02 00 00

82 00

86 00

88 00

83 81 9E /I TL of PKCS8 public key

3081 9B /I'V of PKCS8 public key

30 10

06 07 2A 86 48 CE 3D 02 01

06 05 2B 81 04 00 23

03 81 86

00

04

01 64 1C DA 45 C5 56 B3 8B 31 29 8C 94 A1 E7 95

C9D385C04D F31513 D991 438458 15 CD 45

6B 67 F6 AC 7C 56 DF F8 0C 65 A7 CF 81 F1 13 2F

AAE522107823 C94F 1D CD 24 42 EC 1A 3F A4

7558

00 97 59 96 9E 01 DO 62 47 B7 EF 5F OB DO 8B E6

CA 12 FO 3C 13 43 AF 1521 92 3D 6B FE 47 74 68

38 3F DD 1E 90 2B FD OF D6 DA 7A A1 E9 A1 98 85

3A DA 93 6D EE 05 61 87 8B 81 BF 6A 78 2F 40 A5

E8 66

84 08 BD E3 77 88 83 0C F6 37 /l TLV of 8-byte random # for TEMIKBPK
/I end of OXFO17 command body

9E 81 8B

30 81 88

02 42

00C4 131D C2137AF6 FD FO F1 BB BD 14 C2 4A

FE D7 6F BC 80 91 84 26 43 85 40 B6 5D BE 1D 9C

7490 77 B6 41 62 69 52 04 72 93 CO 9C 59 2A DB

0331 0F 8A 28 CODB 1A B7 1B 51 B3 E6 BD FF 50

77 CA

02 42

01 EE D8 2D 9F A3 D1 98 4E 74 C8 85 11 52 93 15

FF 9D 7D 5A 03 FD 84 B8 B9 09 20 8B 15 98 7A 5E

56 A5 61 71 9A OA B9 D1 DA 1C 96 1D OC EF FO D2

E3 A4 22 84 60 E2 AA 8C AA 2B 8B AE 02 50 D8 B3

CF 84
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Table 6.10-4 - Response Example

Example (Hex)

AA 00

81048210 FO 17

82 04 00 00 00 00

84 81 B5 /l Response Payload

FO 17

Al 06

8101 00

82 01 00

83 81 9E /I TL of PKCS8 public key
3081 9B /I'V of PKCS8 public key

30 10

06 07 2A 86 48 CE 3D 02 01

06 05 2B 81 04 00 23

03 81 86

00

04

01 77 CD 91 56 96 34 2B C6 5A 6C EC 5D 74 96 41
B3 F92B 12851990 F8 73 BF FF 3C 10 44 E3 CB
214ECAF6 CEFCF8C8805244 13FAB197 Al
8C 44 FE 95 A2 0A F3 3D A4 3A 8F 2E 39 41 23 22
B1 AB

01 29 26 4F CC OE 86 11 16 92 FF BC E1 BF DA FC
21 BAB15A C4DE 7B C1 6F A9 17 F8 4B 1E B2 1F
5F 21 7D 54 00 1541 C321 750D 21 DC 95 13 A7
2C8C11779638875108 7A 1F 63 EC A8 8F C4
AB B3

84 08 4AC4AECO0B 47 E453 EB /I TLV of 8-byte random # for TEMHKBPK

Note: For additional support, please contalgtagTek Support.
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7 Notifications
This section provides definitions and practical information abadification Messages, which follow
the format described in secti@®.2.3 To find documentation about a specific notification:

1) Use theNotification Sourcebyte in the message to find the Notification Source subsection below.
For example, Notification Sour@x01 Transactionleads to subsection1 Notification Source
0x01nn- Notifications from Transactions.

2) Within that subsection, use thtification Source byte plus théNotification Type byte in the
message to find the Notification subsection. For example, Notification Sax0&eTransaction
plus Notification TypeOx01 Information Update leads toNotification 0x0101- Transaction
Information Update.

3) Within that subsection, use the four bytedotification Detail Code in the message to look up the
notification in theNotification Detail Codetable. For exampl&x07080302eads to a row iffable
7.1-1that provides practical information about what event led to the notification, and how to interpret
the Notification Payload.

7.1 Notification Source 0x01nn- Notifications from Transactions

7.1.1 Notification 0x0101 - Transaction Information Update
This notification reports information about progress and state changes that occur during a transaction.

For this notificationNotification Detail described in sectioB.2.2.3Notification Messagecontains one
byte each, shown ifable 7.1-1, to indicate:

1 ThePayment Technology(PT) involved

1 TheReason(Rsn) for the notification

9 Detail (Det) about the notification that has different meanings depending on the Reason, and
1 An Extra field (Ext) that has different meanings depending on the Reason.

Table 7.1-1 - Notification Detail Codes

Payment Technologdx10 EMV Contact contains transaction notification detail codes involving
contact chip cards (EMV Contact Only).

I Reason 0x01 = Card Event

I Reason 0x02 = Online PIN Event

I Reason 0x08 = Data Update

I Reason 0x10 = State Update

10|01 |02 |00 |EMV Contact, Card Event, Inserted, Reserved (EMV Contact Only)

10|01 |03 |00 |EMV Contact, Card Event, Removed, Reserved (EMV Contact Only)
10|01 |04 |00 |EMV Contact, Card Event, Detected, Reserved (EMV Contact Only)

10|02 |06 |01 |[EMV Contact, Online PIN Event, PIN Entry, PIN Pad Error (EK®ntact Only)

EMV Contact, Online PIN Event, PIN Entry, PIN Block Encryption Error (EM
Contact Only)

10|02 |06 |02
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EMV Contact, Data Update, ARQC Update (Quick Chip), Data Attached
10|08 |02 |02 |In this case, the device includes additional data, definédhie 7.1-2, in the
Notification Payload portion of theNotification Message(EMV Contact Only)

EMV Contact, Data Update, Batch Data, Data Attached
10|08 |03 |02 |In this case, the device includes additional data, definédhife 7.1-2, in the
Notification Payload portion of theNotification Message(EMV Contact Only)

Payment Technolog§x20 EMV Contactlesscontains transaction notification detail codes involving
contactless cards and contactless payment devices.

I Reason 0x01 = Card Event

I Reason 0x02 = Online PIN Event

I Reason 0x08 = Data Update

I Reason 0x10 = State Update

20 (01 |03 |00 |[EMV Contactless, Card Event, Removed, Reserved (EMV Contactless Only)
20 (01 |04 |00 |EMV Contactless, Card Event, Detected, ENMBMV Contactless Only)

EMV Contactless, Card Event, Detected, NFC/MIFARE Ultralight (EMV
Contactless Only)

EMV Contactless, Card Event, Detected, MIFARE Classic 1K (EMV Contactl
Only)

EMV Contactless, CarBvent, Detected, MIFARE Classic 4K (EMV Contactleg
Only)

EMV Contactless, Card Event, DetectSiFARE DESFireLight (EMV
Contactless Only)

EMV Contactless, Card Event, Detected FMRE MINI® (EMV Contactless
Only)

EMV Contactless, Card Event, Detected, MIFARE Plus EV1 (EMV Contactle
Only)

EMV Contactless, Card Event, Detected, MIFARE Plus EV2 (EMV Contactle
Only)

EMV Contactless, Card Everdetected, MIFARE Plus SE (EMV Contactless
Only)

EMV Contactless, Card Event, Detected, MIFARE Plus X (EMV Contactless
Only)

EMV Contactless, Card Event, Detected, MIFARESFire EVI(EMV
Contactless Only)

EMV Contactless, Card Event, Detected, MIFARESFire EV2(EMV
Contactless Only)

EMV Contactless, Card Event, Detected, MIFARESFire EV3(EMV
Contactless Only)

20|01 |05 |00 |EMYV Contactless, Card Event, Collision, Reserved (EGbAtactless Only)

2001 |04 |01

2001 |04 |02

20|01 (04 |03

2001 |04 |04

20|01 |04 |05

20|01 (04 |06

2001 |04 (07

20|01 |04 |08

20|01 (04 (09

20 (01 |04 |OA

20(01 |04 (OB

20|01 |04 |OC
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EMV Contactless, Card Event, Apple VAS Error, Data Attached

In this case, the device includes additional data, defingdbie 7.1-57 VAS
Error Report , in theNotification Payload portion of theNotification Message
(Apple VAS Only).

EMV Contactless, Card Event, Google Smart Tap Error, Data Attached

In this case, the device includes additional data, defingdbie 7.1-57 VAS
Error Report , in theNotification Payload portion of theNotification Message
(Google Smart Tap Only).

EMV Contactless, Online PIN Event, PIN Entry, PIN Pad Error (EMV Contac
Only)

EMV Contactless, Online PIN Event, PIN BloEkcryption Error (EMV
Contactless Only)

EMV Contactless, Data Update, ARQC Update (Quick Chip), Data Attached
In this case, the device includes additional data, defin&dle 7.1-2, in the
Notification Payload portion of theNotification Message(EMV Contactless
Only).

EMV Contactless, Data Update, Batch data, Data attached

In this case, the device includes additional data, defin&dle 7.1-2, in the
Notification Payload portion of theNotification Message(EMV Contactless
Only)

EMV Contactless, Data Update, NFC UID data, Data attached

In this case, the device includes additional data, defin&dle 7.1-2, in the
Notification Payload portion of theNotification Message(EMV Contactless
Only)

EMV Contactless, Data Update, GPO Response, Data Attached

In this case, the device includes additional data, defin&dlde 7.1-2, in the
Notification Payload portion of theNotification Message(EMV Contactless
Only)

Payment Technolog9x30 Barcode Readecontains transaction notification detail codes involving
barcodes (BCR Only).
1 Reason 0x01 = Barcode Event

(BCR Only)
Barcode Reader, Barcode Event, Read, Reserved

20|01 |10 |02

20|01 |20 |02

20|02 |06 |01

20|02 |06 |02

20|08 |02 |02

20|08 |03 |02

20|08 |04 |02

20|08 (07 |02

30|01 (01 (0O
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Barcode Reader, Barcode Update, Type, Data Attached

1 TypeOx00 =Unknown

1 TypeOx01 =MagTek

1 Type 0x02 = EMV

The barcode reader has successfully read a barcode. In this case, the devic
30l08 loo |o2 includes barcode data in tNetification Payload portion of theNotification
Message If the data is encrypted, the data is in the format describEabie
7.4-5. Data that is not encrypted is in the format describ&abie 7.4-6
(BCR Only)

Barcode Reader, Barcode Event, MagTek Blob Type, Data Attached

In this case, the device includes additional data, defing&dbie 7.1-2, in the
Notification Payload portion of theNotification Message

Table 7.1-2 - Notification Payload for Data Update, ARQC Update (Quick Chip), Data Attached
Tag \ Len\ Value / Description Typ Req Default

Beginning ofNotification Messagefoundon page38

0101 = DynaPro Format Transaction Data

84 var |Transaction Data B |R

EMV ARQC Type data blob, if the notification is an ARQC
Update (Quick Chip) notification.

EMV Batch Data Type data blob, if the notification is a
Batch Data notification.

Decodedaw barcodedata, ifthe notification is a Barcode
/null (v) |event notification. If the barcode data is Base64 encodedB |O
device sends the decoded version in binary format.

NFC UID Type reports the unique ID from the NFC tag
(EMV Contactless Only)

GPO Response Type eports the car doi
(EMV Contactless Only)

End ofNatification Messagefoundon page38

Table 7.1-3 - Notification Payload for Barcode ReaderBarcode Event, Type (EncryptedData Attached)
Tag Len\ Value / Description Typ| Req Default
Beginning ofNotification Messagefoundon page38

1805 = User Interface Operation Complete

84 var |Notification Payload B |R
IDEDE59 |var Encrypted Data Primitive B IR
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Tag

Len\

Value / Description

Decrypt the value of this TLV data object using the
algorithm and variant specified in tBscrypted Data KSN
parameter and thHencrypted Data Encryption Type
parameter to read its contents. The format of the decryp
data is shown iffable 7.1-4.

Typ| Req Default

/IDFDF50

var

Encrypted Data KSN

/IDFDF51

01

Encrypted Data Encryption Type

See sectiod.4 Encryption Type for a list of valid values.

End ofNotification Messagefoundon page38

Table 7.1-4 - Notification Payload for Barcode ReadeyBarcode Event, Type Data Attached (Unencrypted

Data)

FC

var

Value / Description
Barcode Data Container

Typ Req Default

IDF74

var

Barcode Data

Table 7.1-51 VAS Error Report

Value / Description

FC

var

VAS Error Container

/IDFDF25

var

Device Serial Number (IFD Serial Number)

IDF75

var

VAS Error Report

Byte 1 = SW1 returned by the Apple Android device
Byte 2 = SW2 returned by the Apple or Android device
Byte 3 = Slot Number

Byte 4 = Where in the VAS command sequence the er
occurred.

I 0x00 = Select OSE Error

0x01 = Get VAS Data Error (Apple only)

0x02 = Select Smart Tap Error (Google only)

0x03 = Negotiate Secure Session Error (Google on
0x04 = Get Select Smart Tap Error (Google only)

1
1
1
1

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual

Pagel82of 315(D998200489102)

( COMMANDS)



7 - Notifications

Table 7.1-6 - Notification Example

Example (Hex)

AA 00810483000101820410080202848201F80101848201F201E9F98201ES5DF DF
54 0A 00000000000000000000DF DF550182DF DF 250F4234444238313731313139
31394141FA8201BB 708201 B7 DF DF5301005F 201247555354 494E 2F 5354455048
414E4945204D5F30020201 DF DF 4D 253B 353332323030303036303030313637 34
3D 3138303932303130303030303030303030303FDFDF 520105F8820166 DF DF 59
820148366998574C81086628B6 1FDD 69B1 C343F7BA 98B25A 92535F DA 636D DA
4495F1152D 01079A 4CEB280B305C21B239ED E7EEB6 1A 794356 2E26 1IEC987 86
1968 FA EB 4A 2B BD F55D 546F C46797 FF422C D6 CF36034858 A4 239B 51035C320B
DCS5E4EES5951BB5C518E7330B D2 FE8S8D E85C 474D 3C167942481D CD 83 D5 5864
482317F329A7 F1F175F4B9 C645F302281C90C783B949AF 56BD 76 73E7457D 25
C5773FC79A 1BED520A 055415B79A 2A59C1676D E28C028B 9764965D 4CF831 A2
2075128D 99C1A2 DF AB 550A 622479 CFA8 513D AE 8491 A5 80199FBC 75B0 F9 56 5E
BA57A3 B161AA 8443FOD8E644C1FAS510EOABOF7F261575B 86 7EAB DC 490087
A0 3B695FC145C4109A A8 5FB6 30592C25FA 15A5 44832496 3D 5A 03503602 EC 6B
157C8D CC66BFB7FACF4C6D 67 7587B94ED4087625F8B8 EFBF A8 A0 72F981 AB
FF4984E7BC8F C5DD A0 86B2 74 DD 598A B2 835D DD CC0C 300196 DF DF 56 0A 9010
010B4D B8 17000003 DF DF 570180 DF DF 5801 0500 000000000000

7.1.2 Notification 0x0105 - TransactionOperation Complete

This notification reports the final result of a transaction the host initiated Gsimgnand 0x1001- Start
Transaction.

For this notificationNotification Detail described in sectioB.2.2.3Notification Messagecontains one
byte each, shown ifable 7.1-7, to indicate:

1 ThePayment Technology(PT) involved

i TheReason(Rsn) for the notification

9 Detail (Det) about the notification that has different meanings depending on the Reason, and
1 An Extra field (Ext) that has different meanings depending on the Reason.

Table 7.1-7 - Notification Detail Codes

PT Res Det Ext Meaning

Payment Technologdx00 Nonecontains transaction notification detail codes that are not specific
particular payment technology.

I Ox00 = Reserved

0x01 = Timeout/No Cards Detected

0x02 = Kernel Outcome

0x03 = Transaction Terminated

1
1
1
I 0x04 = Transaction Completed

00|01 (00 00 |None, Timeout/No Cards Detected, Transaction Timed Out, Reserved

00|03 |01 00 |None, Transaction Terminated, Transaction Canceled by Host, Reserved
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PT Res Det Ext Meaning

Payment Technologyx10 EMV Contact( il CC0) cont ains transact
involving contact chip cards (EMV Contact Only).

9 0Ox00 = Reserved

9 O0x01 = Timeout, no cards detected

I 0x02 = Kernel Outcome

9 0x03 = Transaction Terminated

I 0x04 = Transaction Completed

10 |02 |08 |03 |ICC, Kernel Outcomefailed MSR Fallback (EMV Contact Only)

ICC, Kernel Outcome, Empty Candidate List, MSR Fallback (EMV Contac
Only)

10 |02 |00 |00 |ICC, Kernel Outcome, None, Reserved (EMV Contact Only)
10 |02 |00 |02 |ICC, Kernel OutcomeNong Technical Fallback (EMV Contact Only)

ICC, Kernel Outcomeiznd Application, Technical Fallback (EMV Contact
Only)

10 |02 |01 00 |ICC, Kernel Outcome, Try Another Interface, Reserved (EMV Contact Onl
10 (02 |02 |00 |ICC, Kernel OutcomeQffline Approved, Reserved (EMV Contact Only)

ICC, Kernel Outcome, Offline Approved, Signature Capture Requested (E
Contact Only)

ICC, Kernel Outcome, Offline Approved, Signature Capture Available (EM
Contact Only)

10 |02 |09 |03

10 |02 |OF |02

10 (02 |02 |01

10 (02 |02 |04

ICC, Kernel Outcome, Offline Approved, Signature Capture Success (EM
10 |02 |02 |05 |Contact Only)
Thedevice includes signature data inskelV Batch Data Type tag DFDF3E.

ICC, Kernel Outcome, Offline Approved, Signature Capture Fail (EMV Cor
Only)

10 |02 |03 00 |ICC, Kernel Outcome, Offline Declined, Reserved (EMV Contact Only)

10 |02 |04 00 |ICC, Kernel Outcome, Offline Failed, Reserved (EMV Contact Only)

10 |02 |05 00 |ICC, Kernel Outcome, Offline Not Accepted, Reserved (EMV Contact Only
10 |02 |06 |00 |ICC, KernelOutcome, Approved, Reserved (EMV Contact Only)

ICC, Kernel Outcome, Approved, Signature Capture Requested (EMV Cor
Only)

ICC, Kernel Outcome, Approved, Signature Capture Success (EMV Conta
10 |02 |06 |05 |Only)
Thedevice includes signature data insiEldV Batch Data Type tag DFDF3E.

10 (02 |02 |06

10 |02 |06 |01

10 (02 |06 |06 |ICC, Kernel Outcome, Approved, Signature Capture Fail (EMV Contact O

10 |02 |07 |00 |ICC, Kernel Outcome, Quick Chip Deferred, Reserved (EMV Contact Only

ICC, Kernel Outcome, Quick Chip Deferred, Signature Capture Requestec
(EMV Contact Only)

10 (02 |07 |01
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PT Res Det Ext Meaning

ICC, Kernel Outcome, Quick Chip Deferre&ignature Capture Success (EM
10 |02 |07 |05 |Contact Only)
Thedevice includes signature data insklV Batch Data Type tag DFDF3E.

ICC, Kernel Outcome, Quick Chip Deferred, Signature Capture Failed (EM
Contact Only)

10 |02 |08 00 |ICC, Kernel Outcome, Failed, Reserved (EMV Contact Only)
10 (02 |09 |00 |ICC, Kernel Outcome, Not Accepted, Reserved (EMV Contact Only)
10 (02 |OA |00 |ICC, Kernel OutcomeTransaction Canceled, Reserved (EMV Contact Only

ICC, Kernel Outcome, Select Next Not Accepted, Reserved (EMV Contact
Only)

10 |02 |0C |00 |ICC, Kernel Outcome, Select Next Retry, Reserved (EMV Contact Only)
10 |02 |0OD |00 |ICC, KernelOutcome, Try Again, Reserved (EMV Contact Only)

10 |02 |OE |00 |ICC, Kernel Outcome, Online Request, Reserved (EMV Contact Only)

10 |02 |OF |00 |ICC, Kernel Outcome, End Application, Reserved (EMV Contact Only)

10 |02 |10 |00 |ICC, Kernel Outcome, Not EMV Caifdooled, Reserved (EMV Contact Only
10 |02 |80 |00 |ICC, Kernel Outcome, Declined, Reserved (EMV Contact Only)

ICC, Kernel Outcome, Declined, Signature Capture Requested (EMV Con
Only)

ICC, Kernel Outcome, Decline&jgnature Capture Success (EMV Contact
10 |02 |80 05 [Only)
Thedevice includes signature data inskelV Batch Data Type tag DFDF3E.

10 (02 |80 |06 |ICC, Kernel Outcome, Declined, Signature Capture Failed (EMV Contact (
10 |04 |07 |00 |ICC, Transaction Completed, Declined, Reserved (EMV Contact Only)

Payment Technologdx20 EMV Contactlesy A PI CC0) <contains transsg
involving contactless cards and contactless payment devices (EMV Contactless Only).

9 0Ox00 = Reserved

0x01 = Timeout, no cards detected

0x02 = Kernel Outcome

0x03 = Transaction Terminated

0x04 = Transaction Completed

10 |02 |07 |06

10 |02 |OB |00

10 |02 |80 |01

)l
)l
)l
T

20 |02 |00 00 |PICC, Kernel Outcome, None, Reserved (EMV Contactless Only)

PICC, Kernel Outcome, Try Another Interface, Reserved (EMV Contactles
Only)

20 |02 |02 |00 |PICC, Kernel Outcome, Offline Approved, Reserved (EIdhtactless Only)

PICC, Kernel Outcome, Offline Approved, Signature Capture Requested (
Contactless Only)

20 |02 (01 |00

20 |02 (02 |01
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PT Res Det Ext Meaning

PICC, Kernel Outcome, Offline Approved, Signature Capture Success (EM
20 |02 |02 |05 |Contactless Only)
Thedevice includes signature data insklV Batch Data Type tag DFDF3E.

PICC, Kernel Outcome, Offline Approved, Signature Capture Fail (EMV
Contactless Only)

20 |02 |03 00 |PICC, Kernel Outcome, Offline Declined, Reserved (EMV Contactless Onl
20 |02 |04 00 |PICC, Kernel Outcome, Offline Failed, Reserved (EMV Contactless Only)

PICC, Kernel Outcome, Offline Not Acceptdrieserved (EMV Contactless
Only)

20 (02 |06 |00 |PICC, Kernel Outcome, Approved, Reserved (EMV Contactless Only)

20 |02 |02 |06

20 (02 |05 |00

PICC, Kernel Outcome, Approved, Signature Capture Requested (EMV

20102106 101 | o ntactiess Only)

PICC, Kernel Outcomeé\pproved, Signature Capture Success (EMV
20 |02 |06 |05 |Contactless Only)
Thedevice includes signature data insklV Batch Data Type tag DFDF3E.

PICC, Kernel Outcome, Approved, Signature Capture Fail (EMV Contactle
Only)

PICC, Kernel Outcome, Quick Chip Deferred, Reserved (EMV Contactless
Only)

PICC, Kernel Outcome, Quick Chip Deferred, Signature Capture Requeste
(EMV Contactless Only)

PICC, Kernel Outcome, Quick Chip Deferred, Signature Capture Success
20 (02 |07 |05 |Contactless Only)
Thedevice includes signature data insiEEldV Batch Data Type tag DFDF3E.

PICC, Kernel Outcome, Quick Chip Deferred, Signature Capture Failed (E
Contactless Only)

20 (02 |08 |00 [PICC, Kernel Outcome, Failed, Reserved (EMV Contactless Only)
20 (02 |09 |00 [PICC, KernelOutcome, Not Accepted, Reserved (EMV Contactless Only)

20 |02 |06 |06

20 (02 |07 |00

20 (02 |07 |01

20 (02 |07 |06

PICC, Kernel Outcome, Transaction Canceled, Reserved (EMV Contactle
Only)

PICC, Kernel Outcome, Select Next Not Accepted, Reserved (EMV Contal
Only)

20 |02 |0C |00 |PICC, Kernel Outcome, Select Next Retry, Reserved (EMV Contactless O
20 |02 |OD |00 |PICC, Kernel Outcome, Try Again, Reserved (EMV Contactless Only)

20 |02 |OE 00 |PICC, Kernel Outcome, Online Request, Reserved (EMV Contactless Onl
20 |02 |[OF |00 |PICC, Kernel Outcome, End Application, Reserved (EMV Contactless Onl

PICC, Kernel Outcome, Not EMV Card Pooled, Reserved (EMV Contactle
Only)

20 |02 |OA |00

20 (02 (0B |00

20 |02 |10 |00
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PT Res Det Ext Meaning
20 |02 |80 00 |PICC, Kernel Outcome, Declined, Reserved (EMV Contactless Only)

PICC, Kernel Outcome, Declined, Signature Capture Requested (EMV
Contactless Only)

20 (02 |80 |01

PICC, Kernel Outcome, Declined, Signature Capture Success (EMV Cont
20 |02 |80 |05 [Only)
Thedevice includes signature data insiEldV Batch Data Type tag DFDF3E.

PICC, Kernel Outcome, Declined, Signature Capture Failed (EMV Contact
Only)

20 (04 |07 |00 |PICC, Transaction Completed, Declin&gserved (EMV Contactless Only)
20 (05 |00 |00 [PICC, NFC TAG, Tag Removed, Reserved (EMV Contactless Only)

Table 7.1-8 - Notification Example
Example (Hex)
AA 00 81 04 83 00 01 05 82 04 20 00 00 00

7.2 Notification Source 0x09nn- Notifications from Firmware Updates

7.2.1 Notification 0x0905 - Firmware Update Successful

This notification reports the successful completion of firmware update operations the host initiated using
Command 0xD801- Load Firmware File andCommand 0xD901- Commit Firmware from File .

The Notification Detail for those two commands are shown in the table below.

Table 7.2-1 - Notification Detail Codes
Bl B2 B3 B4 Meaning

08 |01 |OA |03 |Commit Firmware from File Complete, Success

08 |01 |09 |03 |Load Firmware File Complete, Success

7.2.2 Notification 0x0906 - Firmware Update Failed

This notification reports the failure of a Firmware Update command the host initiateddasimgand
0xD801- Load Firmware File andCommand 0xD901- Commit Firmware from File. The
Notification Detail for those two commands are shown in the table below.

Table 7.2-2 - Notification Detail Codes

Bl B2 B3 B4 Meaning
08 |01 |OA |04 |Commit Firmware from File Complete, Failed
08 |01 |09 |04 |Load Firmware File Complete, Failed

7.2.3 Notification 0x0907 - Firmware is Up to Date
This notification reports Firmware is up to date for host initi@@echmand 0xD801- Load Firmware
File. TheNotification Detail for this command is shown in the table below.
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Table 7.2-3 - Notification Detail Codes

Bl B2 B3 B4 Meaning
08 (01 |09 |03 |Load Firmware File Complete, Complete

7.3 Notification Source 0x10nn- Notifications from Device

7.3.1 Notification 0x1001 - Device Information Update

This notification reports information about general state changes that occur within the device, outside the
context of specific operations like transactioNsfffication Source 0x01nn- Notifications from

Transactions , requests the host recei ves f Naifloatiotnhe f i r mw
Source 0x18nn- Notifications from User Interface), and so on.

For this notificationNotification Detail described in sectioB.2.2.3Notification Messagecontains one
byte each, shown ifable 7.3-1 below, to indicate:

1 TheCategory (Cat)of notification (for example, the subsystem the notification is originating from)
1 TheReason(Rsn) for the notification (Device Event)

9 Detail (Det) about the notification that has different meanings depending on the Reason, and

1 An Extra field (Ext) that has different meanings depending on the Reason.

The other optional message parameters ilNthtdication Messagedepend on which combination of
four bytes is included iNotification Detail, and are described rable 7.3-1.

Table 7.3-1 - Notification Detail Codes

Cat Rsn Det Ext Meaning

CategoryOx00 Power /Resec ont ai ns noti fication det ail C
functionality. Each possible notification has a uniReasonvalue:

I Reason 0x00 = Device Reset Occurred

I Reason 0x01 = Device Reset Will Occur Soon

i Reason 0x02 = Low Battery

I Reason 0x03 = Key Management

i Reason 0x04 = Temperature

Power/Reset, Device Reset Occurred, Reserved, Reserved

The device sends and repeats this notification after the device power cycles
resets, depending on the setting’noperty 1.2.7.1.1.1 Device Reset Occurred
00 |00 |00 |00 |Notification Control. Ifitis setto repeat, it does so until the host acknowled
usingProperty 1.2.7.1.1.2 Device Reset Occurred Notification Acknowledged

These natifications always include tinotification Payload parameter in the
Notification Message as shown ifTable 7.4-1.
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Cat Rsn Det Ext Meaning

Power/ResetDevice ResetVill Occu Soon Reservd, Reservd

The device sends this notification before it automatically resets to conform tg
PCIl 6 s 2 4Teht cequireméne anfl behaves according to the setting in
Property 1.2.7.1.1.3 Device Reset WilDccur Soon Notification Control.

00 (01 |00 |00
See24 Hour Automatic Reset PCI Requirementor more information.

These notifications always include tNetification Payload parameter in the
Notification Message which directly contains one byte indicating the number
minutes (0x01 to OxFF) until the device will perform the reset.

Power/ReseBattery, Low Battery WarningPercent

The devicesends this notification when the battery charge reaches 15 percer
device is powered on with a charge that is already 15 percent or below, this
notification is sent shortly after power up and includes the current battery ch
percentage. Percemtdicates the percent of battery charge remaining.

00 |02 |00 |00

Power/ReseBattery, Power Down Imminent, Reserved

00 102101 100 The device sends this notification one minute before it automatically powers

the device because the battery charge has reached 0 percent

Power/Reset, Battery, Battery Charge Complete, Reserved

00 102102 100 The device sends this notification when the battery charger detects that the

is fully charged.

Power/ResetDevice reset per Command 0x1F01.

00 103 100 100 The device sends this notificationrtotify the host when Device executes Res¢

Command 0x1FQ01
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Cat Rsn Det Ext Meaning

CategoryOx01 User Eventcontains notification detail codes involving events triggered by user act
Each possible notification has a unidReasonvalue:

Reason 0x00 = Contactless Card Presefii&tl/ Contactless Only)

Reason 0x01 = Contactless Card Remd#tdV Contactless Only)

Reason 0x02 = Card Seated IntSEMV Contact Only)

Reason 0x03 = Card Unseated fr6lot (EMV Contact Only

Reason 0x07 = Barcode Read (BCR Only)

= =4 -8 -8 -9

The host can uderoperty 1.2.7.1.2.1 User Event Notification Control€nableto enable these
notification reasons individually.

The host may choose to use these notifications to determine when to send additional command
example, it may sendommand 0x1001- Start Transaction. The host should do this as quickly as
possible to minimize the response time between when the cardholder presents a card and wher|
device provides feedback via a visible or audible state change or attempts to read a chip card.
there are caseshare the device may send a notification viRtsason= Contactless Card Presented
while the cardholder is inserting or swiping a card, so the host should start transactions with all
supported card interfaces enabled to maximize the chances of a successful card read.

01 |00 |00 |00 |User Event, Contactless CdrdesentedEMV, ReservedEMV Contactless Only
01 |01 |00 |00 |User Event, Contactless CaRe@movedEMV, ReservedEMV Contactless Only

User Event, Contactless CdPdesented\NTag/MIFARE Ultralite ReservedEMV
Contactless Only)

The contactless reader has successfully read a NFC tag. In this case, the d
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTiable 7.3-7 - Notification
Payload for UID.

01 (00 |01 |00

A sample notification is shown her&able 7.3-81 Notification Payload for UID
Example

User Event, Contactless CdR@movedNTag/MIFARE Ultralite ReservedEMV
Contactless Only)

User Event, Contactless CdPdesentedMIFARE Classi¢ 1K (EMV Contactless
Only)

01 |01 |01 |00

The contactless reader has successfully read a NFC tag. In this case, the d
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTiable 7.3-7 - Notification
Payload for UID.

01 (00 |02 |00

A sample notification is shown her&able 7.3-81 Notification Payload for UID

Example

User Event, Contactless CaReémovedMIFARE Classi¢ 1K (EMV Contactless
01 |01 |02 |00

Only)
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Cat Rsn Det Ext Meaning

User Event, Contactless CdPdesentedMIFARE Classi¢ 4K (EMV Contactless
Only)

The contactless reader has successfully read a NFC tag. In this case, the d
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTiable 7.3-7 - Notification
Payload for UID.

01 |00 |03 |00

A sample natification is shown her&@able 7.3-8 7 Notification Payload for UID
Example

User Event, Contactless CaReémovedMIFARE Classi¢c 4K (EMV Contactless
Only)

User Event, Contactless CdPdesentedMIFARE DESFire Light (EMV
Contactless Only)

01 (01 |03 |00

The contactless reader has successfully read a NFC tag. In this case, the d
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTiable 7.3-7 - Notification
Payload for UID.

01 |00 |04 |00

A sample natification is shown her&able 7.3-8 7 Notification Payload for UID
Example

User Event, Contactless CdRémovedMIFARE DESFire Light (EMV
Contactless Only)

User Event, Contactless CdPdesentedMIFARE MINI® (EMV Contactless
Only)

01 (01 |04 |00

The contactless reader has successfully read a NFC tag. In this case, the d
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTiable 7.3-7 - Notification
Payload for UID.

01 |00 |05 |00

A sample natification is shown her&able 7.3-8 7 Notification Payload for UID
Example

User Event, Contactless CaReémoved MIFARE MINI® (EMV Contactless
Only)

User Event, Contactless Card Presented, MIFARE Plus EV1 (EMV Contactl
Only)

01 (01 |05 |00

The contactless reader has successfully redF& tag. In this case, the device
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTiable 7.3-7 - Notification
Payload for UID.

01 |00 |06 |00

A sample natification is shown her&able 7.3-8 7 Notification Payload for UID
Example
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Cat Rsn Det Ext Meaning

o1 lo1 los loo gile;)Event, Contactless Card RemowdtEARE Plus EV1 (EMV Contactless

User Event, Contactless Card Presem8&ARE Plus EV2 (EMV Contactless
Only)

The contactless reader has successfully reddF& tag. In this case, the device
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTiable 7.3-7 - Notification
Payload for UID.

01 |00 |07 |00

A sample notification is shown her&@able 7.3-8 7 Notification Payload for UID
Example

User Event, Contactless Card RemowdthARE Plus EV2 (EMV Contactless
Only)

User Event, Contactless Card PresemM@&ARE Plus SE (EMV Contactless
Only)

01 (01 |07 |00

The contactless reader has successfully reddF& tag. In this case, the device
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTable 7.3-7 - Notification
Payload for UID.

01 |00 |08 |00

A sample natification is shown her&able 7.3-8 7 Notification Payload for UID
Example

User Event, Contactless Card RemowdthARE Plus SE (EMV Contactless
Only)

User Event, Contactless Card PresemM@#ARE Plus X (EMV Contactless
Only)

01 (01 |08 |00

The contactless reader has successfully reddF& tag. In this case, the device
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTiable 7.3-7 - Notification
Payload for UID.

01 |00 |09 |00

A sample natification is shown her&able 7.3-8 7 Notification Payload for UID
Example

01 |01 |09 |00 |User Event, Contactless Card Remowdth ARE Plus X (EMV Contactless Only
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Cat Rsn Det Ext Meaning

User Event, Contactless CdPdesentedMIFARE DESFire EV1 (EMV
Contactless Only)

The contactless reader has successfully read a NFC tag. In this case, the d
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTiable 7.3-7 - Notification
Payload for UID.

01 (00 |OA |00

A sample natification is shown her&@able 7.3-8 7 Notification Payload for UID
Example

User Event, Contactless CdReémoved MIFARE DESFire EV1 (EMV
Contactless Only)

User Event, Contactless CdPdesentedMIFARE DESFire EV2 (EMV
Contactless Only)

01 (01 |OA |00

The contactless reader has successfully read a NFC tag. In this case, the d
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTiable 7.3-7 - Notification
Payload for UID.

01 |00 |OB |00

A sample natification is shown her&able 7.3-8 7 Notification Payload for UID
Example

User Event, Contactless CdRe@moved MIFARE DESFire EV2 (EMV
Contactless Only)

User Event, Contactless CadPdesentedMIFARE DESFire EV3 (EMV
Contactless Only)

01 (01 |0OB |00

The contactless reader has successfully read a NFC tag. In this case, the d
includes UID data in thBlotification Payload portion of the Notification
Message UID Data is in the format describedTiable 7.3-7 - Notification
Payload for UID.

01 |00 |OC |00

A sample natification is shown her&able 7.3-8 7 Notification Payload for UID
Example

User Event, Contactless CdRe@moved MIFARE DESFire EV3 (EMV
Contactless Only)

01 |02 |00 |00 |User EventCardSeated in SlgtReserved, ReservéEMV Contact Only)
01 |03 |00 |00 |User EventCardUnseated from SlpReserved, ReservgEMV Contact Only)

01 (01 |OC |00
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Cat Rsn Det Ext Meaning

Barcode Reader, Read Barcode Result, Type, Reserved (BCR Only)
1 TypeOx00 =Unknown
1 TypeOx01 =MagTek

1 Type 0x02 = EMV
01 107 100 )00 The t))/grcode reader has successfully read a barcode. In this case, the devig
includes barcode data in thimtification Payload portion of theNotification
Message If the data is encrypted, the data is in the format describEabile
7.4-5. Data that is not encrypted is in the format describ&abie 7.4-6.

Category0x04 Temperaturecontains notification detail codes involving temperature reporting. E
possible notification has a unig&easonvalue:
I Reason 0x00 = Temperature out of range

04 |00 |00 |00 |Temperature, Out of Range, Low Warning, Temperature

The device sends this notification
temperature set in Low Temperature Notification Le{®eP.7.1.4.1).The
temperature reported is in Celsius.

04 |00 |01 |00 |Temperature, Out of Range, High Warning, Temperature

The device sends this not i fidecahdve tleen
temperature set iHigh Temperature Notification Leve(1.2.7.1.42). The
temperature reported is in Celsius.

7.3.1.1 Notification 0x1001 6 Low Battery Warning
The device sends this notification when the battery chaagEhed5 percent. If a device is powered on
with a charge that is already 15 percent or below, this notification is sent shortly after power up and
includes the current battery charge percentage. Percent indicates the percent of battery charge remaining.
It is recommended that the device is charged using a USB power source soon after receiving this
notification.SeeTable 3.2-5 - Notification Message FormatandTable 7.3-2 Low Battery Notification
Example.

Table 7.3-2 Low Battery Notification Example

Example (Hex)
AA 00 81 04 80010 018200 02 00 OD

7.3.1.2 Notification 0x1001 - Low Battery Shutdown

The device sends this notification one minute before it automatically powers down the device. This occurs
when the battery charge has reached 0 percent. Shutdown can be prevented by connecting the device to a
USB power sourceseeTable 3.2-5 - Notification Message FormatandTable 7.3-3 Low Battery

Shutdown Response Example

Table 7.3-3 Low Battery Shutdown Response Example

Example (Hex)

AA 00 81 04 80010 018200 02 01 00
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7.3.1.3 Notification 0x1001 - Battery Charged

The device sends this notification when the battery charger detects that the battery is fully charged. This
only occurs when the device is powered by a USB power sdbeegable 3.2-5 - Notification Message
Format andTable 7.3-4 - Battery Charged Notification Example.

Table 7.3-4 - Battery Charged Notification Example
Example (Hex)
AA 008104 80010018200 02 02 00

Table 7.3-5 - Notification Payload for Device Reset Occurred
Tag ‘ Len\ Value / Description Typ/Req Default

Beginning ofNotification Messagefoundon page38

1001 = Device Information Update

81 var This parameter hake same length and value described by B |R
Property 2.3.1.2.1.1 Device Operational Status

82 var This parametenasthe saméength and value described by B |R
Property 2.3.1.2.1.2 Offline StatuPetail.

XX var |More data objects may be added in future firmware revisi

End ofNotification Messagefoundon page38

Table 7.3-6 - Notification Example for Device Reset Occurred
Example (Hex)
AA00 8104 8300100182 04 000000084 0810018101 02820100

Table 7.3-7 - Notification Payload for UID

Value / Description Typ| Req Default

Beginning ofNotification Messagefoundon page38

1001 = Device Information Update

84 var |NFC Payload B |R
/IDF79 var [NFC UID B |R
End ofNatification Messagefoundon page38

Table 7.3-8 1 Notification Payload for UID Example
Example (Hex)
AA 00 81 04 8300 10 01 82 04 01 00 01 00 84 OE 10 01 84 OADF 79 07 04 37 1F 71 BF 61 8C
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7.4 Notification Source 0x18nn- Notifications from User Interface

7.4.1 Notification 0x1803 - User Interface Host Action Request
Thisnot i fi

modules.

cation requests that the host take

For this notificationNotification Detail described in sectioB.2.2.3Notification Messagecontains one
byte each, shown ifable 7.4-1, to indicate:

TheUser Interface Module (Ul) involved

TheReason(Rsn) for the notification (Ul Event)

Detail (Det) about the notification that has different meanings depending on the Reason, and
An Extra field (Ext) that has different meanings depending on the Reason.

T
1
T
1

Table 7.4-1 - Notification Detail Codes

Ul Rsn\ Det Ext‘ Meaning

Module 0x00 Miscellaneouscontains Ul notification detail codes that are not specific to a particula
module.

Module 0x02 Display contains Ul notification detail codes that are specific to the display module.
device primarily uses these notifications to request that the host stand in as a display to interact
cardholders / operators when the device does not have a disfiapwh (No Display Only).

1 Reason 0x01 = Display Message Request

I Reason 0x02 = Cardholder Selection Request

02

01

00

00

Display,Display Message, No Data Attached, Clear Display.
The host should clear any existing messages it is currently displaying (No Dis
Only).

02

01

01

00

Display, Display Messag®ata Attached, No Cancel Function (No Display Onl
In this case, the notification includes additional data and display codéfoied in
Table 7.4-2, in theNotification Payload portion of theNotification Message

This notification is for simple messages. The host should show the requeste
message until another notification arrives or until the host needs to use the di
for its own purposes. For example, during a transaction, this notification will
alongthe simple messages in the transaction sequend€AR® READ OK -|
[REMOVE CARD), THANK YOU|, andWELCOME].

02

01

02

00

Display,Display MessageData Attached, Includ€ancelFunction (No Display
Only)

In this case, the natification includes additional data and displatyol,defined in
Table 7.4-2, in theNotification Payload portion of theNotification Message

The host should show the requested message and should allow the request t
canceled by a cardholder or operator. For example, during a transaction, thig
notification will pass along the simple messages in the transaction sequence
ATAP, | NSWRFE G6ARD, 0 where cancel a
button involves canceling the whole transaction, the host shouldCsenchand
0x1008- Cancel Transaction
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Ul Rsn\ Det Ext‘ Meaning

Display, Cardholder Selection, Data Attached, Reserved (No Display Only)
In this case, the notification includes additional data and display caefoied in
Table 7.4-3, in theNotification Payload portion of theNotification Message

02|02 |00 |00
The host should show the requested selection, thenGandcand 0x1802
Report Cardholder Selectiont o devi ce t o return th
device.

Table 7.4-2 - Notification Payload for Display Message Request Notifications (No Display Only)

Tag \ Len\ Value / Description Typ/Req Default
Beginning ofNotification Messagefoundon page38
1803 =Notification 0x1803- User Interface Host Action Request

/81 01 Reserved for time functions. B IR
0x00

Append orClearDisplay

1 0x00= Appendthe messade) on the nexavailable row

1 0x01 = Clearthedisplayfirst anddisplay therequested
message on the firgbw.

182 01

Message
This parameter is a set of one or more ASCII strings the h
should show, with each string terminated by ang ofthe
following characters. MagTek recommends proceeding t(
next row on receiving any of these characters:
91 Null (0x00)

1 LF (Ox0A)

1 The end ofthe Message parameter

/83 var

Enhanced Application Select Message

For Contactless, this parameter will return the PPSE resp
starting from tag BFOC
BFOC <LEN><VALUE>

For Contact, this parameter will return all available AID
returned from th@SE or List Of AIDs, from tag 70
70 <len>
/85 var | 61 <len> B |O
4F<len><value of AID>
50<len><value of Application Label>
87<len><value of Application Priority Indicator>
61 <len>
4F<len><value of AID>
50<len><value of Application Label>
87<len><value of Application Priority Indicator,
optional>
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Value / Description Typ|Req Default

If the GPO Response returndlatification 0x0101-
Transaction Information Updateof6 6 9 8 5 6 , t
will be sent first by the device and this Enhanced Applicat
Select Message will be sent again.

End ofNatification Messagefoundon page38.

Table 7.4-3 - Notification Payload for Cardholder Selection Notifications (No Display Only)

Tag ‘ Len\ Value / Description Typ|Req Default
Beginning ofNotification Messagefoundon page38
1803 =Notification 0x1803- User Interface Host Action Request

Time in seconds the device will wait for host to respond w

/81 01 Command 0x1802 Report Cardholder Selection

Append orClearDisplay

T Ox00= Append display the messages on the next line.

T Ox01 = Clear, clear thalisplayfirst anddisplay the
requestedanessage on the first line.

182 01

Message
This parameter is a set of one or more ASCII strings the h
should show, with each string terminated by ang ofthe
following characters. MagTek recommends proceeding t(
next row on receiving any of these characters:
T Null (0x00)

1 LF (Ox0A)

1 The end ofthe Message parameter

/83 var

End ofNatification Messagefoundon page38

7.4.2 Notification 0x1805 - User Interface Operation Complete
This notification reports information about progress and state changes that occur during interaction with
the User Interface modules.

For this notificationNotification Detail described in sectioB.2.2.3Notification Messagecontains one
byte each, shown ifable 7.4-4, to indicate:

1 TheUser Interface Module (Ul) involved

1 TheReason(Rsn) for the notification (Ul Event)

9 Detail (Det) about the notification that has different meanings depending on the Reason, and
1 An Extra field (Ext) that has different meanings depending on the Reason.
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Table 7.4-4 - Notification Detail Codes

Ul Rsn\ Det Ext\ Meaning

Module 0x04 Barcode Readercontainsnotification detail codes that are specific to the barcode reé
module.
I Reason 0x03 = Read Barcode Result

Barcode Reader, Read Barcode Result, Success, Unidentified Type

The barcode reader has successfully read a barcode. In this case, the device
04|03 |01 |00 |includes barcode data in thtification Payload portion of theNotification
Message If the data is encrypted, the data is in the format describEabie

7.4-5. Data that is not encrypted is in the format describ8abie 7.4-6.

Barcode Reader, Read Barcode Result, Success, MagTek Blob Type
The barcode reader has successfully read a barcode. In this case, the devicg
04|03 |01 |01 |includes barcode data in thitification Payload portion of theNotification
Message MagTek Blob data is always encrypted. The data is in the format
described inrable 7.4-5.

Barcode Reader, Read Barcode Result, Success, EMV Type
The barcode reader has successfully read a barcode. In this case, the devicg
04|03 |01 |02 |includes barcode data in thtification Payload portion of theNotification
Message EMV barcode data is always encrypted. The data is in the format
described inrable 7.4-5.

04|03 |02 |01 |Barcode Reader, Read Barcode Result, Operation Failed, Timeout

Module 0x05 Buzzercontains notification detail codes that are specific to the buzzer module.
1 Reason 0x04 = Buzzer Result

05|04 |01 |00 |Buzzer, Buzzer Result, Operation Success, Reserve

05|04 |02 |00 |Buzzer, Buzzer Result, Operation Fail, Reserve

Module 0x06 Card Emulation contains notification detail codes that are specificai@ emulation
I Reasor0Ox05= Card EmulatiorResult

06|05 |01 |00 |Card Emulation, Card Emulation Result, Operafaiccess, Reserve
06|05 |02 |01 |Card Emulation, Card Emulation Result, Operation Fail, Timeout
06|05 |02 |03 |Card Emulation, Card Emulation Result, Operation Fail, Cancel
06|05 |02 |04 |Card Emulation, Card Emulation Result, Operation Fail, Error

Table 7.4-5 - Notification Payload for Barcode Reader, Read Barcode Result, Succg&ncrypted Data
Attached)

Value / Description Typ| Req Default

Beginning ofNotification Messagefoundon page38

1805 = Uselinterface Operation Complete

84 var |Notification Payload B |R

/DEDF59 |var Encrypted Data Primitive
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Tag Len\ Value / Description Typ| Req Default

Decrypt the value of this TLV data object using the
algorithm and variant specified in tBscrypted Data KSN
parameter and thHencrypted Data Encryption Type
parameter to read its contents. The format of the decryp
data is shown iffable 7.4-6.

/IDFDF50 |var |Encrypted Data KSN B |R

Encrypted Data Encryption Type
See sectiod.4 Encryption Type for a list of valid values.

/IDFDF51 |01

End ofNotification Messagefoundon page38

Table 7.4-6 - Notification Payload for Barcode Reader, Read Barcode Result, Succg&iencrypted Data)

Value / Description

FC var |Barcode Data Container T R
/DF74 var |Barcode Data B (o]

Table 7.4-71 Default User Interface String IDs and Strings
Display String ID| Display String

0x0000 A o

0x0001 AThank Youbo

0x0002 AHel | oo

0x0003 APl ease Selecto

0x0004 ATouch Screen To Continuebo
0x0005 ACancel O

0x0006 AfSel ect a Transactiono
0x0007 ADeposito

0x0008 AWi t hdrawal 0

0x0009 AChoose PI NO

0x000A fiChange PIlI NO

0x000B AfBal anceo

0x000C ACash Advanceo

0x000D AAut henticate Meo

0x000E ATransfero

O0x000F AfMake Payment o

0x0010 AOn Sal eo

0x0011 iDi scount o
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Display String ID| Display String

0x0012 NnCl earanceo

0x0013 A$5. 00 /5 Mins. o

0x0014 n$6.00 /7 Mins.o

0x0015 A$7.00 /9 Mins. o

0x0016 n$8.00 /15 Mins.o

0x0017 nCall Attendanto

0x0018 APrint Receipto

0x0019 AEmMmai |l Receipto

0x001A AText Receipto

0x001B APl ease Select An Amount o
0x001C APl ease Select A Tip Amount o
0x001D AMenu Selection 10

0x001E AMenu Selection 20

O0x001F AMenu Selection 30

0x0020 AMenu Selection 40

0x0021 AService Request oo

0x0022 AShow Morebo

0x0023 AOptionso

0x0024 AWhathe si ssue?0

0x0025 AEXi to

0x0026 ANo Hot Watero

0x0027 AfiDoesn't Spinod

0x0028 iWat er Leakageo

0x0029 ANo Heat o

0x002A APl ease select a Machineo
0x002B APump 10

0x002C APump 20

0x002D APump 30

0x002E APump 40

0x002F AALlO

0x0030 AA20

0x0031 AA30

0x0032 AA40
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Display String ID| Display String

0x0033 AB1lo

0x0034 AB20

0x0035 AB30

0x0036 AB40

0x0037 AC1l0

0x0038 AC20

0x0039 AC30

0x003A AC40

0x003B N$51 Gbk e o

0x003C A$S51TMOf finod

0x003D A$61Gr0oi ssant o

0x003E A$4iBONi sho

0x003F AReq. QR Codeo

0x0040 iScan QR Codeo

0x0041 AScan NFCO

0x0042 ACall Servero

0x0043 ARequest Billo

0x0044 AApproveo

0x0045 AfRej ect o

0x0046 AiVveri fy SMSO

0x0047 Averify Email o

0x0048 AEngl i sho

0x0049 iSpani sho

0x0080 AHol ao

0x0081 APor Sealveoaci oneo

0x0082 AfToca Para Continuaro
0x0083 AfCancel ar o

0x0084 fSel eccione Una Transacciono
0x0085 AfiDepositod

0x0086 ARetirood

0x0087 AElI i ja PINO

0x0088 ACambiar Pl NO

0x0089 ifAdel anto En Efectivoo
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Display String ID| Display String

O0x008A AAutenti car meo

0x008B Anverificar SMSo

0x008C AConfirmaro

0x008D AMostrar Maso

0x008E fOpci oneso

O0x008F nSal i dao

0x0090 ATransferiro

0x0091 iReali zar Pagoo

0x0092 AEn Ventao

0x0093 ADescuent oo

0x0094 AAutorizaciono

0x0095 AOperador De LI amadabo
0x0096 Al mprimir Reciboo
0x0097 ACorreo Electronicoo
0x0098 AfReci bo De Text oo
0x0099 iSel eccione Una Cantidado
0x009A AAnadir Un Consej oo
0x009B ARequerido Codigo QRO
0x009C AEscanear Codigo QRO
0x009D AEscanear NFCO

0x009E iServidor De LI amadaso
Ox009F ASolicitar Facturabo
0x00A0 iAprobar o

0x00A1 ifRechazar o

0x00A2 iAGraciaso

0x00A3 Al ngl eso

0x00A4 AfEspanol o

String ID value can be from 0x0000 to 0x012B, and String length maximum is 30 characters. This default
configured Strings can lihanged and uploaded to the device.
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8  Configuration

8.1 About Configuration
The device provides two mechanisms for the host to retrieve information about the device and to
configure / customize device behavior:

1 Properties are smaller configuration values (generally up to 255 bytes and often significantly
smaller). The device stores properties in a hierarchical tree, where each property has its own unique
ID (sometimes referred to as an Object Identifier or OID) thatiiiesntts position in the tree. The
host can set and get properties using the commands in Command Group 08eftimgs and
Information. For further information about OIDs, gg@endix A Object IDs (OIDs) and ITU-T
X660.

1 Filesare larger configuration values, which include custom graphics files and large configuration data
blobs such as EMV terminal and application settings. Each file has a unique identifier more akin to a
file path in a file system. The host can set andilgstusing the commands @ommand Group
0xD8nn - File Operations.

This section focuses groperties, which the host can either read from the device to retrieve device
information (such as its PCI hardware ID, serial number, firmware revision numbers, etc.), or write to the
device to change device behavior, or to store values for future reference.

Property unique | Ds represent a tree structure, Ww
operations allow the host to work with entire groups of properties (branches or even the trunk containing
all its leaves) by using a property numbepresenting a higher level of the tree.

Each property (a fileafo in the tree) is described
to, how it is secured, how to construct or interpret its value(s), and how it affects device behavior.

To reflect this hierarchy, this section of the document groups settings by major categories that correspond
to the tree structure, which roughly breaks down into overall profygrty module, andsubmodule

8.2 Property Group 1.1.nnnn Financial Settings
8.2.1 Property Subgroup 1.1.1.nnn EMV Settings

8.2.1.1 Property 1.1.1.1.1.1 EMV Terminal Identification

Table 8.2-1 - Property 1.1.1.1.1.1 EMV Terminal Identification

Property Description

Property OID|1.1.1.1.1.1 / 0x010101010101

Name EMV Terminal Identification

The device uses this property to report its Terminal ID / Terminal Identification in {
9F1Cin all EMV-related communication. Merchants usually configure each devic
with a different terminal ID per their own proprietary system standards to help ider
the source of a transaction.

Description

Securing Key| None
Min. Len (b) |8
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Property Description

Max. Len (b)

8

Data Type

Alphanumeric

Valid Values

Any string

Default

AR0O0O0O0O0000OO0 (Ox3030303030303030)

Table 8.2-2 - Get Request Example

Example (Hex)

AA0081040104D101841AD10181072B06010401F609850101890AE108E10
E102 C100

Table 8.2-3 - Get Response Example

Example (Hex)

AA 00 8104 82 04 D1 01 82 04 00 00 00 00 84 82 00 22 D1 01 81 07 2B 06 01 04 01 F6 09 85
89 12 E1 10 E1 OE E1 OC E1 OA C1 08 30 30 30 30 30 30 30 30

Table 8.2-4 - Set Request Example

Example (Hex)

AA 008104 01 3ED1118422D11181072B06010401F6098501018912E110E1O0E
E10AC1083131313131313131

Table 8.2-5 - Set Response Example

Example (Hex)

AA 0081 04 82 3E D1 11 82 04 00 00 00 00 84 82 00 22 D1 11 81 07 2B 06 01 04 01 F6 09 8
8912E110E1OEE10CE10AC1083131313131313131

8.2.1.2 Property 1.1.1.1.1.2 EMV ARQC Message Tag List

Table 8.2-6 - Property 1.1.1.1.1.2 EMV ARQC Message Tag List

Property Description

Property OID

1.1.1.1.1.2 0x010101010102

Name EMV ARQC Message Tag List
The device uses this property when it generatds\vi ARQC Type data object, to

Description |determine what tags to include in the data object. It serves the same purpose tha
MagTek custom tag DFDF02 serves on some other MagTek devices.

Securing Key None

Min. Len (b) |0

Max. Len (b) | 255

Data Type |Binary

Valid Values | List of any valid standard EMV message tags and device custom tags
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Property Description

50 5A 57 82 84 95 9A 9B 9C F4 5F 1A 5F 20 5F 24 5F 2A 5F 30 5F 34 9F 02 9F
Default 06 9F 09 9F 10 9F 15 9F 1A 9F 1D 9F 1EZRFOF 26 9F 27 9F 33 9F 34 9F 35 9F 3
9F 37 9F 39 9F 41 9F 45 9F 4C 9F 4E 9F 5D 9F 66 9F 6E 9F 7C

Table 8.2-7 - Get Request Example

Example (Hex)

AA0081040108D101841AD10181072B06010401F609850101890AE108E10
E102 C200

Table 8.2-8 - Get Response Example

Example (Hex)

AA 00 81 04 82 08 D1 01 82 04 00 00 00 00 84 82 00 64 D1 01 81 07 2B 06 01 04 01 F6 09 85
8954 E152 E150E14E E1 4C C2 4A 50 5A 57 82 84 95 9A 9B 9C F4 5F 1A 5F 20 5F 24 5F
30 5F 34 9F 02 9F 03 9F 06 9F 09 9F 10 9F 15 9F 1A 9F 1D 9F 1& 9 26 9F 27 9F 33 9F 34 9F
35 9F 36 9F 37 9F 39 9F 41 9F 45 9F 4C 9F 4E 9F 5D 9F 66 9F 6E 9F 7C

Table 8.2-9 - Set Request Example

Example (Hex)

AA0081040109D1118464D11181072B06010401F6098501018954E152E15(
E1 4C C2 4A 50 5A 57 82 84 95 9A 9B 9C F4 5F 1A 5F 20 5F 24 5F 2A 5F 30 5F 34 9F 02 9F
06 9F 09 9F 10 9F 15 9F 1A 9F 1D 9F 1E 9F 24 9F 26 9F 27 9F 38 9F 35 9F 36 9F 37 9F 39 9F
41 9F 45 9F 4C 9F 4E 9F 5D 9F 66 9F 6E 9F 7C

Table 8.2-10- Set Response Example

Example (Hex)

AA 008104 82 09 D1 11 82 04 00 00 00 00 84 82 00 64 D1 11 81 07 2B 06 01 04 01 F6 09 85
89 54 E1 52 E1 50 E1 4E E1 4C C2 4A 50 5A 57 82 84 95 9A 9B 9C F4 5F 1A 5F 20 5F 24 5F
30 5F 34 9F 02 9F 03 9F 06 9F 09 9F 10 9F 15 9F 1A 9F 1D 9F 1& 9F 26 9F 27 9F 33 9F 34 9f
35 9F 36 9F 37 9F 39 9F 41 9F 45 9F 4C 9F 4E 9F 5D 9F 66 9F 6E 9F 7C

8.2.1.3 Property 1.1.1.1.1.3 EMV Batch Data Tag List

Table 8.2-11- Property 1.1.1.1.1.3 EMV Batch Data Tag List

Property Description

Property OID|1.1.1.1.1.3 0x01010010103
Name EMV Batch Data Tag List

The device uses this property when it generatds\dvi Batch Data Type data object
to containtransaction result data to determine what tags to include in the data obje

DIESEETT It serves the same purpose that MagTek custom tag DFDF17 serves on some otl
MagTek devices.

Securing Key None

Min. Len (b) |0
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Property Description

Max. Len (b) | 255
Data Type |Binary

Valid Values | List of any valid standard EMV message tags @exice custom tags

50 57 5A 82 84 8E 95 9A 9C F4 5F 20 5F 24 5F 25 5F 28 5F 2A 5F 2D 5F 34 9F
Default 03 9F 07 9F 09 9F 0B 9F OD 9F OE 9F OF 9F 10 9F 11 9F 12 9F 15 9F 16 9F 1A
9F 1E 9F 21 9F 24 9F 26 9F 27 9F 33 9F 34 9F 35 9F 36 9F 37 DF DF 25

Table 8.2-12 - Get Request Example

Example (Hex)

AA0081040115D101841AD10181072B06010401F609850101890AE108E10
E102 C300

Table 8.2-13 - Get Response Example

Example (Hex)

AA 0081 04 82 15 D1 01 82 04 00 00 00 00 84 82 00 66 D1 01 81 07 2B 06 01 04 01 F6 09 85
8956 E1 54 E1 52 E1 50 E1 4E C3 4C 50 57 5A 82 84 8E 95 9A 9C 5F 20 5F 24 5F 25 5F 28 ¢
2D 5F 34 9F 02 9F 03 9F 07 9F 09 9F 0B 9F 0D 9F OE 9F OF 9F 10 9F 12 9F 15 9F 16 9F 1A ¢
1C 9F 1E 9F 21 9F 24 9F 26 9F 27 9F 33 9F 34 9F 35 9F 36 9F 37 DF DF 25

Table 8.2-14 - Set Request Example

Example (Hex)

AA 008104010BD1118466D1118107 2B 060104 01F6098501018956E154E152
E1 4E C3 4C 50 57 5A 82 84 8E 95 9A 9C 5F 20 5F 24 5F 25 5F 28 5F 2A 5F 2D 5F 34 9F 02
9F 07 9F 09 9F 0B 9F OD 9F OE 9F OF 9F 10 9F 11 9F 12 9F 15 9 1A 9F 1C 9F 1E 9F 21 9F Z
9F 26 9F 27 9F 33 9F 34 9F 35 9F 36 9F 37 DF DF 25

Table 8.2-15- Set Response Example

Example (Hex)

AA 008104 82 0B D1 11 82 04 00 00 00 00 84 82 00 66 D1 11 81 07 2B 06 01 04 01 F6 09 8
8956 E1 54 E1 52 E1 50 E1 4E C3 4C 50 57 5A 82 84 8E 95 9A 9C 5F 20 5F 24 5F 25 5F 28 ¢
2D 5F 34 9F 02 9F 03 9F 07 9F 09 9F 0B 9F 0D 9F OE 9F OF 9F 10 9F 12 9F 15 9F 16 9F 1A ¢
1C 9F 1E 9F 21 9F 24 9F 26 9F 27 9F 33 9F 34 9F 35 9F 36 9F 37 DF DF 25

8.2.1.4 Property 1.1.1.1.1.4 EMV Reversal Data Tag List (EMV Contact Only)

Table 8.2-16 - Property 1.1.1.1.1.4 EMV Reversal Data Tag List (EMV Contact Only)

Property Description

Property OID|1.1.1.1.1.4 / 0x0101@10104
Name EMV Reversal Data Tag List
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Property Description

The device uses this property when it generatds\dvi Batch Data Type data object
to containreversal data to determine what tags to include in the data object. It ser
the same purpose that MagTek custom tag DFDFO5 serves on some other MagTs¢
devices.

Description

Securing Key None
Min. Len (b) |0
Max. Len (b) | 255

Data Type |Binary

Valid Values | List of any valid standard EMV message tags and device custom tags

57 5A 82 8A 95 9A 9C 5F 24 5F 2A 5F 34 9F 01 9F 02 9F 10 9F 15 9F 16 9F 1A
9F 21 9F 33 9F 38F 36 9F 39 9F 5B DF DF 25

Default

Table 8.2-17 - Get Request Example

Example (Hex)

AA0081040116D101841AD10181072B06010401F609850101890AE108E10
E1 02 C4 00

Table 8.2-18 - Get Response Example

Example (Hex)

AA 0081 04 82 16 D1 01 82 04 00 00 00 00 84 82 00 44 D1 01 81 07 2B 06 01 04 01 F6 09 85
89 34 E1 32 E1 30 E1 2E E1 2C C4 2A 57 5A 82 8A 95 9A 9C 5F 24 5F 2A 5F 34 9F 01 9F 02
9F 15 9F 16 9F 1A 9F 1C 9F 21 9F 33 9F 35 9F 36 9F 39 9F 5B DB DF 2

Table 8.2-19- Set Request Example

Example (Hex)

AA 008104 010D D1118444D11181072B06010401F6098501018934E132E1 3(
E1 2C C4 2A 57 5A 82 8A 95 9A 9C 5F 24 5F 2A 5F 34 9F 01 9F 02 9F 10 9F 15 9F 16 9F 1A
9F 21 9F 33 9F 35 9F 36 9F 39 9F 5B DF DF 25

Table 8.2-20 - Set Response Example

Example (Hex)

AA 00 81 04 82 0D D1 11 82 04 00 00 00 00 84 82 00 44 D1 11 81 07 2B 06 01 04 01 F6 09 85
89 34 E1 32 E1 30 E1 2E E1 2C C4 2A 57 5A 82 8A 95 9A 9C 5F 24 5F 2A 5F 34 9F 01 9F 02
9F 15 9F 16 9F 1A 9F 1C 9F 21 9F 33 9F 35 9F 36 9F 39 9F 5B DB DF 2

8.2.1.5 Property 1.1.1.1.1.5 ARPC Receive Timeout

Table 8.2-21- Property 1.1.1.1.1.5 ARPC Receive Timeout

Property Description

Property OID|1.1.1.1.1.5/ 0x010101010105
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Property Description

Name ARPC Receive Timeout

The device uses this property to determine how long to wait for the host to send
Description |Command 0x1004 Resume Transactiorwith ARPC data before it times out and
continues a transaction the host started ®@ilmmand 0x1001- Start Transaction.

Securing Key| None
Min. Len (b) (1
Max. Len (b) (1
Data Type |Binary

0x00 = Infinite timeout
Valid Values |0x01..0xFE = Timeout in seconds
OxFF = UseTransaction Timeoytarameter ilCommand 0x1001- Start Transaction

Default OxFF

Table 8.2-22 - Get Request Example
Example (Hex)
AAO00 8104 0155D101 840F D101 8501 01 8704 01010101

Table 8.2-23 - Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 0010 D1 01850101 87040101010189
01 FF

Table 8.2-24 - Set Request Example
Example (Hex)
AAO00 81040155D111 8410 D111 850101 870401010101 8903 C501FF

Table 8.2-25- Set Response Example

Example (Hex)

AA 00 81 04 8255 D1 11 82 04 00 00 00 00 84 82 0010D11185010187040101010189
01 FF

8.2.1.6 Property 1.1.1.1.1.6 ARPC Retry Attempts

Table 8.2-26 - Property 1.1.1.1.1.6 ARPC Retry Attempts

Property Description
Property OID|1.1.1.1.1.6 / 0x010101010106
Name ARPC Retry Attempts
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Property Description

The device uses this property to controARBPC Retry Attempts If a timeout occurs
when the device is waiting for the host to s€@mimand 0x1004 Resume
Transaction with ARPC data, the device-senddNotification 0x0101- Transaction
Information Update to reportARQC Update and waits for ARPC data again, up to 1
number of retries specified by this property. After the final retry, the device contin
with the transaction.

Description

Securing Key| None
Min. Len (b) (1
Max. Len (b) (1
Data Type |Binary
Valid Values | 0x00..0xFF
Default 0x00

Table 8.2-27 - Get Request Example
Example (Hex)
AA00 8104 0155D101 840F D101 8501 01 8704 01010101 880Q C

Table 8.2-28 - Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 10 D1 01 8501 01 87 04 01 01 01 06389
0100

Table 8.2-29 - Set Request Example
Example (Hex)
AAO00 81040155D111 8410 D111 850101 870401010101 8®03GD

Table 8.2-30- Set Response Example

Example (Hex)

AA 00 8104 8255 D1 11 82 04 00 00 00 00 84 820010185010187040101010189@@C
0100

8.2.1.7 Property 1.1.1.1.1.7 Apple VAS Merchant ID and URL Slot 1

Table 8.2-31- Property 1.1.1.1.1.7 Apple VAS Merchant ID and URL Slot 1
Property Description

Property OID|1.1.1.1.1.7 / 0x010101010107

Name Apple VAS Merchant ID and URL Slot 1

The device uses this property for Ap

Description | 5 nportedvierchant ID and URL.
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Property Description

Securing Key None
Min. Len (b) |1
Max. Len (b) | 102

Data Type |Binary

Valid Values |00 or se€lable 8.2-32- VAS Merchant ID and URL Type
Default 0x00

Table 8.2-32- VAS Merchant ID and URL Type

Tag Len‘ Value / Description Typ Req Default
9F25 0x20| Merchant ID B |O
Var
9F29 o |Merchant URL B |O
0x40

Table 8.2-33 - Get Request Example
Example (Hex)
AA00 8104 0155D101 840F D101 8501 01 8704 01010101 8902 C

Table 8.2-34 - Get Response Example

Example (Hex)

AA 0081 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 49 D1 01 85 01 01 87 04 01 01 01 01 89
3A 9F 25 20 3E 22 54 3A AF OA C5 E4 AC FC 25 67 1A 6E BF 6E DE 5A C1 96 74 6C 55 F3 D
0819 FFF922 C39F 291477 7777 2E 65 78 61 6D 70 6C 65 2D 1522 63 6F 6D

Table 8.2-35- Set Request Example
Example (Hex)
AAO00 81040155D111 8410 D111 850101 870401010101 89030D

Table 8.2-36 - Set Response Example

Example (Hex)

AA 008104 8255 D1 118204 00 00000084820010D11185010187040101010189
0100

8.2.1.8 Property 1.1.1.1.1.8 Apple VAS Merchant ID and URL Slot 2

Table 8.2-37 - Property 1.1.1.1.1.8 Apple VAS Merchant ID and URL Slot 2

Property Description
Property OID|1.1.1.1.1.8 / 0x010101010108

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Page211of 315(D998200489102)



8 - Configuration

Property Description

Name

Apple VAS Merchant ID and URL Slot 2

Description

The device uses this
supported Merchant ID and URL.

proper

ty for Ap

Securing Key

None

Min. Len (b)

1

Max. Len (b)

102

Data Type

Binary

Valid Values

00 or sedlable 8.2-32- VAS Merchant ID and URL Type

Default 0x00

Table 8.2-38- Get Request Example
Example (Hex)

AAO00 8104 0155D101 840F D101 8501 01 8704 01010101 880R C

Table 8.2-39 - Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 824 00 00 00 00 84 82 00 49 D1 01 8501 01 87 04 01 01 01 01 89 3(
3A 9F 25 20 3E 22 54 3A AF OA C5 E4 AC FC 25 67 1A 6E BF 6E DE5A C1 96 74 6C 55 F3 C
0819 FFF922C39F 2914 77 77 77 2E 65 78 61 6D 70 6C 65 2D 75 72 6C 2E 63 6F 6D

Table 8.2-40 - Set Request Example

Example (Hex)
AA00 81040155D111 8410 D111 850101 870401010101 8¥030D

Table 8.2-41 - Set Response Example

Example (Hex)

AA 0081 04 8255 D1 11 82 04 00 00 00 00 84 82 00 10 D1 11 85 01 01 87 04 01 01 01 01889
01 00

8.2.1.9 Property 1.1.1.1.1.9 Apple VAS Merchant ID and URL Slot 3

Table 8.2-42- Property 1.1.1.1.1.9 Apple VAS Merchant ID and URL Slot 3
Property OID|1.1.1.1.1.9/ 0x010101010109
Apple VAS Merchant ID and URL Slot 3

Thedevice uses this
supported Merchant ID and URL.

Name

property for Appl

Description

Securing Key None
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Property Description

Min. Len (b) |1
Max. Len (b) | 102

Data Type |Binary

Valid Values |00 or se€lable 8.2-32- VAS Merchant ID and URL Type
Default 0x00

Table 8.2-43 - Get Request Example

Example (Hex)
AAQ00 8104 0155D101 840F D101 8501 01 8704 01010101 8902 C

Table 8.2-44 - Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 49 D1 01 85 01 01 87 04 01 0803WLI
3A 9F 25 20 3E 22 54 3A AF OA C5 E4 AC FC 25 67 1A 6E BF 6E DE5A C1 96 74 6C 55 F3 C
0819 FFF922 C39F 291477 7777 2E 65 78 61 6D 70 6C 65 2D 75 72 6C 2E 63 6F 6D

Table 8.2-45- Set Request Example
Example (Hex)

AAO00 81040155D111 8410 D111 850101 870401010101 8%0303D

Table 8.2-46 - Set Response Example

Example (Hex)

AA 00 81 04 8255 D1 11 82 04 00 00 00 00 84 82 00 10 D1 11 8501 01 87 04 01 01 01 0189
0100

8.2.1.10 Property 1.1.1.1.1.A Apple VAS Merchant ID and URL Slot 4

Table 8.2-47 - Property 1.1.1.1.1.A Apple VAS Merchant ID and URL Slot 4

Property Description

Property OID

1.1.1.1.1.A/ 0x01010101010A

Name Apple VAS Merchant ID and URL Slot 4

DEEEI e -sruzp%rteg I\je\r/ciha?lt(leD aEdSUeRIi this property for Ap
Securing Key None

Min. Len (b) (1

Max. Len (b) {102

Data Type |Binary

Valid Values |00 or sedlable 8.2-32- VAS Merchant ID and URL Type
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Property Description

Default 0x00

Table 8.2-48 - Get Request Example
Example (Hex)
AA00 8104 0155D101 840F D101 8501 01 8704 01010101 8%@OC

Table 8.2-49 - Get Response Example

Example (Hex)

AA 00 81 04 8255 D1 018204 00 00 000084 820049D10185010187040101010189
3A 9F 25 20 3E 22 54 3A AF OA C5 E4 AC FC 25 67 1A 6E BF 6E DE 5A C1 96 74 6C 55 F3 C
0819 FFF922 C39F 291477 7777 2E 65 78 61 6D 70 6C 65 2D 1522 63 6F 6D

Table 8.2-50- Set Request Example
Example (Hex)

AAO00 81040155D111 8410 D111 8501870401010101 8903AD100

Table 8.2-51 - Set Response Example

Example (Hex)

AA 00 81 04 8255 D1 11 82 04 00 00 00 00 84 82 00 10 D1 11 8501 01 87 04 01 01 01 01A89
0100

8.2.1.11 Property 1.1.1.1.1.B Apple VAS Merchant ID and URL Slot 5

Table 8.2-52 - Property 1.1.1.1.1.B Apple VAS Merchant ID and URL Slot 5

Property Description

Property OID|1.1.1.1.1.B / 0x01010101010B

Name Apple VAS Merchant ID and URL Slot 5

DEEETE -sruzp%rteg I\(/Iee\rlciharCn(IeD aﬁdSUeRIi this property for Ap
Securing Key None

Min. Len (b) (1

Max. Len (b) (102

Data Type |Binary

Valid Values |00 or sedlable 8.2-32- VAS Merchant ID and URL Type

Default 0x00

Table 8.2-53 - Get Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 01 8704 01010101 88u» C
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Table 8.2-54 - Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 820049 D101 85010187040101010189
3A 9F 25 20 3E 22 54 3A AF OA C5 E4 AC FC 25 67 1A 6E BF 6E DE5A C1 96 74 6C 55 F3 O
0819 FF F9 22 C39F 2914 77 77 77 2E 65 78 61 6D 70 6C 65 2D 1522 63 6F 6D

Table 8.2-55- Set Request Example

Example (Hex)
AAQ00 81040155D111 8410 D111 850101 870401010101 8HIRIOD

Table 8.2-56 - Set Response Example

Example (Hex)

AA 0081 04 82 55 D1 11 82 04 00 00 00 00 84 82 00 10 D1 11 85 01 01 87 04 01 01 01 01B89
0100

8.2.1.12 Property 1.1.1.1.1.C Apple VAS Merchant land URL Slot 6

Table 8.2-57 - Property 1.1.1.1.1.C Apple VAS Merchant ID and URL Slot 6

Property Description

Property OID|1.1.1.1.1.C 0x01010101010C

Name Apple VAS Merchant ID and URL Slot 6

eS0T lu?)p%rteg I\je\r/c;]a(r:lt?D azdsuzl_s. this property for Ap
Securing Key None

Min. Len (b) |1

Max. Len (b) | 102

Data Type |Binary

Valid Values |00 or se€lable 8.2-32- VAS Merchant ID and URL Type

Default 0x00

Table 8.2-58 - Get Request Example

Example (Hex)
AAO00 8104 0155D101 840F D101 8501 01 8704 01010101 8am®C

Table 8.2-59 - Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 824 00 00 00 00 84 82 0049 D1 01 8501 01 87 04 01 01 01 01 89 3(
3A 9F 25 20 3E 22 54 3A AF OA C5 E4 AC FC 25 67 1A 6E BF 6E DE 5A C1 96 74 6C 55 F3 C
08 19FFF922 C39F 291477 77 77 2E 65 78 61 6D 70 6C 65 2D 75 72 6C 2E 63 6F 6D
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Table 8.2-60 - Set Request Example

Example (Hex)
AAQ00 81040155D111 8410 D111 850101 870401010101 89RIOD

Table 8.2-61 - Set Response Example

Example (Hex)

AA 00 81 04 82 55 D1 11 82 04 00 00 00 00 84 82 00 10 D1 11 8501 01 87 04 01 01 01 01389
0100

8.2.1.13 Property 1.1.1.1.1.D Apple iAP2 AppBundlelD

Table 8.2-62 - Property 1.1.1.1.1.D Apple iIAP2 AppBundlelD
Property OID|1.1.1.1.1.D / 0x01010101010D
Name Apple iIAP2 AppBundlelD

Description | This settingallows the iOS device to recommend installation of a specific app or se
apps to use with th€©S device when connects an accessory.

Securing Key None

Min. Len (b) |A valid reverseDNS similar to the Default below
Max. Len (b) |50

Data Type |ASCII

Valid Values | ASCII

Default com.magtek.dynaflex2go

Table 8.2-63 - Get Request Example

Example (Hex)

AA0081040106D101841AD10181072B06010401F609850101890AE108E10
E1 02 CDOO

Table 8.2-64 - Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 4C D1 01 81 07 2B 06 01 04 01 F6 09 85
89 3C E13AE138E136E134 CD 3263 6F 6D 2E 6D 61 67 74 65 6B 2E 64 79 6E 61 66 6C
32 67 6F 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @OAWOA® 00 00 00 00 00 00

Table 8.2-65- Set Request Example

Example (Hex)

AA 0081040107 D11184C D1118107 2B 060104 01F609850101893CE13AE138
E1 34 CD 32 63 6F 6D 2E 6D 61 67 74 65 6B 2E 64 79 6E 61 66 6C 65 78 32 67 6F 00 00 00 (
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
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Table 8.2-66 - Set Response Example

Example (Hex)

AA 008104 82 07 D1 11 82 04 00 00 00 00 84 82 00 4C D1 11 81 07 2B 06 01 04 01 F6 09 85
89 3CE13AE138E136E134CD 32636F 6D 2E 6D 61 67 74 65 6B 2E 64 79 66G55G8
32 67 6F 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 Q

8.2.1.14 Property 1.1.1.1.1.10 Google Smart Tap Collector ID Slot 1

Table 8.2-62 - Property 1.1.1.1.1.10 Google Smart Tap Collector ID Slot 1

Property Description

Property OID|1.1.1.1.1.10 / 0x010101010110
Name Google Smart Tap Collector ID Slot 1

The device uses this property for Google Smart Tap processingto f i gur e

el supported Collector ID and Service Types.

Securing Key None
Min. Len (b) |1
Max. Len (b) |25

Data Type |Binary

Valid Values |00 or se€lable 8.2-32- VAS Merchant ID and URL Types
Default 0x00

Table 8.2-637 Google Smart Tap Collector ID and Service Types

Tag ‘ Len Value / Description Typ Req Default
DF7C 0x08 GWST Collector ID B R
GWST Service Types

0x00 = All services

0x01 = All services except
PPSE

0x02 = PPSE

0x03 = Loyalty

0x04 = Offer

0x05 = Gift card

0x06 = Private label card |B R
0x07 = Event ticket

0x08 = Flight

0x09 = Transit

0x10 = Cloudbased wallet
0x11 = Mobil marketing
platform

0x12 = Generic

0x13 = Generic private pas
0x40 = Wallet customer

Var up to

DF7D OXOE
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Table 8.2-64 - Get Request Example

Example (Hex)
AAQ00 8104 0155D101 840F D101 8501 01 8704 01010101 8902 D000

Table 8.2-68.2-67 - Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 1E D1 01 8501 01 87 04 01 01 01 01 89
OF DF 7C 08 32 30 31 38 30 36 30 38 DF 7D 01 00

Table 8.2-686 - Set Request Example

Example (Hex)

AA00 81048255D118B427D11181072B06010401F60850101 8704010101018911D0O0F
DF7C083230313830363038DF7D0100

Table 8.2-69 - Set Response Example

Example (Hex)

AA 0081048255D11182040000000084820027D 11181072B06010401F609850101
8704010101018911 D0 OFDF 7C083230313830363038DF 7D 0100

8.2.1.15 Property 1.1.1.1.1.11 Google Smart Tap Collector ID Slot 2

Table 8.2-68- Property 1.1.1.1.1.11 Google Smart Tap Collector ID Slot 2

Property Description

Property OID|1.1.1.1.1.11 / 0x010101010111
Name Google Smart Tap Collector ID Slot 2

The device uses this property for Go

DIESETIR supported Collector ID and Service Types.

Securing Key None
Min. Len (b) |1
Max. Len (b) |25

Data Type |Binary

Valid Values |00 or se€lable 8.2-32- VAS Merchant ID and URL Types
Default 0x00

Table 8.2-69 - Get Request Example

Example (Hex)
AA00 8104 0155D101 840F D101 8501 01 8704 01010101 84902 D
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Table 8.2-70- Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 1E D1 01 8501 01 87 04 01 01 01 01 89
OF DF 7C 08 32 30 31 38 30 36 30 38 DF 7D 01 00

Table 8.2-71 - Set Request Example

Example (Hex)

AA00 81048255D118B427D11181072B06010401F60850101 8704010101018911D10F
DF7C083230313830363038DF7D0100

Table 8.2-702 - Set Response Example

Example (Hex)

AA 0081048255D11182040000000084820027D 11181072B06010401F609850101
8704010101018911D10FDF 7C083230313830363038DF 7D 0100

8.2.1.16 Property 1.1.1.1.1.12 Google Smart Tap Collector ID Slot 3

Table 8.2-73- Property 1.1.1.1.1.12 Google Smart Tap Collector ID Slot 3

Property Description

Property OID

1.1.1.1.1.12 / 0x010101010112

Name Google Smart Tap Collector ID Slot 3

eS0T !Sp?p?oreie\é iC:o(I:IeectorlIJDSaﬁdSSer\ticg il'y?)es.p roperty for Goog
Securing Key None

Min. Len (b) |1

Max. Len (b) |25

Data Type |Binary

Valid Values |00 or se€lable 8.2-32- VAS Merchant ID and URL Types

Default 0x00

Table 8.2-74 - Get Request Example

Example (Hex)
AA00 81040155D101 840F D101 8501 01 8704 01010101 892D

Table 8.2-75- Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 1E D1 01 8501 01 87 04 01 01 01 01 89
OF DF 7C 08 32 30 31 38 30 36 30 38 DF 7D 01 00
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Table 8.2-76 - Set Request Example

Example (Hex)

AA00 81048255D118B427D11181072B06010401F60850101 8704010101018911D20F
DF7C083230313830363038DF7D0100

Table 8.2-717 - Set Response Example

Example (Hex)

AA 0081048255D1118204000000008482002 7D 11181072B06010401F609850101
8704010101018911D20FDF 7C083230313830363038DF 7D 0100

8.2.1.17 Property 1.1.1.1.1.13 Google Smart Tap Collector ID Slot 4

Table 8.2-78- Property 1.1.1.1.1.13 Google Smart Tap Collector ID Slot 4

Property Description

Property OID|1.1.1.1.1.13 / 0x010101010113
Name Google Smart Tap Collector ID Slot 4

The device uses this property for Go

B il supported Collector ID and Service Types.

Securing Key None
Min. Len (b) |1
Max. Len(b) |25

Data Type |Binary

Valid Values |00 or se€lable 8.2-32- VAS Merchant ID and URL Types
Default 0x00

Table 8.2-79 - Get Request Example

Example (Hex)
AAQ00 8104 0155D101 840F D101 8501 01 8704 01010101 8202 D

Table 8.2-80- Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 1E D1 01 8501 01 8704 01 01 01 01 89
OF DF 7C 08 32 30 31 38 30 36 30 38 DF 7D 01 00

Table 8.2-81 - Set Request Example

Example (Hex)

AA00 81048255D118B427D11181072B06010401F60850101 8704010101018911D30F
DF7C083230313830363038DF7D0100

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Page2200f 315(D998200489102)



8 - Configuration

Table 8.2-82 - Set Response Example

Example (Hex)

AA 0081048255D11182040000000084820027D 11181072B06010401F609850101
8704010101018911 D3 0FDF7C083230313830363038DF 7D 0100

8.2.1.18 Property 1.1.1.1.1.14 Google Smart Tap Collector ID Slot 5

Table 8.2-83 - Property 1.1.1.1.1.14 Google Smart Tap Collector ID Slot 5

Property Description

Property OID|1.1.1.1.1.14 / 0x010101010114
Name Google Smart Tap Collector ID Slot 5

Thedevice uses this property for Goog

B il supported Collector ID and Service Types.

Securing Key None
Min. Len (b) (1
Max. Len (b) |25

Data Type |Binary

Valid Values |00 or sedlable 8.2-32- VAS Merchant ID and URL Types
Default 0x00

Table 8.2-84 - Get Request Example

Example (Hex)
AAO00 8104 0155D101 840F D101 8501 01 8704 01010101 84902 D

Table 8.2-85- Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 1E D1 01 8501 01 87 04 01 01 01 01 89
OF DF 7C 08 32 30 31 38 30 36 30 38 DF 7D 01 00

Table 8.2-86 - Set Request Example

Example (Hex)

AA00 81048255D118B427D11181072B06010401F60850101 8704010101018911D40F
DF7C083230313830363038DF7D0100

Table 8.2-87 - Set Response Example

Example (Hex)

AA 0081048255D11182040000000084820027D 11181072B06010401F609850101
8704010101018911D4 0FDF 7C083230313830363038DF 7D 0100
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8.2.1.19 Property 1.1.1.1.1.15 Google Smart Tap Collector ID Slot 6

Table 8.2-88 - Property 1.1.1.1.1.15 Google Smart Tap Collector ID Slot 6
Property OID|1.1.1.1.1.15/ 0x010101010115
Google Smart Tap Collector ID Slot 6

Thedevice uses this
supported Collector ID and Service Types.

Name

property for Goog

Description

Securing Key| None
Min. Len (b) (1
Max. Len (b) |25

Data Type |Binary

00 or sedlable 8.2-32- VAS Merchant ID and URL Types
0x00

Valid Values
Default

Table 8.2-89 - Get Request Example

Example (Hex)
AA00 8104 0155D101 840F D101 8501 01 8704 01010101 8%02 D

Table 8.2-90 - Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 1E D1 01 8501 01 87 04 01 01 01 01 89
OF DF 7C 08 32 30 31 38 30 36 30 38 DF 7D 01 00

Table 8.2-91 - Set Request Example

Example (Hex)

AA00 81048255D118B427D11181072B06010401F60850101 8704010101018911D50F
DF7C083230313830363038DF7D0100

Table 8.2-92 - Set Response Example

Example (Hex)

AA 0081048255D11182040000000084820027D 11181072B06010401F609850101
8704010101018911D50FDF 7C083230313830363038DF 7D 0100

8.2.1.20 Property 1.1.1.1.1.1A Google Smart Tap POS Capabilities

Table 8.2-83 - Property 1.1.1.1.1.1A Google Smart Tap POS Capabiliti®OS Capabilities

Property Description

Property OID

1.1.1.1.1.1A/ 0x01010101011A

Name

Google Smart Tap POS Capabilities
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Property Description

The device uses this property for Google Smart Tap

Description processing to configure t
Capabilities.

Securing Key None

Min. Len (b) 4

Max. Len (b) 4

Data Type Binary

Byte value where each bit of the byte indicates a particuls
POS capability Bit 0 is the least significant bifThe Tap
byte is generated by the device.

Byte 17 System:
Bit 0: Standalone
Bit 1: Semiintegrated
Bit 2: Unattended
Bit 3: Online
Bit 4: Offline
Bit5: MMP
Bit 6: zlib support
Bit 7. RFU

Byte 271 Ul:
Bit 0: Printer
Bit 1: Printer graphics
Bit 2: Display
Bit 3: Images
Valid Values Bit 4: Audio
Bit 5: Animation
Bit 6: Video
Bit 7. RFU

Byte 31 Checkout:
Bit 0: Support payment
Bit 1: Support digital receipt
Bit 2: Support service issuance
Bit 3: Support OTA POS data
Bit4: RFU
Bit5: RFU
Bit6: RFU
Bit 7: RFU

Byte 4i CVM
Bit 0: Online PIN
Bit1: CDPIN
Bit 2. Signature
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Property Description

Bit 3:
Bit 4:
Bit 5:
Bit 6:
Bit 7:

No CVM
Devicegenerated code
SRgenerated code

ID capture

Biometric

Default

DynaProx, DynaFlex Il Go and DynaFlex II: 0x08, 0x10,
0x03, 0x00

All Other devices:

0x08, 0x14

0x03, 0x05

Table 8.2-84 - Get Request Example

Example (Hex)
AAO00 81040155D101 840F D101 8501 01 8704 01010101 89420D

Table 8.2-85- Get Response Example

Example (Hex)

AA 0081 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 1E D1 01 8501 018704 0101010189
OF DF 7C 08 32 30 31 38 30 36 3038 7D 01 00

Table 8.2-86 - Set Request Example

Example (Hex)

AAO00 81048255D118B427D11181072B06010401F60850101 8704010101018911D40F
DF7C083230313830363038DF7D0100

Table 8.2-87 - Set Response Example

Example (Hex)

AA 0081048255D11182040000000084820027D11181072B06010401F609850101
8704010101018911D40FDF 7C083230313830363038DF 7D 0100

8.2.1.21 Property 1.1.1.1.2.6 Tip Mode Enable Submit on Amount Button Press

Table 8.272 - Property 1.1.1.1.2.6 Tip Mode Enable Submit on Amount Button Press

Property Description

Property OID

1.1.1.1.2.6 0x010101010206

Name Tip Mode Enable Submit on Amount Button Press
L When enabl ed, pressing an amount , pe
Description ; . ; ) ;
proceed i mmedi ately without requirin
Securing Key None
Min. Len (b) (1
Max. Len (b) (1
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Property Description

Data Type |Binary

0x0071 Disabled: Require submit button tap

valid Values | 5,011 Enabl ed: Donot require submit but

Default 0x00- Disabled

Table 8.2-73 - Get Request Example
Example (Hex)
AA0081040155D101840FD1018501018704010101028902C600

Table 8.2-74 - Get Response Example
Example (Hex)
AA0081048255D10182040000000084820010D1018501018704010101028903C60101

Table 8.2-75- Set Request Example
Example (Hex)
AA0081040155D1118410D1118501018704010101028903C60101

Table 8.2-76 - Set Response Example
Example (Hex)
AA0081048255D11182040000000084820010D1118501018704010101028903C60101

8.2.1.22 Property 1.1.1.1.4.1 EMV Configuration Filename

Table 8.2-77 - Property 1.1.1.1.4.1 EMV Configuration Filename

Property Description

Property OID 1.1.1.1.4.1/0x010101010401

Name EMV Configuration Filename

Description This string_conta_ins the part number and the revision of t
EMV Configuration File

Securing Key None

Min. Len (b) 14

Max. Len (b) 14

Data Type ASCII

Valid Values CFGO00XXx%xXXX

Default None
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Table 8.2-78 - Get Request Example

Example (Hex)
AA0081040106D101841AD10181072B06010401F609850101890AE108E106E104E402C100

Table 8.2-79 - Get Response Example

Example (Hex)

AA0081048206D10182040000000084820028D10181072B06010401F609850101
8918E116E114E112E410C1484647303030363831322D323030

Table 8.2-80- Set Request Example

Example (Hex)

AA0081040106D1118428D11181072B06010401F6098501018918E116E114E112E410C10E
434647303030363831322D323030

Table 8.2-81 - Set Response Example

Example (Hex)

AA0081048206D11182040000000084820028D11181072B06010401F609850101
8918E116E114E112E410C1484647303030363831322D323030

8.2.1.23 Property 1.1.1.1.4.2 CA Public Key Configuration Filename

Table 8.2-82- Property 1.1.1.1.4.2 CA Public Key Configuration Filename

Property Description

Property OID 1.1.1.1.4.2/0x010101010402

Name CA Public Key Configuration Filename

EISSIng sotane et rumber and e reviion of
Securing Key None

Min. Len (b) 14

Max. Len (b) 14

Data Type ASCII

Valid Values CFGOO0XXX%XXX

Default None

Table 8.2-83- Get Request Example

Example (Hex)
AA0081040106D101841AD10181072B06010401F609850101890AE108E106E104B02C
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Table 8.2-84 - Get Response Example

Example (Hex)

AA0081048206D10182040000000084820028D10181072B06010401F609850101
8918E116E114E112E410C2484647303030363831322D323030

Table 8.2-85 - Set Request Example

Example (Hex)

AA0081040106D1118428D11181072B06010401F6098501018918E116E114E1128E10C
434647303030363831322D323030

Table 8.2-86 - Set Response Example

Example (Hex)

AA0081048206D11182040000000084820028D11181072B06010401F609850101
8918E116E114E112E410C2484647303030363831322D323030

8.2.2 Property Subgroup 1.1.2.nnn SRED Settings
8.2.2.1 Property 1.1.2.2.1.2 ISO/ABA Masking Character

Table 8.2-87 - Property 1.1.2.2.1.2 ISO/ABA Masking Character

Property Description

Property OID|1.1.2.2.1.2 / 0x0101@20102
Name ISO/ABA Masking Character

The device uses this property to determine what character it should use when ser
masked ISO/ABA track data. If tii&roperty 1.1.2.2.1.5 PAN MOD 10 Check Digit
Correctioni s enabl ed, t he masked portions
For more information about masking, see the information at the bottom of this sec

Description

Securing Key None

Min. Len (b) [Ox00

Max. Len (b) (Ox01

Data Type |Character

Valid Values | Any ASCII character
Default 600

Table 8.2-88 - Get Request Example

Example (Hex)

AA 0081040117 D101841AD1018107 2B 0601 0#®09 8501 01 89 0A E1 08 E2 06 E2
E102 C200
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Table 8.2-89 - Get Response Example

Example (Hex)

AA 0081048217 D101 8204 00 00 00 00 84 8200 1B D101 81 07 2B 06 01 04 01 F6 09 8
89 0B E109 E2 07 E2 05 E1 03 C2 01 2A

Table 8.2-90- Set Request Example

Example (Hex)

AA008104010FD111841BD11181072B06010401F609850101890BE109E20
E1 03 C201 30

Table 8.2-91 - Set Response Example

Example (Hex)

AA 00 81 04 82 OF D1 11 82 04 00 00 00 00 84 82 00 1B D1 11 81 07 2B 06 01 04 01 F6 09 85
89 0B E109 E207 E2 05 E103 C201 30

When the device sends masked track data, it replaces some characters in the track data with a specified
mask character. The specific characters the device masks depends on the card encode type. The device
only selectively masks data that came from ISOM®irds (Financial Cards witlsO/IEC 7813Format

code B); it sends data from all other card types entirely unmasked.

The device masks all fields from ISO/ABA cards except a number of configurable leading and trailing
characters of the PAN. Seeoperty 1.1.2.2.1.3 PAN Number of Leading Unmasked Characteend
Property 1.1.2.2.1.4 PAN Number of Trailing Unmasked Characters

For chip card transactions, masked track 2 data is contained in TLV data object DFDF4D. For magnetic
stripe transactions, masked track 1, 2 and 3 data is contained in TLV data objects DFDF31, DFDF33 and
DFDF35, respectively.

Table 8.2-92 below provides an example of data from tracks 1, 2, and 3 of an ISO/ABA card after it has
been decrypted or if the device has sent it in the clEalnle 8.2-93 shows the same data as it might
appear with a specific sef masking ules applied.

Table 8.2-92 - Sample ISO/ABA Track Data, Clear Text / Decrypted

Sample ISO/ABA Track Data, Clear Text / Decrypted

Track 1 %B6011000995500000" TEST CARD 7151210154321123456787
Track 2 ;6011000995500000=151210154321123456787
Track 3 ;6011000995500000=151210154321123456783333333333333333333337

Table 8.2-93 - Sample ISO/ABA Track Data, Masked

Sample ISO/ABA Track Data, Masked

Track 1 %B6011000020000000M0000000000 ~000000000000000000007?

Track 2 ;6011000020000000= 0000 00000000000000007?

Track 3 ;6011000020000000=000000000000000000000000000000000000000007?
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8.2.2.2 Property 1.1.2.2.1.3 PAN Number of Leading Unmasked Characters

Table 8.2-94 - Property 1.1.2.2.1.3 PAN Number of Leading Unmasked Characters

Property Description

Property OID|1.1.2.2.1.3 / 0x010102020103

Name PAN Number of Leading Unmasked Characters

The device uses this property to deternfio&r many of the leading characters of the
PAN the device sends unmaskediasked Track x Datain ISO/ABA account
information For details about ISO/ABA track masking, $&eperty 1.1.2.2.1.2
ISO/ABA Masking Character

Securing Key None
Min. Len (b) |0x01
Max. Len (b) |0x01
Data Type |Binary

Description

Min 0x00

Valid Values | Max 0x08, if PAN length is less than 16, the number of unmasked characters will
limited to 6.

Default 0x04

Table 8.2-95- Get Request Example

Example (Hex)

AA0081040118D101841AD10181072B06010401F609850101890AE108E20
E102 C300

Table 8.2-96 - Get Response Example

Example (Hex)

AA 008104 82 18 D1 01 82 04 00 00 00 00 84 82 00 1B D1 01 81 07 2B 06 01 04 01 F6 09 8
890BE109 E207 E205E1 03 C30104

Table 8.2-97 - Set Request Example

Example (Hex)

AA0081040110D111841BD11181072B06010401F609850101890BE109E20
E103 C30104

Table 8.2-98 - Set Response Example

Example (Hex)

AA 008104 82 10 D1 11 82 04 00 00 00 00 84 82 00 1B D1 11 81 07 2B 06 01 04 01 F6 09 8
89 0B E109 E207 E2 05 E103 C301 04
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8.2.2.3 Property 1.1.2.2.1.4 PAN Number of Trailing Unmasked Characters

Table 8.2-99- Property 1.1.2.2.1.4 PAN Number of Trailing Unmasked Characters

Property Description

Property OID|1.1.2.2.1.4 / 0x010102020104

Name PAN Number of TrailingJnmasked Characters

The device uses this property to deternfioe&r many of therailing characters of the
PAN the device sends unmaskediasked Track x Datain ISO/ABA account
information For details about ISO/ABA track masking, $&eperty 1.1.2.2.1.2
ISO/ABA Masking Character.

Securing Key None
Min. Len (b) |0x01
Max. Len (b) |0x01
Data Type |Binary

Description

. Min 0x00
Valid Values Max 0x04
Default 0x04

Table 8.2-100- Get Request Example

Example (Hex)

AA0081040119D101841AD10181072B06010401F609850101890AE108E20
E1 02 C4 00

Table 8.2-101- Get Response Example

Example (Hex)

AA 00 81 04 82 19 D1 01 82 04 00 00 00 00 84 82 00 1B D1 01 81 07 2B 06 01 04 01 F6 09 8
89 0B E109 E207 E205E1 03 C4 0104

Table 8.2-102- Set Request Example

Example (Hex)

AA 0081040111 D111841BD11181072B06010401F609850101890BE109E20
E1 03 C4 01 04

Table 8.2-103- Set Response Example

Example (Hex)

AA 0081048211 D1118204 0000 00008482001B D1 118107 2B 06010401 F6 098
89 0B E109 E207 E2 05 E1 03 C4 0104
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8.2.2.4 Property 1.1.2.2.1.5 PAN MOD 10 Check Digit Correction

Table 8.2-104- Property 1.1.2.2.1.5 PAN MOD 10 Check Digit Correction

Property Description

Property OID|1.1.2.2.1.5 0x010102020105
Name PAN MOD 10 Check Digit Correction

The device uses this property to determine whether it should modify one of the m
PAN digits such that the masked PAN passes the Luhn {i@&lgorithm check. If thi
Description [pr operty i s enabled, the device usess
of the setting irProperty 1.1.2.2.1.2 ISO/ABA Masking Characterand masks the
remainder of the track data with the configured masking character.

Securing Key None
Min. Len (b) |0x01
Max. Len (b) (Ox01
Data Type |Binary

0x00 = Disabled
0x01 = Enabled

Default 0x01

Valid Values

Table 8.2-105- Get Request Example

Example (Hex)

AA008104011AD101841AD10181072B06010401F609850101890AE108E20
E102 C500

Table 8.2-106- Get Response Example

Example (Hex)

AA 0081 04 82 1A D1 01 82 04 00 00 00 00 84 82 00 1B D1 01 81 07 2B 06 01 04 01 F6 09 85
89 0B E109 E207 E205E1 03 C501 01

Table 8.2-107- Set Request Example

Example (Hex)

AA0081040112D111841BD11181072B06010401F609850101890BE109E20
E103C50101

Table 8.2-108- Set Response Example

Example (Hex)

AA 008104 8212 D1 118204 00 00000084 82001BD11181072B06010401F6098
890BE109E207E205E103C50101
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8.2.2.5 Property 1.1.2.4.1.2 Key Mapping of Account Data

Table 8.2-109- Property 1.1.2.4.1.2 Key Mapping of Account Datiey Mapping of Account Data

Property Description

Property OID|1.1.2.4.1.2 0x010102@01(2
Name Key Mapping of Account Data

The device uses this property to determine which DUKPT Key Set and Variant/Us

Description | -1l be used for Account Data.

Securing Key| None
Min. Len (b) [Ox03
Max. Len (b) [Ox03
Data Type |Binary

Valid Values | SeeDUKPT Key Mappingfor detail information.
Default 0x20, 0x07, Ox04

Table 8.2-110- Get Request Example

Example (Hex)
AAQ00 81040159D101 841AD1041072B06010401F609 850101 890AE108E206E404E102C200

Table 8.2-111- Get Response Example

Example (Hex)

AAO00 81048259D101 820400000000 8482001DD101 81072B06010401F609 850101
890DE10BE209E407E105C2 03200704

Table 8.2112- Set Request Example

Example (Hex)

AAO00 8104015AD111 841DD111 81072B06010401F609 850101 890DE10BE209E407E105C2
03200704

Table 8.2-113- Set Response Example

Example (Hex)

AA00 8104825AD111 820400000000 8482001DD111 81072B06010401F609 850101
890DE10BE209E407E105C2 03200704

8.2.2.6 Property 1.1.2.4.1.3 Key Mapping of MAC

Table 8.2-114- Property 1.1.2.4.1.3 Key Mapping of MAGKey Mapping of MAC

Property Description

Property OID|1.1.2.4.1.3 0x010102@0103
Name Key Mapping of MAC
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Property Description

The device uses this property to determine which DUKPT Key Set and Variant/Us
shall be used for MAC.

Securing Key None
Min. Len (b) [Ox03
Max. Len (b) [Ox03
Data Type |Binary

Description

Valid Values | SeeDUKPT Key Mappingfor detail information.
Default 0x20, 0x07, 0x02

Table 8.2-115- Get Request Example

Example (Hex)
AAQ00 81040159D101 841AD1041072B06010401F609 850101 890AE108E206E404E102C300

Table 8.2-116- Get Response Example

Example (Hex)

AAO00 81048259D101 820400000000 8482001DD101 81072B06010401F609 850101
890DE10BE209E407E105C3 03200702

Table 8.2117- Set Request Example

Example (Hex)

AAO00 8104015AD111 841DD111 81072B06010401F609 850101 890DE10BE209E407E105C3
03200702

Table 8.2-118- Set Response Example

Example (Hex)

AA00 8104825AD111 820400000000 8482001DD111 81072B06010401F609 850101
890DE10BE209E407E105C3 03200702
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8.2.2.7 Property 1.1.2.4.1.5 Key Mapping of MagTek Token
This OID is reserved for Mey Mapping ofMagTek Token.
8.2.2.8 Property 1.1.2.4.1.6 Key Mapping of User Data 1

This OID is reserved for Mey Mapping of User Data 1.
8.3 Property Group 1.2.nnnn Device Settings
8.3.1 Property Subgroup 1.2.1.nnn Transaction Settings

8.3.1.1 Property 1.2.1.1.1.2 Application SelectiorBehavior (Contactless Only)

Table 8.3-1 - Property 1.2.1.1.1.2 Application Selection Behavior (Contactless Onlpplication Selection
Behavior

Property Description

Property OID|1.2.1.1.1.2 / 0x010201010102
Name Application Selection Behavior

Thedeviceu s es t hi s pr op eappligatioh seleciobdeahaviortfoe d ¢

B il payment brand selection.

Securing Key None
Min. Len (b) |1
Max. Len (b) | 1
Data Type |Binary

0x007 Card Preference.

The device automatically chooses the application that is mutually supported by th
and theterminal, based on the priority order specified by the card. This is the defad
and is standard EMV transaction flow behavior

0Ox01i Reserved
0x0271 Reserved

0x03i Enhanced Prompt Cardholder.

Thedevicesends the ho#otification 0x18037 02 02 00 0({Display Cardholder, Dat:
Valid Values | Attached, Reservedd request that the cardholder select from a list of available
applicationsEach application may include additional tags suchpairity indicator,
Issuer Country Code and Issuer Identification NumBdter the cardholder selects an
application, the host passes the selection to the device@smgand 0x1802

Report Cardholder Selectiont o device to return the
device.

Note that if the device is configured to use this option, the cardholder must hold tH
or contactless payment device in contact with the device for until cardholder appli
selection is complete, otherwise the device will report the transactied. fé&or this
reason, MagTek does not recommend using this setting.

Default 0x0071 Card Preference
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Table 8.3-2 - Get Request Example

Example (Hex)
AAQ00 8104 0155D101 840F D101 8501 01 87@810D1A 8902 200

Table 8.3-3 - Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 10 D1 01 85 01 01 20040 A 89 03 @
0100

Table 8.3-4 - Set Request Example

Example (Hex)
AA00 81040155D111 8410 D111 850101 87240010 8903 20103

Table 8.3-5 - Set Response Example

Example (Hex)

AA 00 8104 8255 D1 11 82 04 00 00 00 00 84 82 00 10 D1 11 85 01 01 20040 A 89 03 @
0103

8.3.1.2 Property 1.2.1.1.2.1 Signature Capture Control

Table 8.3-6 - Property 1.2.1.1.2.1 Signature Capture Control

Property Description

Property OID|1.2.1.12.1 / 0x01020101201

Name Signature Capture Control

Thehost can use this property to change whether the device automatically prompf
Description |cardholder for a signaturehen runningCommand 0x1001- Start Transaction, or
leaves the triggering of signature capture prompts to the host.

Securing Key None
Min. Len (b) |1
Max. Len (b) | 1
Data Type |Binary

0x00 =Devicedriven Signature Capture
0x01 =Hostdriven Signature Capture

Default 0x00

Valid Values

Table 8.3-7 - Get Request Example

Example (Hex)

AA 0081040104D101841AD10181072B06010401F609850101890AE208E10
E2 02 C100
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Table 8.3-8 - Get Response Example

Example (Hex)

AA 00 81 04 82 04 D1 01 82 04 00 00 00 00 84 82 00 1B D1 01 81 07 2B 06 01 04 01 F6 09 8
890BE209E107E105E203C10101

Table 8.3-9 - Set Request Example

Example (Hex)

AA0081040102D111841BD11181072B06010401F609850101890BE209E10
E203C10101

Table 8.3-10- Set Response Example

Example (Hex)

AA 008104 8202D1 118204 0000 00008482001B D1 118107 2B 060104 01 F6 09 8
890BE209E107E105E203C10101

8.3.1.3 Property 1.2.1.1.3.1 Contactless Low Power Card Detect (Contactless Only)

Table 8.3-11- Property 1.2.1.1.3.1 Contactless Low Power Card Detect (Contactless Only)

Property Description

Property OID|1.2.1.13.1/ 0x010201010301
Name Contactless Low Power Card Detect

Thedevice uses this property émable/disable contactless low power card detect

(Proximity Detection Mode When disabled, device will read a contactless card as
as the card is detected. If enabled, device will track and delay reading a contactle
allowing user to use Contact or MSR card slots.

Description

Securing Key None
Min. Len (b) (1
Max. Len (b) (1
Data Type |Binary

. 0x00 =Disable
Valid Values 001 = Enable
Default 0x00 - Disabled

Table 8.3-12- Get Request Example

Example (Hex)
AA 00 8104 0155D1 01 840F D101 8501 01 8704 02010103 8902 C1 00
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Table 8.3-13- Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 10 D1 01 85 01 01 87 04 0233890030
0100

Table 8.3-14 - Set Request Example

Example (Hex)
AA 00 81040155D111 8410 D111 850101 870402010103 8903 C10100

Table 8.3-15- Set Response Example

Example (Hex)

AA 00 8104 82 55 D1 11 82 04 00 00 00 00 84 82 00 10 D1 11 8501 01 87 04 028890®A
01 @

8.3.1.4 Property 1.2.1.1.4.1 MIFARE Ultralight C 2keys3DES

Table 8.3-16 - Property 1.2.1.1.4.1 MIFARE Ultralight C 2keys3DES
Name MIFARE Ultralight C 2keys3DES

The device uses this property to setile of the 2keys 3DES fddIFARE Ultralight C
authentication.

Onanexample of Keyl = 0001020304050607h and Key2 = 08090A0BOCODOEOF
Description |setting should be 000102030405060708090A0BOCODOEOF

For security, the Get request for this property will always rettvtEB of KCV.

This key will be encrypted and stored in KPM.

Securing Key None
Min. Len (b) |16
Max. Len (b) |16
Data Type |Binary
Valid Values
Default 49454D4B 41455242 214E4143 554F5946

Table 8.3-17 - Get Request Example

Example (Hex)

AA 008104 0106D101841AD1018107 2B 060104 01F609 85010189 0AE208E10
E4 02 C100
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Table 8.3-18 - Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 1D D1 01 81 07 2B 06 01 04 01 F6 09 85
89 0D E2 OB E1 09 E1 07 E4 05 C1 03 29 07 96

Table 8.3-19- Set Request Example

Example (Hex)

AA0081040155D111841FD1118501018704020101048912C11000 01020304
07 08 09 OA 0B 0C 0D OE OF

Table 8.3-20 - Set Response Example

Example (Hex)

AA 008104 8255 D1 11 82 04 00 00 00 00 84 82 00 1F D1 11 85 01 01 87 04 02 01 01 04 89
10 00 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF

8.3.1.5 Property 1.2.1.1.4.2 MIFARE Ultralight AEBataProtKey

Table 8.3-21 - Property 1.2.1.1.4.2 MIFARE Ultralight AES DataProtKey.
Property OID|1.2.1.1.4.2 / 0x0102010100402
Name MIFARE Ultralight AES DataProtKey.

The device uses this property to sethiffie of the AES_DataProtKey foIFARE
Ultralight AES authentication.

Onanexample of ASE Key = 000102030405060708090A0BOCODOEOFh, the sett
Description |should be 000102030405060708090A0BOCODOEOF

For security, the Get request for this property will always rettimts8 of KCV.

This key will be encrypted and stored in KPM.

Securing Key None
Min. Len (b) |16
Max. Len (b) |16
Data Type |Binary
Valid Values
Default 00000000 00000000 00000000 00000000

Table 8.3-22 - Get Request Example

Example (Hex)

AA 0081040106D101841AD1016872B06010401F609850101890AE208E106E
E4 02 C2 00
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Table 8.3-23 - Get Response Example

Example (Hex)

AA00810482D3D1018204000000008482001ED10181072B06010401F609850101890EE20CE
8E406C204763CBCDE

Table 8.3-24 - Set Request Example

Example (Hex)

AA0081040155D111841FD11185010187 0402 @4@9 12 C2 10 00 01 02 03 04 05 0¢
07 08 09 OA 0B 0C 0D OE OF

Table 8.3-25- Set Response Example

Example(Hex)

AA00810482E5D1118204000000008482002AD11181072B06010401F609850101891AE218E
4E412C210000102030405060708090A0BOCODOEOF

8.3.1.6 Property 1.2.1.1.4.3 MIFARE Ultralight AES UIDRetrKey.

Table 8.3-26 - Property 1.2.1.1.4.3 MIFARE Ultralight AES UIDRetrKey.
Property OID|1.2.1.1.4.3 / 0x0102010100403
Name MIFARE Ultralight AESUIDRetrKey.

The device uses this property to sethiffie of the AESJIDRetrKey forMIFARE
Ultralight AES authentication.

Onanexample of the ASE Key = 000102030405060708090A0BOCODOEOQFh, the
Description |setting should be 000102030405060708090A0BOCODOEOF

For security, the Get request for this property will always rettimts8 of KCV.

This key will be encrypted and stored in KPM.

Securing Key None
Min. Len (b) |16
Max. Len (b) |16
Data Type |Binary

Valid Values
Default 00000000 00000000 00000000 00000000

Table 8.3-27 - Get Request Example

Example(Hex)

AA 0081040106 D101841AD10181072B06010401F609850101890AE208E10
E4 02 C3 00
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Table 8.3-28 - Get Response Example

Example(Hex)

AA00810482D3D1018204000000008482001ED10181072B06010401F609850101890EE20CE
8E406C304B548CFB4

Table 8.3-29 - Set Request Example

Example(Hex)

AA0081040155D111841FD11185010187 0402 @4@9 12 C3 10 00 01 02 03 04 05 0¢
07 08 09 OA 0B 0C 0D OE OF

Table 8.3-30- Set Response Example

Example(Hex)

AA00810482E5D1118204000000008482002AD11181072B06010401F609850101891AE218E
4E412C310000102030405060708090A0BOCODOEOF

8.3.1.7 Property 1.2.1.1.4.4 MIFARE Ultralight AES OriginalityKey.

Table 8.3-31 - Property 1.2.1.1.4.4 MIFARE Ultralight AES OriginalityKey.
Property OID|1.2.1.1.4.4 / 0x0102010100404
Name MIFARE Ultralight AESOriginalityKey.

Thedevice uses this property to setlde of the AESriginalityKey for MIFARE
Ultralight AES.

Onanexample of the ASE Key = 000102030405060708090A0BOCODOEOQFh, the
Description |setting should be 000102030405060708090A0BOCODOEOF

For security, the Get request for this property will always rettimts8 of KCV.

This key will be encrypted and stored in KPM.

Securing Key None
Min. Len (b) |16
Max. Len (b) |16
Data Type |Binary

Valid Values
Default 00000000 00000000 00000000 00000000

Table 8.3-32- Get Request Example

Example(Hex)

AA 0081040106 D101841AD10181072B06010401F609850101890AE208E10
E4 02 C4 00
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Table 8.3-33- Get Response Example

Example(Hex)

AA00810482D3D1018204000000008482001ED10181072B06010401F609850101890EE20CE
8E406C404763CBCDE

Table 8.3-34 - Set Request Example

Example(Hex)

AA 00810401591 11841FD1118501018704020101048912C4 100001020304 (
07 08 09 OA 0B OC 0D OE OF

Table 8.3-35- Set Response Example

Example(Hex)

AA00810482E5D1118204000000008482002AD11181072B06010401F609850101891AE218E
4E412C410000102030405060708090A0BOCODOEOF

8.3.1.8 Property 1.2.1.1.4.5 MIFARE Plus AES_Key1.

Table 8.3-36 - Property 1.2.1.1.4.5 MIFARE Plus AES_Key1.
Property OID|1.2.1.1.4.5 / 0x0102010100405

Name MIFARE Plus AES_Keyl.

The device uses this property to sethiffie of the AES_Key1 for MIFARE Plus.

On example of the ASE Key00102030405060708090A0BOCODOEOQFh, the settir
Description should be 000102030405060708090A0BOCODOEOF

For security, the Get request for this property will always retuvttB of KCV.

This key will be encrypted and stored in KPM.

Securing Key None
Min. Len (b) |16
Max. Len (b) |16
Data Type |Binary
Valid Values
Default 00000000 00000000 00000000 00000000

Table 8.3-37 - Get Request Example

Example (Hex)

AA 008104 0106 D1 0184 1AD101 8107 2B 06 01 04 00985 01 01 89 OA E2 08 E1 06 E1
E4 02 C500

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Page241of 315(D998200489102)



8 - Configuration

Table 8.3-38 - Get Response Example

Example (Hex)

AA00810482D3D1018204000000008482001ED10181072B06010401F609850101890EE20CE
8E406C504763CBCDE

Table 8.3-39- Set Request Example

Example (Hex)

AA0081040155D111841FD1118501018704020101048912C5 1000010203 04
07 08 09 OA 0B 0C 0D OE OF

Table 8.3-40- Set Response Example

Example (Hex)

AA00810482E5D1118204000000008482002AD11181072B06010401F609850101891AE218E
4E412C510000102030405060708090A0BOCODOEOF

8.3.1.9 Property 1.2.1.1.4.6 MIFARE Plus AES Key2.

Table 8.3-41- Property 1.2.1.1.4.6 MIFARE Plus AES_Key?2.
Property OID|1.2.1.1.4.6 / 0x0102010100406

Name MIFARE PIUSAES Key?2.

The device uses this property to sethiffie of the AES_Key?2 for MIFARE Plus.

On example of the ASE Key = 000102030405060708090A0BOCODOEOFh, the se
Description should be 000102030405060708090A0BOCODOEOF

For security, the Get request for this property will always rettimts8 of KCV.

This key will be encrypted and stored in KPM.

Securing Key None
Min. Len (b) 16
Max. Len (b) |16
Data Type |Binary

Valid Values
Default 00000000 00000000 00000000 00000000

Table 8.3-42 - Get Request Example

Example (Hex)

AA 0081040106 D101841AD10181072B06010401F609850101890AE208E10
E4 02 C6 00

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Page242of 315(D998200489102)



8 - Configuration

Table 8.3-43 - Get Response Example

Example (Hex)

AA00810482D3D1018204000000008482001ED10181072B06010401F609850101890EE20CE
8E406C604763CBCDE

Table 8.3-44 - Set Request Example

Example (Hex)

AA0081040155D111841FD11185010187040201010489 12 C6 1000 01 02 03 04
07 08 09 OA 0B 0C 0D OE OF

Table 8.3-45 - Set Response Example

Example (Hex)

AA00810482E5D1118204000000008482002AD11181072B06010401F609850101891AE218E
4E412C610000102030405060708090A0BOCODOEOF

8.3.1.10 Property 1.2.1.1.4.7 MIFARE Plus AES_Key3.

Table 8.3-46 - Property 1.2.1.1.4.7 MIFARE Plus AES_Key3.
Property OID|1.2.1.1.4.7 / 0x0102010100407

Name MIFARE Plus AES_Key3.

The device uses this property to sethiffie of the AES_Key3 for MIFARE Plus.

On example of the ASE Key = 000102030405060708090A0BOCODOEOFh, the se
Description should be 000102030405060708090A0BOCODOEOF

For security, the Get request for this property will always rettimts8 of KCV.

This key will beencrypted and stored in KPM.

Securing Key None
Min. Len (b) 16
Max. Len (b) |16
Data Type |Binary

Valid Values
Default 00000000 00000000 00000000 00000000

Table 8.3-47 - Get Request Example

Example (Hex)

AA 0081040106 D101841AD10181072B06010401F609850101890AE208E10
E4 02 C7 00
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Table 8.3-48 - Get Response Example

Example (Hex)

AA00810482D3D1018204000000008482001ED10181072B06010401F609850101890EE20CE
8E406C704763CBCDE

Table 8.3-49 - Set Request Example

Example (Hex)

AA0081040155D111841FD111850101870402@4@9 12 C7 10 00 01 02 03 04 05 0¢
07 08 09 OA 0B 0C 0D OE OF

Table 8.3-50 - Set Response Example

Example (Hex)

AA00810482E5D1118204000000008482002AD11181072B06010401F609850101891AE218E
4E412C710000102030405060708090A0BOCODOEOF

8.3.1.11 Property 1.2.1.1.4.8 MIFARE Plus AES_Key4.

Table 8.3-51- Property 1.2.1.1.4.8 MIFARE Plus AES_Key4.
Property OID|1.2.1.1.4.8 / 0x0102010100408

Name MIFARE Plus AES_Key4.

The device uses this property to sethiffie of the AES_Key4 for MIFARE Plus.

On example of the ASE Key@00102030405060708090A0BOCODOEOQFh, the settir
Description should be 000102030405060708090A0BOCODOEOF

For security, the Get request for this property will always rettimts8 of KCV.

This key will be encrypted and stored in KPM.

Securing Key None
Min. Len (b) 16
Max. Len (b) |16
Data Type |Binary

Valid Values
Default 00000000 00000000 00000000 00000000

Table 8.3-52- Get Request Example

Example (Hex)

AA 0081040106 D101841AD1018107 2B 060104 00985 01 01 89 OA E2 08 E1 06 E1
E4 02 C8 00
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Table 8.3-53 - Get Response Example

Example (Hex)

AA00810482D3D1018204000000008482001ED10181072B06010401F609850101890EE20CE
8E406C804763CBCDE

Table 8.3-54 - Set Request Example

Example (Hex)

AA0081040155D111841FD1118501018704020101048912C8 10000102 03 04
07 08 09 OA 0B 0C 0D OE OF

Table 8.3-55- Set Response Example

Example (Hex)

AA00810482E5D1118204000000008482002AD11181072B06010401F609850101891AE218E
4E412C810000102030405060708090A0BOCODOEOF

8.3.1.12 Property 1.2.1.1.4.9 MIFARE Plus AES_Key5.

Table 8.3-56 - Property 1.2.1.1.4.9 MIFARE Plus AES_Key5.
Property OID|1.2.1.1.4.9 / 0x0102010100409

Name MIFARE PIUSAES Key5.

The device uses this property to sethiffie of the AES_Key5 for MIFARE Plus.

On example of the ASE Key = 000102030405060708090A0BOCODOEOFh, the se
Description should be 000102030405060708090A0BOCODOEOF

For security, the Get request for this property will always rettimts8 of KCV.

This key will be encrypted and stored in KPM.

Securing Key None
Min. Len (b) |16
Max. Len (b) |16
Data Type |Binary
Valid Values
Default 00000000 00000000 00000000 00000000

Table 8.3-57 - Get Request Example

Example (Hex)

AA 0081040106 D101841AD10181072B06010401F609850101890AE208E10
E4 02 C9 00
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Table 8.3-58 - Get Response Example

Example (Hex)

AA00810482D3D1018204000000008482001ED10181072B06010401F609850101890EE20CE
8E406C904763CBCDE

Table 8.3-59- Set Request Example

Example (Hex)

AA0081040155D111841FD1118501018704020101048912C9 1000 01 02 03 04
07 08 09 OA 0B 0C 0D OE OF

Table 8.3-60- Set Response Example

Example (Hex)

AA00810482E5D1118204000000008482002AD11181072B06010401F609850101891AE218E
4E412C910000102030405060708090A0BOCODOEOF

8.3.1.13 Property 1.2.1.1.4.A MIFARE Plus AES_Key6.

Table 8.3-61- Property 1.2.1.1.4.A MIFARE Plus AES_Key6.
Property OID|1.2.1.1.4.A / 0x010201010040A

Name MIFARE Plus AES_Key6.

The device uses this property to sethiffie of the AES_Key6 for MIFARE Plus.

On example of the ASE Key = 000102030405060708090A0BOCODOEOFh, the se
Description should be 000102030405060708090A0BOCODOEOF

For security, the Get request for this property will always rettimts8 of KCV.

This key will beencrypted and stored in KPM.

Securing Key None
Min. Len (b) 16
Max. Len (b) |16
Data Type |Binary

Valid Values
Default 00000000 00000000 00000000 00000000

Table 8.3-62 - Get Request Example

Example (Hex)

AA 0081040106 D101841AD10181072B06010401F609850101890AE208E10
E4 02 CA 00
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Table 8.3-63- Get Response Example

Example (Hex)

AA00810482D3D1018204000000008482001ED10181072B06010401F609850101890EE20CE
8E406CA04763CBCDE

Table 8.3-64 - Set Request Example

Example (Hex)

AA0081040155D111841FD11185010187040201010489 12 CA 10 00 01 02 03 04
07 08 09 OA 0B 0C 0D OE OF

Table 8.3-65 - Set Response Example

Example (Hex)

AA00810482E5D1118204000000008482002AD11181072B06010401F609850101891AE218E
4E412CA10000102030405060708090A0BOCODOEOF

8.3.2 Property Subgroup 1.2.2.2.nn USB Settings (USB Only)
8.3.2.1 Property 1.2.2.2.1.1 Reduce Power During USB Suspend

Table 8.3-66 - Property 1.2.2.2.1.1 Reduce Power During USB Suspend

Property Description

Property OID|1.22.2.1.1 / 0x01022020101
Name Reduce Power DuringSB Suspend

The device uses this propertydetermine whether it should reduce its power
consumption when a USB host directs it to suspend. If this property is set to Disa
. the device will not have a USB compliant current draw when suspended, which, fc
Description . . : .
example, allows it to continue to turn on LEDs and the display if present.

To activate changes made to this property, the device must be reset or power cyc

Securing Key None
Min. Len (b) |1
Max. Len (b) | 1
Data Type |Binary

0x00 = Disabled
0x01 = Enabled

Default 0x01

Valid Values

Table 8.3-67 - Get Request Example

Example (Hex)
AAO00 8104 0155D101 840F D101 8501 01 8704 02020201 8902 C100
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Table 8.3-68 - Get Response Example

Example (Hex)

AA0081048255D10182040000000084820010D1018501018704020202018903C10101

Table 8.3-69 - Set Request Example

Example (Hex)

AAO00 81040155D111 8410 D111 850101 8704 02020201 8903 C10101

Table 8.3-70- Set Response Example

Example (Hex)

AA0081048255D11182040000000084820010D1118501018704020202018903C10101

8.3.2.2 Property 1.2.2.2.1.2 USB Configuration Type

Table 8.3-71- Property 1.2.2.2.1.2 USB Configuration Type

Property Description

Property OID

1.22.2.12/ 0x0102@02012

Name USB Configuration Type
Thedevice uses this property to determine if it should behave as a USB HID devid
anUSB iAP2 devie. USB HID devices can communicate with most hosts except f
Description Apple hosts. USB iAP2 devices can communicate to Apple hosts like iPads and

iPhonesThe behavior affects USB enumeration and communications.

To activate changes made to this property, the device must be reset or power cyc

Securing Key None

Min. Len (b) (1

Max. Len (b) (1

Data Type |Binary
0x00 = HID only
0x01 = iAP2 only
0x02 = autodetect (iIAP2 with HID fallback)

valid Values The autodetect option caflow a device to work with iAP2 hosts and HID hosts. W
this option, every time the device is attached to a USB host it will first enumerate §
iIAP2 device, if the device does not receive an iAP2 initialization sequence respon
from the host withir2 seconds the device will perform a soft USB detach from the |
and then a soft USB attach and next enumerate as a USB HID device.

Default 0x02

Table 8.3-72- Get Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 01 8704 02020201 8202 C

DynaProx Productp

EMV Contactless/NFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Page248of 315(D998200489102)



8 - Configuration

Table 8.3-73 - Get Response Exampl€HID only)
Example (Hex)
AA0081048255D10182040000000084820010D101850101870402020201841TBC

Table 8.3-74 - Set Request Examplé¢HID only)
Example (Hex)
AAO00 81040155D111 8410 D111 850101 8704 02020201 82032@®

Table 8.3-75- Set Response ExampléHID only)
Example (Hex)
AA0081048255D11182040000000084820010D111850101870402020201841TBC

Table 8.3-76 - Set Request Exampl€iAP2 only)
Example (Hex)
AAO00 81040155D111 8410 D111 850101 8704 02020201 8203 @

Table 8.3-77 - Set Response Exampl@AP2 only)
Example (Hex)
AA0081048255D11182040000000084820010D11185010187040202020 1 ATRC

Table 8.3-78- Set Request Exampléautodetect (iIAP2 with HID fallback))
Example (Hex)
AA00 81040155D111 8410 D111 850101 8704 02020201 8203 @

Table 8.3-79- Set Response Exampléutodetect (iIAP2 with HID fallback))

Example (Hex)
AA0081048255D11182040000000084820010D1118501018704020202018ACRC

8.3.3 Property Subgroup 1.2.3.nnn User Interface Settings
8.3.3.1 Property 1.2.3.1.3.1 Enable Card Logos Page at Startup

Table 8.3-80- Property 1.2.3.1.3.1 Enable Card Logos Page at Startup

Property Description
Property OID|1.2.3.13.1 / 0x01020301801
Name Enable Card Logos Page at Startup

Description |Enables a page at startup that displays supported payment type brand logos.

Securing Key None
Min. Len (b) (1
Max. Len (b) (1
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Property Description

DataType Binary

0x00 = Disable Logo Page at Startup
0x01 = Enable Logo Page at Startup

Default 0x00

Valid Values

Table 8.3-81 - Get Request Example

Example (Hex)

AA 008104 015ED101841AD1018107@8010401F609850101890AE208E306E
E302 C1 00

Table 8.3-82- Get Response Example

Example (Hex)

AA 00 81 04 82 5E D1 01 82 04 00 00 00 00 84 82 00 1B D1 01 81 07 2B 06 01 04 01 F6 09 85
89 0B E2 09 E3 07 E1 05303 C1 01 00

Table 8.3-83 - Set Request Example

Example (Hex)

AA008104015DD111841BD11181072B06010401F609850101890BE209E3O0
E303 C101 01

Table 8.3-84 - Set Response Example

Example (Hex)

AA 0081 04 82 5D D1 11 82 04 00 00 00 00 84 82 00 1B D1 11 81 07 2B 06 01 04 01 F6 09 85
89 0B E209 E307 E1 0533 C10101

8.3.3.2 Property1.2.3.1.3.2 Display Card Logo While Authorizing

Table 8.3-85- Property 1.2.3.1.3.2 Display Card Logo While Authorizing

Property Description

Property OID|1.2.3.13.2/ 0x01020301802
Name Display Card Logo While Authorizing

Description |Enable display of logo for card brand used in transaction

Securing Key None
Min. Len (b) |1
Max. Len (b) | 1
Data Type |Binary

0x00 = Disable Logo
0x01 = Enable Logo

Valid Values
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Property Description
Default 0x00

Table 8.3-86 - Get Request Example

Example (Hex)

AA 008104 015ED101841AD10181072B06010401F609850101890AE208E30
E302 00

Table 8.3-87 - Get Response Example

Example (Hex)

AA 00 81 04 82 5E D1 01 82 04 00 00 00 00 84 82 00 1B D1 01 81 07 2B 06 01 04 01 F6 09 85
89 0B E2 09 E3 07 E1 0533 201 00

Table 8.3-88- Set Request Example

Example (Hex)

AA008104015DD111841BD11181072B06010401F609850101890BE209E3O0
E303 20101

Table 8.3-89 - Set Response Example

Example (Hex)

AA 00 81 04 82 5D D1 11 82 04 00 00 00 00 84 82 00 1B D1 11 81 07 2B 06 01 04 01 F6 09 85
89 0B E2 09 E3 07 E1 05303 201 01

8.3.3.3 Property 1.2.3.2.1.1 System Volume Control

Table 8.3-90- Property 1.2.3.2.1.1 System Volume Control

Property Description

Property OID|1.2.32.1.1 / 0x01020320101

Name System Volume Control

This property set the output volume for all sounds the device produces after startu
expressed as a percentage range from 0% (no sound) to 100%. The volume sett
_— effect immediately after the host changes it.

Description
Note that devices with limited volume control hardware allocate ranges of number
represent the same physical volume level (for example, 1..49 = Low, 50..100 = Hi

Securing Key None
Min. Len (b) |1
Max. Len (b) | 1
Data Type |Binary

Valid Values | 0x00..0x64
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Property Description
Default 0x32 (50%)

Table 8.3-91 - Get Request Example

Example (Hex)

AA 008104 015ED101841AD10181072B06010401F609850101890AE208E30
E102 C100

Table 8.3-92 - Get Response Example

Example (Hex)

AA 00 81 04 82 5E D1 01 82 04 00 00 00 00 84 82 00 1B D1 01 81 07 2B 06 01 04 01 F6 09 85
890BE209 E307 E205E103C10132

Table 8.3-93- Set Request Example

Example (Hex)

AA008104015DD111841BD11181072B06010401F609850101890BE209E3O0
E103C10101

Table 8.3-94 - Set Response Example

Example(Hex)

AA 00 81 04 82 5D D1 11 82 04 00 00 00 00 84 82 00 1B D1 11 81 07 2B 06 01 04 01 F6 09 85
890BE209E307E205E103C10101

8.3.4 Property Subgroup 1.2.5.nnn Security Settings
8.3.4.1 Property 1.2.5.2.1.1 Device Lock State

Table 8.3-95- Property 1.2.5.2.1.1 Device Lock State

Property Description

Property OID|1.25.2.1.1 / 0x01026020101

Name Device Lock State

This property can be used to get or set the device lock state. Getting this property
not require security, however setting it does. Setting it requires the Geenohand
0xD112- Set Property (Secured)vhich requires MagTek's involvement. To set the
Description |device lock state without involving MagTek uSemmand OXEFO# Load LTPK
Protection KeyThe value of the device lock state will revert to the valueroperty
1.2.5.2.1.2 Device Lock State After Resafter a reset or a power cycleeDevice
Lock Feature for more information.

Securing Key| SeeCommand 0xD112- Set Property (Secured)
Min. Len (b) |1
Max. Len (b) | 1
Data Type |Binary
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Property Description

Valid Values

0x00 = Unlocked, 0x01 = Locked

Default

SeeProperty 1.2.5.2.1.2 Device Lock State After Reset

Table 8.3-96 - Get Request Example

Example (Hex)

AA00 8104 0155D101 840F D101 8501 01 8704 02050201 8902 C100

Table 8.3-97 - Get Response Example

Example (Hex)

AA00 81048255D10B204000000084820010D0101850101870402050208903C10100

Table 8.3-98 - Set Request Example

TBD

Example (Hex)

Table 8.3-99 - Set Response Example

TBD

Example (Hex)

8.3.4.2 Property 1.2.5.2.1.2 Device Lock State After Reset

Table 8.3-100 Property 1.2.5.2.1.2 Device Lock State After Reset

Property OID

Property Description
1.25.2.12/ 0x0102®0201 (2

Name Device Lock Statéfter Reset
This property can be used to get ornsbatProperty 1.2.5.2.1.1 Device Lock State
will be set to after the device is reset or power cyclegstems that use the optional
device lock feature should set this property to locked, otherwise all someone wou
Description |to do to unlock the device would be to power cycle or resdthie value of the device

lock state after reset property is stored in-molatile memory so changes made to it
persist after the device is reset or power cyckeeDevice LockFeature for more
information.

Securing Key

None

Min. Len (b)

1

Max. Len (b)

1

Data Type

Binary

Valid Values

0x00 = Unlocked, 0x01 = Locked

Default

0x00
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Table 8.3-101- Get Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 01 81024950201 8902 C200

Table 8.3-102- Get Response Example

Example (Hex)

AA00 81048255D108204000000084820010D101850101870402050208903C20100

Table 8.3-103- Set Request Example

Example (Hex)

AAO00 81040155D111 8410 D111 8501 01 8704 02050201 8903 C201 00

Table 8.3-104- Set Response Example

Example (Hex)

AA00 81048255D118B204000000084820010D111850101870402050208903C20100

8.3.4.3 Property 1.2.5.2.1.3 Device Lock Passcode

Table 8.3-105 Property 1.2.5.2.1.3 Device Lock Passcode

Property OID

Property Description
1.25.2.1.3/ 0x0102%020103

Name

Device LockPasscode

Description

This property can be used to set the device padscode The value of the device lock
passcode is stored in nonlatile memory so changes made to it will persist after the
device is reset or powercycleth.or security, the host
lock passcode from the device. If the host gets this property, the device will alway
return a length of 0 and no valueettihg this property requisssecurity. Setting it
requires the use @ommand 0xD112- Set Property (Securedwhich requires
MagTek's involvement. To set the device Ipalsscodsvithout involving MagTek use
Command OXEF07i Change Device Lock PasscodeSeeDevice LockFeature for
more information.

Securing Key

SeeCommand 0xD112- Set Property (Secured)

Min. Len (b) |4

Max. Len (b) |63

Data Type |Binary

Valid Values |It can only contain any printable ASCII character.

Default O0x34 0x33 0x32 0x31 (A43210)
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Table 8.3-106- Get Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 01 8704 02050201 8902 C300

Table 8.3-107- Get Response Example

Example (Hex)

AA00 81048255D10B20400000008482000AD101850101870402050208902C300

Table 8.3-108- Set Request Example

TBD

Example (Hex)

Table 8.3-109- Set Response Example

TBD

Example (Hex)

8.3.5 Proper

ty Subgroup 1.2.7.nnn System Settings

8.3.5.1 Property 1.2.7.1.1.1 Device Reset Occurred Notification Control

Table 8.3-110- Property 1.2.7.1.1.1 Device Reset Occurred Notification Control

Property Description

Property OID

1.27.1.1.1/0x01023010101

Name Device Reset Occurred Notificati@ontrol
The device uses this propertyaontrol behavior of th®evice Reset Occurred
o notification inNotification 0x1001- Device Information Update
Description

Changes to this property do not take effect until the device is power cycled or res¢

Securing Key

None

Min. Len (b)

1

Max. Len (b)

1

Data Type

Binary

Valid Values

0x00 = Never send thisotification.

0x01..0xFE = The frequency in seconds the device should repeat sending the not
until the host requests that it stop wiloperty 1.2.7.1.1.2 Device Reset Occurred
Notification Acknowledged

O0xFF = Only send this notification once.

Default

0x00
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Table 8.3-111- Get Request Example

Example (Hex)
AA0081040155D101840FD101@501 87040207 010189 02C100

Table 8.3-112- Get Response Example

Example (Hex)

AA 00 81 04 82 55 D1 01 82 04 00 00 00 00 84 82 00 10 D1 01 8501 01 87 04 02 07 01 01 89
0100

Table 8.3-113- Set Request Example

Example (Hex)
AA0081040155D1118410D1118501018704020701018903C10105

Table8.3-114- Set Response Example

Example (Hex)

AA 00 81 04 82 55 D1 11 82 04 00 00 00 00 84 82 00 10 D1 11 8501 01 87 04 02 07 01 01 89
0105

8.3.5.2 Property 1.2.7.1.1.2 Device Reset Occurred Notification Acknowledged

Table 8.3-115- Property 1.2.7.1.1.2 Device Reset Occurred Notification Acknowledged

Property Description

Property OID|1.27.1.12/ 0x010200101(2

Name Device Reset Occurred Notificatidxcknowledged

Thehostcanusethis propertyto acknowledge it has received thevice Reset
Occurred natification inNotification 0x1001- Device Information Updateand to
request that the device stop sending it.

Alternatively, because the device automatically sets the value of this property to O
boot, the host can use this property to detect power cycles or resets using a pollin
Description |method. To implement this, the host should read the value on a set schadule (f
example, every 2 seconds). If the host finds a value of 0x00, a power cycle or reg
occurred, and the host should set the value back to 0x01. From that point until th
power cycle or reset, the value will remain 0x01.

Changes made to this property will not persist after a power cycle or reset. After
power cycle or reset, this property has a value of 0x00 until the host changes it to

Securing Key None
Min. Len (b) |1
Max. Len (b) | 1
Data Type |Binary
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Property Description

0x00 = Not acknowledged. Only the device can set to this value.
0x01 = Acknowledged. Do not continue to send the notification.

Default 0x00

Valid Values

Table 8.3-116- Get Request Example
Example (Hex)
AAO00 8104 0155D101 840F D101 8501 01 8704 02070101 8902 C200

Table 8.3117- Get Response Example
Example (Hex)
AA00 81048255D10182040000000B4820010D1018501018704020701018903C20100

Table 8.3-118- Set Request Example
Example (Hex)
AA00 81040155D111 8410 D111 8501 01 8704 02070101 8903 C20101

Table8.3-119- Set Response Example
Example (Hex)
AA00 81048255D11182040000000B482001(D1118501018704020701018903C20101

8.3.5.3 Property 1.2.7.1.1.3 Device Reset WilDccur Soon Notification Control

Table 8.3-120- Property 1.2.7.1.1.3 Device Reset Will Occur Soon Notification Control
Property Description

Property OID|1.2.7.1.1.3 / 0x010207010103

Name Device Reset Will Occur Soon Notification Control

Thehost can usthis property tacontrol behavior of th®evice ReseWill Occur Soon
notification inNotification 0x1001- Device Information Update

DIESETIR See24 Hour Automatic Reset PCI Requirementor more information.

Changes to this property do not take effect until the device is power cycled or res¢

Securing Key None
Min. Len (b) |1
Max. Len (b) | 1
Data Type |Binary

0x00 = Never send this notification.
0x01..0xFF = Number of minutes before a reset to send the natification message.

Default 0x03

Valid Values
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Table 8.3-121- Get Request Example

Example (Hex)
AA 00 8104 0155D101840FD1 018501 01 8704 02070101 8902 C300

Table 8.3-122- Get Response Example

Example (Hex)

AA 0081048255D10182040000000084820010D1018501018704020701018903C3
0105

Table 8.3-123- Set Request Example

Example (Hex)
AA 0081040155D1118410D1118501018704020701018903C10105

Table 8-115- Set Response Example

Example (Hex)

AA 0081048255D11182040000000084820010D1118501018704020701018903C1
0105

8.3.5.4 Property 1.2.7.1.1.4 Auto Reset Configuration

Table 8.3-124- Property 1.2.7.1.1.4 Auto Reset Configuration

Property Description

Property OID|1.2.7.1.14/ 0x01020010104

Name Auto Reset Configuration

This property cont r ol sThd aote resgtdeature carobs
configured such that the device automatically resets 23 hours after booting up or
specific time of day. The auteset feature cannot be disabled.

Description
See24 Hour Automatic Reset PCI Requirementor more information.

Changes to this property do not take effect until the device is power cycled or resg¢

Securing Key None
Min. Len (b) |2
Max. Len (b) |2
Data Type |Binary

First byte 0- 23 hours and second byte B9 minutes = Reset at the time of day
specified. The time of day specified should béh2dr Universal Time Coordinated
(UTC). For example, values of 0 0 would be 12:00am UTC and values of 23 59 ((

Valid Values 0x3B) woud be 11:59pm UTC.

First byte OxFF and second byte OxFF = Auto reset 23 hours after booting up.

Default OxFF OxFF
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Table 8.3-125- Get Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 01 8704 02070101 8902 C400

Table 8.3-126- Get Response Example

Example (Hex)

AA0081048255D10182040000000084820011D1018501018704020701018904C402FFFF

Table 8.3-127- Set Request Example

Example (Hex)

AAO00 81040155D111 8411 D111 8501 01 8704 02070101 8904 C402 FFFF

Table 8.3-128- Set Response Example

Example (Hex)

AA0081048255D11182040000000084820011D1118501018704020701018904C402FFFF

8.3.5.5 Property 1.2.7.1.2.1 User Event Notification Controls Enable

Table 8.3-129- Property 1.2.7.1.2.1 User Event Notification Controls Enable

Property OID

Bit Property Description
1.27.1.2.1 / 0x0102@3010201

Name

User EventNotifications Enable

Description

The host can use this property to enatatfication reasonsdefined inNotification
0x1001- Device Information Updatein theUser EventsCategory. Each bit enables
specificReasonby setting that bit to 1. Byte 0 is the first byte, bit O is the LSB of e
byte.

The device only detects these user events and sends these notifications when it i
While processing a command (not idle), such as when processing a transaction w
Command 0x1001- Start Transaction, the device only sends natifications related t
the command it isurrently processing.

Notification reasons may consume power when idle. For example, enabling Cont
reasons requires the device to continuously consume some radio frequency powe
detect the presence of a contactless card when idle. To conserve power, only en
notification reasons that are required by the solution design, if any. The readers a
associated notifications will be disabled if the battery charge is 5 percent or lower

Changes to this property do not take effect until the device is power cycled or resg

Securing Key

None

Min. Len (b)

4

Max. Len (b)

4

Data Type

Binary
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Bit Property Description

Byte O

bit 0 = ReasonContactless Card Presented

bit 1 = ReasonContactless CarBemoved

bit 2 = ReasonCardSeated in Slot

bit 3 = ReasonCardUnseated from Slot

bit 4 = ReasonCardSwiped

bit 5 = Reason: Touch Sensor Press Detected
bit 6 = Reason: Touch Sensor Release Detected
bit 7 = Reason: Barcode Read Detected

=4 =4 =8 =8 =88 81

Byte 1

9 bit 0 = Reason: Encrypt Barcode Reader Event Data
9 bit 1 = Reserved (set to 0x00)

1 etc.

Valid Values

Byte 2
9 bit 0 = Reserved (set to 0x00)
I etc.

Byte 3
9 bit 0 = Reserved (set to 0x00)
1 etc.

Any byte / bit not listed here is reserved for future use. The host should set those
to 0, so if a future revision of firmware starts using those bits, the related notificati
will be disabled and will not affect the existing host software.

Default 0x00, 0x00, 0x00, 0x00 (all User Event notifications disabled)

Table 8.3-130- Get Request Example

Example (Hex)
AAO00 8104 0155D101 840F D101 8501 01 8704 0202@902 C100

Table 8.3-131- Get Response Example

Example (Hex)

AAO00 8104 8255D101 8204 00000000 8482001 01 8501 01 8704 0207028906 C1 04 0000 00
00

Table 8.3-132- Set Request Example

Example (Hex)
AAO00 81040155D111 843 D111 8501 01 8704 0207028906 C1 04 0300 00 00
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Table 8.3-133- Set Response Example

Example (Hex)

AAO00 8104 8255D111 8204 00000000 84828001 11 8501 01 8704 0207028906 C1 04 03 00 00
00

8.3.5.6 Property 1.2.7.1.3.1 Maximum Battery Charge Level (Deprecated)

Table 8.3-134- Property 1.2.7.1.3.1 Maximum Battery Charge Level (Deprecated)

Property Description
Property OID|1.2.7.1.3.1 0x010207010301

Name Maximum Battery Charge Level

This OID has been deprecated. The OID can be written or read but it will have ng
of the deviceds behavior.

The host can use this property to control the maximum charge level for the battenr

. . \ 0
Description charge percentages reported or displayed will use this percentage as 100% charg
Setting this value to lower than 0x64 (100%) will increase the life of the battery bu
reduce the run time when running from the battery.

The Maximum Battery Charge Level takes effect immediately after the host chang

Securing Key None
Min. Len (b) |1
Max. Len (b) | 1
Data Type |Binary

Valid Values | Ox0A..0x64

0x64 (100%) if WLAN device
0x50 (80%) for all other devices

Default

Table 8.3-135- Get Request Example
Example (Hex)
AAO00 8104 0155D101 840F D101 8501 01 8704 02070103 8902 C100

Table 8.3-136- Get Response Example
Example (Hex)
AAO00 8104 8255D101 8204 00000000 84820010 D101 8501 01 8704 02070103 8903 C101 50

Table 8.3-137- Set Request Example
Example (Hex)
AA00 81040155D111 8410 D111 8501 01 8704 02070103 8903 C101 50
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Table 8.3-222- Set Response Example

Example (Hex)

AAO00 8104 8255D111 8204 00000000 84820010 D111 8501 01 8704 02070103 8903 C101 50

8.3.5.7 Propert

y 1.2.7.1.4.1 Device Low Temperature Notification Level

Table 8.3-138- Property 1.2.7.1.4.1 Device Low Temperature Notification Level

Property Description

Property OID

1.2.7.1.4.1/0x010207010401

Name Device LowTemperature Notification Level
The device wild/l send a | ow temperatu
below this temperature. The temperature is in degrees Celsius.

Description

The Device Low Temperature Notification Level takes effect immediately after the
changes it.

Securing Key None
Min. Len (b) |1
Max. Len (b) | 1
Data Type |Signed Binary
Temperature iiCelsius:
DynaProx: OxE2 .. 0x55 30 .. 85)
Valid Values | DynaProx BCR:0XEC .. 0x37 {20 .. 55)
DynaFlex: 0x00 .. 0x2D (0 .. 45)
This value must be less than that setin 1.2.7.1.4.2.
Temperature iiCelsius:
Default DynaProx: OXE2 €30

DynaProx BCR:0XEC ¢20)
DynaFlex: 0x00 (0)

Table 8.3-139- Get Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 01 8704 02070104 890R C

Table 8.3-140- Get Response Example

Example (Hex)

AA00 81048255D10182040000000(B48200100101850101870402070104903C10100

Table 8.3-141- Set Request Example

Example (Hex)

AAO00 81040155D111 8410 D111 8501 01 8704 02070104 8903 (5101 0
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Table 8.3-227- Set Response Example

Example (Hex)

AA00 81048255D11182040000000B482001001118501018704020701048903C10105

8.3.5.8 Propert

y 1.2.7.1.4.2 Device High Temperature Notification Level

Table 8.3-142- Property 1.2.7.1.4.2 Device High Temperature Notification Level

Property Description

Property OID

1.2.7.1.4.2 / 0010207010402

Name Device High Temperatundotification Level
The device wild/l send a high temperat
above this temperature. The temperature is in degrees Celsius.

Description

The Device High Temperature Notification Level takes effect immediately after the
changes it.

Securing Key None
Min. Len (b) |1
Max. Len (b) | 1
Data Type |Signed Binary
Temperature iiCelsius:
DynaProx: OxE2 .. 0x55 30 .. 85)
Valid Values | DynaProx BCR:0XEC .. 0x37 {20 .. 55)
DynaFlex: 0x00 .. 0x2D(0 .. 45)
This value must be greater than that setin 1.2.7.1.4.1.
Temperature iiCelsius:
Default DynaProx: 0x55 (85)

DynaProx BCR:0x37 (55)
DynaFlex: 0x2D (45)

Table 8.3-143- Get Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 01 8704 02070104 820R C

Table 8.3-230- Get Response Example

Example (Hex)

AA00 81048255D10182040000000(B48200100101850101870402070104903C201 2D

Table 8.3-144- Set Request Example

Example (Hex)

AAO00 81040155D111 8410 D111 8501 01 8704 02070104 8203 D
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Table 8.3-232- Set Response Example

Example (Hex)

AA00 81048255D11182040000000B482001001118501018704020701048903C201 2D

8.3.5.9 Property 1.2.7.1.4.3 Device Temperature Notification Repeat Interval

Table 8.3-145- Property 1.2.7.1.4.3 Device Temperature Notification Repeat Interval

Property OID

Property Description
1.2.7.1.4.3/ 0x010207010403

Name Device Temperature Notification Repéiaterval
While the devicebs temperature is ou
Temperature Notification Level (1.2.7.1.4.1) and Device High Temperature Notific
Level (1.2.7.1.4.2), notifications will be sent to the host. This property sets the pe
Description | between notifications.

The Device Temperature Notification Repeat Interval takes effect immediately afte
host changes it.

Securing Key

None

Min. Len (b)

1

Max. Len (b)

1

Data Type

Binary

Valid Values

0x00 Send once. Do not repeat.
OxOF .. OXFF Repeat period in seconds. Must be multiple of OxOF (15).

Default

O0x1E (30 seconds)

Table 8.3-146- Get Request Example

Example (Hex)

AA00 81040155D101 840F D101 8501 01 8704 02070104 8981DC

Table 8.3-235- Get Response Example

Example (Hex)

AA00 81048255D101820400000000848200100101850101 8704020701048903C301 1E

Table 8.36 - Set

RequesExample

Example (Hex)

AA00 81040155D111 8410 D111 8501 01 8704 02070104 83032 T=
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Table 8.3-237- Set Response Example

Example (Hex)
AA00 81048255D11182040000000B4820010D111850101 8704020701048903C301 1E

8.4 Property Group 2.1.2.nnn Device Firmware ldentification Information

8.4.1 Property Subgroup 2.1.2.1.nn Boot Firmware Information
8.4.1.1 Property 2.1.2.1.1.2 Bootl Firmware Version

Table 8.4-1 - Property 2.1.2.1.1.2 Bootl Firmware Version

Property Description

Property OID|2.1.2.1.1.2 / 0x020102010102

Name Boot 1 Firmware Version

The device uses this property to report its bootloader firmware version number in
. form PartNumber-Version-PCl, padded with null characters.

Description
Example:1000007536A0-PCI
Securing Key None

Min. Len (b) (19

Max. Len (b) |19

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-2 - Get Request Example

Example (Hex)

AA0081040105D101841AD10181072B06010401F609850102890AE108E20
E102 C200

Table 8.4-3 - Get Response Example

Example (Hex)

AA 0081 04 8205 D1 01 82 04 00 00 00 00 84 82 00 2D D1 01 81 07 2B 06 01 04 01 F6 09 85
891DE11BE219E117E115C213313030303030373533362D41302D5043490

8.4.1.2 Property 2.1.2.1.1.4 Bootl Firmware Part Number

Table 8.4-4 - Property 2.1.2.1.1.4 Boot1 Firmware Part Number

Property Description

Property OID|2.1.2.1.14 / 0x020102010190

Name Boot 1 Firmware Part imber
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Property Description

Description

The device uses this property to reporbitetioader firmware partumberas a string,
padded with null characters.

Securing Key

None

Min. Len (b)

11

Max. Len (b)

11

Data Type

Alphanumeric

Valid Values

Any string

Default

Table 8.4-5 - Get Request Example

Example (Hex)

AA0081040103D101841AD10181072B06010401F609850102890AE108E20
E1 02 C4 00

Table 8.4-6 - Get Response Example

Example (Hex)

AA 00 8104 82 03 D1 01 82 04 00 00 00 00 84 82 00 25 D1 01 81 07 2B 06 01 04 01 F6 09 85
8915E113E2 11 E1OF E1 0D C4 0B 31 30 30 30 30 30 37 35 33 36 00

8.4.1.3 Property 2.1.2.1.2.2 Boot0 Firmware Version

Table 8.4-7 - Property 2.1.2.1.2.2 BootO Firmware Version

Property Description

Property OID

2.1.2.1.2.2/0x020102010202

Name Boot 0 Firmware Version
The device uses this property to report its bootloader firmware version number in
o form PartNumber-Version-PClI, padded with null characters.
Description

Example:100000753-A0-PCI

Securing Key

None

Min. Len (b)

19

Max. Len (b)

19

Data Type

Alphanumeric

Valid Values

Any string

Default
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Table 8.4-8 - Get Request Example

Example (Hex)

AA0081040105D101841AD10181072B06010401F609850102890AE108E20
E2 02 C2 00

Table 8.4-9 - Get Response Example

Example (Hex)

AA 00 81 04 82 05 D1 01 82 04 00 00 00 00 84 82 00 2D D1 01 81 07 2B 06 01 04 01 F6 09 85
891D E11BE219E117 E115C2 13 31 30 30 30 30 30 37 35 33 35 2D 41580431219 00 00

8.4.1.4 Property 2.1.2.1.2.4 BootO Firmware Part Number
Table 8.4-10- Property 2.1.2.1.2.4 BootO Firmware Part Number

Property Description

Property OID|2.1.2.1.2.4 / 0x020102010204
Name Boot OFirmware Part Number

The device uses this property to report its bootloader firmware part number as a g

Description | - jed with null characters.

Securing Key]None

Min. Len (b) 11

Max. Len (b) 11

Data Type [Alphanumeric

Valid Values | Any string

Default
Table 8.4-11 - Get Request Example

Example (Hex)

AA 00810401 0AD101841AD10181072B06010401F609850102890AE108E20Q
E2 02 C4 00

Table 8.4-12 - Get Response Example

Example (Hex)

AA 00 81 04 82 OA D1 01 82 04 00 00 00 00 84 82 00 25 D1 01 81 07 2B 06 01 04 01 F6 09 85
8915E113E2 11 E1 OF E2 OD C4 0B 31 30 30 30 30 30 37 35 33 35 00
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8.4.2 Property Subgroup 2.1.2.2.nn Core Firmware Information
8.4.2.1 Property 2.1.2.2.2.1 Device Model Name

Table 8.4-13- Property 2.1.2.2.2.1 Device Model Name

Property Description

Property OID|2.1.2.2.2.1 / 0x020102020201
Name Device Model Name

The device uses this property to report its model name as string, padded with null

Description | .\ racters.

Securing Key None

Min. Len (b) |10

Max. Len (b) |20

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-14 - Get Request Example

Example (Hex)

AA 008104 0106D101841AD10181072B06010401F609 85010289 0AE108E20
E2 02 C100

Table 8.4-15- Get Response Example

Example (Hex)

AA 00 8104 82 06 D1 01 82 04 00 00 00 00 84 82 00 27 D1 01 81 07 2B 06 01 04 01 F6 09 85
8917E115E2 13 E2 11 E2 OF C1 0D 44 79 6E 61 46 6C 65 78 20 50 72 6F 00

8.4.2.2 Property 2.1.2.2.2.2 Main Firmware Version

Table 8.4-16 - Property 2.1.2.2.2.2 Main Firmware Version

Property Description

Property OID|2.1.2.2.2.2 / 0x020102020202

Name Main Firmware Version

The device uses this property to report its main firmware version numthesform
o PartNumber-Version-PCI, padded with null characters.

Description
Example 1000007183A0-PCI
Securing Key None

Min. Len (b) |19

Max. Len (b) |19
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Property Description

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-17 - Get Request Example

Example (Hex)

AA 0081040108D101841AD10181072B06010401F609850102890AE108E20
E2 02 C2 00

Table 8.4-18 - Get Response Example

Example (Hex)

AA 0081 04 8208 D1 01 82 04 00 00 00 00 84 82 00 2D D1 01 81 07 2B 06 01 04 01 F6 09 85
891DE11BE219E217 E215C2 13 31 30 303030 3037 3138482D2D 50 43 49 00 00

8.4.2.3 Property 2.1.2.2.2.4 Main Firmware Part Number

Table 8.4-19- Property 2.1.2.2.2.4 Main Firmware Part Number

Property Description

Property OID|2.1.22.24/ 0x02010220204

Name Main Firmware Part Nmber

The device uses this property to reporhitin firmware parhumberas a string, padde

Description | it null characters,

Securing Key None

Min. Len (b) (11

Max. Len (b) (11

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-20 - Get Request Example

Example (Hex)

AA 00810401 0AD101841AD1018107 2B 060104 01F6 09 850102 89 0A E108852204
E2 02 C4 00

Table 8.4-21 - Get Response Example

Example (Hex)

AA 00 81 04 82 OA D1 01 82 04 00 00 00 00 84 82 00 25 D1 01 81 07 2B 06 01 04 01 F6 09 8
8915 E1 13 E2 11 E2 OF E2 OD C4 0B38130 30 30 30 37 31 38 33 00
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8.4.2.4 Property 2.1.2.2.2.6 Key Type

Table 8.4-22 - Property 2.1.2.2.2.6 Key Type

Property Description

Property OID|2.1.2.2.26 / 0x02010202020
Name Key Type

The devicebs firmware can be c onrbRlikéye
sets when signing and verifying the signatur€immand OXEEEE- Send Secured
Command to Device

Description This property indicates which of the two keys the firmware is configured to expect

host and device to use:
9 OxFFOO0 = Development Key
1 Any other value = Production Key

Securing Key None
Min. Len (b) (2
Max. Len (b) (2
Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-23 - Get Request Example

Example (Hex)

AA0081040131D101841AD10181072B06010401F609850102890AE108E20
E202 C6 00

Table 8.4-24 - Get Response Example

Example (Hex)

AA 0081 04 82 31 D1 01 82 04 00 00 00 00 84 82 00 1C D1 01 81 07 2B 06 01 04 01 F6 09 85
89 0C E1 OA E2 08 E2 06 E2 04 C6 02 FF 00

8.4.3 Property Subgroup 2.1.2.3.nn EMV Firmware Information
8.4.3.1 Property 2.1.2.3.2.1 EMV Contact L1 Kernel ID (Contact Only)

Table 8.4-25- Property 2.1.2.3.2.1 EMV Contact L1 Kernel ID (Contact Only)

Property Description

Property OID|2.1.2.3.2.1 / 0x020102030201
Name EMV Contact L1 Kernel ID
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Property Description

Description

The device uses this property to report the EMV Contact L1 Kernel ID as string, p
with null characters.

Example:.CT L1 EMVCO 4.3C

Securing Key

None

Min. Len (b)

17

Max. Len (b)

17

Data Type

Alphanumeric

Valid Values

Any string

Default

Table 8.4-26 - Get Request Example

Example (Hex)

AA 0081040112 D101841A D1 018107 2B 06 01 04 01 F6 09 85 01 02 89 OA E1 08 E2 0¢
E2 02 C100

Table 8.4-27 - Get Response Example

Example (Hex)

AA 008104 82 12 D1 01 82 04 00 00 00 00 84 82 0>2®1 81 07 2B 06 01 04 01 F6 098501 C
891BE119E217 E315E2 13 C1 11 43 54 20 4C 31 20 45 4D 56 43 4F 20 34 2E 33 43 00

8.4.3.2 Property 2.1.2.3.2.2 EMV Contact L1 Kernel Firmware Part Number (Contact Only)

Table 8.4-28 - Property 2.1.2.3.2.2 EMV Contact L1 Kernel Firmware Part Number (Contact Only)

Property Description

Property OID

2.1.2.3.2.2/0x020102030202

Name EMV Contact L1 KerneFirmware Part Number
The device uses this property to report the EMV Contact L1 Kernel Part Number &
Description string, padded with null characters.
Example:1000007176 Ver A
Securing Key None
Min. Len (b) |17
Max. Len (b) |17
Data Type |Alphanumeric
Valid Values | Any string
Default
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Table 8.4-29 - Get Request Example

Example (Hex)

AA0081040113D101841AD10181072B06010401F609850102890AE108E20
E2 02 C2 00

Table 8.4-30- Get Response Example

Example (Hex)

AA 00 81 04 82 13 D1 01 82 04 00 00 00 00 84 82 00 2B D1 01 81 07 2B 06 01 04 01 F6 09 8
891BE119E217E315E2 13 C2 11 31 30 30 30 30 30 37 31 3758668072 20 41 00

8.4.3.3 Property 2.1.2.3.3.1 EMV Contact L2 Kernel ID (Contact Only)

Table 8.4-31- Property 2.1.2.3.3.1 EMV Contact L2 Kernel ID (Contact Only)
Property OID|2.1.2.3.3.1 / 0x020102030301
Name EMV Contact L2 Kernel ID

The device uses this property to report the EMV Contact L2 Kernel ID as string, p
with null characters.

Description
Example:CT L2 4.3K
Securing Key None

Min. Len (b) (11

Max. Len (b) 11

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-32- Get Request Example

Example (Hex)

AA0081040115D101841AD1018107@80104 01 F6 09 85010289 0AE108E206E
E3 02 C1 00

Table 8.4-33 - Get Response Example

Example (Hex)

AA 0081 04 82 16 D1 01 82 04 00 00 00 00 84 82 00 25 D1 01 81 07 2B 06 01 04 01 F6 @285
8915E113 E2 11 E3OF E3 0D C1 0B 43 54 20 4C 32 20 34 2E 33 4B 00
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8.4.3.4 Property 2.1.2.3.3.2 EMV Contact L2 Kernel Firmware Part Number(Contact Only)

Table 8.4-34 - Property 2.1.2.3.3.2 EMV Contact L2 Kernel Firmware Part Number(Contact Only)

Property Description

Property OID|2.1.2.3.3.2 / 0x020102030302

Name EMV Contact L2 Kernel Firmware Part Number

The device uses thigoperty to report the EMV Contact L2 Kernel Part Number as
D — string, padded with null characters.

escription
Example:1000008878 Ver A DynaFlex PED L2 Kernel
Securing Key None

Min. Len (b) [40

Max. Len (b) |40

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-35- Get Request Example

Example (Hex)

AA 008104 011AD101841AD10181072B06010401F609850102890AE108E20
E3 02 C200

Table 8.4-36 - Get Response Example

Example (Hex)

AA 008104 82 1A D101 82 04 00 00 00 00 84 82 0042 D101 8107 2B 06 01 04 01 F6 09 8
89 32 E1 30 E2 2E E3 2C E3 2A C2 28 31 30 30 30 30 30 38 38 37 38 20 56 65 72 20 41 20 44
6146 6C 65 78 20 50 45 44 20 4C 32 20 4B 65 72 6E 65 6C 00

8.4.3.5 Property 2.1.2.3.3.3 EMV Contact L2 Kernel Checksum (Contact Only)

Table 8.4-37 - Property 2.1.2.3.3.3 EMV Contact L2 Kernel Checksum (Contact Only)
Property OID|2.1.2.3.3.3/ 0x020102030303
Name EMV Contact L2 Kernel Checksum

The device uses this property to report the EMV Contact L2 Kernel Checksirings
no padding.

Description
Example:vxxCAAgnos33 17 b54f31bch61a26fc823bce9ab8989b31ab90f9a4
Securing Key None

Min. Len (b) |Variable
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Property Description

Max. Len (b)

75

Data Type

Alphanumeric

Valid Values

Any string

Default

Table 8.4-38 - Get Request Example

Example (Hex)

AA008104011BD101841AD1018107 2B 060104 01F609850102890AE108E20
E3 02 C3 00

Table 8.4-39 - Get Response Example

Example (Hex)

AA 0081 04 82 1B D1 01 82 04 00 00 00 00 84 82 00 52 D1 01 81 07 2B 06 01 04 01 F6 09 8

8942E140E23EE33CE33AC3387678 7843414167 6E6F 7333 335F 313720623
33 31 62 63 62 36 31 61 32 36 66 63 38 3B383 65 39 61 62 38 39 38 39 62 33 31 61 62 39 30
3961 34

8.4.3.6 Property 2.1.2.3.3.4 EMV Contact L2 Kernel Configuration Checksum (Contact Only)

Table 8.4-40- Property 2.1.2.3.3.4 EMV Contact L2 Kernel Configuration Checksum (Contact Only)

Property Description

Property OID

2.1.2.3.3.4/ 0x020102030304

Name

EMV Contact L2 Kernel Configuration Checksum

Description

The device uses thigoperty to report the EMV Contact L2 Kernel Configuration
Checksum as string, no padding.

Example:17AC3C4A

Securing Key

None

Min. Len (b)

8

Max. Len (b)

8

Data Type

Alphanumeric

Valid Values

Any string

Default

Table 8.4-41 - Get Request Example

Example (Hex)

AA008104011FD101841AD10181072B06010401F609850102890AE108E20
E3 02 C4 00
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Table 8.4-42 - Get Response Example

Example (Hex)

AA 00 81 04 82 1F D1 01 82 04 00 00 00 00 84 82 00 1E D1 01 81 07 2B 06 01 04 01 F6 09 85
89 OE E1 0C E2 OAE3 08 E3 06 C4 04 17 AC 3C 4A

8.4.3.7 Property 2.1.2.3.4.1 EMV Contactless L1 Kernel I@ontactless Only)

Table 8.4-43- Property 2.1.2.3.4.1 EMV Contactless L1 Kernel ID (Contactless Only)

Property Description

Property OID|2.1.2.3.4.1 / 0x020102030401
Name EMV Contactless L1 Kernel ID

The device uses this property to report the EMV Contactless L1 Kernel ID as strin
D - padded with null characters.

escription
Example:CL L1 EMVCO 3.0
Securing Key None

Min. Len (b) |16

Max. Len(b) |16

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-44 - Get Request Example

Example (Hex)

AA 0081040121 D101841AD10181072B06010401F609 85010289 0AE1O0EEDD
E4 02 C100

Table 8.4-45 - Get Response Example

Example (Hex)

AA 00 81 04 82 21 D1 01 82 04 00 00 00 00 84 82 00 2A D1 01 81 07 2B 06 01 04 01 F6 09 8
89 1A E1 18 E2 16 E3 14 E4 12 C1 10 4326C4AC 31 20 45 4D 56 43 4F 20 33 2E 30 00

8.4.3.8 Property 2.1.2.3.4.2 EMV Contactless L1 Kernel Firmware Part Number (Contactless Only)

Table 8.4-46 - Property 2.1.2.3.4.2 EMV Contactless L1 Kernel Firmware Part Number (Contactless Only)

Property Description

Property OID|2.1.2.3.4.2 / 0x020102030402

Name EMV Contactless L1 Kernel Firmware Part Number
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Property Description

The device uses this propertyraport the EMV Contactless L1 Kernel Part Number
string, padded with null characters.

Description
Example:1000007177 Ver A
Securing Key None

Min. Len (b) |17

Max. Len (b) |17

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-47 - Get Request Example

Example (Hex)

AA 0081040125D101841AD10181072B06010401F609 85010289 0AE108E20
E4 02 C2 00

Table 8.4-48 - Get Response Example

Example (Hex)

AA 00 81 04 82 25 D1 01 82 04 00 00 00 00 84 82 00 2B D1 01 81 07 2B 06 01 04 01 F6 09 8
891BE119E217E315E413C2 11 313030 30303037 3137 372056 6572204100

8.4.3.9 Property 2.1.2.3.4.3 EM\Contactless L1 Kernel Checksum (Contactless Only)

Table 8.4-49 - Property 2.1.2.3.4.3 EMV Contactless L1 Kernel Checksum (Contactless Only)

Property Description

Property OID|2.1.2.3.4.3/ 0x020102030403

Name EMV Contactless L1 Kernel Checksum

The device uses this property to report the EMV Contactless L1 Kernel Checksun
Description string, no padding.
Example:d3c5d413334178d1d5929a752b8d29adc1e5829¢
Securing Key None

Min. Len (b) |Variable

Max. Len (b) | 75

Data Type |Alphanumeric

Valid Values | Any string
Default
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Table 8.4-50- Get Request Example

Example (Hex)

AA 0081040126D101841AD10181072B06010401F609850102890AE108E20
E4 02 C3 00

Table 8.4-51 - Get Response Example

Example (Hex)

AA 00 8104 82 26 D1 01 82 04 00 00 00 00 84 82 00 42 D1 01 81 07 2B 06 01 04 01 F6 09 85
8932E130E22EE32CE42A C32864336335643431333333343137386431643
3961 37 353262 38 64 32 39 61 64 63 31 65 35 38 32 39 63

8.4.3.10 Property 2.1.2.3.5.1 Mastercard MCL Kernel ID (Contactless Only)

Table 8.4-52 - Property 2.1.2.3.5.1 Mastercard MCL Kernel ID (Contactless Only)

Property Description

Property OID|2.1.2.3.5.1 / 0x020102030501
Name Mastercard MCL Kernel ID

The device uses this property to report the Mastercard MCL Kernel ID as string, p
. with null characters.
Description
Example:MCL 3.1.3
Securing Key None

Min. Len(b) (10

Max. Len (b) |10

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-53 - Get Request Example

Example (Hex)

AA0081040128D101841AD10181072B06010401F60985810&E108E206E30
E5 02 C1 00

Table 8.4-54 - Get Response Example

Example (Hex)

AA 00 81 04 82 28 D1 01 82 04 00 00 00 00 84 82 00 24 D1 01 81 07 2B 06 01 04 01 F6 09 85
8914 E112E2 10 E3 OE5 0C C1 0A 4D 43 4C 20 33 2E 31 2E 33 00
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8.4.3.11
Only)

Property 2.1.2.3.5.2 Mastercard MCL Kernel Firmware Part Number (Contactless

Table 8.4-55 - Property 2.1.2.3.5.2 Mastercard MCL Kernel Firmware Part Number (Contactless Only)

Property Description

Property OID

2.1.2.3.5.2/ 0x020102030502

Name Mastercard MCL Firmware Part Number
The device uses this property to reporthMuestercard MCL Kernel Part Number as
_— string, padded with null characters.
Description

Example:1000007179 Ver AO

Securing Key

None

Min. Len (b)

18

Max. Len (b)

18

Data Type

Alphanumeric

Valid Values

Any string

Default

Table 8.4-56 - Get Request Example

Example (Hex)

AA0081040129D101841AD10181072B06010401F609 85010289 0AE108E20
E5 02 C2 00

Table 8.4-57 - Get Response Example

Example (Hex)

AA 00 81 04 82 29 D1 01 82 04 00 00 00 00 84 82 00 2C D1 01 81 07 2B 06 01 04 01 F6 09 85
891CE11AE218E316E514C212313030303030373137 392056657220 41 3000

8.4.3.12

Property 2.1.2.3.5.3 Mastercard MCL KerneChecksum (Contactless Only)

Table 8.4-58 - Property 2.1.2.3.5.3 Mastercard MCL Kernel Checksum (Contactless Only)

Property Description

Property OID

2.1.2.3.5.3/ 0x020102030503

Name Mastercard MCL Kernel Checksum
The device uses this property to report the Mastercard MCL Kernel Checksum as
- no padding.
Description

Example:C2.2.8-> v1.0.2[ade94c13b0c6a31f1be682b12536528264b1efcO]

Securing Key

None

Min. Len (b)

Variable
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Property Description

Max. Len (b)

75

Data Type

Alphanumeric

Valid Values

Any string

Default

Table 8.4-59- Get Request Example

Example (Hex)

AA 008104 012AD101841AD10181072B06010401F609850102890AE108E20
E5 02 C3 00

Table 8.4-60 - Get Response Example

Example (Hex)

AA 00 8104 82 2A D1 01 82 04 00 00 00 00 84 82 00 55 D1 01 81 07 2B 06 01 04 01 F6 09 85
8945 E143 E241 E3 3F E5 3D C3 3B 43 32 2E 32 2E 38 20 2D 3E 20 76 31 2E 30 2E 32 20 ¢
6539 34 63 31 3362 30 63 36 61 33 31 66 31 62 65 36 38 32 62 31 33833 32 38 32 36 34 62
31 65 66 63 30 5D

8.4.3.13 Property 2.1.2.3.6.1 Visa payWave Kernel ID (Contactless Only)

Table 8.4-61- Property 2.1.2.3.6.1 Visa payWave Kernel ID (Contactless Only)

Property Description

Property OID|2.1.2.3.6.1 / 0x020102030601

Name Visa payWave Kernel ID
The device uses this property to report the Visa payWave Kernel ID as string, pac
o with null characters.
Description

Example:PayWave 2.2

None
12
12

Securing Key
Min. Len (b)
Max. Len (b)
Data Type

Alphanumeric

Valid Values
Default

Any string

Table 8.4-62 - Get Request Example

Example (Hex)

AA 008104 01 03 D1 0184 1A D101 8107 2B 06 01 04 01 F6 09 85 01 02 89 OA E1 08 E2 0€
E6 02 C1 00
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Table 8.4-63 - Get Response Example

Example (Hex)

AA 00 81 04 82 03 D1 01 82 04 00 00 00 00 84 82 00 26181 07 2B 06 01 04 01 F6 098501 0
8916 E1 14 E2 12 E3 10 E6 OE C1 0C 50 61 79 57 61 76 65 20 32 2E 32 00

8.4.3.14 Property 2.1.2.3.6.2 Visa payWave Kernel Firmware Part Number (Contactless Only)

Table 8.4-64 - Property 2.1.2.3.6.2 Visa payWave Kernel Firmware Part Number (Contactless Only)

Property Description

Property OID|2.1.2.3.6.2 / 0x020102030602

Name Visa payWave Firmware Part Number

The device uses this property to report the Visa payWave Kernel Part Number as
D - padded with null characters.

escription
Example:1000007180 Ver Al
Securing Key None

Min. Len (b) |18

Max. Len (b) |18

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-65- Get Request Example

Example (Hex)

AA0081040105D101841AD10181072B06010401F609850102890AE108E20
E6 02 C2 00

Table 8.4-66 - Get Response Example

Example (Hex)

AA 00 81 04 82 05 D1 01 82 04 00 00 00 00 84 82 00 2C D1 01 81 07 2B 06 01 04 01 F6 09 85
891CE11AE2 18 E3 16 E6 14 C2 12 31 30 30 30 30 30 37 31 38 30 20 56 65 72 20 41 31 0C

8.4.3.15 Property 2.1.2.3.6.3 Visa payWave Kernel Checksum (Contactless Only)

Table 8.4-67 - Property 2.1.2.3.6.3 Visa payWave Kernel Checksum (Contactless Only)

Property Description

Property OID|2.1.2.3.6.3/ 0x020102030603

Name Visa payWave Kernel Checksum
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Property Description

The device uses this property to report the Visa payWave Kernel Checksum as st
padding.

Description
Example: VCPS 2.2j00000000}> v1.5.6
[F1ICBB8A23E00984E9E753EF4884C33EA368E570C]

Securing Key None

Min. Len (b) |Variable
Max. Len (b) | 75

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-68 - Get Request Example

Example (Hex)

AA 0081040106 D101841AD10181072B06010401F609850102890AE108E20
E6 02 C3 00

Table 8.4-69 - Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 62 D1 01 81 07 2B 06 01 04 01 F6 09 85
8952 E1 50 E2 4E E3 4C E6 4A C3 48 56 43 50 53 20 32 2E 32 78 20 5B 30 30 30 30 30 30 3
2D 3E 20 76 31 2E 35 2E 36 20 5B 46 31 431238 41 32 33 45 30 30 39 38 34 453945 37 35 3
46 34 38 38 34 43 33 33 45 41 33 36 38 45 3537 3043 5D

8.4.3.16 Property 2.1.2.3.6.5 Entry Point Checksum (Contactless Only)(Common Kernel Only)

Table 8.4-70- Property 2.1.2.3.6.5 Entry Point Checksum (Contactless Only)(Common Kernel
Only)(Common Kernel Only)

Property OID|2.1.2.3.6.5/ 0x020102030605

Name Entry PointChecksum

The device uses this property to report the Entry Point Checksum as string, no pa
Description
Example: 1B3725A7DBC220805DF369E035E935EF404C4B71

Securing Key None

Min. Len (b) |Variable
Max. Len (b) |75

Data Type |Alphanumeric

Valid Values | Any string
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Default

Table 8.4-71 - Get Request Example

Example (Hex)

AA 0081040106 D101841AD10181072B06010401F609850102890AE108E20
E6 02 G 00

Table 8.4-72 - Get Response Example

Example (Hex)

AA 0081048206D10182040000000084820042D10181072B06010401F609850102
8932E130E22EE32CE62A C5283142333732354137444243323230383035444633
3639453033354539333545463430344334423731

8.4.3.17 Property 2.1.2.3.7.1 Discover EPAS Kernel ID (Contactless Only)

Table 8.4-73 - Property 2.1.2.3.7.1 Discover EPAS Kernel ID (Contactless Only)
Property OID|2.1.2.3.7.1 / 0x020102030701
Name Discover DPAS Kernel ID

The device usethis property to report the DiscoverBPAS Kernel ID as string, padde
with null characters.

Description
Example:DPAS 1.0
Securing Key None

Min. Len (b) |9
Max. Len (b) |9
Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-74 - Get Request Example

Example (Hex)

AA 0081040107 D101841AD1018107 2B 060104 01F609 85010289 0AE108E20
E7 02 C100

Table 8.4-75- Get Response Example

Example (Hex)

AA 00 81 04 82 07 D1 01 82 04 00 00 00 00 84 82 00 23 D1 01 81 07 2B 06 01 04 01 F6 09 85
89 13E111 E20F E3 0D E7 OB C1 09 44 50 41 53 20 31 2E 30 00
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8.4.3.18 Property2.1.2.3.7.2 Discover DPAS Kernel Firmware Part Number (Contactless
Only)

Table 8.4-767 Property 2.1.2.3.7.2 Discover EPAS Kernel Firmware Part Number (Contactless Only)

Property Description

Property OID|2.1.2.3.7.2 / 0x020102030702

Name Discover BPAS Firmware Part Number

The device uses this property to report the DiscovB A3 Kernel Part Number as
D o string, padded with nuttharacters.

escription
Example:1000007181 Ver AO
Securing Key None

Min. Len (b) |18

Max. Len (b) |18

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-77 - Get Request Example

Example (Hex)

AA 008104 0109D101841AD10181072B06010401F609850102890AE108E20
E7 02 C200

Table 8.4-78- Get Response Example

Example (Hex)

AA 00 81 04 82 09 D1 01 82 04 00 00 00 00 84 820@1 01 81 07 2B 06 01 04 01 F6 09 85 01 (
891CE11AE218E316E714C212 3130 30303030373138312056 65722041 3000

8.4.3.19 Property 2.1.2.3.7.3 Discover BPAS Kernel Checksum (Contactless Only)

Table 8.4-79- Property 2.1.2.3.7.3 Discover EPAS Kernel Checksum (Contactless Only)

Property Description

Property OID|2.1.2.3.7.3/ 0x020102030703

Name Discover DPAS Kernel Checksum

The device uses this property to report the DiscovBAS Kernel Checksum as string
no padding.
Description
Example: DPAS 1.0 + TAS 00% v1.3.42

[e28bf053de947cf6ad456a2a7c71059a2c5ac6le]

Securing Key| None
Min. Len (b) |Variable
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Property Description

Max. Len (b)

75

Data Type

Alphanumeric

Valid Values

Any string

Default

Table 8.4-80- Get Request Example

Example (Hex)

AA008104010CD101841AD10181072B06010401F609850102890AE108E20
E7 02C3 00

Table 8.4-81 - Get Response Example

Example (Hex)

AA 00 81 04 82 0C D1 01 82 04 00 00 00 00 84 82 00 62 D1 01 81 07 2B 06 01 04 01 F6 09 85
8952 E150 E2 4E E3 4C E7 4A C3 48 44 50 41 53 2PE330 20 2B 20 54 41 53 20 30 30 78 20 2
3E 20 76 31 2E 33 2E 34 32 20 5B 65 32 38 62 66 30 35 33 64 65 39 34 37 63 66 36 61 64 34
3261 37 63 37 3130 353961 3263 3561 63 36 31 655D

8.4.3.20 Property 2.1.2.3.8.1 American Express Expresspay Kernel ID (Contactless Only)

Table 8.4-82- Property 2.1.2.3.8.1 American Express Expresspay Kernel ID (Contactless Only)

Property Description

Property OID|2.1.2.3.8.1 / 0x020102030801

Name American Express Expresspay Kernel ID
The device uses this property to report the American Express Expresspay Kernel
_ string, padded with null characters.
Description

Example:AMEX 4.0.2
None

11

11

Securing Key
Min. Len (b)
Max. Len (b)
Data Type

Alphanumeric

Valid Values
Default

Any string

Table 8.4-83 - Get Request Example

Example (Hex)

AA 00810401 0ED101841AD1018107 2B 060104 01 FE60%L 02 89 OA E1 08 E2 06 ES {
E8 02 C1 00
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Table 8.4-84 - Get Response Example

Example (Hex)

AA 00 81 04 82 OE D1 01 82 04 00 00 00 00 84 82 00 25 D1 01 81 07 2B 06 01 04 01 F6 09 8
8915 E1 13 E21 ESOF E8 OD C1 0B 41 4D 45 58 20 34 2E 30 2E 32 00

8.4.3.21 Property 2.1.2.3.8.2 American Express Expresspay Kernel Firmware Part Number
(Contactless Only)

Table 8.4-851 Property 2.1.2.3.8.2 American Express Expresspay Kernel Firmware Part Number
(Contactless Only)

Property Description

Property OID|2.1.2.3.8.2 / 0x020102030802
Name American Express Expresspay Firmware Part Number

The device uses this property to report the American Express Expresspay Part Nt
Description as string, padded with null characters.
Example:1000007181 Ver A0
Securing Key None

Min. Len (b) (18

Max. Len (b) (18

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-86 - Get Request Example

Example (Hex)

AA008104010FD101841AD10181072B06010401F609850102890AE108E20
E8 02 C2 00

Table 8.4-87 - Get Response Example

Example (Hex)

AA 00 81 04 82 OF D1 01 82 04 00 00 00 00 84 82 00 2C D1 01 81 07 2B 06 01 04 01 F6 09 85
891CE11AE218E3 16 E8 14 C2 12 31 30 30 30 30 30 37 31 38 32 20 56 68172200

8.4.3.22 Property 2.1.2.3.8.3 American Express Expresspay Kernel Checksum (Contactless
Only)

Table 8.4-88- Property 2.1.2.3.8.3 American Express Expresspay Kernel Checksum (Contactless Only)

Property Description

Property OID|2.1.2.3.8.3/ 0x020102030803

Name American Express Expresspay Kernel Checksum
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Property Description

The device uses this property to report the American Exprga®sspay Kernel
Checksum as string, no padding.

Description
Example:C4.2.7-> v1.0.6 [5D5CC3073F64FE7F14F5454D62026 EDB9E202930]
Securing Key None

Min. Len (b) | Variable

Max. Len (b) | 75

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-89 - Get Request Example

Example (Hex)

AA0081040111D101841AD10181072B06010401F609850102890AE108E20
E8 02 C3 00

Table 8.4-90 - Get Response Example

Example (Hex)

AA 008104 82 11 D1 01 82 04 00 00 00 00 84 82 00 55 D1 01 81 07 2B 06 01 04 01 F6 09 85
8945 E143 E241 E3 3F E8 3D C3 3B 43 34 2E 32 2E 37 20 2D 3E 20 76 31 2E 30 2E 36 20 ¢
354343 33 30 37 386 36 34 46 45 37 46 31 34 46 35 34 35 34 44 36 32 30 32 36 45 44 42 39
30 32 39 33 305D

8.4.3.23 Property 2.1.2.3.9.1 Apple VAS Kernel ID

Table 8.4-91- Property 2.1.2.3.9.1 Apple VAS Kernel ID
Property OID|2.1.2.3.9.1 / 0x020102030901
Name Apple VAS Kernel ID

The device uses this property to report the Apple VAS Kernel ID as a string, padd
with null characters.

Description
Example:APPLE VAS 1.0.0
Securing Key None

Min. Len (b) 16

Max. Len (b) |16

Data Type |Alphanumeric

Valid Values | Any string
Default
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Table 8.4-92 - Get Request Example

Example (Hex)

AA 00810401 0ED101841AD10181072B06010401F609850102890AE108E20
E9 02 C1 00

Table 8.4-93 - Get Response Example

Example (Hex)

AA008104820ED1018204000000008482002AD10181072B06010401F609850102891AE118E4
4E912C1104150504C452056415320312E302E3000

8.4.3.24 Property 2.1.2.3.A.1 JCB Kernel ID (Contactle€nly)(Common Kernel Only)

Table 8.4-94 - Property 2.1.2.3.A.1 JCB Kernel ID (Contactless Only) (Common Kernel Only)

Property Description

Property OID|2.1.2.3.A.1 / 0x020102030A01

Name JCB Kernel ID
The deviceauses this property to report the JCB Kernel ID as string, padded with nt
o characters.
Description

Example: JCB 1.6
Securing Key None

Min. Len (b) (11

Max. Len (b) |11

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-95- Get Request Example

Example (Hex)

AA 008104 010ED101841AD10181072B06010401F609850102890AE108E20
EA 02 C1 00

Table 8.4-96 - Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 22 D1 01 81 07 2B 06 01 04 01 F6 09 85
89 12 E1 10 E2 OE E3 OC EA OA C1 08 4A 43 42 20 31 2E 36 00
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8.4.3.25 Property 2.1.2.3.A.2 JCB Kernel Firmware Part Number (Contactless Orfiypmmon
Kernel Only)

Table 8.4-977 Property 2.1.2.3.A.2 JCB Kernel Firmware Part Number (Contactless Only) (Common Kernel
Only)

Property Description

Property OID|2.1.2.3.A.2 / 0x020102030A02

Name JCB Firmware Part Number
The device uses this property to report the JCB Part Number as string, padded wi
o characters.
Description
Example:10000®650Ver A0

Securing Key None

Min. Len (b) |18

Max. Len (b) |18

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-98 - Get Request Example

Example (Hex)

AA 008104 01 0F D1 0184 1A D1018107 2B 060104 01 F6 09 85 01 02 89GAE2A06 E3 04
EA 02 C2 00

Table 8.4-99 - Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 2D D1 01 81 07 2B 06 01 04 01 F6 09 85
891DE11BE219E317 EA15 @3 31 30 30 30 30 30 39 36 35 30 20 56 65 72 20 41 41 30 0O

8.4.3.26 Property 2.1.2.3.A.3 JCB Kernel Checksum (Contactless Or{igbmmon Kernel
Only)

Table 8.4-100- Property 2.1.2.3.A.3 JCB Kernel Checksum (Contactless Only) (Common Kernel Only)

Property Description

Property OID|2.1.2.3.A.3/ 0x020102030A03

Name JCB Kernel Checksum

The device uses this property to report the JCB Ké&hekksum as string, no paddin
Description
Example:JCB 1.6-> v1.0.29 [ca44a90cd42d379088fch8ca8d1fab195546b278]

Securing Key None
Min. Len (b) | Variable

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Page288of 315(D998200489102)



8 - Configuration

Property Description

Max. Len (b)

75

Data Type

Alphanumeric

Valid Values

Any string

Default

Table 8.4-101- Get Request Example

Example (Hex)

AA0081040111D101841AD10181072B06010401F609850102890AE108E20
EA 02 C3 00

Table 8.4-102- Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 57 D1 01 81 07 2B 06 01 04 01 F6 09 85
8947 E145E2 43 E3 41 EA 3F C3 3D 4A 43 42 20 31 2E 36 20 2D 3E 20 76 31 2E 30 2E 32

63 61 34 34 61 39 368 64 34 32 64 33 37 39 30 38 38 66 63 62 38 63 61 38 64 31 66 61 62 31
35 34 36 62 32 37 38 5D

8.4.3.27
Only)

Property 2.1.2.3.A.4 Reader Core Checksum (Contactless Onlg€pommon Kernel

Table 8.4-103- Property 2.1.2.3.A.4 Reader Core Checksum (Contactless Only) (Common Kernel Only)

Property Description

Property OID

2.1.2.3.A.4/ 0x020102030A04

Name

Reader Core Checksum

Description

The deviceauses this property to report the Reader Core Checksum as string, no ps

Example:371835cedcd7f8a3e4cf8b32cc03803dfdc1f507

Securing Key

None

Min. Len (b)

Variable

Max. Len (b)

75

Data Type

Alphanumeric

Valid Values

Any string

Default

Table 8.4-104- Get Request Example

Example (Hex)

AA0081040111D101841AD10181072B06010401F609850102890AE108E20
EA 02 C4 00
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Table 8.4-105- Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 42 D1 01 81 07 2B 06 01 04 01 F6 09 85
89 32 E1 30 E2 2E E3 2C EA 2A C4 28 33 37 31 38 33 35 63 65 64 63 64 37 66 38 61 &3 &b 3
38 62 33 32 63 63 30 33 38 30 33 64 66 64 63 31 66 35 30 37

8.4.3.28 Property 2.1.2.3.A.5 Entry Point Checksum (Contactless On{gommon Kernel
Only)

Table 8.4-106- Property 2.1.2.3.A.5 Entry Point Checksum (Contactless Only) (Common Kernel Only)
(Common Kernel Only)

Property Description

Property OID|2.1.2.3.A.5/ 0x020102030A05
Name Entry Point Checksum

The device uses thigoperty to report the Entry Point Checksum as string, no padd
Description
Example:1B3725A7DBC220805DF369E035E935EF404C4B71

Securing Key None

Min. Len (b) |Variable
Max. Len (b) |75

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-107- Get Request Example

Example (Hex)

AA 0081040106 D101841AD10181072B06010401F609850102890AE108E20
EA 02 G500

Table 8.4-108- Get Response Example

Example (Hex)

AA 0081048206D10182040000000084820042D10181072B06010401F609850102
8932E130E22EE32CEA 2A C5283142333732354137444243323230383035444633
3639453033354539333545463430344334423731

8.4.3.29 Property 2.1.2.3.B.1 China Union Pay Kernel ID (Contactless Orfl@pmmon Kernel
Only)

Table 8.4-109- Property 2.1.2.3.B.1 China Union Pay Kernel ID (Contactless Only) (Common Kernel Only)

Property Description
Property OID|2.1.2.3.B.1 / 0x020102030B01
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Property Description

Name China Union Pay Kernel ID

The device uses this property to report the China Union Pay Kernel ID as string,
o with null characters.
Description
Example:CUP 1.0.2
Securing Key None

Min. Len (b) |11

Max. Len (b) |11

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-110- Get Request Example

Example (Hex)

AA 008104 010ED101841AD10181072B06010401F609850102890AE108E20
EB 02 C1 00

Table 8.4-111- Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 24 D1 01 81 07 2B 06 01 04 01 F6 09 85
89 14 E1 12 E2 10 E3 OE EB 0C C1 0OA 43 55 50 20 31 2E 30 2E 32 00

8.4.3.30 Property 2.1.2.3.B.2 ChinaUnion Pay Kernel Firmware Part Number (Contactless
Only)(Common Kernel Only)

Table 8.4-1127 Property 2.1.2.3.B.2 China Union Pay Kernel Firmware Part Number (Contactless Only)
(Common Kernel Only)

Property Description

Property OID|2.1.2.3.B.2 / 0x020102030B02

Name China Union Pay Firmware Part Number

The device uses this property to report the China Union Pay Part Nungtengs
D _ padded with null characters.

escription
Example:1000009651 Ver AAO
Securing Key None

Min. Len (b) |18

Max. Len (b) |18

Data Type |Alphanumeric

Valid Values | Any string
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Property Description
Default

Table 8.4-113- Get Request Example

Example (Hex)

AA 008104 010FD101841AD10181072B06010401F609850102890AE108E20
EB 02 C200

Table 8.4-114- Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 2D D1 01 81 07 2B 06 01 04 01 F6 09 85
891DE11BE219E317 EB 15C2 13 31 30 30 30 30 30 39 36 35 31 20 56 65 72 20 41 41 3(

8.4.3.31 Property 2.1.2.3.B.3 China Union Palternel Checksum (Contactless Only)
(Common Kernel Only)

Table 8.4-115- Property 2.1.2.3.B.3 China Union Pay Kernel Checksum (Contactless Only) (Common Kernel
Only)

Property Description

Property OID|2.1.2.3.B.3/ 0x020102030B03

Name China Union Pay Kernel Checksum

The device uses this property to report the China Union Pay Kernel Checksum as
— no padding.

Description
Example: CUR/1.0.2-> v1.3.40 [23e9bc82b4echf422¢2054¢91914848017e0ed0f]
Securing Key None

Min. Len (b) | Variable

Max. Len (b) | 75

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-116- Get Request Example

Example (Hex)

AA0081040111D101841AD1018107 2B 060104 01F609850102890AE108E20
EB 02 C3 00
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Table 8.4-117- Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 5A D1 01 81 07 2B 06 01 04 01 F6 09 8

894AE1 48 E2 46 E3 44 EB 42 C3 40 43 55 50 20 76 31 2E 30 2E 32 20 2D 3E 20 76 31 2E 3
30 20 5B 32 33 65 39 63 38 32 62 34 65 63 62 66 34 32 32 63 32 30 35 34 63 39 31 39 31 34

38 30 31 37 65 30 65 64 30 66 5D

8.4.3.32 Property 2.1.2.3.C.1 Interact Flash Kernel ID (Contactless On{fJommon Kernel
Only)

Table 8.4-118- Property 2.1.2.3.C.1 Interact Flash Kernel ID (Contactless Only) (Common Kernel Only)

Property Description

Property OID|2.1.2.3.C.1 / 0x020102030C01

Name Interact Flash Kernel ID

The device uses this property to report the Interact Flash Kernel ID as string, pad
o with null characters.

Description
Example:FLASH 1.9
Securing Key None

Min. Len (b) |11

Max. Len (b) |11

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-119- Get Request Example

Example (Hex)

AA 008104 010ED101841AD10181072B06010401F609850102890AE108E20
EC 02 C1 00

Table 8.4-120- Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 24 D1 01 81 07 2B 06 01 04 01 F6 09 85
8914 E112E2 10 E3 OE EC OC C1 OA 46 4C 41 53 48 20 31 2E 39 00

8.4.3.33 Property 2.1.2.3.C.2nteract Flash Kernel Firmware Part Number (Contactless Only)
(Common Kernel Only)

Table 8.4-1217 Property 2.1.2.3.C.2 Interact Flash Kernel Firmware Part Number (Contactless Only)
(Common Kernel Only)

Property Description
Property OID|2.1.2.3.C.2 / 0x020102030C02
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Property Description

Name Interact FlaslFirmware Part Number

The device uses this property to report the Interact Flash Part Number as string, [
- with null characters.

Description
Example:1000009652 Ver AAO
Securing Key None

Min. Len (b) |18

Max. Len (b) |18

Data Type |Alphanumeric

Valid Values | Any string
Default

Table 8.4-122- Get Request Example

Example (Hex)

AA 008104 010FD101841AD10181072B06010401F609850102890AE108E20
EC 02 C2 00

Table 8.4-123- Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 2D D1 01 81 07 2B 06 01 04 01 F6 09 85
891DE11BE219E317 EC 15C2 13 31 30 30 30 30 30 39 36 35 3630r2620 41 41 30 00

8.4.3.34 Property 2.1.2.3.C.3 Interact Flash Kernel Checksum (Contactless Onf§€pommon
Kernel Only)

Table 8.4-124- Property 2.1.2.3.C.3 Interact Flash Kernel Checksum (Contactless Only) (Common Kernel
Only)

Property Description

Property OID|2.1.2.3.C.3/ 0x020102030C03

Name Interact Flash Kernel Checksum

The device uses this property to report the Interact Hashel Checksum as string, n
Description padding.
Example:Flash 1.9> v1.3.41 [394e45aed865e276e4f6737de26aa84c6eblb174]
Securing Key None

Min. Len (b) |Variable

Max. Len (b) | 75

Data Type |Alphanumeric

Valid Values | Any string
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Property Description
Default

Table 8.4-125- Get Request Example

Example (Hex)

AA0081040111D101841AD10181072B06010401F609850102890AE108E20
EC 02 C3 00

Table 8.4-126- Get Response Example

Example (Hex)

AA 00 81 04 82 06 D1 01 82 04 00 00 00 00 84 82 00 59 D1 01 81 07 2B 06 01 04 01 F6 09 85
8949E147E245E343EC41C33F466C61736820312E39202D3E207631 33372
20 5B 33 39 34 65 34 35 61 65 64 38 36 35 65 32 37 36 65 34 66 36 37 33 37 64 65 32 36 61 €
63 36 65 62 31 62 31 37 34 5D

8.4.4 Property Subgroup 2.1.2.8.nn Custom Ul
8.4.4.1 Property 2.1.2.8.1.1 Ul Configuration File

Table 8.4-127- Property 2.1.2.8.1.1 Ul Configuration File

Property Description

Property OID 2.1.2.8.1.1/0x020102080101

Name Ul Configuration Filename

Description 'LI'JTiCszgtnr]i%gu;:;?gﬁir;Tléhe part number and the revision of t
Securing Key None

Min. Len (b) 14

Max. Len (b) 14

Data Type ASCII

Valid Values CFGO00XxXX%xXXX

Default None

Table 8.4-128- Get Request Example

Example (Hex)
AA0081040106D101841AD10181072B06010401F609850102890AE108E206E804E102C100

Table 8.4-129- Get Response Example

Example (Hex)

AA0081048206D10182040000000084820028D10181072B06010401F609850102
8918E116E214E812E110C1484647303030363831322D323030
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8.5 Property Group 2.2.1.nnn Device Hardware Information
8.5.1 Property Subgroup 2.2.1.1.1.n Device Common Configuration Information

8.5.1.1 Property 2.2.1.1.1.1 Serial Number

Table 8.5-1 - Property 2.2.1.1.1.1 Serial Number

Property Description

Property OID|2.2.1.1.1.1 0x020201010101
Name Device Serial Number

The device uses this property to report its serial numiblee left 3.5 bytesepresent the
D o 7 digit serial number, and the remaining half bytahigys 0.
escription
Example:Serial numbeB603226is reported as 0xB6, 0x03, 0x22, 0x60.
Securing Key None

Min. Len (b) |4
Max. Len (b) |4
Data Type |Binary

Min 0x00000000
Max OXFFFFFFFO

Valid Values

Default

Table 8.5-2 - Get Request Example

Example (Hex)

AA 008104 01B5D1018418D1018107 2B 060104 01F609850102870402010101
C100

Table 8.5-3 - Get Response Example

Example (Hex)

AA 00 81 04 82 B5 D1 01 82 04 00 00 00 00 84 82 00 1C D1 01 8107 2B 06 01 04 01 F6 09 8
8704 020101018906 C104B61378A0

8.5.1.2 Property 2.2.1.1.1.3 PCI Hardware 1D

Table 8.5-4 - Property 2.2.1.1.1.3 PCI Hardware 1D
Property OID|2.2.1.1.1.3 / 0x020201010103
Name PCI Hardware ID

The device uses this property to report its P@idwarelD. Customers can use this
value to compare against the devicebd

Description

Securing Key None
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Property Description

Min. Len (b)

10

Max. Len (b)

256

Data Type

Alphanumeric

Valid Values

Any string

Default

Table 8.5-5 - Get Request Example

Example (Hex)

AA 008104 01E3D101841AD10181072B06010401F609850102890AE208E10
E1 02 C3 00

Table 8.5-6 - Get Response Example

Example (Hex)

AA 008104 82 E3 D101 82 04 00 00 00 00 84 82 00 24 D1 01 81 07 2B 06 01 04 01 F6 09 8
8914 E2 12 E1 10 E1 OE E1 0C C3 OA 33 36 50 43 49 34 35 30 41 30

8.6 Property Group 2.3.1.nnn System Statuthformation

8.6.1 Property Subgroup 2.3.1.1.1.n System Status Injected Key Information

8.6.1.1 Property 2.3.1.1.1.1 Device Key Status

Table 8.6-1 - Property 2.3.1.1.1.1 Device Key Status

Property Description

Property OID

2.3.1.1.1.1/0x020301010101

Name

Device Key Status

Description

This OID contains a 3Bit bitmap. Each bit indicates the status of a device key. A b
value of 1 indicates theorresponding key has been injected.

Securing Key

None

Min. Len (b)

4

Max. Len (b)

4

Data Type

Binary
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Property Description

Bit0: TMPTK 1000
Bit1: MTK 1001

Bit 2: DEVTK 1002
Bit 3: FINTK_ 1003
Bit4: PRODTK 1021
Bit5: MFGTK_ 1022
Bit 6: MFIFTK 1081
Bit 7. AKIFTK 1091
Bit 8: FREQMK 1101
Bit9: MREQMK 1102
Bit 10: MFRQMK 1111
Bit 11: ARQ1IMK_ 1121
Bit 12: ARQ2MK 1122
Bit 1371 31: Reserved

Default None

Valid Values

Table 8.6-2 - Get Request Example
Example (Hex)
AA00 8104010ED101 841AD101 81072B06010401F609 850102 890AE308E106E104E102CA1(

Table 8.6-3 - Get Response Example

Example (Hex)

AA00 8104820ED10B204000000084820018510181072B06010401F60850102
890EE30CE10AE108E106C1040000077E

8.6.1.2 Property 2.3.1.1.1.2 Transaction Key Status

Table 8.6-4 - Property 2.3.1.1.1.2 Transaction Key Status

Property Description

Property OID|2.3.1.1.1.2 / 0020301010102

Name Transaction Key Status

This OID contains a 3Bit bitmap. Each bit indicates the status of a transaction key

B bit value of lindicates the corresponding key has been injected.

Securing Key None
Min. Len (b) |4
Max. Len (b) |4
Data Type |Binary
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Property Description

Bit0: DKPTMO_2000 Bit 16: DKPTM10_2010
Bit1: DKPTM1 20QL Bit 17: DKPTM11 2011
Bit 2: DKPTM2 20 Bit 18: DKPTM12 2012
Bit3: DKPTM3_ 20 Bit 19: DKPTM13_ 2013
Bit4: DKPTM4 2004 Bit 20: DKPTM14 2014
Bit5: DKPTM5 20® Bit 21: DKPTM15 2015
Bit 6: DKPTM6 20(% Bit 22: DKPTM16_ 2016
Valid Values B@t 7: DKPTM7_2007 B@t 23: DKPTM17_2017
Bit8: DKPTM8 208 Bit 24: DKPTM18 2018
Bit9: DKPTM9 20® Bit 25: DKPTM19 2019
Bit 10. DKPTMA_20A Bit 26: DKPTM1A_201LA
Bit 11: DKPTMB_20@B Bit 27: DKPTM1B_201B
Bit 12: DKPTMC_20QC Bit 28: DKPTM1C_201C
Bit 13: DKPTMD_20MD Bit 29: DKPTM1D 201D
Bit 14: DKPTME_200E Bit 30: DKPTM1E_201E
Bit 15: DKPTMF_200F Bit 31: DKPTM1F 201F
Default None

Table 8.6-5 - Get Request Example

Example (Hex)
AA00 8104010FD101 841AD101 81072B06010401F609 850102 890AE308E106E104E102C2(

Table 8.6-6 - Get Response Example

Example (Hex)

AA00 8104820FD10B20400000008482001ED10B1072B06010401F60850102
890EE30CE10AE108E106C20400000081

8.6.2 Property Subgroup 2.3.1.1.2.n System Status Security Protection Information
8.6.2.1 Property 2.3.1.1.2.1 Real Time Clock Enabled

Table 8.6-7 - Property 2.3.1.1.2.1 Real Time Clock Enabled

Property Description

Property OID|2.3.1.1.2.1 / 0x020301010201
Name Real Time Clock Enabled

The device maps this property to its internal register that enabieteitsal reatime
Description |clock. Because the device ensures that register is enabled every time it powers y
property should always report Real Time Clock Enabled.

Securing Key None
Min. Len (b) (1
Max. Len (b) (1
Data Type |Binary
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Property Description

valid Values 0x00 =Real Time Clock Not Enabled
0x01 = Real Time Clock Enabled
Default None

Table 8.6-8 - Get Request Example

Example (Hex)

AA00 8104 0155D101 840F D101 8501 02 8704 03010102 8902 C100

Table 8.6-9 - Get Response Example

Example (Hex)

AA00 81048255D101 820400000000 84820010 D101 850102 870403010102 8903 C101 01

8.6.2.2 Property 2.3.1.1.2.2 Tamper Sensors Activated

Table 8.6-10- Property 2.3.1.1.2.2 Tamper Sensors Activated

Property OID

Property Description
2.3.1.1.2.2 / 0x020301010202

Name Tamper Sensors Activated
Description |A device that i©perating normally should always have its tamper sensors activate
Securing Key None
Min. Len (b) (1
Max. Len (b) (1
Data Type |Binary
valid Values 0x00 = Tamper Sensors Not_ Activated
0x01 = Tamper Sensors Activated
Default None

Table 8.6-11 - Get Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 02 8704 03010102 8902 C100

Table 8.6-12 - Get Response Example

Example (Hex)

AAO00 81048255D101 820400000000 84820010 D101 850102 870403010102 8903 C101 01
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8.6.2.3 Property 2.3.1.1.2.3 Tamper Sensor Tampered

Table 8.6-13 - Property 2.3.1.1.2.3 Tamper Sensor Tampered

Property OID

Property Description
2.3.1.1.2.3/0x020301010203

Name Tamper Sensor Tampered

Description The _device uses this property to report whether a tamper sensor has tampered. i
that is operatingiormally should not reported that it has been tampered with.

Securing Key None

Min. Len (b) (1

Max. Len (b) (1

Data Type |Binary

Valid Values 8182 : _Il\_lgrtn'lr')zrrr;%ered

Default None

Table 8.6-14 - Get Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 02 8704 03010102 8902 C300

Table 8.6-15- Get Response Example

Example (Hex)

AAO00 81048255D10820400000000 84820010 D101 850102 870403010102 8903 C301 00

8.6.3 Property Subgroup 2.3.1.2.1.n System Status Device State Information

8.6.3.1 Property 2.3.1.2.1.1 Device Operational Status

Table 8.6-16 - Property 2.3.1.2.1.1 Device Operational Status

Property OID

Property Description
2.3.1.2.1.1/ 0x020301020101

Name

Device Operational Status
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Property Description

Description

The device uses this property to reporbiperational status.

Online is the status the manufacturer populates in this property before shipping, a
the result of the device going through processes that configure its security subsys
and features. In this state, the device is fully functional and can perform tramsact

Offline means the device is no longer fully functional and can no longer perform
transactions. The device automatically transitions to this state if it detects a probl
with security or any of the subsystems it checks. For example, trying to open the
triggers a tamper response, which causes the device to change its operational stg
Offline. To retrieve more information about the cause of an Offline status, the hos
retrieveProperty 2.3.1.2.1.2 Offline Status Detail

Securing Key

None

Min. Len (b)

1

Max. Len (b)

1

Data Type

Binary

Valid Values

0x01 = Offline
0x02 = Online

Default

None

Table 8.6-17 - Get Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 02 8704 03010201 8902 C100

Table 8.6-18 - Get Response Example

Example (Hex)

AAO00 81048255D101 820400000000 84820010 D101 850102 870403010201 8903 C101 02

8.6.3.2 Property 2.3.1.2.1.2 Offline Status Detall

Table 8.6-19- Property 2.3.1.2.1.2 Offline Status Detail

Property OID

Property Description
2.3.1.2.1.2 / 0x020301020102

Name

Offline Status Detail

DynaProx Products EMV Contactless/INFC Card ReadefsPr ogr ammer 6 s Manual ( COMMANDS)

Page302of 315(D998200489102)



8 - Configuration

Property Description

Description

The device uses this property to report the status of every subsystem that can cal
deviceds oper at Offina in Proparty 2.3.1.2t1d Ddviee s et
Operational Status

The property consists of a sequence of bytes where each bit in each byte represe
status of a subsystem. If a bit is set to one, then there is a problem with the subsy
otherwise no problem was detected.

Some subsystems provide other properties or commands that can be used to get
information about t he sRiOpetyX3tld.thdTampern
Sensors ActivatedandProperty 2.3.1.1.2.3 Tamper Sensor Tampered

Securing Key None
Min. Len (b) |1
Max. Len (b) | 16 (reserved fofuture expansion)
Data Type |Binary
Byte 0
9 Bit 0 = Tamper problem present
i Bit 1 = Master Key problem present
1 Bit 2 = Keys and Certificates problem present
Valid Values |{ Bit 3 = Real Time Clock problem present
1 Bit4 = Random Number Generator problem present
9 Bit 5 = Cryptography Engine problem present
1 Bit 6 = Magnetic Stripe Reader Hardware problem present
9 Bit7 = Reserved
Default None

Table 8.6-20 - Get Request Example

Example (Hex)

AAO00 8104 0155D10840F D101 8501 02 8704 03010201 8902 C200

Table 8.6-21 - Get Response Example

Example (Hex)

AA00 81048255D101 820400000000 84820010 D101 850102 870403010201 8903 C201 00

8.6.3.3 Property 2.3.1.2.1.3External Power Supplied

Table 8.6-22 - Property 2.3.1.2.1.3 External Power Supplied

Property OID

Property Description
2.3.1.2.1.3 0x020301020103

Name

External Power Supplied

Description

The device uses this property to report the status of external power.
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Securing Key

Property Description

None

Min. Len (b)

1

Max. Len (b)

1

Data Type

Binary

Valid Values

0x00 = No external power supplied
0x01 =Power supplied by USB port

Default

None

Table 8.6-23 - Get Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 02 8704 03010201 8902 C300

Table 8-200- Ge

t Responsd&xample

Example (Hex)

AAO00 81048255D101 820400000000 84820010 D101 850102 870403010201 8903 C301 01

8.6.3.4 Propert

y 2.3.1.2.1.4 Battery State of Charge

Table 8-201- Property 2.3.1.2.1.4 Battery State of Charge

Property OID

Property Description
2.3.1.2.1.4/ 0x020301020104

Name Battery State of Charge

Description The device uses this property to report the charge status of the internal battery. T
charge status ieported as a percentage of full charge.

Securing Key None

Min. Len (b) |1

Max. Len (b) | 1

Data Type |Binary

Valid Values | 0x00..0x64

Default None

Table 8-202- Ge

t Request Example

Example (Hex)

AAO00 8104 0155D101 840F D101 8501 8204 03010201 8902 C400
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Table 8-203- Get Response Example
Example (Hex)
AAO00 81048255D101 820400000000 84820010 D101 850102 870403010201 8903 C401 64

8.6.3.5 Property 2.3.1.2.1.5 Battery Charger Status

Table 8-204- Property 2.3.1.2.1.5 Battery Charger Status
Property Description
Property OID|2.3.1.2.1.5/ 0x020301020105

Name Battery Charger Status

Description | The device uses this property to reportstaus of the battery charger.

Securing Key None

Min. Len (b) |1

Max. Len (b) | 1

Data Type |Binary

0x00 = Precharge

0x01 = Fast chargieconstant current
0x02 = Fast chargieconstant voltage
0x03 = End of charge

0x04 = Chargeomplete

OxFF = No external power supplied

Valid Values

Default None

Table 8-205- Get Request Example
Example (Hex)
AAQ00 8104 0155D101 840F D101 8501 02 8704 03010201 8902 C500

Table 8-206- Get Response Example
Example(Hex)
AAO00 81048255D101 820400000000 84820010 D101 850102 870403010201 8903 C501 04

8.6.3.6 Property 2.3.1.2.1.6 Device Temperature

Table 8-207- Property 2.3.1.2.1.6 Device Temperature

Property Description
Property OID|2.3.1.2.1.6 / 0x020301020106

Name Device Temperature

Description | The device uses this property to report the temperature in Celsius

Securing Key None

Min. Len (b) |1
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Property Description
Max. Len (b) | 1

Data Type |Signed Binary

Valid Values |0x80 .. OX7F {128 .. 127)

Default None

Table 8-208- Get Request Example
Example (Hex)
AAQ00 8104 0155D101 840F D101 8501 02 8704 03010201 8902 C600

Table 8-209- Get Responsdexample
Example (Hex)
AAO00 81048255D101 820400000000 84820010 D101 850102 870403010201 8903 C601 26
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Appendix A Object IDs (OIDs) and I'FU X660

A.1 About OIDs

For modular management of device functions, information, and settings, this standard makes extensive
use of Object Identifiers (also known as Object IDs or OIDs) as defin@dlirT X.660 | ISO/IEC

98341, which can be found by searching ¥660in the publications omww.itu.int.

OIDs are identifiers for any generic data element, and are managed by standards bodies to be globally
unigue (much like web domains, IP addresses, and Media Access Control MAC addresses). They are
managed by using a tree structure consistingpdes where the tree structure is defined and controlled

by a hierarchy of subordinaRegistration Authorities, each with their authority delegated by a
Registration Authority one level higher in the tree, starting with the root nodes managed bByahioJ

ISO. TreX.660standard for OIDs is harmonized with the data representation stande®iNat via that

st an dBIEGOIBENTIFIER andOID- IRI types. Every node is assignedranary integer

value (or primary value for short) which serves to uniquely identify the node, and may be assigned
secondary identifiers (such as strings) for human readability.

MagTek is the Registration Authority for the OID tree beginningsa(l) identified-organization(3)
dod(6) internet(1) private(4) enterprise(1)MagTek(15113)}(usingvalue notationof theASN.1
OBJECT IDENTIFIER type). The branch can also be represented in numerical shorthand as
1.3.6.1.4.1.15113which is theencodingform of theASN.1OBJECT IDENTIFIER type.

PerX.660, OIDs can be encoded @onstructedform or primitive form. The primitive form is a
sequence of octets (bytes) and is summarized in see@oOctet Encoding of OIDs The constructed
form is a TLV data object and is summarized in sedhTLV Encoding of OIDs.

In many cases, the MagTek implementation of ®H3ed message elements allows the host to specify an
optionalCompany ID andTree prefix alongside &elative OID, where the full OID is a concatenation

of the company ID, followed by the tree prefiallowed by the relative OID. If a message does not

include the optional company ID or tree prefix, company ID is assumed to be the MagTek arc above, and
the tree prefix is assumed to be a reasonable sequence of additional nodes based on the purppse and s
of the message.
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A.2 Octet Encoding of OIDs

In addition to humameadableASN.1value notation and encoding forms above, OIDs can be encoded as
binary values (octets) as follows (p€660 section8.19 Encoding of an object identifier valye

1) Start with the numer i call3f6.t4.n51018omseectiemd.d)mpl e, Mag]

2) Multiply the primary value of the first node in the OID by 40 decimal (e.g., 1*40=40) and add it to
the primary value of the second node. The sum is used as the first byte (e.g., 43 dégRBalof
the octet form. The first two nodes receive this special treatment because their possible value ranges
are expected to remain very small indefinitely.

3) The next bytes in the octet encoded form are simply equal to each primary value in the OID sequence,
unless the primary value is greater than 128 decimal (0x80). For primary values greater than 0x80,
additional encoding rules apply that are not necedeatgtail here, because for simplicity MagTek
selects OID primary values that are equal to 0x79 or less (and in many cases, 0x30 or less); In
addition, TLV encoding places additional restrictions on selection of OID, in that if the OID is to be
used diredy as a tag in a TLV data object, it must not be greater than Ox1F (see Se2tioh
About TLV Encoding) . The only portion of MagTekds arc t|
encoding rules is the primary valli®113at the end, which encodes@F609hex (per the rules not
detailed here, se€.660for details). The full ard.3.6.1.4.1.1511therefore encodes x2B 06 01
04 01 F609
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A.3 TLV Encoding of OIDs

The primary method of encoding OIDs, as specified.860section8 Basic encoding ruless BER
TagLengthValue (TLV) format. A TL\tencoded OID is a set of nested TLV data objects, where:

1 Thetag of each TLV data object equals the primary value of the node it represents in the OID
sequence, encoded according to the BER TLV tag number rules; the assigned primary values in this
standard are afirivate (11nnnnnn), the bottom level value / leaf of any OID arc is encoded as
primitive (nnOnnnnn), and the levels above it are encodedaposednnlnnnnn). This
information makes it possible to use the bit definitionsTiag in section3.2.1Tag-Length-Value
(TLV) Encoding as a reference to encode each level of the OID as a tag. Generally the primary
values in this standard are selected to be less than Ox1F, and so do not requigtenalgjs.

1 Thelength of each TLV data object, like all TLV data objects, is equal to the length of its value.

1 Thevalueof each TLV data object is equal to a nested TLV data object containing all subsequent
nodes in the OID sequence, so FeXicoded OIDs must be built from the bottom up. The primitive
value in the bottom node of a Tk&hcoded OID is the set of actual vaw®ntained by that OID
(e.g., string, byte[s], and so on), or in the case of requests where the value is (by definition) not
known to the requester, the lengt90.

For example, the process of TLV encoding the OID in a request to retrieve the con@ims3d.7.9
with 9 being a leaf node looks like this (all values are hexadecimal unless otherwise noted):

1) First, realize OID 3.5.7.9 is to be interpreted as a nested set of containers. Node 3 contains node 5,
which contains node 7, which contains node 9. Although node 9 presumably contains one or more
values, the entity making the request for its contemtsleffinition, does not know the contents when
composing the request, sothise x ampl e, node 9 is treated |i ke an
corresponding responsepde 9 would include its actual contents.

2) Because TLYV is built from the inside out (bottom up), start the encoding process with the node at the
end which has a primary value equal to 9. Like all OIDs in this standangrivae, and because it
is a leaf node at the bottom / end of the OID tree and therefore does not contain any further nested
TLV data objects, it iprimitive : 0x09 primary value OR 0b11000000 private OR 0b00000000
primitive =C9. As explained above, in this case it is an empty bucket, so its lertifth lis TLV
encoding i€LC9 0Q

3) Up one level to the node with primary value equal to 7, it is@isate, but unlike the previous level
it contains a nested TLV data object (C9 00 from above) sedtnistructedinstead of primitive:
0x07 primary value OR 0b11000000 private OR 0b00100000 construééd i has contents C9
00 so length i92. Its TLV encoding i€7 02 C9 00

4) Up one level to the node with primary value 5, plivate and contains TLV data object E7 02 C9
00 from above, so it isonstructed 0x05 primary value OR 0b11000000 private OR 0b00100000
constructed £5. It has contents E7 02 C9 00 so lengt®4s Its TLV encoding i€5 04 E7 02 C9
00.

5) Up to the root with primary value 3, itgivate andconstructedso tag isE3, value is the TLV data
object from above, so | e@6gltskencadiagiE83PUESO4EHI 02 t hat ot
cC900 which is the final encd®%79ng of whole fAempty
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Appendix B Barcode Reader Symbologies

A Barcode symbology refers to the way in which data is encoded in a barcode. It uses either spaced lines,
dots or squares. When read, these symbols are decoded and converted to data. The table below lists all of
the supported Symbologies and which arabded by default.

Table D8.6-17 Barcode Reader Supported Symbologies

Symbology Default

AIM 128 Disabled
Aztec Enabled
Codabar Enabled
Code 11 Disabled
Codel28 Enabled
Code 32 Disabled
Code 39 Enabled
Code 93 Disabled
Data Matrix Enabled
EAN-8 Enabled
EAN-13 Enabled
Febraban Disabled
GSI-128 (UCC/EAN-128) Enabled
GS1 Databar (RSS) Disabled
Industrial 25 Disable

Interleaved 2 of 5, Enabled
ISSN Disabled
ISBN Disabled
ITF-14 Disabled
ITF-6 Disabled
Matrix 2 of 5 Enabled
Micro QR Disabled
MSI Plessey Disabled
PDF417 Enabled
Plessey Disabled
QR Code Enabled
Standard 25 Disabled
UPC-E Enabled
UPC-A Enabled
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Appendix C- Erasing EMV Configurations

Appendix C  Erasing EMV Configurations

C.1 Load CAPK with AID: 0000000000 to erase all current CAPK keys with
this CAPK key:

Table 8.6-24 - Get Request Example

Example (Hex)

AA00810401CED8128444D812810400000300A22B81040000008D08201048320B9C1F228E4
B6173E00423C5B58A952DE1111E0CC5E33C3044A5D3FD2FCAA30A81083030303030333(
101

Table 8.6-25 - Get Response Example

Example (Hex)
AA00810482CED812820400000000

Table 8.6-26 - Get Request Example

Example (Hex)

AA0081080400D8120000030084818D4D47544B41503130C10400000300CE7D0O000000000C
000000000000000000000000000000000000000000000000000000000000000000000000000(
000000000000000000000000000000000000000000000000000000000000000000000000000(
00000000000000000000000000583F99A8DF1A414B11A1607402AE67722C4F59B9

Table 8.6-27 - Get Response Example

Example (Hex)
AA0081048200D812820400000000
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C.2 EmptyAmexDRL : Load AMEX DRL fil e wi

Table 8.6-28 - Get Request Example

Example (Hex)

AA008104018DD8128444D812810400000500A22B81040000001182010483205E39BD3937C
DECC2B6FDOABED138D5CC69A6CES5C8790BBA58254B66EDS5A30A81083030303030353
0101

Table 8.6-29 - Get Response Example

Example (Hex)
AA008104828DD812820400000000

Table 8.6-30- Get Request Example

Example (Hex)
AA0081080400D8120000050084114D47544B41503130C10400000500CE01AA

Table 8.6-31 - Get Response Example

Example (Hex)
AA0081048200D812820400000000
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C3 Empty Ter minal: Load Ter mi nal f

Table 8.6-32- Get Request Example

Example (Hex)

AA0081040114D8128444D812810400000000A22B8104000000118201048320543666037C0
15F365346E7C883290F201E0D844D9F32B0D05A098B519A30A8108303030303030303087(

Table 8.6-33- Get Response Example

Example (Hex)

AA0081048214D812820400000000

Table 8.6-34 - Get Request Example

Example (Hex)
AA0081080400D8120000000084114D47544B41503130C10400000000CEOQ1AA

Table 8.6-35- Get Response Example

Example (Hex)

AA0081048200D812820400000000
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C4 Empty Processing: Load Processing f
delimiter (FF33)

Table 8.6-36 - Get Request Example

Example (Hex)

AA008104011BD8128444D812810400000100A22B8104000000288201048320B25A77AD658
98AA0498D1C15512AC9AE7C1B021884238813A28423B20E9A30A81083030303030313030
1

Table 8.6-37 - Get Response Example

Example (Hex)
AA008104821BD812820400000000

Table 8.6-38- Get Request Example

Example (Hex)

AA0081080400D8120000010084284D47544B41503130C10400000100CE18AA9A6CCES212
5BF3759D466BCOF7C4572A754FF3300

Table 8.6-39- Get Response Example

Example (Hex)
AA0081048200D812820400000000
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C.5 Empty Entry Point: Load Entry filewito EMPTYO0 content and
(FF35)

Table 8.6-40 - Get Request Example

Example (Hex)

AA0081040135D8128444D812810400000200A22B8104000000288201048320d747a07102af
f41669ebd63aac8770aef5fa37ca00a2eaaf4112b8a2cA30A81083030303030323030870101

Table 8.6-41 - Get Response Example

Example (Hex)
AA0081048235D812820400000000

Table 8.6-42 - Get Request Example

Example (Hex)

AA0081080400D8120000020084284D47544B41503130C10400000200CE18AA3dcfbc51fedfa
6181f1cd3aee3f8f879bcFF3500

Table 8.6-43 - Get Response Example

Example (Hex)
AA0081048200D812820400000000
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