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Table 0-1 - Revisions

Rev Number Date ‘ Notes
10 Oct 5, 2020 Initial Release
20 March 2, 2021 Upd;_ated to ref_lect new GUI change and added one shot excel
configuration instruction.
30 April 22, 2021 Updated GUI to support new firmware features.
- Redesign new GUI
- Added checking empty data for Export to File/SendFile
- Added filter empty data item to not show up in list view after
40 June 3, 2021 converted from Excel
- Updated latest MMXNET.dll
- Fixed Track Enabled (Set)
- Updated Context Menu for Convert Excel tool
- Updated GUI to support manual card entry.
50 February 23, 2022 - Added buzzer volume, Barcode Reader and QR code image.
- Added instruction how to connect device via RS-232.
- Added support for updating Wireless firmware.
60 February 7, 2023 - Added BCR and Apple VAS to transaction modes.
- Added PIN request.
70 April 17, 2023 - Added Apple VAS transaction options at section 5.2.
700 September 26, 2023 |- Added NFC tag support as section 10.
- Added TIP/TAX support as section 11.
701 November 13, 2023 |_ Added Mifare Classic write support as section 10.3.
702 January 3, 2024 - Added support for DynaFlex Il GO BLE at section 2.4.
703 February 15, 2024 |- Ao!ded support for Google Wallet VAS as section 1.4 and
section 5.3.
- Added support for Flexible Ul pages as sections 12, 12.1,
704 July 1, 2024 12.2,12.3,12.4, and 12.5,
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LIMITED WARRANTY

MagTek warrants that the products sold pursuant to this Agreement will perform in accordance with
MagTek’s published specifications. This warranty shall be provided only for a period of one year from
the date of the shipment of the product from MagTek (the “Warranty Period”). This warranty shall apply
only to the “Buyer” (the original purchaser, unless that entity resells the product as authorized by
MagTek, in which event this warranty shall apply only to the first repurchaser).

During the Warranty Period, should this product fail to conform to MagTek’s specifications, MagTek
will, at its option, repair or replace this product at no additional charge except as set forth below. Repair
parts and replacement products will be furnished on an exchange basis and will be either reconditioned or
new. All replaced parts and products become the property of MagTek. This limited warranty does not
include service to repair damage to the product resulting from accident, disaster, unreasonable use,
misuse, abuse, negligence, or modification of the product not authorized by MagTek. MagTek reserves
the right to examine the alleged defective goods to determine whether the warranty is applicable.

Without limiting the generality of the foregoing, MagTek specifically disclaims any liability or warranty
for goods resold in other than MagTek’s original packages, and for goods modified, altered, or treated
without authorization by MagTek.

Service may be obtained by delivering the product during the warranty period to MagTek (1710 Apollo
Court, Seal Beach, CA 90740). If this product is delivered by mail or by an equivalent shipping carrier,
the customer agrees to insure the product or assume the risk of loss or damage in transit, to prepay
shipping charges to the warranty service location, and to use the original shipping container or equivalent.
MagTek will return the product, prepaid, via a three (3) day shipping service. A Return Material

Authorization (“RMA”) number must accompany all returns. Buyers may obtain an RMA number by
contacting MagTek Support Services at (888) 624-8350.

EACH BUYER UNDERSTANDS THAT THIS MAGTEK PRODUCT IS
OFFERED AS-IS. MAGTEK MAKES NO OTHER WARRANTY, EXPRESS OR
IMPLIED, AND MAGTEK DISCLAIMS ANY WARRANTY OF ANY OTHER
KIND, INCLUDING ANY WARRANTY OF MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE.

IF THIS PRODUCT DOES NOT CONFORM TO MAGTEK’S
SPECIFICATIONS, THE SOLE REMEDY SHALL BE REPAIR OR
REPLACEMENT AS PROVIDED ABOVE. MAGTEK’S LIABILITY, IF ANY,
SHALL IN NO EVENT EXCEED THE TOTAL AMOUNT PAID TO MAGTEK
UNDER THIS AGREEMENT. IN NO EVENT WILL MAGTEK BE LIABLE TO
THE BUYER FOR ANY DAMAGES, INCLUDING ANY LOST PROFITS, LOST
SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OF, OR INABILITY TO USE, SUCH PRODUCT,
EVEN IF MAGTEK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES, OR FOR ANY CLAIM BY ANY OTHER PARTY.
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LIMITATION ON LIABILITY

EXCEPT AS PROVIDED IN THE SECTIONS RELATING TO MAGTEK’S LIMITED WARRANTY,
MAGTEK’S LIABILITY UNDER THIS AGREEMENT IS LIMITED TO THE CONTRACT PRICE OF
THIS PRODUCT.

MAGTEK MAKES NO OTHER WARRANTIES WITH RESPECT TO THE PRODUCT, EXPRESSED
OR IMPLIED, EXCEPT AS MAY BE STATED IN THIS AGREEMENT, AND MAGTEK
DISCLAIMS ANY IMPLIED WARRANTY, INCLUDING WITHOUT LIMITATION ANY IMPLIED
WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

MAGTEK SHALL NOT BE LIABLE FOR CONTINGENT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES TO PERSONS OR PROPERTY. MAGTEK FURTHER LIMITS ITS LIABILITY OF ANY
KIND WITH RESPECT TO THE PRODUCT, INCLUDING NEGLIGENCE ON ITS PART, TO THE
CONTRACT PRICE FOR THE GOODS.

MAGTEK’S SOLE LIABILITY AND BUYER’S EXCLUSIVE REMEDIES ARE STATED IN THIS
SECTION AND IN THE SECTION RELATING TO MAGTEK’S LIMITED WARRANTY.
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SOFTWARE LICENSE AGREEMENT
IMPORTANT: YOU SHOULD CAREFULLY READ ALL THE TERMS, CONDITIONS AND
RESTRICTIONS OF THIS LICENSE AGREEMENT BEFORE INSTALLING THE SOFTWARE
PACKAGE. YOUR INSTALLATION OF THE SOFTWARE PACKAGE PRESUMES YOUR
ACCEPTANCE OF THE TERMS, CONDITIONS, AND RESTRICTIONS CONTAINED IN THIS
AGREEMENT. IF YOU DO NOT AGREE WITH THESE TERMS, CONDITIONS, AND
RESTRICTIONS, PROMPTLY RETURN THE SOFTWARE PACKAGE AND ASSOCIATED
DOCUMENTATION TO THE ADDRESS ON THE FRONT PAGE OF THIS DOCUMENT,
ATTENTION: CUSTOMER SUPPORT.

TERMS, CONDITIONS, AND RESTRICTIONS
MagTek, Incorporated (the "Licensor") owns and has the right to distribute the described software and
documentation, collectively referred to as the "Software."

LICENSE: Licensor grants you (the "Licensee") the right to use the Software in conjunction with
MagTek products. LICENSEE MAY NOT COPY, MODIFY, OR TRANSFER THE SOFTWARE IN
WHOLE OR IN PART EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENT. Licensee
may not decompile, disassemble, or in any other manner attempt to reverse engineer the Software.
Licensee shall not tamper with, bypass, or alter any security features of the software or attempt to do so.

TRANSFER: Licensee may not transfer the Software or license to the Software to another party without
the prior written authorization of the Licensor. If Licensee transfers the Software without authorization,
all rights granted under this Agreement are automatically terminated.

COPYRIGHT: The Software is copyrighted. Licensee may not copy the Software except for archival
purposes or to load for execution purposes. All other copies of the Software are in violation of this
Agreement.

TERM: This Agreement is in effect as long as Licensee continues the use of the Software. The Licensor
also reserves the right to terminate this Agreement if Licensee fails to comply with any of the terms,
conditions, or restrictions contained herein. Should Licensor terminate this Agreement due to Licensee's
failure to comply, Licensee agrees to return the Software to Licensor. Receipt of returned Software by
the Licensor shall mark the termination.

LIMITED WARRANTY: Licensor warrants to the Licensee that the disk(s) or other media on which
the Software is recorded are free from defects in material or workmanship under normal use.

THE SOFTWARE IS PROVIDED AS IS. LICENSOR MAKES NO OTHER WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Because of the diversity of conditions and PC hardware under which the Software may be used, Licensor
does not warrant that the Software will meet Licensee specifications or that the operation of the Software
will be uninterrupted or free of errors.

IN NO EVENT WILL LICENSOR BE LIABLE FOR ANY DAMAGES, INCLUDING ANY LOST
PROFITS, LOST SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE, OR INABILITY TO USE, THE SOFTWARE. Licensee's sole remedy in
the event of a defect in material or workmanship is expressly limited to replacement of the Software
disk(s) if applicable.
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GOVERNING LAW: If any provision of this Agreement is found to be unlawful, void, or
unenforceable, that provision shall be removed from consideration under this Agreement and will not
affect the enforceability of any of the remaining provisions. This Agreement shall be governed by the
laws of the State of California and shall inure to the benefit of MagTek, Incorporated, its successors or
assigns.

ACKNOWLEDGMENT: LICENSEE ACKNOWLEDGES THAT HE HAS READ THIS
AGREEMENT, UNDERSTANDS ALL OF ITS TERMS, CONDITIONS, AND RESTRICTIONS, AND
AGREES TO BE BOUND BY THEM. LICENSEE ALSO AGREES THAT THIS AGREEMENT
SUPERSEDES ANY AND ALL VERBAL AND WRITTEN COMMUNICATIONS BETWEEN
LICENSOR AND LICENSEE OR THEIR ASSIGNS RELATING TO THE SUBJECT MATTER OF
THIS AGREEMENT.

QUESTIONS REGARDING THIS AGREEMENT SHOULD BE ADDRESSED IN WRITING TO
MAGTEK, INCORPORATED, ATTENTION: CUSTOMER SUPPORT, AT THE ADDRESS LISTED
IN THIS DOCUMENT, OR E-MAILED TO SUPPORT@MAGTEK.COM.

DEMO SOFTWARE / SAMPLE CODE: Unless otherwise stated, all demo software and sample code
are to be used by Licensee for demonstration purposes only and MAY NOT BE incorporated into any
production or live environment. The PIN Pad sample implementation is for software PIN Pad test
purposes only and is not PCI compliant. To meet PCI compliance in production or live environments, a
third-party PCI compliant component (hardware or software-based) must be used.
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1 - Introduction

1 Introduction

1.1 About This Document

This document provides instructions to use the DynaFlex, DynaProx Utility software for demonstrating
EMV transactions, configuration, and firmware updating. Supported devices are DynaFlex, DynaFlex
Pro, DynaProx, DynaFlex Il PED, and DynaFlex Il SCRA. It is part of a larger library of documents
designed to assist implementers. For details, see the product Support pages on www.magtek.com.

The following documents are essential:
o D998200383 DynaFlex Family Programmer’s Manual ( COMMANDS )

1.2 System Requirements

e A Windows 10 host with available USB port

e Microsoft .NET 4.6.1 and above installed on the host

e Microsoft Access Database Engine 2016 Redistributable installed on the host
o USB-C cable with USB Type-A or USB-C for host connection

e Software 1000007406 DynaFlex, DynaProx Utility, provided by MagTek

o Root Certificate, Sub CA Certificate, and Client private key Certificate as referenced in document
D998200550 DynaFlex Il PED Using Wireless LAN Guide..

1.3 How to Download, Install, and Launch the Software
To download DynaFlex, DynaProx Utility software, follow these steps.

1) Download the software with the name 1000007406.zip (DynaFlex, DynaProx Utility) from
MagTek.

2) Extract the .zip file on the host’s hard drive.

3) Install the AccessDatabaseEngine.exe from the folder Access Database Engine in the extracted
folder.

4) Download and install Microsoft .NET 4.6.1 or above from
https://dotnet.microsoft.com/download/dotnet-framework.

5) Launch DynaFlexUtility.exe.
6) See the steps in the sections below to connect to a device.

1.4 Device Requirements
o For Apple VAS and Google Wallet VAS transactions, see instructions for configuration in the SDK
document appendix:

D998200380 MAGTEK UNIVERSAL SDK PROGRAMMER'S MANUAL (MICROSOFT
NET)
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2 - How to Connect to Devices Using DynaFlex Utility

2 How to Connect to Devices Using DynaFlex Utility
To connect via an interface listed in the [Connection Type| box, follow these steps.

2.1 How to Connect Using the USB Connection
1) For best results, use the cable that is included with the device.
2) Connect the USB-C end of the cable to DynaFlex device.

S
CEXPS

[-1-1-1-]

A\ 2/

Figure 2-1 - Connecting DynaFlex to a USB Host

3) If you plan to route the cable out the back of the device, route the cable through the cable
management clip to change its direction. Even if you are not routing out the back, you may use the
cable clip for strain relief, to help stabilize the mechanical connection when cardholders or operators
move the device or the cable.

4) Route the cable in the desired direction (e.g., out the back, left, right, or down into the countertop).
5) Connect the other end of the USB cable to the host’s USB port.
6) As soon as the device starts receiving power through USB, it automatically powers on.
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2 - How to Connect to Devices Using DynaFlex Utility

7) Launch the DynaFlex Utility and select DynaFlex| device in the Device Type] list, then press the

connect button.

Devic* [USE DynaFlex] B62CASF vI Secure Connection | [ @ Reset MAGTEK,
Address: |wsy// I Info @, Scan ECLIBTY EACM THE INSI0E

Client Cert Filepath: D Password: «r

8) The log shows the status of the connection.

r[-)utput:

Connecting to [USE DynaFlex] B&2CL5F...
[CONNECTED]

e

Log Type:  Simple hd [.ECIearOutput_‘:

9) To disconnect the device, press button.

M Device: [USE DynaFlex] B62CASF w Secure Connection | *& 5 mGTEK,
Address: ws// m_- @ Scan m ECLRMTY FHOM THE INSIDE

Client Cert Filepath: E‘ Password: Lo
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2 - How to Connect to Devices Using DynaFlex Utility

2.2 How to Connect Using the RS-232 Connection
1) Launch the DynaFlex Utility and under the list select the [SERIAL DynaProx]to which the
device is plugged, then press the connect button.

DEViCEl iSERlﬁL DznaPrmcI D:naPl‘D)t—coh ot I Secure Connection :‘# @ Reset mGTEKr
nfo

Address: |COM4 ot R
Client Cert Filepath: D Password: Lo

2) The log shows the status of the connection.

r!‘E)utput: 1
Connecting to [SERIAL DynaProx] DynaProx-COM4...
[CONNECTED]

Log Type:  Simple v |§ ClearOutputJ

3) To disconnect the device, press button.

M Device: [SERIAL DynaProx] DynaProx-CON v Secure Connection MAGTEKr
e R
Address: | COM4 SECURITY FROM THE INSIDE
Client Cert Filepath: II‘ Password: <
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2 - How to Connect to Devices Using DynaFlex Utility

2.3 How to Connect Using the WLAN Connection

Before connecting to WebSocket, please make sure the PC has all the root, and sub CA certificates and
the client private key certificate associated with the DynaFlex 1l PED device installed. Please refer to
document D998200550 DynaFlex 11 PED Using Wireless LAN Guide for more detail instructions. To
connect via Web Socket, follow these steps.

1) Launch the DynaFlex Utility and under the list select the [WEBSOCKET DynaFlex]] tor
[WEBSOCKET Trust DynaFlex]|.

Device: [WEBSOCKET DynaFlex] Secure Connection B4 @ Recst mGTEK,
ddress:  [USB DynaFlex] B62CAS3 ECURITY FROM THE INSIDE
lient Cer | IWEBSOCKET DynaFlex] | II‘ Password: <>

[WEBSOCKET_TRUST DynaFlex]

2) For non TLS connection, uncheck [Secure Connectionl, enter the WebSocket address
ws : / /xxxxxxxx, and then press the green button.

9 DYMNAFLEX/DYMAPROX UTILITY V107 - PM: 1000007406 — X
Device: [WEBSOCKET DynaFlex] w ID Secure Correcticr'l E *# | | @ Reset MAGTEK,
Riddress: |ws://b62ca53.mttest N | I Info || Q Scanl S e
Client Cert Filepath: III Password: «r

3) For TLS connection, check |Secure Connection|, enter the WebSocket address wss : / /xxxxxxxx

5 DYNAFLEX/DYNAPROX UTILITY V107 - PR: 1000007406 - X

el MAGTEK
Address: |wss://bB2cad3.mt.test i Info €, Scan ECLIRMTY FHOM THE NS
Client Cert Filepath: Izl Password: Lo

4) Browse to the client private key certificate, enter the certificate password, and press the green

button.

B3 DYNAFLEX/DYMAPROX UTILITY V107 - PN: 1000007406 - X

Device: [WEBSOCKET DynaFlex] V] Secure Connection *u @?eset MAGTEK,
Address: |wss://b62ca53.mt.test 1 Info |Q Scan| ECLIPM Y FROM THE INSICE

[ Ciient Cert Filepath: | CADynaFlex\WLAN_Trust\WLAN_TrustCo | . | Password: o

5) The log will the show the device status as connected as shown below.

Qutput:

rﬂ;-,-’lEl_fQ:-ZS 15:01:42 :: Connecting to [WEBSOCEET DynaFlex] ...
08/19/2023 15:01:42 :: [CONNECTED]

e
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2 - How to Connect to Devices Using DynaFlex Utility

2.4 How to Connect Using the Bluetooth LE Connection
The following instructions are for pairing the DynaFlex 11 GO to a PC.

1) Launch the DynaFlex Utility to connect to the device by USB connection. Obtain Bluetooth LE
Device name from selectin the [Settings| tab, WIRELESS / BLE| menu, and at Bluetooth LE

press the [Get| button for Device Name.

M Device: [USB DynaFlex Il Go] BEODOCO Secure Connection | *¥ ®Rese
Address: |\\P\hici#vid_08018lpid_2024#68:2db2d95682610000%{4d 1e55b2-F Q Scan
Client Cert Filepath: E Password: L

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | z= TRANSACTION | € DEVICE INFOJ 5 SETTINGS || % TOOLS

SYSTEM Wireless Settings Bluetooth LE Settings
USER INTERFACE SsiD: |¥ Ig @ce Mame: | DynaFlex-0935
EMV | SRED Security: W |¥ Ig Passkey: |H Ig
TRANS AGLTATe Host Protocal: w |: Get J |: Set ) Connection Interval: ms Min W |H |¥
> wWiRetess|Be |0 e [Lﬂ-: [i: Slave Latency: ms ((Get |[ set |
Password: | Get | | Set | Supervision Timeout: ms IE I?

UPDATE

2) Place the device into Pairing Mode by pressing and holding the power button on device until 4 beeps
and release the button. The 4th LED will blink green.

3) Onthe PC, open and choose Bluetooth & other devices| Make sure the “Bluetooth” is
turned [ONJ]. On the right panel, choose Add Bluetooth or other device]
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2 - How to Connect to Devices Using DynaFlex Utility

< Settings

& feme Bluetooth & other devices

Lt Hng Add Bluetooth or other device

Devices
Bidetooth

® On

4) Atthe window, select Bluetooth].

Add a device

Add a device

Choose the kind of device you want to add.

Bluetooth
Mice, keyboards, pens, or audio and other kinds of Bluetooth devices

5) To pair, click on the device name that was been retrieved from DynaFlex Utility.

Add a device

Add a device

Make sure your device is turned on and discoverable. Select a device below to
connect.

DynaFlex-0935
Connecting

Enter the PIN for DynaFlex-0935.

6) Enter the PIN, (000000 by default), and press [Connect|

DynaFlex, DynaProx| Utility | User Manual (Windows)
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2 - How to Connect to Devices Using DynaFlex Utility

Add a device

Add a device

Malke sure your device is turned on and discoverable. Select a device below to

connect.
D OnePlus Nord N200 5G

DynaFlex-A30C

DynaFlex-0935
Connecting

Enter the PIM for DynaFlex-0935.

000000 %

Add a device

Your device is ready to go!

DynaFlex-0935

7) Go back to DynaFlex Utility, disconnect the current USB connection.

8) Click on list to find the added BLE device similar as below.

Device: [BLE DynaFlex Il Go] DynaFlex-09: Secure Connection | [ @ Reset
Address{{| [BLE DynaFlex Il Go] DynaFlex-0935 ||
Client Cer [WEBSOCKET DynaFlex] |I| Password: L

[WEBSOCKET_TRUST DynaFlex]

MAGTEK

B2 BARCUUE seAauer | g kewuess Fiv | g nrC | g3 TRANSACTION | € DEVICE INFO | 8t SETTINGS | 3 TOOLS

DynaFlex, DynaProx| Utility | User Manual (Windows)
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3 How to Use Device Information
To get the device information follow these steps.

1) Select the Device |NFO| tab, select the desired information to see from the device, and then press the
Get...Information| buttons. The result will be shown similar as below.

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | g:= TRANSACTION | € DEVICE INFO [ SETTINGS | 3 TOOLS

Hardware Configuration - Version 2

Firmware
System Communication User Interfaces Inf [ ]
nre: Main App W Get Firmware Info
[] Processor [] Ethernet LCD
Parallel NOR 4MB Wireless Touch Key
Ext RAM [] eLe LED i
EXtEEPROM-SP| 64KB [] Rs232 Button nfo: - MTK INFO v [ Getkeyinformation |
— —
[[] security soc UsB Buzzer EMV
e Powers Info:  EMV Kernel MC ID v [ GetEMv Information |
MSR Battery
Chip PMIC-PF1550A9

Contactess PCD-PN5190
BCR({Barcode Reader)

utput:

Main &pp: 1000008592-R4-PCI

Get Key Info [MTK INFO]:
8104021010008206544B314144068304D9361049341000010404100102001122334455667788A604310201008910323032333034323454
3137333832355n

EMV Kernel MC ID: MCL 3.1.3

Log Type:  Simple v (= clear Output
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4 How to Update Firmware
To update firmware, follow these steps.

1) Pressthe tab, and then select the menu.

T e i [ = PP —
Address: \\P\hici®vid_08018ipid_20208681faf27ac&0&0000#4d1e55b2-F16 & Scan B SR From T E ReDE

Client Cert Filepath: D Password: «»
#4 BARCODE READER | @) REQUEST PIN | {¥] NFC | s TRANSACTION | @ DEVICE INFO '3\" TOOLs
SYSTEM Firmware Update
USER INTERFACE Firmware Type: w | [£] update Firmware...
EMV | SRED Progress:
TRANSACTION SEiLE

WIRELESS | BLE

[» UPDATE

2) Select the Firmware Type|, press the Update Firmware...| button, select the firmware file, and press
the Open| button.

M Device: [USB DynaFlex] B62CA53 w Secure Connection - IEI : E r
Address: |\\\hid#vid_08018pid 2020268 1faf27ac&0&0000%4d 125562-F15 @ Scan [ > | I_ _U_ IAG'I_ o JI_ E ~K|-ru=
=ECURA FROM THE IMNSID

Client Cert Filepath: lz‘ Password: Lo

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | zz= TRANSACTION | € DEVICE INFO | i SETTINGS | 3 TOOLS

SYSTEM Firmware Update
USER INTERFACE  ware Type: - I [£] Update Firmw.—,re____.]
| “—
EMV | SRED Progress:  MainApp
Wireless
TRANSACTION SEE

WIRELESS | BLE

) UPDATE
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4 - How to Update Firmware

3 Open
- R « Q5(C) » Firmware v [¥] 2 Search Firmware
Organize * Mew folder =z« [H 9
A MName Date modified Type
E 1000007183-A6.bin 6/3/2021 1:35 PM BIM File
LY &
File name: | 1000007183-A6.bin i
[ DOpen Cancel

3) Check the status displayed in the software.

Connecting to [USB DynaFlex] B&62B3BD...
I-—gn-nr——"rn'—'

[CONNECTED]

FW Update status: SUCCESS

Update Firmware Result: SUCCESS

[DISCONNECTED]
Reconnecting Device...DONE

.
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5

How to Use the Transaction Demo

The following instructions detail how to perform EMV transactions using USB. However, the steps are
essentially the same for all connection types.

5.1 EMV Transaction

To perform an EMV transaction, follow these steps.

1) Select the Transaction|tab, select the DEMO| menu, and then select the desired Transaction Typel,

Reader Mode|, and [Transaction Options|.

User Interface
@ Owerride Final Message: L
I:l Bypass Signature for MSR (Chip Card) 0
I:l Get Signature From Device
|:| Suppress "THANK YOU" Message 0

Manual Card Entry:

& Ul Sequence: W
€} Beeper Feedback: W
0 Entry Format: L

Transaction

Timeout(sec): 255

Currency: s

Merchant 1D: Currency Exp: | 2
Category: |0 Custom Data:
Merchant:

VASMode: Single b

M Device: [USB DynaFlex] B53A788 v Secure Connection | *¥ Ijl (@ Reset
Address: \\\hid®vid_08018ipid_2020268:22 180002 &08:0000#{4d155b2-F1 @ Scan
Client Cert Filepath: lz‘ Password: Lo
Eg BARCODE READER e REQUEST PIN ﬁ NFCQ == TRANSACTION || € DEVICE INFO | & SETTINGS | 3 TOOLS
" . [ ;
) DEMO Transaction ptions
Amount: |1 Type: 00 - Purchase SEEELLELE
RESULT — (i
Cashback: 0 Processor: b - - L"']'
[ & applevas
T 10| %
= i3 Tip/Tax Options [] ¥ Google Wallet PASS
[] show Tip - N .
[] Show Tax | m | | _:l |
Show A t
\, |_| Sl > D .FE Manual Card Data Entry
Display Message . -
+f| QuickChip [« EMV O
[Host Cancelled] e nly
Event Mode
Signature Capture D Host-Driven Fallback
- N
I?JI Event-Driven Transaction
et
()
b

2) Press the [Start EMV Transaction| button to begin the transaction.

User Interface
&3 Override Final Message: W
|:| Bypass Signature for MSR (Chip Card) 9
|:| Get Signature From Device
I:l Suppress "THANK YOU" Message 0
Manual Card Entry:
& Ul Sequence: W

€} Beeper Feedback: w

Eg BARCODE READER e REQUEST PIN ﬁ NFC | s TRANSACTION | € DEVICE INFO | i SETTINGS | % TOOLS
) DEMO Transaction Options
Amount: |1 Type: 00 - Purchase Reader Mode B
RESULT camacta [0 orocessor . E vl | €T
e " [l ; :po::::;let PASS
[] show Tip - il . L —
[] Show Tax | m | .-:I DNFC
_I:| how Amount Ol 1 Manual Card Data Entry
Display Messa?snd . QuickChip EMV Oy

3)
4)
5)

Present the payment method to the device.
Follow any instructions on the device for application or language selection.
To view the transaction result after the transaction is completed, press [RESULT] menu. Parsed details

can be seen in the ARQC|, Batchl, and tabs. The status is displayed in the Output| log.
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5 - How to Use the Transaction Demo

(T ———

DEMO Transaction Result

£ Clear Result |
7
[) RES U'-T] ARQC | Batch | MSR Data
Tag Length Value Description
T0 357 DFDF530100DFDF4D253B353134383030303038303030383133313D03031 EMV Template
DFDF25 7 42363243413638 IFD Serial Number (binary)
DFDF4AD 37 3B353134383030303038303020383133313D3030303030303030303030: Mask T2 ICC Data
DFDF52 1 05 Card Type Used
DFDF53 1 111} Fallback Indicator
DFDF54 10 FFFF3876543210200017 MAC K5SH Data
DFDF55 1 a2 MSR Encryption Type
DFDF56 10 FFFF8T6543210200017 Encrypted Transaction Data KSN
DFDF57 1 a0 Encrypted Transaction Data Encryptic
DFDF58 1 Li1i} Mumber of bytes of padding in DFDF
DFDF53 272 425351E0C3ADSIFCTEBEGAIFCABFIEFDESIFODOT00OCTC2IB44ABIBAE  Encrypted Data Primative
F& 302 DFDF53820110425351EMCSADBAFCTRBEGAIFCABFIEFDEGIFODI100OCT  Container tag for encryption
F3 395 DFDFS40AFFFFI87654321020001 TDFDFS50182DFDF2507423632434136  Container for Generic Data
8 A
Output:

BOFGICF277%07E6CEID30FFFABTBOS30DBT35484A8]17FASS25AB9587258BC05E46005C34C1BSF3AS16EBDBOFBAOALEOETST0FEEES335C1
453E3FBEEFD22C4EFEST7ARIR4CD39145DRBD2D5820F64405316CE273E94F01ASDAEE44B7035E6CAR3E6934D880D76338B6C338E361D7D
439C0C3F92B6TEL672CF2B0ACET2D9R4406B433C617FF63ESCDECBBYFDIDS5129555FB5D4D3B10232B3A3ARBD200163EDDA0E47BCEEERSCES
9918F60ESCE7FE4DAF4BB4A4253B3BR7448070ARROSEDEDTE9FAB429503EF261723B896AFEE49R40FR169DBDE3ES740E23ECC3975B0232D6
6BE2623C3E5563F74DFDSCCAEBE49R6306DCOFDFDFS60AFFFFS8765432102000170FDF5701800FDF580101F782007B9C01005F25031804
J015F24032004305F2R0208405F3401065F5701005F02060000000002009F03060000000001008F0607200000000410109F1CO830303030
303030309F34031E03009F390105DFDF400104DFDF4D2536353134383030303033303030383133313D03030303030303030303030303030
303030303F0000000000ETATE41]

[TRENSACTION STATUS / QUICK CHIP DEFERRED]

[CARD REMOVED]

[USER EVENT / CARD UNSEATED]

N

'EEB?CE1E5D9D3EOF115653QZAETESAE36132D3203DCAC0036169B62BFA62337A3F41555522CB&F€9C1EDAEDQDB?SlBD69A9C610B2?5F28
B
0

o

Log Type:  Simple v [ = clear Output
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5.2 Apple VAS Transaction
To perform an Apple VAS (value-added service) supported transaction, follow these steps.

1) Select the DEMO] menu, select the desired Transaction Typel, and then select the Apple VAS

option.
E:,% BARCODE READER e REQUEST PIN ﬁ NFC | gzs TRANSACTION | € DEVICE INFO | i SETTINGS | 3 TOOLS
_—
) DEMO ransaction Options
Amount: | 1 Type: 00 - Purchase Reader Mode User Interface

RESULT

[ e [ |CHE l:‘ "_lx"? €3 Override Final Message: e

Cashback: 0 Processorn: W

[] Bypass Signature for MSR (Chip Card) @
Tax Rate: | 10 % i1 Tip/Tax Options 2 Google Wallet PASS ["] Get Signature From Device
[] Show Tip | | - Barcode [] Suppress "THANK YOU" Message @
[] Show Tax hm_ | » | I:‘ ﬁ NEC Manual Card Entry:
I:l Show Amount l:‘ ‘nh Manual Card Data Entry @ Ul Sequenca: e
Display Message QuickChip EMV Only ) Beeper Feedback: v

[Host Cancelled]

o

2) Select a VAS mode from the list.

¢ Single Mode
The device reads only VAS data from a tapped smartphone or reads EMV payment data from
a tapped card. When the device sends ARQC to conclude the transaction, it only includes
either EMV payment data in container FC for cards, or includes VAS data in FE container for
smartphones.

o Dual Mode
The device reads both VAS data and EMV payment data from a tapped smartphone or reads
EMV payment data from a tapped card. When device sends ARQC to the host to conclude the
transaction, it includes EMV payment data in container FC and includes VAS data, if
available, in container FE.

o VASOnly Mode

The device reads only VAS data from a tapped smartphone and does not read data from a
tapped card. If the tapped smartphone does not support VAS, the device does not detect or
read from the smartphone. When the device send ARQC to conclude the transaction, it
includes VAS data in container FE and does not include EMV payment data in container FC.

[] Host-Driven Fallback Transaction
Signature Capture
= Event-Driven Transaction Timeout(sec): | 255 Currency: ys
f Merchant 1D: Currency Exp: | 2
ml Category: |0 Custom Data:

Qutput:

VASOnly

3) Press the [Start EMV Transaction|button to start the transaction.
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%2 BARCODE READER | @) REQUEST PIN | {7 NFC | izs TRANSACTION | € DEVICE INFO | i SETTINGS | % TOOLS

) DEMO Transaction Options
Amount: |1 Type: 0D - Purchase Reader Mode User Interface
RESULT I:‘ 1 D - ] D ’-Iﬁ%. &3 Override Final Message: W
Cashback: |0 Frocessor: M " Apple VAS |:| Bypass Signature for MSR (Chip Card) 0
faxiate=] 10 =2 I:l ﬂ Google Wallet PASS I:l Get Signature From Device
[] show Tip | = | -~ Barcode [[] Suppress "THANK YOU" Message &)
[] Show Tax . )| = & wec Manual Card Entry:

[] Show Amount I:‘ ‘rg Manual Card Data Entry & U Sequence: W

Display Message QuickChip EMV Only §} Besper Feedback: v

[Host Cancelled] @ Entry Format: -

4) Present the payment device near the reader to continue the contactless transaction.

5) To view the transaction result after the transaction is completed, press menu. Parsed details
can be seen in the tab, which shows details of the FE TLV object containing the Apple VAS
data. The status is displayed in the log.

DEMO Transaction Result ) & Clear Result |

ARQC | Batch | MS5R Data

Tag Length Value Description
IF27 75 066D3E1E65099E3939080CFEC200344EDG96EFECD23A060TF16D4BES3!  Cryptogram Information Data
9F2A o Unknown
DFDF25 7 42353143364543 IFD Serial Number (binary)
DFDF54 10 5011400E51C6ECE0DDABE MAC K5N Data

DFDF55 1 a2 MSR Encryption Type

Sr oo ooy oy Fs Cooa

FE as FFO181519F2AD0SF274E066D2E1EES099E3989080CFECZ00244EDEI6EF  VAS Data Container
FFO1 M SFZADOOF2T4B06EDZE1EES099E3989020CFEC200244EDESGEFBCD2BA0E  VAS Container Slot 1 Container

Dutput: N

[DisplayMessage] : TAP CARD

TransacticnStatus: [Card Detected]

[Autherization Reguest]
007BF9320077DFDF540A%011400651CEECEOOORBDFDFS50122DFDF250742353143364543FE2320055FF0131519F2A009F274B066D3ELESS
089B3939080CFBC200344ED696EFSCD2ER060TF16D4BBA35RF77818251099DDA2241CDF0S8B1A6FEE4AF4ESFAERSEFE640240D53E4FCER25
085269A%46DE284AFEEFABIR7525BD000000F4527CEE

[Transacticn Result]
0091F932003DDFDF540A%011400651CEECEOCORBDFDFS50182DFDF250742353143364543FA320055F0828151F182000ADFDF1AD102DFDF
1B0100FEE20055FF0181519F2R009F274RB06ED3ELIEFS098E53988080CFBC200344EDE96EFACD28A0607F1604BEB8358F7781582510990DA22
41CDFOAB1RAEFEE4F4ESFAEAREFS640240D53E4FCERA25035269A%46DE284AFEEFABIET529ED0000000000901DDD34

[DisplayMessage] : THANK YOU

[DisplayMessage] : WELCOME

.

y

Log Type:  Simple hd |§ ClearOutputJ
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5.3 Google Wallet VAS Transaction
To perform a Google Wallet VAS (value-added service) supported transaction, follow these steps.

1) Select the DEMO| menu, select the desired Transaction Typel, and then select the (Google Wallet

PASS| option.

3> DEMO

RESULT

E:,% BARCODE READER e REQUEST PIN ﬁ NFC | = TRANSACTION | €@ DEVICE INFO | & SETTINGS | 3 TOOLS
Transaction Options
Amount: | 1 Type: 00 - Purchase Reader Mode - User Interface
D — D - | D -_)":-l:?‘- &} Override Final Message: e
Cashback: 0 Processorn: o
D ‘ Apple VAS |:| Eypass Signature for MSR. (Chip Card) &

Tax Rate: | 10 ] [T] Get Signature From Device

[] Suppress “THANK YOU" Message [7]

[] Show Tip ] B

[] Show Tax | m | | _:l ) 'T?E

A Google Wallet PASS

Manual Card Entry:

Show Amount o -
I:l I:‘ ‘h Manual Card Data Entry 0 Ul Sequence: M
Display Message -
play g QuickChip EMV Only @ Beeper Feedback: (¥
0 Entry Format: (¥

2) Select a VAS mode from the list.

Single Mode

The device reads only VAS data from a tapped smartphone or reads EMV payment data from
a tapped card. When the device sends ARQC to conclude the transaction, it only includes
either EMV payment data in container FC for cards, or includes VAS data in FE container for
smartphones.

Dual Mode

The device reads both VAS data and EMV payment data from a tapped smartphone or reads
EMYV payment data from a tapped card. When device sends ARQC to the host to conclude the
transaction, it includes EMV payment data in container FC and includes VAS data, if
available, in container FE.

VASOnly Mode
The device reads only VAS data from a tapped smartphone and does not read data from a
tapped card. If the tapped smartphone does not support VAS, the device does not detect or

read from the smartphone. When the device send ARQC to conclude the transaction, it
includes VAS data in container FE and does not include EMV payment data in container FC.

Qutput:

Event Mode Transaction

Signature Capture

— [] Host-Driven Fallback Timeout(sec): | 255 Currency: |5
j Event-Driven Transaction Merchant 1D: Currency Exp: |2
m Category: |0 Custom Data:

Merchant:

‘ASMode:

VASOnly

3) Press the [Start EMV Transaction|button to start the transaction.
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%2 BARCODE READER | @) REQUEST PIN | %) NFC | zz= TRANSACTION | €9 DEVICE INFO | £ SETTINGS | 3 TOOLS

Transaction Options
3 DEMO P
Amount: |1 Type: 00 - Purchase Reader Mode User Interface
RESULT I:‘ 1 D - | D i &} Override Final Message: W
Cashback: | 0 Frocesson A o
D ‘ Apple VAS I:| Bypass Signature for MSR (Chip Card) 6
Tax Rate: | 10 % {51 Tip/Tax Options W Google Wallet PASS [] Get Signature From Device
I:l Show Tip | | g . I:‘ Barcode D Suppress "THANEK YOU" Message 0
[] show Tax L X g =" [ 5 nee Manual Card Entry:
[] Show Amount [ 1 T ntonual ravd nara £ @ Ul Sequence: ~

4) Present the payment device with Google Wallet near the reader to continue the contactless
transaction.

5) To view the transaction result after the transaction is completed, press menu. Parsed details
can be seen in the tab, which shows details of the FE TLV object containing the Google
Wallet VAS data. The status is displayed in the log.

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | g5 TRANSACTION | € DEVICE INFO | i SETTINGS | % TOOLS

DEMO Transaction Result
> RESULT ARQC | Batch | MSR Data
Tag Length Value Description
DF7B 47 DA403296173769401 06690401 0000000054021 AGCTIS403096F69640490  Unknown
DFDF25 7 42353341372838 IFD Serial Mumber (binary)
DFDF4 10 S070030E52ATER000249 MAC K5N Data
DFDF5s 1 82 MS5R Encryption Type
F3 96 DFDFSA0AS070020B53ATEE000249DFDF550182DFDF250742353341373  Container for Generic Data
FE 62 FF41820039FF01820024DFTES2002FDA022961737654010669040100000 VAS Data Container

FFO1 52 DF7EE2002FD40229617276940106630401 000000005402 1A6CTI340209  VAS Container Slot 1 Container
FF41 57 FFO1E20034DF7EE2002FD4022961727634010665040100000000540214  Unknown

utput: N

02/15/2024 08:55:43:304
02/15/2024 08:55:43:307

[Tran=zaction Started]
: Ampunt=1l, Timeout=235, Transacticn Type=0
02/15/2024 08:55:45:308 :: MSR=False, Contact=False, Contactless=False
02/15/2024 0B:55:47:33% :: TransactionStatus: [Card Detected]
02/15/2024 08:55:47:373 :: [Ruthorization Reguest]
1064F98200600FDF540A9070030B53A7E8E8000249DFDF550182DFDF250742353341373838FES2003EFF41820039FF0132004DFTB32002F
D403296173765401066304010000000054021A6CT70534030%36F6064040DDF3F44CCEBETFS5959010501546E00323031380000QETADCSF
0271572024 0B:55:47:385 :: [Transaction Result]
007TAF3820076DFDF540R9070030B53A782000243DFDF5501820FDF250742353341373338FA82003EF0823200F132000ADFRF1AD102DFDF
1B0100FEE2003EFF41520039FF01582002340F7BE2002FD403296173769401066904010000000054021A6C7994030%6F6564Q49D0F3F44CC
BETF5959010501546E00323031380000000007213826
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5.4 Barcode Transaction
To perform a Barcode transaction, follow these steps.

1) Locate a barcode that can be accessible by the device such as a mobile app, screen, or print out.
2) Select the DEMO| menu, select the desired Transaction Type|, and then select the Barcode Reader|

option.

E';,g BARCODE READER e REQUEST PIN ﬁ NFC | = TRANSACTION 6 DEVICE INFO €§3 SETTINGS | 3 TOOLS

) DEMO Transaction Options
Amount: |1 Type: 00 - Purchase % SELELLELE -~ Lz e

RESULT l:‘ = D . l:‘ ’-I“"% 6- Override Final Message: W
Cashback: 0 Frocesson: W ., o ) .
D B Applevas D Bypass Signature for MSR (Chip Card) 0
Tax Rate: 10 kS {51 Tip/Tax Options ] ¥ Google Wallet Pass [T] Get Signature From Device
[] Show Tip - 'R-' N __l [] suppress "THANK YOU" Message
[] Show Tax | | | » | D ﬁ NEC Manual Card Entry:
[] show Amount I:‘ :—E Manual Card Data Entry € U Sequence: w
Display Message QuickChip EMV Only ) Beeper Feedback: e

3) Press the [Start EMV Transaction| button to begin the transaction.

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | = TRANSACTION | € DEVICE INFO | i SETTINGS | % TOOLS

) DEMO Transaction Options
Amount: |1 Type: 00 - Purchase Reader Mode B User Interface
RESULT D 1 D - ] D €LY &3 Override Final Message: W
Cashback: | 0 Pracessor: W o
i ] % applevas [] Bypass Signature for MSR (Chip Card) i
Tax Rate: | 10 % i Tip/Tax Options (] @ Google Wallet PASS [ ] Get Signature From Device
[] show Tip | | E‘E Barcode [] Suppress "THANK YOU" Message @
R—[ '-' Bt
[] show Tax \ ) [} = [ nre Manual Card Entry:
Show Amount ™ .
I:l D .,h Manual Card Data Entry @ Ul Sequence: hd
Display Message -
play g QuickChip EMV Only €} Beeper Feedback: v

4) The BCR LED will turn on. Present a barcode near the device’s BCR, which is located at the top
center of the device.

5) The BCR LED will turn off after the BCR scan is complete.

Note, if the LED flickers but remains on, the scan was not complete. Slowly center the barcode. If
centered, slowly move the barcode away from the device. The larger the barcode size, the further
away it should be.

6) Barcode data will be shown in the Output section.

Qutput:

[Transacticn Started]

Ampount=1, Timecut=120, Tranzasction Type=0

MSR=False, Contact=False, Contactless=Falae

[DisplayMessage] : SCAN BARCCDE

TransacticnStatus: [Barcode Read]

[Bar Cocde Data]
FCE20022DF7482001D5C3030303032366874T4T073342F2F 77777 72E6D6167T4656B2E636F6D
Bar Ceode Data=5C3030303032366374747073302F2F777T7772EED6167T4656B2E636FED
LSCII Text=\000026https:/ /www.magtek.com

[DisplayMessage] : WELCCME

Log Type:  Simple v Ié CIearOutput_‘:

DynaFlex, DynaProx| Utility | User Manual (Windows)

Page 27 of 80 (D998200402-704)




6 - How to use the Barcode Reader

6 How to use the Barcode Reader

6.1 Barcode Returned Unencrypted

1) Select the BARCODE READER| tab.

I %4 BARCODE READER I@ REQUEST PIN | {f] NFC | s TRANSACTION | €9 DEVICE INFO | £ SETTINGS | % TOOLS
Scan BarCode Show QR Image (on device)
Timeout: 0 secs || Auto-launch URL after scanning (normal scan). Data to Encode:
Scan | Scan (Emcrypted) [ | Stop ' Prompt Message:
------------------------ 4L B L y
Min Version: |1 Mask Pattern: AUTO  ~  Background: |T|

2) Locate a barcode that can be accessible by the device such as a mobile app, screen, or print out.
3) At[Scan BarCodel, press the button to begin scanning a barcode.

Scan BarCode Show QR Image (on device)

Timeout: 0 secs || Auto-launch URL after scanning (normal scan). Data to Encode:

| Scan (Emcrypted) | Stop Prompt Message:

Min Version: |1 Mask Pattern: AUTD  ~  Background: |z|

Barcode Data Output
Max Version: 10 Error Correction: Lew %~ Blackeolor: -IZI

Barcode Data Timeout: (10 | s L Show QR Code J

ASCII Text:

KSN: Encryption Type:

4) The BCR LED will turn on. Present a barcode near the device’s BCR, which is located at the top
center of the device.

5) The BCR LED will turn off after the BCR scan is complete.

Note, if the LED flickers but remains on, the scan was not complete. Slowly center the barcode. If
centered, slowly move the barcode away from the device. The larger the barcode size, the further
away it should be.

6) Barcode data will be shown in the Output section.

Output:

ASCII Text=\000026https://www.magtek.com
Request scan bar code - timeout: 0 seconds.
[Responas]

AROOB10482001804820400000000

[OPERATION DOME: 1B804]

[Notification]
AAO0B104830018058204040301008482002C180584820026FCB20022DF7482001D5C30303030323668747470733A2F2F7777772E6DELET
T4656B2EG3EFED

[Bar Code Datal
FCB20022DF7482001D5C3030303032366B7474T0733A2F2F 77777 T2EEDE167T4656B2E6IEFED
Bar Code Data=5C30303030323668747470733R2F2F77777T2EEDE167T4656B2ZEE36FED
ASCII Text=\000026https://www.magtek.com
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6.2 Barcode Returned Encrypted
To return the barcode data as encrypted, follow these steps.

1) Locate a barcode that can be accessible by the device such as a mobile app, screen, or print out.
2) At|Scan BarCodel, press the [Scan (Encrypted)| button to begin scanning a barcode.

Scan BarCode Show QR Image (on device)
Timeout: 0 secs || Auto-launch URL after scanning (normal scan). Data to Encode:
________ ScanJ Scan (Encrypted) | Stop — Prompt Message:
Min Version: 1 Mask Pattern: AUTO v Background: E

Barcode Data Qutput
Max Version: 10 Error Correction: Low v Blockcolor: -|E|

: 10 ( Show QR Cod |
Barcode Data Timeout: 5 I ow Q e )

ASCII Text:

KSN: Encryption Type:

3) The BCR LED will turn on. Present a barcode near the device’s BCR, which is located at the top
center of the device.

4) The BCR LED will turn off after the BCR scan is complete.

Note, if the LED flickers but remains on, the scan was not complete. Slowly center the barcode. If
centered, slowly move the barcode away from the device. The larger the barcode size, the further
away it should be.

5) Encrypted Barcode data will be shown in the Output section.

yption Type=0x

N=FFFF9876543210200013
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6.3 Show QR Image

To display a QR code on the device’s screen, follow these steps.

1) At[Show QR Image|, enter the data to encode into a QR code. Optionally, enter a prompt.

Scan BarCode

Timeout: 0 secs |:| Auto-launch URL after scanning (normal scan).

..........................

Scan | Scan (Encrypted) f Stop

_________________________

Data to Encode:

Prempt Message:

Show QR Image (on device)

Barcode Data Qutput

Barcode Data

Min Version: |1

Max Version: |10

Timeout: |10

Mask Pattern: AUT®  ~  Background: |L|
Error Correction: Low N Blockcolor: -IZI
5 Show QR Code .

2) Below are example QR code images displayed without a prompt and with a prompt of “MagTek”.

MagTek
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7 How to Parse Custom TLV Blobs

To parse a custom TLV blob, follow these steps.

1) Select the TOOLS|tab, select the [TLV PARSER| menu, then copy and paste the TLV to be parsed
into the text box.

Any header bytes representing the size of the TLV object will need to be removed before parsing. In
this example shown, the first 2 bytes of the ARQC was removed from the input.

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | = TRANSACTION | € DEVICE INFO | i SETTINGS || 3 TOOLS

CONFIGURATION TOOL Input: [ =cer |
OID CONVERTER 98201ECDFDF540CFFFF56789012345600000083DFDF55019ADFDF250742363243
413533FA8201C8F08201C4F182000ADFDF1A0101DFDF1B0100F8820140DFDF598
> TLV PARSER 20120ACB4EC3BT766CFB619EFF6CD2FD3537E9939FBBA353287BD05016E9A4743
8D4D282BE614ACT3ATTCAEBB080843144BC0D2FT97C066DCACOFSCT 1EF2ALAEG
SEND COMMAND E4DA0207466B70635F9FF5169F33D9A971ABC1930228A039C4CD4568CBEDODCC
C8255C3DDDFTFCBE42159B5BC4TCCRB573A170B6F2008A661EEB54581CT3D463
2A991EAB0C551166CA28B677DCOCOFI089B6DIICB00262CFCASTFSCCBEBOTER2

OQutput: I: Parse TLV )

2) Press the [Parse TLV| button to see the parsed result in the section.

CONFIGURATION TOOL Input: | = Clear |
0ID CONVERTER F982019DDFDF540AFFFF987654321020003ADFDF550182DFDF250742363243413
546FA82017B70820177DFDF530100DFDFAD273B35343433303030303430303033
> TLV PARSER 3435353D20303030202030302030303030302020303020203FDFDF 520105F88201
3EDFDF59820120B4ABT0AD5351FB3CCEG3DTBEDIABB46B1031DDDT9875E8TF63
SEND COMMAND C27124C5DBOA152DCC636BCDIDDIGEICCT500A178222D313693714AA0214AFB

5BD2B83F248E61CE3B25206A42ADBD3ICEAF4ACG29AT 1CE80F64A3ET2T4FFBESD
27TFEBEBOAF33124BEB865B1B008C1ES3530394954F1FA1BF565AEADGO6BABAAE

#Output: N Parse TLV |

F9=[Container]
DFDF54=FFFFO87654321020003A
DFDF55=82
DFDF25=42363243413546
FA=[Container]

T0=[Container]

DFDF53=00
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8 How to use Configurations

8.1 Get Configuration settings
To read a desired configuration from the device, follow these steps.

1) Select the SETTINGS] tab, select either one of the SYSTEM|, [USER INTERFACE], EMV/, or
TRANSACTION| menus, select a configuration to read from the device, and then press the (Get| button.

M Device: [USB DynaFlex] B62CA53 ~ Secure Connection | EI
Address: |\\Phic®vid_08018pid_20202680 faf27ac &0&0000#{4d 1255b2-F16 @, Scan
Client Cert Filepath: E Password: «r
#2 BARCODE READER | @) REQUEST PIN | {7} NFC | = TRANSACTION | € DEVICE INFO | it SETTINGS | 3 TOOLS
) SYSTEM I @ Reset Occurred Notification Control: Frequency ~ |3 I I l
USER INTERFACE ) Device Reset Occurred Notification Acknowledged: v [ Get | [ get
EMV I SRED 0 Device Reset Will Ocour Soon Motification Control: (] m { Get | { Set |
TRANSACTION 4 User Event Notification MSR Data Timeout (MSR): E Get Set
WIRELESS | BLE ) User Event Notifications Enable/Disable:
D Contactless Card Prazentad I:l Touch Sensor Press Detected |: Get |: Set
UPDATE l:l Contactless Card Removed l:l Touch Sensor Release Detected
l:l Card Unseated from Slot D Encrypt Barcode Reader Event Data
[] Card Seatzd in Slet
[] card Swipsd
I:l Barcede Read Detected
Reduce Power During USB Suspend: L I: Get I: Set
2) Observe the result next to the configuration and in the Output| log.
Eutput:
Get [User Ewent Notifications Enable]: [1FD200000]... SUCCES3
N
Log Type:  Simple v |§ Clear Outputj
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8.2 Configure System settings
To change the device notification settings, follow these steps.

1) Select the menu, then select an option in the notification to set for the device, and then
press the button. For more information about the meaning of these settings, see D998200383
DynaFlex Family Programmer’s Manual (COMMANDS).

r THE INSIOE

M Device:  [USB DynaFlex] B62CAS3 v Secure Connection ’? IEI E MAGTEK,
Address: |\\P\hid#vid_08018pid_2020268,1faf2Tac &0B0000#{4d 1e55b2-116 @, Scan m dyrimer—d

Client Cert Filepath: D Password: L

%2 BARCODE READER | @) REQUEST PIN | {7 NFC | s TRANSACTION | € DEVICE INFO | i SETTINGS | % TOOLS

) SYSTEM I @ Reset Occurred Notification Control:  Frequency v |3 s I [ Get l Set l

USER INTERFACE ) Device Reset Occurred Notification Acknowledged: v [ Get | | set |
EMV | SRED 0 Device Reset Will Ocour Soon Motification Contrel: o m { Get | ( Set |
TRANSACTION D User Event Notification MSR Data Timeout (MSR): s Get | Set

@) User Event Motifications Enable/Disable:
WIRELESS | BLE ) R

[] Contactles: Card Prasentsd [] Touch Sensor Press Detected | Get | | Set |
UPDATE l:l Contactless Card Removed D Tewch Sensor Release Detected
l:l Card Unzeated from Slot I:l Encrypt Barcode Reader Event Data

[] Card Seat=d in Siot
[] card Swip=d
I:l Barcode Read Detected

Reduce Power During USBE Suspend: e [ Get | Set |

2) Press OK to reset the device when prompted.
DynaFlex Utility *

9 Successfully Set Device Reset Occurred Notification Control.

Device now needs to Restart.
Do you want to restart Device now?

Cancel
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8.3 Configure Buzzer Volume
To configure the buzzer volume during the EMV transaction, follow these steps:

1) Select the USER INTERFACE| menu. Move the Buzzer Volume setting to desired volume from 1-
100, and then press the |Set| button.

W Device:  [USB DynaFlex] B62CAS3 v Secure Connection ‘ﬁ IEI E MAGTEK,
Address: [\\7\hic®vid_08018ipid_2020868(1faf27ac&0&0000#{4d1e55b2-F16 & Scan B SecRT P THE ReIDE

Client Cert Filepath: D Password: «r

%4 BARCODE READER | @) REQUEST PIN | {7] NFC | s TRANSACTION | € DEVICE INFO | & SETTINGS | % TOOLS

SYSTEM Display Settings
[> user intereace | @ Action: Set Desplay lmage V| imageid: V| [set. |

EMV | SRED © Message ID: w Timeout: 5 M|
TRANSACTION © Display Orientation: v [ Get ] [ set]
WIRELESS | BLE E‘”u““"“m: | B (Get | [ set | I
UPDATE Images

Image Type: BITMAP .. Background: E Timeout: |0 s=cs

Filepath: (-] |m

2) Confirm the change in the section.

Eutput:
Set [Buzzer Volume] wvalue: [31]... SUCCESS

Log Type:  Simple v |l§ Clear OutputJ
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8.4 Send Selective Configuration
To convert an excel configuration file to .bin file and send to the device or save to local drive, follow

these steps.

1) Select the TOOL S| tab, select CONFIGURATION TOOL|, and then press the Convert Excel Datal

button to browse for the excel configuration file.

%2 BARCODE READER | @) REQUEST PIN | {7} NFC | gzs TRANSACTION | €9 DEVICE INFO | i SETTINGS [ 3 TOOLS

E CONFIGURATION TOOL —
Filepath: 5, Convert Excel Data...
0QID CONVERTER
Type FilelD/OID Data Size
TLV PARSER
SEND COMMAND
2) Select an excel file, then press the button.
I3 Cpen
+ » ThisPC » O5(C:) » DynaFlex v O Search DynaFlex
Organize ¥ New folder = O
& Downloads Mame - Date modified Size
J’ Music @ CFGO006364-E1-For-PIN-Functions.xlsx 1/24/2022 10:09 AM  Microsoft Excel W... 115 KB
= Pictures
B videos
s O5IC)
File name: | CFG0D06364-E1-For-PIN-Functions.xlsx V| Excel Files(xlsx) (*xlsx) ~
o= ]) oo

3) To send afile to the device, select a single file or multiple files type using the CTRL key, then right

click and select [Send to Device| The result of will be shown similarly as below.

» CONFIGURATION TOOL
DID CONVERTER
TLV PARSER

SEND COMMAND

Filepath: |C\DynaFlex\CFGO006364-E1-For-PIN-Functions.xlsx

—4

i
#% Convert Excel Data...

Type FilelD/OID
EMV Config-TERMINAL 00000000
EMV Config-PROCESSING 00000100
EMV Config-ENTRY_POINT 00000200
EMV Config-AmexDRL 00000500
PROPERTY 02
PROPERTY Q Send To Device 03
PROPERTY-§ ~ Export To File * los
Copy To Memary

Data
4047544841503 130C10400000000CES186AA4
4D47544B41503130C10400000100CEE204B9A
4047544841503 130C10400000200CES20AE2A
4D47544B41503130C10400000500CEE201A0A
9F404F5F259F079F089F0DIFOEIFOFIF21505A
50575A82848E959A0C5F205F245F255F285F21
575AB2BA959A9C5F245F2A5F349F019F029F 11

Size
151
1227
2804
434
96
7
42
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Output:

etting Property. ..
PROP-0ID: E1.E1.E1.E1.C2
PROP-FUNCTION: 1
PROP-VALUE:

505R578284950A9B9C5F1ASF205F245F2RA5F305F349F029F039F069F009F1003F159F1A9F1D9F1RF249F269F279F339F349F359F369F37
GF399F419F459F4CSF4AESFSDO9FEE9FEESFTCF49F71
Set EMV PFroperty [PROPERTY-ARQC Tag List] return code: O; status :

SUCCESS

4) To save an individual configuration type, right click on the desire configuration type and select

Export To File], then select Binary(.bin)]

) CONFIGURATION TOOL

01D CONVERTER

Filepath: |CA\DynaFlex\CFG0006364-E1-For-PIN-Functions.xlsx

—4

M
*L% Convert Excel Data... ‘

Type FilelD/OID Data Size
TLV PARSER EMV Config-TERMINAL 00000000 4D47544B41503130C10400000000CE8186AA4 151
EMV Config-PROCESSING 00000100 4D47544B41503130C10400000100CE8204B9A 1227
SEND COMMAND
EMV Config-ENTRY_POINT 00000200 4D47544B41503130C10400000200CE820AE24 2804
EMV Config-AmexDRL 00000500 4D47544B41503130C10400000500CE8201A08 434
PROPERTY-ARQ( 9FA04F5F259F079F0B9FODIFOEIFOFOF21505A 96
(\ i S
= ,._mnm.‘ 50575AB2848E959A9C5F205F245F255F285F2 77
| Binaryl, || R |} ) s75a828A9599C5F245F2A5F349F019F029F 11 42
1
' e
5) Browse to the desired location and press the [Save| button to save the .bin file.
3 Save s *
A s ThisPC » 05(C) » temp » v 2 Search temp
Organize - Mew folder EEER 0
| Pictures & Size Date modified Type *
m Videos
- L
= 05 (C) 9 s
YR IAROC Tag List-010101010102.bir -
Save as type: | All files (*.%) ~
~ Hide Folders Cancel
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8.5 Send Bulk Configuration

To send an excel file that contains all the configuration data using excel file, follow these steps.

1) Select[Settings Tab|and the EMV / SRED| menu. At|File ID/Typel, select the [Config — Excell, and

then press the

Send File| button.

E‘:,% BARCODE READER e REQUEST PIN ﬁ NFC | iz= TRANSACTION | € DEVICE INFO | 81 SETTINGS | % TOOLS
SYSTEM EMV Settings . .
© Terminal ID: [ Get | | set |
USER INTERFACE - 5
| File 1D/Type:  Config - Excel v | [GetFike.. [send File...]
» EMV | SRED EMV Property: v [ Get |
TRANSACTION )
SRED Settings
WIRELESS | BLE AAMVEA Allowed{MSR only): v [ Get | [ set |
UPDATE Track Enable(MSR only): v v [ Get | [ set
ISO/ABA Masking Character- [ Get | [ set |
PAN Number of Leading I' 3 I' "
Unmasked Characters: e EE M S
PAN Mumber of Trailing Unmasked Cha w [ Get | [ set |
PAN MOD 10 Check Digit Correction: W [ Get ) [ set ,
PAN MOD 10 Check Digit |. y |. .
Validation (MCE Only): A EEE M B

2) Browse and select the excel configuration file and press the button.

3 Open
€ - v

Organize = Mew folder

Mame Size

{1 CFGDDDG644-B0.xlsx

[ Desktop 6
|if'| Documents

‘r Downloads

J‘! Music

= Pictures v <

» ThisPC » O5(C) » temp hd [¢]

155 KB

File name: | CFGOD06644-BO.xlsx

o

Search temp

Date modified
111172021 10:45 AM |
>
Excel Files(xlsx) (*axlsx) w

DOpen Cancel

-

3) The software will display a result message. Press the [OK| button to close.
>

DynaFlex Utility

SUCCESSFULLY Sending Config data to Device,
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8.6 Send Bitmap Images (LCD Device Only)
Before uploading the image to the device, follow these simple instructions to create device-ready bitmap

images.

a)
b)

In a design program, set the canvas size to 320x240 pixels at 72 ppi/dpi

Images must be BMP format, 160KB or smaller with no compression, maximum 320px by
240px, with color depth 16 color, 256 color, 16-bit color, or 24-bit color. Images smaller than the
maximum size are centered on the display. Note images at full screen size must be 16-bit color or
lower to meet the size requirement.

For details see D998200383 DynaFlex Family Programmer’s Manual (COMMANDS)

To send bitmap image files, follow these steps.

1) Select the USER INTERFACE| menu, select [Send Image] in the [Action] list, then select the
slot (1 to 4) to which the image will be sent, and then press the button to browse for the
image file.

%4 BARCODE READER | €) REQUEST PIN | {7] NFC | 2= TRANSACTION | € DEVICE INFO | 5 SETTINGS | % TOOLS
SYSTEM Display Settings
> USER INTERFACE @ Actionf Send Image v [image: 1 v N set.
EMV | SRED © Message ID: w Timeout: 5 :__Displa)r Message_;
TRANSACTION @ Display Orientation: v | Get | Set
® Buzzer Volume: 21 : Get | : set |
WIRELESS | BLE . JL y
UPDATE Images
Image Type: EITMAF .. Background: |Z| Timeout: |0 secs
Filepath: [ .| showsitmap

2) Select the bitmap image to be loaded to the device, then press the button.

Organize v New folder = - [ e
[ This PC A ‘”“‘*
) 3D Objects . J
[ Desktop
= 2 GPS ICONS Total NRF20_320x240_  NRF20_320x240_t
(i} Docusments FINAL 42_16bitc  DynaFlex_16bitco  axi_16bitcolorde
‘ Downloads v olordepth.BMP lordepth.bmp pth.bmp
File name: | NRF20_320x240_DynaFlex_16bitcolordepth.bmp v‘ Bitmap Files(.bmp) (*.bmp) v
Cancel

3) Follow the same instruction to load the images to other slots.

4) To set which slot is to be used for the idle image, select the [Set Display Image| in the |Action| menu,
then select the slot to be shown as the idle image, and press the button.
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2 BARCODE READER | @) REQUEST PIN | 7] NFC | 25 TRANSACTION | € DEVICE INFO | £ SETTINGS | 3 TOOLS
SYSTEM Display Settings
D USER INTERFACE @A‘“““: Set Display '““'9* Image 'D. B
EMV | SRED © Message ID: w Timeout: s | Display Message | )
TRANSACTION R v [leet ) [set]
WIRELESS | BLE DT 31 (Gt | [set |
UPDATE Images
Image Type: BITMAP .. Background: E Timeout: |0 s=cs
Filepath: |: |:m':

5) The software will show a message confirming to restart the device. Press to button to continue.

DynaFlex Utility *

e SUCCESSFULLY SET IMAGE FOR IDLE SCREEN.

Device now needs to Restart.
Do you want to restart Device now?

Canicel

6) The device will restart, and the idle screen will display the image belonging to the slot specified.
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8.7 Configure AAMVA Reading

This property determines whether the device accepts AAMVA (driver’s license) and ISO/ABA financial
cards. When disabled, the EMV ARQC has Track Status = Error for any track that does not comply with

ISO/ABA financial card format.

1) Select the EMV / SRED| menu. At the AAMVA Allowed] list, select either Enable] or [Disable], then

press the button.
E‘E BARCODE READER e REQUEST PIN ﬁ NFC | = TRANSACTION | € DEVICE INFO | 5t SETTINGS | % TOOLS
SYSTEM EMV Settings . -
© Terminal ID: [ Get | | Set |
USER INTERFACE p - - .
File ID/Type: Config - Excel v | Get File... | |Send File...|
» EMV | SRED EMV Property: v [ Get |
TRANSACTION .
SRED Settings
WIRELESS | BLE [ 22mva Allowed(MSR only):  Enablea || [ et | [ set |
UPDATE Track Enable(MSR only): hd W | Get |_Set |
ISOfABA Masking Character: [ Get | [ set |
PAMN Number of Leading I B I- "
Unmasked Characters: h fE M| EE
PAN Mumber of Trailing Unmasked Cha w [ get | [ set |
PAN MOD 10 Check Digit Correction: v ( Get ) [ set ‘
PAN MOD 10 Check Digit - “ -
Validation (MCE Only): v | Get | | Set |

2) Observe the result in the log.

Output:

S8et [RRAMVA Rllowed] return wvalue: [0]... SUCCESS
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8.8 Configure Magnetic Stripe Track Data

This property determines whether to include or suppress Track 1, Track2, or Track 3 data when reading
and transmitting ISO/ABA account information. To enable or disable reading for each track, follow these
steps.

1) Select the menu. At [Track Enable(MSR Only)] select the track to be enabled or
disabled, then press the [Set| button.

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | = TRANSACTION | €9 DEVICE INFO | i SETTINGS | 3 TOOLS

SYSTEM EMV Settings . -
® Terminal ID: |_Get | [ Set |
USER INTERFACE - — ¢ 5
File ID/Type: Config - Excel v~ | GetFile... | [Send File...
» EMV | SRED EMV Property: v [ Get |
TRANSACTION )
SRED Settings
WIRELESS | BLE AAMVA Allowed(MSR only): Enabled ((Get | [ set |
UPDATE IE:I: Enablz{MSR only): Track1 %  Enabled zl | Get I| Set I
I50/ABA Masking Character: I: Get ) I: Set ,
PAN Number of Leading ( ) ( B
Unmasked Characters: e =Bl SE
PAN Mumber of Trailing Unmasked Cha v [ Get | [ Set |
PAN MOD 10 Check Digit Correction: w (" Get , [ set )
PAN MOD 10 Check Digit |. - |- B
Validation (MCE Only): h _Get | |_Set |

2) Confirm the result in the log.

7
Dutput:

Set [Track 1 Enable] return walue: [01]... SUCCES3
h,
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8.9 Configure the User Event Notification

The device only detects these user events and sends these notifications when it is idle. While processing a
command (not idle), such as when processing a transaction, the device only sends notifications related to
the command it is currently processing. Property change takes effect after the device is power cycled or
reset.

1) Select SYSTEM| menu. Select the appropriate settings under [User Event Notifications Enable],
and then press the Set| button.

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | zz= TRANSACTION | @) DEVICE INFO | i SETTINGS | 3 TOOLS

E SYSTEM J @ Reset Occurred Notification Control:  Frequengy v |3 s Get Set
USER INTERFACE @ Device Reset Occurred Notification Acknowledged: W |' Get | set
EMV I SRED 0 Device Reset Will Ocour Soon Motification Control: L m { Get | ( Set |
TRANSACTION ) User Event Notification MSR Data Timeout (MSR): : Get Set

6 User Event Notifications Enable/Disable: -‘
WIRELESS | BLE | f—
C::n:a':tless Card Presented Touch Senzer Press Detected . Set )

UPDATE Cc nitactless Card Removed

Card Unzzsted from Slot
[] Card Seatzd in Slot

[#] Card Swipsd
I:l Barcode Read Detected

—

Teuch Sensor Release Detected
I:l Encrypt Barcode Reader Event Data

2) Press the button to reset the device for the changes to take effect.

DynaFlex Utility X

o Successfully Set User Event Motifications Enable.

Device now needs to Restart.
Do you want to restart Device mnow?

Cancel

3) Confirm the changes by pressing the button after the device reset is complete.

) SYSTEM @ Reset Occurred Motification Control: Frequency %~ |3 5 ._ Get -_ Set

v (et | [ set |

USER INTEREACE 0 Device Reset Ococurred Motification Acknowledged: ]
EMV | SRED @ Device Reset Will Occur Soon Notification Contral: m ( Get | { Set |

TRANSACTION ) User Event Motification MSR Data Timeout (MSR): s Get Set

User Event Notifications Enable/Disable:

WIRELESS | BLE

Contactless Card Presented
Contactless Card Removed
Card Unszated from Slot
Card Seated in Slot

Card Swip=d
I:l Barcode Read Detacted

UPDATE

Touch Sensor Press Detected
Touch Senzor Release Detected
[ Encrypt Barcode Reader Bvent Dana
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8.10 Change Device-Driven Fallback Behavior
Device-Driven Fallback Behavior is configured so the device automatically performs fallback operations.

To enable or disable this behavior, follow these steps.

1) Select the TRANSACTION| menu. At the [Device Driven Fallback(MSR Only)| list, select either
[Enable] or Disable], and then press the button.

ST TEN I:@ Deevice Driven Fallback(MSR. OnE_]-l

USER INTERFACE © Signature Capture Control:

EMV / SRED e Signature in Batch Data(Touch Only):

l ) TRANSACTION l [ 7] Signature Timing Window(Touch Cnly): secs

| Get J| Set |
v [ Get | [ set |
v [ et | [ set |
| Get | [ set |

2) Observe the result in the log.

utput:

Set [Device-Driwven Fallbkack] walue:

[00]... SUCCE3SS

Log Type:

Simple

i | = Clear Output_‘:
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8.11 Change Device Display Orientation (LCD Device Only)
To configure device screen orientation, follow these steps.

1) Select the USER INTERFACE| menu. At the Display Orientation] list, select either or

Landscape| mode, and then press the [Set| button.

SYSTEM Display Settings

© Action: Set Display Image ~ | D1 [ set.. |

> user inTereace | - e =]
a Message ID: % Timeout s ,D' M )
EMV / SRED \Display V20
) Display Orientation: Landscape i l | Get ) | Set J

TRANSACTION - A
GBUEEIWIumE: 1 Get | Set l

2) Press the button to reset the device for the setting to take effect.

DrynaFlex Utility X

3 ) Successfully Set Display Crientation.

Device now needs to Reset,
Do you want to reset Device now?

0K Cancel

—
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8.12 Change Signature Timing Window (LCD Device Only)
This property determines how long to wait, in seconds, after an EMV transaction is completed that

requires a signature capture.

1) Select the TRANSACTION| menu. At [Signature Timing Window], enter the desired time in
seconds, and then press the |Set| button.

SYSTEM ) Device Driven FallbackiMSR Only):  Enabled |: Get ) |: Set J
USER INTERFACE @ Signature Capture Control: ™ |E |§
EMV / SRED €) signature in Barch Data(Teuch Cnly): v IE Ig

E

) TRANSACTION Signature Timing Window({Touch Cnly): secs

2) Confirm the result in the log.

Sutput:

Set [Signature Timing Window]: [1E]... SUCCESS

S
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8.13 Change Signature in Batch (LCD Device Only)
To change the signature data in batch, follow these steps.

1) Select TRANSACTION| menu. At the [Signature in Batch(Touch Only)| list, select the desire
signature in batch setting, and then press the [Set]| button.

SYSTEM §) Device Driven Fallback(MSR Only):  Enabled % |' Get | ) |' Set |

A

USER INTERFACE @ Signature Capture Control:

EMV / SRED Ee Signature in Batch Data(Touch Only): | Ge‘l .
[) TRANSACTION J @ signature Timing Window{Touch Only): Status and Data Set .

Status Only

2) Observe the result in the log.

rlf)utput:
Set [Include Signature Data in EMV Batch Data]: [00]... SUCCESS

N
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8.14 Change Signature Capture Control (LCD Device Only)

The host can use this property to change whether the device automatically prompts the cardholder for a
signature when running EMV Transactions or leaves the requesting of signature capture prompts to the
host app.

1) Select TRANSACTION| menu. At the [Signature Capture Control| list, select either
Driven] or Host-Driven)], and then press the [Set| button.

SYSTEM ) Device Driven Fallback{MSR Only): W | Get ‘ | Set

USER INTERFACE & Signature Capture CDHT[[ﬂ v | Get

EMV / SRED

0 Signature in Batch Data(Touch Only):

Host-Driven
[) TRANSACTION J [ 7] Signature Timing Window({Touch Cnly):

2) Confirm the result in the log.

fOutput:

Set [Signature Capture Control] walue: [00]... SUCCESS
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8.15 Display Message on Device (LCD Device Only)
To display a pre-programmed message on the device, follow these steps.

1) Select USER INTERFACE| menu. At the Message ID] list, select the message to be displayed on the
LCD screen, enter the time in seconds, and then press the Display Message| button.

B BARCODE READER | @) REQUEST PIN | {7] NFC | < TRANSACTION | @ DEVICE INFO | € SETTINGS | 3 TOOLS
SYSTEM Display Settings

E USER INTERFACIJ

EMV | SRED

GA.ctiun: Set Display Image % |ImagelD: 1 |’ Set... :
. . —_———————
& Message ID: w Timeout: |5 = || Display Message
a Djlay Orientation: 0313 - TRY AGAIN et | | Set |

TRANSACTION Ox14 - WELCOME

WIRELESS Buzzer Volume:  0%15 - PRESENT CARD L | :_ Set |
| BLE Ox16 - PROCESSING . -
0x17 - CARD READ OK - REMOVE CARD
0x18 - INSERT OR SWIPE CARD
Imagll Type: BITMAF 0x19 - PRESENT OME CARD ONLY . =0t
{0x1A - APPROVED PLEASESIGN N
Ipﬂih: Ox1E - AUTHORIZING PLEASE WAIT how Bitmap )
Ox1C - INSERT, SWIPE ORTRY ANOTHER BARD
Ox1D - PLEASE INSERT CARD
Ox1E - Null prompt (empty screen)
0x20 - SEE PHONE
0x21 - PRESENT CARD AGAIN
Ox22 - INSERT/SWIPE/TRY OTHER CARD)
0x23 - TAP or SWIPE CARD
. Ox24 - TAP or INSERT CARD 4

UPDATE Images|

Fil

Qutput:

2) See the message on the LCD screen and observe the status in the log.

fOutput: Y
Beguest Display Message ID=2§&
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8.16 OID Conversion
This section converts OID property data to send to the device. For constructing the OID see D998200383
DynaFlex Family Programmer’s Manual (COMMANDS) for possible combinations of data.

1) Select TOOL S| tab and select the OID CONVERTER| menu. Select a desired setting and enter the
appropriate data in the |Data) text box, and then press the [Convert| button.

%2 BARCODE READER | rzs TRANSACTION | €@ DEVICE INFO | 3t SETTINGS | ¥ TOOLS

CONFIGURATION TOOL =
Settings: Device Settings Property: Device-Driven Fallback W
) OID CONVERTER OID: |p10201010101 Config Type: |01
TLV PARSER
Data: |01 y
SEND COMMAMND

Convert

2) The OID conversion will be shown in the box. Select the [Set| option and then press the
'Send To Devicel button to send the converted OID to the device. Reset the device if necessary.

CONFIGURATION TOOL

Settings: Device Settings Property: Device-Driven Fallback “
) OID CONVERTER QID: |o10201010101 ‘Config Type: 01
TLV PARSER
Data: |01
SEND COMMAMD . s
Convert

|R,35.._,|t= E209E107E105E103C10101 I
@] GetI (® Set

3) Observe the result in the log.

Eutput:

getConfigInfo(l, "E20%E107E105E103C10101™)
Beturn Value: [0]
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9 How to use Request PIN

9.1 Card Supplied PIN

This section is to retrieve a PAN from a card and then request a PIN from the card holder. The PAN from
the card is used in the formation of the PIN block.

1) Select the REQUEST PIN| tab, and select the [Card Supplied] option.

4 BARCODE READER ] NFC | z= TRANSACTION | €9 DEVICE INFO | i SETTINGS | % TOOLS
PIN Data QOutput i ¥ Request PIN Settings
Dccnunt Data: @ Card Supplieﬂ ) Host Supplied
P reader Mode: [Vigmm VI VD%
PIN Block: Card Data (PAN):
Block Format: Encryption Type: Time out: |20 EE
PIN KSN: PIN Entry Options:  Present Card / Enter PIM(start session) v
PAN Data Output PIN Approval**: ® Success () Faill () Manual
PIN Block Format:  1SO Format 0 v
Data: PIM Length: Min: |4 Max: |8
Encrypted: Start Request Pin

2) Press the [Start Request Pin| button and present a card to the device.

PIN Data Output [ ciear al Request PIN Settings
Account Data: @) Card Supplied ) Host Supplied
oo ReaderMode: [Vigmm VIEH M %
PIM Block: Card Data {PAN):
Block Format: Encryption Type: Time out: |30 EETeE
PIN KSN: PIN Entry Options: Present Card / Enter PIN(start session) W
PAN Data Output PIN Approval*: (® Success () Fail () Manual
PIM Block Format: S0 Format 0 o
Data: PIN Length: Min: |4 Max: |8

Encrypted: [ Start Request Pin ]

3) After a card is read, enter a PIN on the device screen.
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4) PIN and PAN data output are displayed similar as below.

fPIN Data Output | Clear Al'Y  Request PIN Settings
DFDF5928D4694F21043FD1D70FF33FF19F32A537669C17D3 . .
. @ .

Dota: |1BEF26991DF5270CS0E33ABIIECEBGIEIG068358DFDFS60A BIE LD QNG Sy ErE) e R
FFFF9876543210200041DFDF570180F521DF7101003908DA5 —_ —
923A0751CA427DFDF410AFFFF9B765432 10200042DFDF420 REEEITE [ - i

PIN Block: | DA5023A0751CA427 Card Data (PAN):
Block Format: [0 Encryption Type: 129 Time out: |30 eeany
PIN KSN: |FFFF9876543210200042 _ _
PIM Entry Options: Present Card / Enter PIN(start session) ]

PAN Data Output PIN Approval**: ® Success () Faill () Manual

DFDF5928D4694F21D43FD1D70FF33FF19F32A537669C17D3 PIN Block Format: SO Format 0
48EF26991DF5270C50E33 ABI96CEBGIE36068358DFDF560A

Data: | FrFrog76543210200041DFDF570180F521DF7101009908DAS5 PIN Length: Min: |4 Max: |8
923A0751CA427DFDF410AFFFFO876543210200042DFDF420

D4694F21D43FD1D70FF33FF19F32A53T669C17D348EF2659 Start Request Pin

Encrypted: |4 pEsa70C50E33ABS96CEREOE3 6068358

PAN KSN: FFFF9876543210200041 Encryption Type: 128
N, #

Qutput:

TransacticnStatus: [Card Detected]

[PAN Data]
DFDFS592804624F21D43FD1D70FF33FF19F32A537663C17D348EF26991DF5270C50E33AB996CEI69EI6068358DFDFS60AFFFF3876543210
200041DFDF570180F521DF7101009908DA5923R0751CR427DFDF410AFFFF98765432102000420FDF420181

[PIN Data]
DFDFS592804654F21D43FDIDT0FF33FF19F32AG37663C17TDA48EF26991DF5270C50E33ABO06CEIEIEI6068358DFDFSE0AFFFFO876543210
200041DFDF570180F5210F7101009908DRA5823R0751CR42TDFDF410AFFFF98765432102000420FDF420181

Log Type:  Simple hd | £ Clear Output_‘:

5) To change the approval status shown on the device screen, the PIN block format, or the PIN length,
set the request settings, then repeat the request.

PIN Data Qutput |: Clear Al Request PIN Settings
Account Data: (® Card Supplied () Host Supplied
Data
Reader Mode: _- - ':Jﬂ,%'
PIN Block: Card Data (PAN):
Block Format: Encryption Type: Time out: |30 seconds
PIN KSN: X .
PIM Entry Options: Present Card / Enter PIN(start session) M
PAN Data Qutput PIN Approval**: ® Success () Fail () Manual
PIN Block Format:  1SO Format 0 w
Data:
3 PIM Length; Min: 4 Max: |8
Encrypted: Start Request Pin
P —
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9.2 Host Supplied PIN
This section is to request a PIN from a user without a card. The PAN is supplied by the host application.
The PAN supplied is used in the formation of the PIN block.

1) Select the Host Supplied|option.

#2 BARCODE READER | @) REQUEST PIN |z TRANSACTION | € DEVICE INFO | i5t SETTINGS | 3 TOOLS
PIN Data Qutput |: Clear All Request PIN Settings
I Account Data: () Card Supplied
Data
Reader Mode: ] -
PIN Block: Card Data (PAM):
Block Format: Encryption Type: Time out: |30 TR
PIN KSNM:
PIM Entry Options:  Enter PIN(start session) W
PAN Data Output PIN Approval**: ® Success () Fail () Manual
PIM Block Format:  1SO Format 0 v
Data: PIM Length: Min: |4 Max: |8
Encrypted: Start Request Pin

2) Enter a 12 digit PAN for the |Card Data (PAN)|.

PIN Data Output I: Clear Al Request PIN Settings
Account Data: () Card Supplied @ Host Supplied
Data: .
Reader Mode: | | | -] )
PIN Block: | card Data (PAN): 923456789012 ll
Block Format: Encryption Type: Time out: |30 SEeRE
PIM KSN:
PIM Entry Options:  Enter PIN(start session) w
PAN Data Output PIN Approval*: (® Success () Fall () Manual
PIM Block Format:  1SO Format 0 v
Data PIM Length: Min: |4 Max: |8
Encrypted: Start Request Pin
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3) Press the [Start Request Pin| button.

PIN Data Output I: Clear Al Request PIN Settings
Account Data: () Card Supplied ®) Host Supplied
Data: .
Reader Mode: || mi - | )
PIN Block: Card Data (PAN): | 923456789012
Block Format: Encryption Type: Time out: |30 S=mHE
PIN KSN:
PIM Entry Options: Enter PIN(start session) e
PAN Data Output PIN Approval*: (® Success () Faill () Manual
PIM Block Format:  1SO Format 0 v
Data PIM Length:  Min: |4 Max: |8
Encrypted: Start Request Pin
L -

4) Enter a PIN on the device screen. PIN data output is displayed similar as below.

FPIN Data Qutput | Clearal 1 Request PIN Settings

F521DF7101009908EEB4EFAFFIEB5BFADFDF410AFFFF98765 : ;
Account Data: ) Card Supplied ®) Host Supplied

Data: 43210200043DFDF420181
Reader Mode: ] - 'L@:"i‘
PIN Block: EEB4EFAFFSEBS8FA Card Data (PAN): 923456789012
Block Format: |0 Encryption Type: |129 Time out: |30 eean
PIM KSN: |FFFF9876543210200043 ) .
4 PIM Entry Options: Enter PIN(start session) W
PAN Data Output PIN Approval*™: ® Success () Fal () Manual
PIM Block Format: SO Format 0 v
Data: PIN Length:  Min: |4 Max: |8

5) To change the approval status shown on the device screen, the PIN block format, or the PIN length,
set the request settings, then repeat the request.

PIN Data Output I: Clear Al Request PIN Settings
Account Data: () Card Supplied @ Host Supplied
Data: .
Reader Mode: | | - ] { 9%
PIN Block: Card Data (PAM): |923456789012
Block Format: Encryption Type: Time out: |30 szETE
PIN KSN: PIN Entry Options:  Enter PIN(start session) v
PAN Data Output PIN Approval**: (® Success () Fail () Manual
PIM Block Format:  1SO Format 0 w
Data: PIM Length; Min: 4 Maw: |8
b
Encrypted: Start Request Pin
— s
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10 How to use the NFC Demo

An NFC tag (Near Field Communication) can either be a passive type: card, badge, sticker, or an active
type: mobile device.

NFC tag operations involves reading and writing data in small segments. Because of this, it is important
to have the NFC tag be at rest during these operations. The usual quick tap is not sufficient. In this
section, “Present an NFC tag” means to bring the tag next to the device and leave it there. “Tap and NFC
tag” means to bring the tag next to the device long enough to read the tag. The Output log will stop
scrolling when reading or writing is complete.

10.1 NFC Type 2 / Mifare Classic Tag - Read

1) Select the tab. To retrieve the records on the NFC tag, press the button and tap an
NFC Type 2 tag or Mifare Classic tag to the device.

#2 BARCODE READER | @) REQUEST PI NFC [fzz=s TRANSACTION | @ DEVICE INFO | 8 SETTINGS | % TOOLS

=)

NFC Utility
UID: Status
Version: Status...
ET Write/Add Tag - NFC Type 2/ Mifare Ultralight
Type Value Record Type: N

Record Value:
+/| End session after finish writing [ Append | [ write |
Write/Add Tag - NFC-Mifare Classic

Sector [ ]

Update Sector Data

[ Clear | End session after finish reading. (
|" o Event-Driven Read Tags

%2 BARCODE READER | @) REQUEST PIN | %) NFC | zz= TRANSACTION | €9 DEVICE INFO | i SETTINGS | 3 TOOLS

NFC Utility
"
UID: |04C92F16B72A81 Status

Version: |0004040201001303 Tag Removed
Card Type: | Tag Removed Write/Add Tag - NFC Type 2/ Mifare Ultralight

Type Value Record Type: hd

URI  www.magtek.com Record Value:

Beep after finish writing Append | | Write |

—_— . e — -

Clear | Beep after finish reading.
9= G et  Resd T |
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2) When there is only one tag record present and its type is URI, the app will launch a browser to the
URI.

3) When there is more than one tag record, to navigate to a URL, right click a record and press on

Navigate Url| as shown below.

%% BARCODE READER | €) REQUEST PIN | {7} NFC | cz5 TRANSACTION | € DEVICE INFO | £ SETTINGS | 3> TOOLS

MNFC Utility
D |04C32F16B72A81 Status
Tag Removed

Write/Add Tag - NFC Type 2/ Mifare Ultralight

Version: |0004040201001303

Card Type: Tag Removed

e i Record Type: W
URI  www.magpslcacs Record Value:
coey Beep after finish writing [ Append | | Write |
Mavigate Url - P S J
Edit Value

4) Additionally, when the feature is checked-on and the device has the Contactless Card
user event notification enable, the NFC tag can be read by tapping the tag without need of pressing
the| Read NFC Tags| button. The app will receive a detection notification and then automatically
send the command to read NFC tag.

5) When the [End session after finish reading| check box is enabled, the device can repeatedly read
the same NFC tag without need to remove it. The NFC is automatically turned off after the read.
When the [End session after finish reading| check box is disabled, the NFC tag must be removed
before a tag can be read again.

6) When reading a Mifare Classic tag, the Sectors will be shown similar as below.

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | zz= TRANSACTION | € DEVICE INFO | i SETTINGS | % TOOLS

NFC Utility

UID: 99684269

Version:

Card Type: | NFC/Mifare Classic 4K

Type Value

996542690A15020046445337305630315675000000000000
110000000000000000000000000000000000000000000000C
000000000002000000000000000000000000000000000000C
000000000002000000000000000000000000000000000000C
000000000002000000000000000000000000000000000000C
000000000002000000000000000000000000000000000000C
000000000002000000000000000000000000000000000000C
000000000002000000000000000000000000000000000000C

L Y S

End session after finish reading.

Clear |
- <[] Event-Driven

............................

Status

NFCMifare Classic 4K dectected.
Write/Add Tag - NFC Type 2/ Mifare Ultralight

Record Type: N
Record Value:

+/| End session after finish writing J Append 1 [ Write |

Write/Add Tag - NFC-Mifare Classic

Sector [0]

Update Sector Data
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10.2 NFC Type 2 Tag - Write

Writing to an NFC Type 2 tag involves reading and writing data in small segments. Because of this, it is
important to have the tag be at rest during these operations. The usual quick tap is not sufficient. In this
section, “Present an NFC tag” means to bring the tag next to the device and leave it there.

1) Select the [NFC]| tab, uncheck [End session after finish reading], press the button, and
then present an NFC Type 2 tag.

#2 BARCODE READER | @) REQUEST PI [] NFC |lz= TRANSACTION | €@ DEVICE INFO | i SETTINGS | % TOOLS

NFC Utility
uID: |04C92F16B72A81 Status
Version: | 0004040201001303 Tag Removed

Card Type: | Tag Removed Write/Add Tag - NFC Type 2/ Mifare Ultralight

Type Value Record Type:  URI | hittpsy/f
URI  www.magtek.com Record Value: | Www.magtek.com
End session after finish writing Append ] | Write ]
g - i o

Write/Add Tag - NFC-Mifare Classic

Sector []

——
Update Sector Data |

2) Selecta|Record Type), enter a Record Value], and then press the button.

2 BARCODE READER | €@) REQUEST PIN | [} NFC | 2 TRANSACTION | @ DEVICE INFO | i SETTINGS | %% TOOLS

NFC Utility
UID: 04C92F16B72A81 Status
Version: 0004040201001303 Tag Removed

Card Type: | Tag Removed Write/Add Tag - NFC Type 2/ Mifare Ultralight

Type Value Record Type: URI v | |https:/
URI  www.magtek.com : |www.magtek.c0m
Beep after finish writing Append ]
P —

3) After the Write is complete, the will be shown as below.

Qutput:

08/14/2023 11:46:40 :: [NFC writeNDEFBlocck i=1 Len=23]
0871472023 11:46:40 :: [NFC Hrite Page=3 Data=A20510330477]
08/14/2023 11:46:40 :: [NFC writeNDEFBlocck i=2 Len=23]
0871472023 11:46:40 :: [NFC Hrite Page=8 Data=A206877T77ZEED]
08/14/2023 11:46:41 :: [NFC writeNDEFBlock i=3 Len=23]
08/14/2023 11:46:41 :: [NFC Write Page=7 Data=R2076167656E]
08/14/2023 11:46:41 :: [NFC writeNDEFElocck i=4 Len=23]
08/14/2023 11:46:41 :: [NFC Write Page=2 Data=R20373612E6E]
08/14/2023 11:46:41 :: [NFC writeNDEFBlocck i=5 Len=23]
0871472023 11:46:41 :: [NFC Hrite Page=9 Data=A20983T4FEQD]

: { HE T HH \ 5 = Blocl = =7 =
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4) To add additional records, select a Record Type|, enter a Record Value|, and then press the
button.

NFC Utility
UID: | D4CO2FIGBT2A81

Status

Version: 0004040201001303 Tag Removed
Write/Add Tag - NFC Type 2/ Mifare Ultralight

Card Type: Tag Removed

Type Value Record Type: URI v | hitps://
URI  www.magtek.com : |www.magensa.net
Beep after finish writing
NFC Utility
UID: |04C92F16BT2A81 Status
Version: 0004040201001303 Tag Removed
Write/Add Tag - NFC Type 2/ Mifare Ultralight

Card Type: Tag Removed
Record Type: URI v | hitpsy//f

Value
Record Value; | Www.magensa.net

[ ] Beep after finish writing | Append | Wirite

URI  www.magensanet

5) If the NFC Type 2 tag is removed from the device before performing either Write or Append, the app
will prompt to present the card. This is because the NFC module must to be armed after NFC Type 2

tag removal. Follow the instructions and press OK button.

DynaFlex Utility >

Write MFC Tag will overwrite all records in the card.
| Please remove card from device.
-Put it back and press OK to continue,

Cancel

DynaFlex Utility

- Please remowve card from dewvice.
- Put it back and press OK to continue.
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10.3 Mifare Classic Tag - Write

Writing to a Mifare Classic tag involves reading and writing data in small segments. Because of this, it is
important to have the tag be at rest during these operations. The usual quick tap is not sufficient. In this
section, “Present an NFC tag” means to bring the tag next to the device and leave it there.

1) To write to a Mifare Classic tag, select the tab, uncheck End session after finish reading|,
press the |Read Tags|button. Present a Mifare Classic tag and leave the tag next to the device.

%2 BARCODE READER | @) REQUEST PIN | {7 NFC | cz5 TRANSACTION | € DEVICE INFO | i SETTINGS | % TOOLS

NFC Utility
UID: Status
Version: Status...
ET Write/Add Tag - NFC Type 2/ Mifare Ultralight
Type Value Record Type: W

Record Value:
+| End session after finish writing ( Append ] [ Write |
Write/Add Tag - NFC-Mifare Classic

Sector [ ]

Update Sector Data |

2) Each sector of the Mifare Classic tag will be read.

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | s TRANSACTION | €9 DEVICE INFO | i SETTINGS | % TOOLS

NFC Utility
UID: 99684269 Status
Version: NFCMifare Classic 4K dectected.

Card Type: | NFC/Mifare Classic 4K Write/Add Tag - NFC Type 2/ Mifare Ultralight

Type Value Record Type: W
9965426904 15020046445337305630315678000000000000 Record Value:
e . i —_—
000000000002000000000000000000000000000000000000C 7| End session finish writing R Write
000000000002000000000000000000000000000000000000C = CR =

0

1

2

3 000000000000000000000000000000000000000000000000C Write/Add Tag - NFC-Mifare Classic
4 00000000000000000000000003:0000000000000033000000C

3 000000000000000000000000000000000000000000000000C =l
6 000000000002300000000000000000000000000000000000C
7

000000000000000000000000000000000000000000000000C

( Update Sector Data]
. —

| Clear | ] End session after finish reading. ( ‘
|‘ - Event-Driven Read Tags

3) Right-click on a Sector, and select Edit Value|.
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#2 BARCODE READER | @) REQUEST PIN | {7 NFC | zz= TRANSACTION | € DEVICE INFO | it SETTINGS | % TOOLS

NFC Utility
UID: 99684269 Status
Version: NFCMifare Classic 4K dectected.

Card Type: | NFC/Mifare Classic 4K Write/Add Tag - NFC Type 2/ Mifare Ultralight

Type Value Record Type: b
R £ ey L e e e LA e L P e e ey Record Value:
‘9 'l h]
1 00000000000000000000000000000C 2000000 D Append Write
2 00000000DDO22000000000000000 Copy S = = >
3 000000000DRX000000000000000 Navigate Url Write/Add Tag - NFC-Mifare Classic
4 00000000000000CC000000000000 Edit Value
Sector [ ]
SR
&  00000000000O0000000000000000000000000DDCC0000000C
7 000000000000000000000000000000000000000000000000C
—_——
Update Sector Data |
i -

|' Clear | [ End session after finish reading.

- | Read Tags ‘

4) Edit the value of the Sector and then press the [Update Sector Datal button.

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | s TRANSACTION | € DEVICE INFO | i SETTINGS | % TOOLS

NFC Utility
UID: | 99684269 Status
Version: NFCMifare Classic 4K dectected.

Card Type: |NFC/Mifare Classic 4K Write/Add Tag - NFC Type 2/ Mifare Ultralight

Type Value Record Type: b
0 996342690A15020046445337305630315678000000000000 Record Value:
— —

il 0000000000020000000000000000000000000000:00000000C /| End session after finish writing Append Write
2 000000000002000000000000000000000000000000000000C - - -
3 000000000002000000000000000000000000000000000000C Write/Add Tag - NFC-Mifare Classic
4 0000000000000000000000000000000000000000:00000000C -

- - . Sector 00000000000000000000000000000000000000000
5 000000000002000000000000000000000000000000000000C 00000000000000000000000000000000000000000
6 000000000002000000000000000000000000000000000000C 00000000000000FFFFFFFFFFFFFFOTBOGIFFFFFFFFF
7 000000000000000000000000000000000000000000000000C FFF

[IUpdate Sector DataD

|' Clear | [ End session after finish reading.
B Event-Driven

Read Tags ‘

Details for modifying a Sector/Block

e Each Sector is composed of Blocks but are not shown as individual Blocks in this demo.

o Block updating must be its full length i.e. 16 byte block has to be 16 bytes.

e At Sector 0, Block 0 is reserved.

e Sector blocks vary by card and within a card. Some Sectors hold 4 Blocks, some 16 Blocks.

e The last Block of each Sector stores key data for accessing the Sector. It is best to not change
Block 3 or Block 15 during testing of the demo.

5) At the Output log, wait until the writing operation is completed with a single beep sound. Scroll up to
view the records written similar to as shown here.
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Output:

Fr1/13/2023 10:00:56 :: [Sector data]: Y
11¢0000000000000000000000000000000000000000000000000000000000000000000000000000Q0000000000000000FFFFFFEFFFFFFEF
078069FFFFFFFFFFFF

1171372023 10:00:56 :: [NFC writellassicNFCData started...]

1171372023 10:00:56 :: [NFC

writeClassicHFCData=11000000000000000000000000000000000000000000000000000000000
QO0000FFFFFFEFFFFFFEFO7E069FFFFFFFFFFFF]

1171372023 10:00:56 :: [Classic Write Sector (1)
Command=A001000300FFFFFFFFFFFF1100000000000000000000000000000300000000000000000)|
0000000000000000FFFFFFFFFFFFFFO7B069FFFFFFFEFFFFF]

000000000000000000000000000000

Q00000000000000000000000000000

11/13/2023 10:00:56 :: [NFC CLASSIC 4K WRITE Sector (1) done]
1171372023 10:00:57 :: [NFCEvent: Tag Remowed]
b, -
Log Type:  Simple v LE ClearOutputJ
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11 How to use Tip and Tax Demo

11.1 Show Tip and Tax from Host-Initiated transaction.

In Host-Initiated mode, the transaction is started from the app.

1) Open the tab and select Transaction|.

SYSTEM
USER INTERFACE

EMV | SRED

» TRANSACTION

WIRELESS | BLE

UPDATE

d Device Driven Fallback{MSR Only):

@ Signature Capture Control:

0 Signature im Batch Data(Touch Only):

0 Signature Timing Window(Touch Only):

Touch Only

SECE

1 SETTINGS
[ Get | [ set |
[(Get | [ set |
[(Get | [ set |
| Get | [ set

%4 BARCODE READER | € REQUEST PIN | {7 NFC | z:= TRANSACTION | € DEVICE INFO

3> TOOLS

Auto Start Transaction

—_—
Timeout: s | Get | | Set |

Reader Options:

Oem 0@ 06

|_| BCR Enabled and Encrypt Mon-EMV
[ PIM Block Farmat 0

[ Get | [ set |

2) Under [Start Transaction on Touchscreen), select Disabled], then press the button.

SYSTEM
USER INTERFACE
EMV | SRED

> TRANSACTION
WIRELESS | BLE

UPDATE

@ Device Driven Fallback(MSR Only):
& Signature Capture Control:
0 Signature in Batch Data(Touch Cnly):

0 Signature Timing Window{Touch Cnly):

Touch Only

Eecs

I Start Transaction on Touchscreen: Disabled I

Tip Mode & Tax Rate: [ 151 Tip/Tax Configuration |

Display Tax or Surcharge Control:

Disabled Tip Button Display Mode:

EEE

Get

Get |

L

_— .

] e] )

[ set |

Near

[ set

[ set |

—

‘.

2 BARCODE READER | €@) REQUEST PIN | {7} NFC | 2 TRANSACTION | @ DEVICE INFO | i SETTINGS | 3% TOOLS

Auto Start Transaction

Timeout: 5 ( Get ‘| ( Set ‘|

Reader Options:

Il Y
,_| BCR Enabled and Encrypt Mon-EMY
[ PIM Block Format 0

[(Get | [ set |

3) To perform transactions with Tip/Tax option displayed on the device screen, check [Show Tip|,

Show Tax|and [Show Amount]., and then press the button.
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MAGTEK

W Device: [USB DynaFlex] B62CAS3 Secure Connection | ¥ | [*¥] [@Rese!-
Address: hid#vic # #{4d1e55b2-116 |  Info |
Client Cert Filepath: _ Password: <
7% BARCODE READER | @) REQUEST PIN | {7} NFC | 2= TRANSACTION | @) DEVICE INFO | ! SETTINGS | % TOOLS
) DEMO Transaction Options
A t 1 Type: 00 - Purch v Reader Mode User Interface
RESULT A , = Vies VOB V% @ Override Final Message: v
e (V] @ Applevas M i i
Tax Rate: 7.775 7% Tip/Tax Options | : [ Sypass Signuters for MSR (Chip Cand) @
............................ | ‘.’/.‘ H Barcode ‘
7 Tip ) - O e [ Get Signature From Device
7 = X3 — ] ‘ s [ ] Suppress “THANK YOU" Message @
= [| Jw Manual Card Data Entry = adi
/| Sho S V] QuickChip [¥/] EMV Only =
Display Message © Ul Sequence: v
ed Out] e e @ Beeper Feedback: v
e
[ ] Host-Driven Fallback Transaction
Signature Capture
|| Event-Driven T cti Ti (sec): 255 Currency: US v
/ Merchant ID: Currency Exp: 2
@ Category: 0 Custom Data:
Merchant:

VASMode: Single v

The device screen will prompt to select the tip amount.
To enter an amount not shown, press to enter the custom amount.

After select the amount, press the button on the screen. After submitting, continue with the
payment method. The Tip amount may be edited before presenting the

transaction by presenting the
payment method by pressing

Customize Tip/Tax

Edit Ti§| on the screen.

Press the [Tip/Tax Options| buttons to customize the tip/tax.

) DEMO Transaction

Amount: |1 Type:
RESULT
Cashback: | 0 Pracessor:

Tax Rate: 10

% i Tip/Tax Options

Options

Reader Mode
Vi VBB [V C0®
# Apple vas
Barcode

00 - Purchase

W

Show Tip
Show Tax
Show Amount

(= [ =]

[ & wrc
D .FE Manual Card Data Entry

QuickChip EMV Only

#2 BARCODE READER | @) REQUEST PIN | {7 MFC | zz= TRANSACTION | € DEVICE INFO | 5 SETTINGS | 3 TOOLS

User Interface
@- ‘Owverride Final Message: o
D Bypass Signature for MSR (Chip Card) 0
I:l ‘Get Signature From Device
D Suppress "THAMNEK YOU" Message 0

Manual Card Entry:
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B Tip/Tax Options — (| X
Tip Mode: Show TIP using % W
Tip Button 1: % or$ b 10.00
TipButton2: % or$ ™ 15.00
Tip Button 3: % orf§ W 20.00

Tip Button 4: Disabled -
Tip Button 5  Dizabled a

Tip Button 6  Disabled “
Tax Rate: 7.775 %

OK Cancel

e Tip Mode
o Show TIP using % - Display as a percent at the start of the transaction.
o Show TIP using $ - Display as a dollar value at the start of the transaction.

o Show +TIP button using % - Only display as a percent when the +TIP button is pressed
on the screen. Present card is displayed first.

o Show +TIP button using $ - Only display as a dollar value when the +TIP button is
pressed on the screen. Present card is displayed first.

e TipButtons1to 6

% or $ - Display percent or dollar.

o Custom - Allow custom tip to be entered.
o NO TIP - Removes any tip applied.

o Disabled - Disables the button.

o

e Tax Rate — Tax rate calculated on the amount without tip.
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11.2 Show Tip and Tax from Device-Initiated Transaction.
In Device-Initiated mode, the transaction is started from the device screen. The operator enters amounts.
The app is notified of the start of the transaction and receives the transaction data.

To use this mode, please make sure the device is connected via WLAN. Please refer to section 2.3 How
to Connect Using the WLAN Connection to set up the device in WLAN mode.

1) Open the tab and select Transaction|.

SYSTEM
USER INTERFACE

EMV | SRED

> TRANSACTION

WIRELESS | BLE

UPDATE

@ Device Driven Fallback{MSR Only):
9 Signature Capture Control:
0 Signature im Batch Data(Touch Only):

0 Signature Timing Window({Touch Cnly):

Touch Only

Start Transaction on Touchscreen:

W

Eecs

Disabled

Tip Mode & Tax Rate: [ 151 Tip/Tax Configuration |

[Get | [ set
= e
[Get | [set
[ Get | [ set |

%2 BARCODE READER | @) REQUEST PIN | {7 NFC | zz= TRANSACTION | € DEVICE INFO [ 5t SETTINGS | 3 TOOLS

Auto Start Transaction
Timeout: s [ Get | [ set |

Reader Options:

Ome 08 O
,_| BCR Enabled and Encrypt Mon-EMV
["] PIN Block Farmat 0

[(Get | [ set |

2) Under [Start Transaction on Touchscreen|, select Enabled|, and then press the button.

SYSTEM
USER INTERFACE
EMV | SRED

> TRANSACTION
WIRELESS | BLE

UPDATE

@ Device Driven Fallback(MSR Only):
& Signature Capture Control:
0 Signature in Batch Data(Touch Only):

0 Signature Timing Window{Touch Cnly):

Touch Only

ot

ot

Eecs

Start Transaction on Touchscreen:

Enabled

e

Tip Mode & Tax Rate: | 151 Tip/Tax Configuration |

Display Tax or Surcharge Control:

Disabled Tip Button Display Mode:

e

W

[ et | [ set |
[ Get | [ set |
[ Get | [ set

Get | [ set
[ Get | [ set |
.. ~ - M
[ Get | [ set |
.. ~ - M

#2 BARCODE READER | @) REQUEST PIN | {7 NFC | zz= TRANSACTION | @) DEVICE INFO | it SETTINGS | % TOOLS

Auto Start Transaction
Timeout: 5 / Get ‘| { Set ‘|
Reader Options:

Oem 0@ O

,_| BCR Enabled and Encrypt Non-EMY

[ PIN Block Format 0

[ et | [ set |

3) Press the Tip/Tax Configuration| button.
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%2 BARCODE READER | @) REQUEST PIN | {7 NFC | s TRANSACTION | € DEVICE INFO | i SETTINGS | % TOOLS

Auto Start Transaction

SYSTEM @ Device Driven Fallback{MSR Only): v [ Get | [ set —
- - - Timeout: s | Get | | Set |
USER INTERFACE © Signature Capture Control: w I: Get I: Set - o -
" " Reader Options:
EMV | SRED Signature in Batch Data(Touch Only): bl
! @ (oush on) et O Dm O
) TRANSACTION & Signature Timing Window(Touch Only): secs : Get : Set [ BCR Enabled and Encrypt Non-EMV

[ PIM Block Farmat 0
WIRELESS | BLE
Touch Only [ Get | [ set |
UPDATE = Sl J

Start Transaction on Touchscreen:  Enabled et | Get ) | Set
. A .

Tip Mode & Tax Rat{@ Tip,/Tax Conﬁgu[alinﬂ

Display Tax or Surcharge Control: 1% | Get ) | Set
. J K

Disabled Tip Button Display Mode: W | Get | | Set
. J

4) Select the desired Tip Mode|, enter values for % or $, enter Tax Rate], and then press the (OK| button.

B Tip/Tax Options — O =

TipButton 1: %or$ “ g 01000
TipButton 2: %or$ Y s 0.1500
Tip Button 3: %or$ v g 02000
Tip Button 4:  Custom -

Tip Button 5: NO TIP o

Tip Button 6:  Disabled v

Tax Rate: 10,00 %

Save Cancel

e Tip Mode
o Show TIP using % - Display as a percent at the start of the transaction.
o Show TIP using $ - Display as a dollar value at the start of the transaction.

o Show +TIP button using % - Only display as a percent when the +TIP button is pressed
on the screen. Present card is displayed first.

o Show +TIP button using $ - Only display as a dollar value when the +TIP button is
pressed on the screen. Present card is displayed first.

e TipButtons1to 6
o % or$ - Display percent or dollar.
o Custom - Allow custom tip to be entered.
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o NO TIP - Removes any tip applied.
o Disabled - Disables the button.

e Tax Rate — Tax rate calculated on the amount without tip.

5) On the device screen, press [Start Sale], and then follow the on-screen instructions to complete the
transaction.
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12 Flexible Ul Page

The following section is for displaying Flexible User Interface (Ul) pages.

Ul pages allow for interaction by selection of customized buttons, and display of images. Ul pages are
composed of Titles, Text lines, Buttons, Amount buttons, Images, and Functional buttons. Functional
buttons are situated at the bottom of the screen. A host app sends the contents of: Text lines, Amount
buttons, and Images, in real time to the device for display. However, for Titles, Buttons, and Functional
buttons, the messages are pre-existing inside the device. Hence, a host app only sends the string ID
number assigned to a specific text message. The ID and text messages are defined by a Ul configuration
file.

A Ul configuration file may be configured by a customer, but ultimately is signed at MagTek. The device

will only accept a signed Ul configuration file.

12.1 Ul Configuration File
To send a Ul Configuration file to the device, follow these steps.

1) Select the [Settings| tab and EMV | SRED| menu. File ID/Tye

M Device: [USB DynaFlex] B546327 Secure Connection @Reset - MAG'TEK

Address: #y kpid_2020#6& 48:18 { ~[Inlo |

Cert path: - | Password: < TS

E?E BARCODE READER @ REQUEST PIN | 7 NFC | == TRANSACTION | @ DEVICE INFO [l & SETTINGS IR TOOLS

MV, ti
SYSTEM EMV/Uls Settings

© Terminal ID: | Get | Set ARPC Recieve Timeout: | Get | Set
USER INTERFACE File ID/Type: v | Get File...  |Send File...| ARPC Retry Attemps: | Get | | Set

e i —

2) AtfFile ID/Typel, select (06000000-UI Configuration File|and press the button to browse
for the Ul Configuration file (.BIN) file.

PRl

M Device: [USB DynaFlex] B546327 Secure Connection T e @Reset mGTEK
Address: hid#y 18 pid_2020#68e1012e4818 #{4d1 f16 | § Info
Cert path: Password: o [ ]ns
2‘;& BARCODE READER 9 REQUEST PIN 2 NFC | == TRANSACTION 0 DEVICE INFO | 1 SETTINGS | ¥ TOOLS
EMV/Uls Settings
SYSTEM / .
@ Terminal ID: | Get | Set ARPC Recieve Timeout: | Get | set
USER INTERFACE File ID/Type: | Get File... ARPC Retry Attemps: | Get | | Set
} EMV | SRED EMV Property:  00000000-TERMINAL
00000100-PROCESSING
TRANSACTION SRED Settings  p0000200-ENTRY POINT
AAMyA 00000300-CA KEYS | Get | | Set
WIRELESS | BLE 00000400-VISA DRL Set ) (5o
Tra A |
00000500-AMEX DRL Set
UPDATE
150/AB! 00000600-MasterCard Update Conditions Get | Set |
PAN 00000700-VISA Update Conditions
Unmi 00000800-AMEX Update Conditions | Get | | set
PAN Mumber of -- . Get Set |
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3) After afile is chosen, see the progress in the log. On completion, the status will show
SUCCESS| similarly as below.

Output:

B7S50BBOT7502FTCELOOEBS0410010304CC40ASSEBBERLZFCT0432FB4639R4F241334p5SF21EBAD1 3B4FEBD26TBB1EFE8748586DECBS1C27143 A
A2BT3A4151DBFZ9DACEFTRDDEZSBETF4DBS9704638EL1DTF1EFEOCFFFFFFFFFFFFFFIRFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEEE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFERFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFEFE
FFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFERFEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFEFE
FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFO00001200001095468616E6B205%6F75@00208536565205%96F752100030648656C6CE6F21000
40DS0ECESE1T73652053656CE5€63T4000517506CE5€61T73652053656CE563T420416ER04LEDEFTSEETA40006LAS0ECESELTIES2053E56CESE
3742041205465 T7020416DEFTSEETA000T71IBS4E6F 7563682053637 265656E20546F 20 36FEET4696ETS6500080643616E63656C00090F536
572766963652052657175657374000A0553686F77204D6FT265000B074FTO74606FFETI000C12576861742069732074686520697373756
S3F000D0445786974000E0C4EGF20686FT4207761746572000F0C446F65T3CE2ZTT4R0T73T70696E00100D5761746572206C65616B6167650
0110752657175657374)
07/02/2024 11:54:44:831
07/02/2024 11:54:45:052

File ID: 06000000
Send FileID: 06000000; Status: SUCCESS

W

Log Type: Simple ~ [ & Cear Output |
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12.2 Text Page
1) To display a multi Text line UI page on the device’s screen, select the TRANSACTION| tab, and press

the button.

M Device: [USB DynaFlex] B546327 v Secure Connection i
Address: \\\hid#vid_08018&:pid_2020#6&e1012e4&08:0000#{4d 1e5502-F16 @ scan
Cert path: |I| Password: & []TLs
E'E BARCODE READER @ REQUEST PIN G NFCll =5 TRANSACTION @ DEVICE INFO | £ SETTINGS | ¥ TOOLS
) DEMO Transaction Options
meartl| 1 Type: 00-Purchase Reader Mode User Interface
RESULT — C) Override Final M :
Cashbackc [0 0 . o -, - | \_j};\ [7] rri e- inal Message: . v
& Applevas [ ] Bypass Signature for MSR (Chip Card) @
Tax Rate: | 10 % ﬂ Google Wallet PASS |:| Get Signature From Device
[] Show Tip || 1:) [] Suppress "THANK YOU" Message @
-
Show Tz i Vo[ B =
[] show Tax m _-.T A Manual Card Entry:
[ | Show Amount L S J T B gt s Pyt Eak €) Ul Sequence: w
2) At Page Option|list, select [Text Lines|.
Page Option: Lines ~ | Timeout: 0 (secs)
Title:
Button 1: | Amount Buttons
Custom Image
Button 2: LTine 2¢
Button 3: Line 3:
Button 4: Line 4:
Button 5: Line 5:
Button 6:
F-Button Left: Color:
F-Button Middle: v | Color:
F-Button Right: Color:
Image File:
OK Cancel

3) Enter from 1 to 5 lines of text to be displayed in each text box, and then press the button. Only 0
seconds (no timeout) is currently supported.
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Page Option: Textlines .. Timeout 0  (secs
Title:
Button 1: Line 1: ’
Button 2: Line 2:
Button 3: Line 3:
Button 4: Line 4:
Button 5: Line 5:
Button 6: k _)
F-Button Left: Color:
F-Button Middle: v | Color:
F-Button Right: Color:
Image File:
=)o

4) The Ul page will be shown on the device’s screen similarly as below.

Text Line 1

Text Line 2
Text Line 3
Text Line 4
Text Line 5

5) Each time a Ul button is pressed on the screen, the device sends a notification similarly as shown
below. Functional Middle button reports as 2 similarly as shown below. Text lines are not reported.

Output:

06/27/2024 16:13:02:377 :: [Notification]
nn00810483001803620401020200
06/27/2024 16:13:02:377 :: ** Communication: <- AR-00-81-04-83-00-18-03-82-04-01-02-02-00

Log Type:  All Messaages “Ml|; = Clear Output
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12.3 Buttons Page

1) To display a Buttons UI page on the device’s screen, select the TRANSACTION| tab, and press the

Ul Features| button.

M Device: [USB DynaFlex] B546327 v

Cert path:

Transaction

Secure Connection M

-
Address: \\\hid#vid_08018&:pid_2020#6&e1012e4&08:0000#{4d 1e5502-F16 @ scan
|I| Password: & []TLs

£22 BARCODE READER | @) REQUEST PIN | {j NFCl| =5 TRANSACTION @ DEVICE INFO | 3 SETTINGS | R TOOLS

Options

) DEMO
Amount: | 1 Type: 00-Purchase Reader Mode User Interface
RESULT Cashbacic |0 ° - o Vem 0B @E\ @ Override Final Message: v
rocesso & Applevas [[] Bypass Signature for MSR (Chip Card) @
Tax Rate: | 10 % W Google Wallet PASS [] Get Signature From Device
[] Show Tip || Barcode [] Suppress "THANK YOU" Message @
[] show Tax ( Y'[ V[ ___' i A Nec Manual Card Entry:
[] Show Amount L i I ¢ il T D atint e Pt Cat @ Ul Sequence: )
2) At |Page Option|list, select Text String Buttons|.
Page Option: | Text String Buttons ~ | Timeout: 0 (secs)
Title:
Button 1:
Custom Image

Button 2: | poESHTSPIN ad

Button 3: | Water leakage v

Button 4: v

Button 5: v

Button 6: v

F-Button Left: Cancel v | Color: | Red ~

F-Button Middle: ¥ | Color: ~

F-Button Right: ¥ | Color: e

Image File:
OK Cancel
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3) Select a message for Title| and [Buttons|. For Functional buttons [F-Button), select a message and a
color of the button. After selections, press the |OK| button. Selections here are actually string IDs but
are represented as text.

Page Option: Timeout: 0 (secs)
Title: What is the issue? v
Button 1: § No hot water v
Button 2: | Doesn't spin v |
Button 3: § Water leakage v -
Button 4: v
Button 5: v
Button 6: v
|
- : I v . I |
F-Button Left: Cancel Color: | Red v |
F-Button Middle: v | Color: v |
F-Button Right: v | Color: v I
|
Image File: i
' OK l Cancel |

4) The Ul page will be shown on the device’s screen similarly as below.

Title

I e
I N

5) Each time a Ul button is pressed on the screen, the device sends a notification similarly as shown
below.

Output:
06/27/2024 16:17:47:426 :: ** Communication: <- AR-00-81-04-83-00-18-03-82-04-01-03-01-00
06/27/2024 16:17:47:426 :: [NMotification]

2r00810483001803820401030100

Log Type:  All Messages v ?
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12.4 Amount Page
1) To display an Amount UI page on the device’s screen, select the TRANSACTION]| tab, and press the

Ul Features| button.

M Device: [USB DynaFlex] B546327 v Secure Connection | *# MAG'TEKL
Address: \\?\hid#vid_0801&pid_2020468:e1012e4&08.00004{4d 1e55b2-F16 @ scan el el B
Cert path: |I| Password: & []TLs

2 BARCODE READER REQUEST PIN | {7j NFCll =5 TRANSACTION @ DEVICE INFO | £ SETTINGS | ¥ TOOLS
it
) DEMO Transaction Options

meartl| 1 Type: 00-Purchase Reader Mode User Interface

RESULT Cashbacic |0 ° o Vem 0B @E\ €@ Override Final Message: v
ck: rocessor:
" Apple VAS [] Bypass Signature for MSR (Chip Card) (7]
Tt 10| % - -
(63 Tip/Tax Opt W Gaogle Wallet PASS [] Get Signature From Device

[] Show Tip || Barcode [] Suppress "THANK YOU" Message @

[] show Tax [ Y'[ J [ ___' i A Nec Manual Card Entry:

[] Show Amount . L il T B gt s Pyt Eak €) Ul Sequence: v

2) At list, select Amount Buttons].

Page Option: | Amount Buttons ~ | Timeout: 0 (secs)
Text Lines
Title:
Button 1
Custom Image
Button 2: Amt2Z:
Button 3: Amt 3:
Button 4: Amt 4:
Button 5: Amt 5:
Button 6: Amt 6:
F-Button Left: Cancel v | Color: | Red v
F-Button Middle: v | Color: ~
F-Button Right: ¥ | Color: e
Image File:
OK Cancel
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3) Select a message for [Title| and enter the dollar value in each text box for [Amt]. For Functional
buttons [F-Button], select a message and a color of the button. After selections, press the button.
Here, the Title and Functional buttons are actually string IDs but are represented as text.

Page Option: | Amount Buttons ~ | Timeout: 0 (secs)
Title: E‘Vhat is the issue? ZI
Button 1: Amt 1: §1.00 N
Button 2: Amt 2: § 2.00 |
Button 3: Amt 3: |
Button 4: Amt 4:
Button 5: Amt 5:
Button 6: Amt 6: \ ) |

F-Button Left: E ancel v | Color: | Red VI :

F-Button Middle: ¥ | Color: e |
F-Button Right: ¥ | Color: e |

|

Image File: i

4) The Ul page will be shown on the device’s screen similarly as below.

Title

I e

5) Each time a Ul button is pressed on the screen, the device sends a notification similarly as shown
below. Amount buttons report a value.

Output:

06/27/2024 16:22:50:8%3 :: [Motification]
~n008104830018038204010400006840D180384055F0206000000000100

06/27/2024 16:22:50:8594 :: ** Communication: <-
An-00-81-04-83-00-18-03-82-04-01-04-00-00-84-0D-18-03-84-05%-5F-02-06-00-00-00-00-01-00
06/27/2024 16:22:51:382 :: ** Communication: <-—
an-00-81-04-83-00-18-03-82-04-01-04-00-00-84-0D-18-03-84-09-9F-02-06-00-00-00-00-02-00
06/27/2024 16:22:51:383 :: [Motification]

2n00810483001803820401040000840D180384055F0206000000000200

Log Type:  All Messages ™ J| = CIearOutputj
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12.5 Image Page

1) To display an Image UI page on the device’s screen, select the TRANSACTION| tab, and press the

button.

M Device: [USB DynaFlex] B546327 v Secure Connection | ¥
Address: \\\hid#vid_08018&:pid_2020#6&e1012e4&08:0000#{4d 1e5502-F16 @ scan
Cert path: |I| Password: & []TLs
ﬁ BARCODE READER @ REQUEST PIN ﬁ NFCll =5 TRANSACTION J@ DEVICE INFO | &3 SETTINGS | 3 TOOLS
) DEMO Transaction Options
meartl| 1 Type: 00-Purchase Reader Mode User Interface
RESULT Cashbacic |0 ° o Vem 0B @E\ €@ Override Final Message: v
- rocessor:
" Apple VAS [] Bypass Signature for MSR (Chip Card) (7]
Tax Rate: | 10 % ﬂ Google Wallet PASS |:| Get Signature From Device
[] Show Tip || 8 pocode [] Suppress "THANK YOU" Message @
[] Show Tax T J [ = N Manual Card Entry:
[] Show Amount . L il T B gt s Pyt Eak €) Ul Sequence: v
2) At |Page Optionl| list, select |Custom Image).
Page Option: | Custom Image ~ | Timeout: 0 (secs)
" Text Lines
Title: Text String Buttons
Button 1: LA B
Button 2:
Button 3:
Button 4:
Button 5:
Button 6:

C.Buttnn | aft:

3) Selecta and the option.

Title: What is the issue?

Button 1:

Button 2:

Button 3:

Button 4:

Button 5:

Button 6:

F-Button Left:

F-Button Middle:

Color:

Color:

F-Button Right: I

¥ | Color:
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4) Press |...] to browse for the BMP image file.

F-Button Middle: Color:
F-Button Right: ¥ | Color:
Image File: Ii‘ l
OK Cancel
5) After an image file is chosen, press the [OK] button.
F-Button Middle: Color:
F-Button Right: v | Color:

Image File: MasterCard.bmp

l 0K l Cancel

6) The UI page will be shown on the device’s screen similarly as below

Tittle

Area for loading custom image
X pos >=0; Y pos >=50px
Hmax = 140px; W max = 320px

7) Each time a Ul button is pressed on the screen, the device sends a notification similarly as shown
below. The Functional Right button reports as 3.

Output:

06/27/2024 16:27:07:6%6 :: ** Communication:
06/27/2024 16:27:07:696 :: [Notification]
AR00810483001803820401020300

<- AA-00-81-04-83-00-18-03-82-04-01-02-03-00

Log Type:  All Messages v |
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Appendix A Reserved

DynaFlex, DynaProx| Utility | User Manual (Windows)

Page 80 of 80 (D998200402-704)



	Table of Contents
	1 Introduction
	1.1 About This Document
	1.2 System Requirements
	1.3 How to Download, Install, and Launch the Software
	1.4 Device Requirements

	2 How to Connect to Devices Using DynaFlex Utility
	2.1 How to Connect Using the USB Connection
	2.2 How to Connect Using the RS-232 Connection
	2.3 How to Connect Using the WLAN Connection
	2.4 How to Connect Using the Bluetooth LE Connection

	3 How to Use Device Information
	4 How to Update Firmware
	5 How to Use the Transaction Demo
	5.1 EMV Transaction
	5.2  Apple VAS Transaction
	5.3 Google Wallet VAS Transaction
	5.4 Barcode Transaction

	6 How to use the Barcode Reader
	6.1 Barcode Returned Unencrypted
	6.2 Barcode Returned Encrypted
	6.3 Show QR Image

	7 How to Parse Custom TLV Blobs
	8 How to use Configurations
	8.1 Get Configuration settings
	8.2 Configure System settings
	8.3 Configure Buzzer Volume
	8.4 Send Selective Configuration
	8.5 Send Bulk Configuration
	8.6 Send Bitmap Images (LCD Device Only)
	8.7 Configure AAMVA Reading
	8.8 Configure Magnetic Stripe Track Data
	8.9 Configure the User Event Notification
	8.10 Change Device-Driven Fallback Behavior
	8.11 Change Device Display Orientation (LCD Device Only)
	8.12 Change Signature Timing Window (LCD Device Only)
	8.13 Change Signature in Batch (LCD Device Only)
	8.14 Change Signature Capture Control (LCD Device Only)
	8.15 Display Message on Device (LCD Device Only)
	8.16  OID Conversion

	9 How to use Request PIN
	9.1 Card Supplied PIN
	9.2 Host Supplied PIN

	10 How to use the NFC Demo
	10.1 NFC Type 2 / Mifare Classic Tag - Read
	10.2 NFC Type 2 Tag - Write
	10.3 Mifare Classic Tag - Write

	11 How to use Tip and Tax Demo
	11.1 Show Tip and Tax from Host-Initiated transaction.
	11.2 Show Tip and Tax from Device-Initiated Transaction.

	12 Flexible UI Page
	12.1 UI Configuration File
	12.2 Text Page
	12.3 Buttons Page
	12.4 Amount Page
	12.5 Image Page
	Appendix A Reserved



