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SOFTWARE LICENSE AGREEMENT
IMPORTANT: YOU SHOULD CAREFULLY READ ALL THE TERMS, CONDITIONS AND
RESTRICTIONS OF THIS LICENSE AGREEMENT BEFORE INSTALLING THE SOFTWARE
PACKAGE. YOUR INSTALLATION OF THE SOFTWARE PACKAGE PRESUMES YOUR
ACCEPTANCE OF THE TERMS, CONDITIONS, AND RESTRICTIGNCONTAINED IN THIS
AGREEMENT. IF YOU DO NOT AGREE WITH THESE TERMS, CONDITIONS, AND
RESTRICTIONS, PROMPTLY RETURN THE SOFTWARE PACKAGE AND ASSOCIATED
DOCUMENTATION TO THE ADDRESS ON THE FRONT PAGE OF THIS DOCUMENT,
ATTENTION: CUSTOMER SUPPORT.

TERMS, CONDITIONS , AND RESTRICTIONS
MagTek, Incorporated (the "Licensor") owns and has the right to distribute the described software and
documentation, collectively referred to as the "Software."

LICENSE: Licensor grants you (the "Licensee") the right to use the Software in conjunction with
MagTek productsLICENSEE MAY NOT COPY, MODIFY, OR TRANSFER THE SOFTWARE IN
WHOLE OR IN PART EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENIicensee

may not decompile, disassemble, or in any other manner attempt to reverse engineer the Software.
Licensee shall not tamper with, bypass, or alter any security features of the software or attempt to do so.

TRANSFER: Licensee may not transfer the Software or license to the Software to another party without
the prior written authorization of the Licensdf.Licensee transfers the Software without authorization,
all rights granted under this Agreement are automatically terminated.

COPYRIGHT: The Software is copyrighted.icensee may not copy the Software except for archival
purposes or to load for execution purposab.other copies of the Software are in violation of this
Agreement.

TERM: This Agreement is in effect as long as Licensee continues the use of the Softhatdcensor
also reserves the right to terminate this Agreement if Licensee fails to comply with any of the terms,
conditions, or restrictions contained here8hould Licensor terminate this Agreement due to Licensee's
failure to comply, Licensee agrees to return the Software to LiceRsmeipt of returned Software by

the Licensor shall mark the termination.

LIMITED WARRANTY: Licensor warrants to the Licensee that the disk(s) or other media on which
the Software is recorded are free from defects in material or workmanship under normal use.

THE SOFTWARE IS PROVIDED AS IS. LICENSOR MAKES NO OTHER WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Because of the diversity of conditions and PC hardware under which the Software may be used, Licensor
does not warrant that the Software will meet Licensee specifications or that the operation of the Software
will be uninterrupted or free of errors.

IN NO EVENT WILL LICENSOR BE LIABLE FOR ANY DAMAGES, INCLUDING ANY LOST
PROFITS, LOST SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE, OR INABILITY TO USE, THE SOFTWARH.icensee's sole remedy in
the event of a defect in material or workmanship is expressly limited to replacement of the Software
disk(s) if applicable.
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GOVERNING LAW: If any provision of this Agreement is found to be unlawful, void, or
unenforceable, that provision shall be removed from consideration under this Agreement and will not
affect the enforceability of any of the remaining provisiohkis Agreement shall be governed by the

laws of the State of California and shall inure to the benefit of MagTek, Incorporated, its successors or
assigns.

ACKNOWLEDGMENT: LICENSEE ACKNOWLEDGES THAT HE HAS READ THIS
AGREEMENT, UNDERSTANDS ALL OF ITS TERMS, CONDITIONS, AND RESTRICTIONS, AND
AGREES TO BE BOUND BY THEM. LICENSEE ALSO AGREES THAT THIS AGREEMENT
SUPERSEDES ANY AND ALL VERBAL AND WRITTEN COMMUNICATIONS BETWEEN
LICENSOR AND LICENSEE OR THEIR ASSIGNS RELATING TO THE SUBJECT MATTER OF
THIS AGREEMENT.

QUESTIONS REGARDING THIS AGREEMENT SHOULD BE ADDRESSED IN WRITING TO
MAGTEK, INCORPORATED, ATTENTION: CUSTOMER SUPPORT, AT THE ADDRESS LISTED
IN THIS DOCUMENT, OR EMAILED TO SUPPORT@MAGTEK.COM

DEMO SOFTWARE / SAMPLE CODE: Unless otherwise stated, all demo software and sample code
are to be used by Licensee for demonstration purposes only and MAY NOT BE incorporated into any
production or live environment. The PIN Pad sample implementation is for software PIN Pad test
purmposes only and is not PCI compliant. To meet PCI compliance in production or live environments, a
third-party PCI compliant component (hardware or softamsed) must be used.
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1 - Introduction

1  Introduction

This document providetkeinstructiongto use theMagTek Universal SDKOmni Demowith a

DynaFlexll PED, DynaFlex Il Gg and DynaProdeviceconrected to amOS host It is part of a larger
library of documents designed to assist implementers. For details, see the product Support pages on
https://www.magtek.com
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2 - TLS Certificate Installation for iOS Devices

2 TLS Certificate Installation foiOS Devices

When connecting to the DynaFlex Il PED device by WebSocket, a client certificate and its certificate
chain must be installed on the iOS devitfethe current certificate chain is already installed, skip these
instructions.

TheRoot Certificate, Sub CA Certificate, and Client private key Certificate as referenced in document
D998200550 DynaFlex TLS Certificate Installation ManuallThe client private key certificate

(client.p12) must be accessible to the custom software that makes a secure WebSocket connection to the
DynaFlex Il PED.

After creating the certificates and transferring them in the iOS device, load the certificate chain into the
iOS device byfollowing these steps. The certificate names shown here are for reference only.

1) Delete thepreviously installed certificates prior to beginning this procedifrthe certificate chain is
current, skip this installation sectiolWiew thecertificates by going to Settings GeneralA VPN
& Device Management.

{ General VPN & Device Management

Settings

B ven Not Connects
MagTek Test
Apple 1D, iCloud, Media
& Purchases

Sign In to Work or School Account...

Software Update Avail... o

Finish Setting Up Your... o

2) Copy the certificate chain to the iOS devidmuch the Root certificate DE1_RootCA.pem to
download to iOS device.

Certificates
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2 - TLS Certificate Installation for iOS Devices

3) Go to Settings > General >VP& Device Management Select Root DFA

£ General VPN & Device Management

Settings

N VPN Mot Connected
MagTek Test
Apple 1D, iCloud, Media
& Purchases
Sign In to Work or School Account...
More for Your iPad e

DOWMNLOADED PROFILE

() Root DF2-1

Airplane Mode

4) Select Install.
.r

Cancel Install Profile Install

' @ Root DF2-1

Signed by Root DF2-1
Verified v

Contains  Certificate

More Details

5) Enter Passcode.

Enter Passcode Cancel

Enter your passcode

O O O O

T
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2 - TLS Certificate Installation for iOS Devices

6) Press Install twice.

w
Cancel Warning | Install II

UNMANAGED ROOT CERTIFICATE

Installing the certificate “Root DF2-1" will add it to the list of trusted
certificates on your iPad. This certificate will not be trusted for
websites until you enable it in Certificate Trust Settings.

UNVERIFIED PROFILE

e A A o LY R |

The authenticity ~*
Install Profile

Cancel Install

7) Repeat the same steps abovetier SUbCA certificate Amce_SubCA.pem and for the Client
certificate Client.p12. For Client, iOS will ask for an additional certificate password, enter the
password used during the creation of the Client certificate when prompted, and then press Next.

1 Cancel Enter Password Next

'

ENTER THE PASSWORD FOR THE CERTIFICATE "IDENTITY CERTIFICATE"

ey
»

b { Required by the "ldentity Certificate” profile

8) Enable Certificates by going to SettingsAbout A Certificate Trust Settings
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2 - TLS Certificate Installation for iOS Devices

¢ About  Certificate Trust Settings

L
Settings
Trust Store Version 2022070700

v MagTek Test
Apple 1D, iCloud, Media . -
EH 3 Purchases Trust Asset Version 20

EMAELE FULL TRUST FOR ROOT CERTIFICATES
Software Update Avalil... o
Acme Dflx2 Root Al

Finish Setting Up Your... o [

Root DF2-1

Learn mare about trusted certificates

Airplane Mode \
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3 -How to Connect

3 How to Connect

3.1 Connect via WebSocket

Before you connect to Webgket,make surehereadeiis a DynaFlexll PED. It must havell the
required TLS or mutudl LS trust configuration settings and the Server Cert also instdfedise refer to
section2 TLS Certificate Installation for iOS Devicesfor moredetailedinstruction. To connect via
WebSocket, follow these steps.

1) Preson|Select Devicel

Transactions Simulator

.
Select Device
C——
Amount: $1.00

Event Driven Transaction O MSR

O Quick Chip O Contact
Tip/Tax O Contactless

Host Driven Fallback () NFC
Get Signature from Device O Barcode

0 Display Amount () VAS

2) SelectWebSocket],

€ Transactions Simulator

Connection Type:

WebSocket Lightning/USB-C Bluetooth LE

Select One Device:

3) Press théddd IP] button.

[3 SendExcelFile

MagTek Universal SDK For MMS Device©Omni Demo Manual ( iOS )
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3 -How to Connect

4) Enter the WebSocket address of the dewdcdthen presshe OK| button.
For TLS and mTLS connection usss://Hosthame
For nonsecure connection uses://IP - Address or Hostname

For example,
ws://192.168.1.150
wss://b512345.magtek.com

wss:f{df-b541b58.mt.test
Add New IP

wss:f/b53a788.mt.test

Cancel OK

5) Selectonedeviceto connect.

{ Transactions Simulator

Connection Type:

WebSocket Lightning/USB-C Bluetooth LE

Select One Device:

Es:]/b53a788.mt.t%

[Connect Device]
Connection State Changed - connecting
Connection State Changed - connected

MagTek Universal SDK For MMS DeviceOmni Demo Manual ( iOS )
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3 -How to Connect

3.2 Connect via Lightning/USBC

Before connedng by Lightning/USBC, make sur¢hereaderis a DynaFlex Il Goor DynaProx It must
be attached to the iOS host dmlconfguredfor Auto Detectmodeor iAP2 mode

The app supports multiple devices for mutually exclusive selection when using-&€ b@Bbetween the
iOS host and reader§.he USBC hub may need to be externally powered.

1) Connect the DynaFlex Il Gar DynaProxo the iOS using USE cable. Connection may be direct
or to a USBC hub.

2) Preson|Select Device|.

Transactions Simulator

—.
Select Device
T —"
Amount: $1.00
Event Driven Transaction (> MSR

() Quick Chip O Contact
Tip/Tax O Contactless

Host Driven Fallback O NFC
Get Signature from Device O Barcode

() Display Amount (> VAS

3) SelectLightning/USB -C|. Select the external accessory protocol string
com.magtek.dynaflex2go | for DynaFlex Il Go

com.magtek.dynaprox |for DynaProx

< Transactions Simulator

Connection Type:

...
WebSocket Lightning/USB-C Bluetooth LE

Select One Device:
EA protocol strings

Please select an EA protocol string

com.magtek.dynaflex2go

com.magtek.dynaprox

MagTek Universal SDK For MMS Device©Omni Demo Manual ( iOS )
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3 -How to Connect

4) After selecting the protocol string, selectedevicefrom thelist.

< Transactions Simulator

Connection Type:

WebSocket Lightning/USB-C Bluetooth LE

Select One Device:

E)ynaFIex Il Go - BS‘MD?@

DynaFlex Il Go - BEOO10A0

DynaFlex Il Go - B5487050

< Transactions Simulator

Connection Type:

WebSocket Lightning/USB-C Bluetooth LE

Select One Device:

l DynaProx - BE001927 I

DynaProx - BEOO18A0

DynaProx - BEO01810

5) If the iOS host prompts of power usaimilary as belowthe USBC hub will need to be externally
powered

Cannot Use Accessory
This accessory uses too much power

OK

No Accessory Connected

6) After selecting a readethe log will show connein statusas below.

[Connect Device]
Connection State Changed - connecting

Connection State Changed - connected
Connect Device Runtime: 0.00 seconds
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3 -How to Connect

3.3 Connect via BluetoothLE
The following instructions are f@luetoothpairing a DynaFlex || Go and then connecting with the app.

1) Power on the DynaFlex Il Go by pressing and holding the power button until 1 beep
2) Place the device into Pairing Mode negéng and holdng the power button unté4 beeg. The 4h
LED will blink green.

3) Presson|Select Devicel|.

Transactions Simulator

..
Select Device
—__J
Amount: $1.00

Event Driven Transaction O MSR

0 Quick Chip () Contact
Tip/Tax O Contactless

Host Driven Fallback () NFC
Get Signature from Device o Barcode

C Display Amount O VAS

4) SelectBluetooth LE|andselect one device from the list. The ending of the name matches the serial
number on the deviéekbel.
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3 -How to Connect

£ Transactions Simulator

Connection Type:

WebSocket Lightning/USB-C Bluetooth LE
———_____
Select One Device:

DF Il Go-B545AB5
DF Il Go-BE00121

DF Il Go-BEOOOE4

5) When prompted, enter the pariogde,and pres. Default is "000000" but may be different.

——
D Get Signature from Device
Bluetooth Pairing Request

Start Trans “DF Il Go-BEOOOE4" would like to pair Manual Trans
with your iPad. Enter the code shown
on “DF Il Go-BEOOOE4". Do not do
Stop Trans anything on “DF Il Go-BEOOOE4" until
pairing is complete.

[Connect Device]
Connection State Changed - connectin j

Cancel

6) The log will show connect as below.

1

[Connect Device

Connection State Changed - connecting
Connection State Changed - connected
Connect Device Runtime: 15.71 seconds
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3 -How to Connect

3.4 Connect by MQTT

Before connecting by MQTT (Message Queuing Telemetry Transport), the device must be a DynaFlex Il
PED, which is already configured for MQTT.

1) Press ofSelect Device, selectMQTT], selec{Settings |.

Transactions Simulator

Select Device

Amount: $1.00

Event Driven Transaction O MSR

O Quick Chip () Contact

< Transactions Simulator

Connection Type:

WebSocket USB-C Bluetooth LE

Select One Device:

MagTek Universal SDK For MMS Device©Omni Demo Manual ( iOS )
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3 -How to Connect

2) Enter the MQTT settings for thgroker |, [Subscribe Topic|, and|Publi sh Topic]according to the
deviM@Dwmnfiguration.| n t hi s example, Subscribe referenc
references the ADeviceo, opposite of what may be

EnterlUsername | andPassword | if required by the Broker.

PressSave| when completed Example shown below.

< Back MQTT Settings Save

Broker:
URL:

broker.emgx.io:1883
Username:
username
Password:

password

Subscribe Topic:
MagTek/Server/DynaFlexIIPED
Publish Topic:
MagTek/Device/DynaFlexlIPED

3) PresghelRescan|button to update the list of available devices.

Rescan

a SendExcelFile

4) Then select an MQTT devite connect.
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3 -How to Connect

< Device {@}

Connection Type:

WebSocket USB-C Bluetooth LE

Select One Device:
B56C883
B56F35B
B56F3C4
B62B3C6
B62E3ES5
BEO00O80O
BE001B3

BEOO21A

[Connect Device]
Connection State Changed - connecting
Connection State Changed - connected
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3 -How to Connect

3.5 Connect by MQTWith mTLS

Before connecting by MQTT (Message Queuing Telemetry Transport), the device must be a DynaFlex Il
PED, which is already configured for MQTT with mTLS. Obtaining any certificate and certificate chain
is outside the scope of this document. See the CatéfRequirements section for reference.

1) Load the client .p12 certificate and its certificate chain intddt& iOShost storage.
2) Download the profilécertificate chaimn)
Selectthe certificatechain filethen preslose .

Profile Downloaded

Review the profile in the Settings app if
you want to install it.

Close

3) Install theprofile (certificate chaih

Settings> General > VPN & Device Management> DOWNLOADED PROFILE
Select the profile and Install

Back VPN & Device Management
< . Cancel Install Profile Install

. VPN Not Connected
@ mosquitto.org

Sign In to Work or School Account...

Signed by mosquitto.org
Not Verified
DOWNLOADED PROFILE Contains Certificate
@ mosquitto.org .
More Details

MagTek Universal SDK For MMS Devick©mni Demo Manual (iOS )
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3 -How to Connect

4) Enabletheprofile:
Settings> General > About > Certificate Trust Settings
Enable the root certificate

{ About  Certificate Trust Settings

Trust Store Version 2024051501

Trust Asset Version 1005

ENABLE FULL TRUST FOR ROOT CERTIFICATES

PCI3xROOTCA
Magtek
Acme Dflx2 Root A1

Root DCA-1

olefole

mosquitto.org

Learn more about trusted certificates

5) Launch the MTUSDK Omni demo app.
6) Press ofelect Device|, seleciMQTT], selectSettings |.

Transactions Simulator

Select Device
O —
Amount:

Event Driven Transaction () MSR

D Quick Chip D Contact

< Transactions Simulator

Connection Type:
WebSocket USB-C Bluetooth LE

Select One Device:
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3 -How to Connect

7) Enter the MQTT settings for thgroker |, [Subscribe Topic|, and|Publi sh Topic]according to the
d e v i MQI D ®nfiguration I n this example, Subscribe refere
references the ADeviceo, opposite of what may be

EnterlUsername | andPassword | if required by the Broker.

Select &Client Certificate | .p12 file, and enter th&€ertificate Password |.

PressSave| when completed Example shown below.

< Back MQTT Settings Save

Broker:
URL:

magtts://test.mosquitto.org:8884
Username:

Password:

Subscribe Topic:
MagTek/Server/DynaFlexIIPED
Publish Topic:
MagTek/Device/DynaFlexIIPED

Client ID:
MTUSample-0735D6DB-EAC3-4EA1-AG09-EE35151A8ACF

MIIKbwIBAZCCCiUGCSqGSIb3DQEHAaCCChYEggoSMIIKDCCBHoGCSqGSIb3DQEHBGCCBGswggRNAgEAMIIEYAYJKoZIhveNAQCBMF8GCSAGSI...
Certificate Password:

password

8) Presghe[Rescan|button to update the list of available devices.

Rescan

a SendExcelFile

9) Then select an MQTT device to connect.
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3 -How to Connect

< Device {@}

Connection Type:

WebSocket USB-C Bluetooth LE

Select One Device:
B56C883
B56F35B
B56F3C4
B62B3C6
B62E3ES5
BEO00O80O
BE001B3

BEOO21A

[Connect Device]
Connection State Changed - connecting
Connection State Changed - connected
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4 -How to Use the EMV Demo

4 How toUse theEMV Demo

This section details instructions for performing EMV transactid¢tisst Driven FallbackTip/Tax, and
Barcode are reserved for future use.

4.1 EMV Transaction
1) Press theTrans|tab.

a SendExcelFile

2) Select theappropriatgpayment methodand EMV options

Amount: $1.00

Event Driven Transaction O MSR

O Quick Chip o Contact
Tip/Tax () Contactless

Host Driven Fallback O NFC
Get Signature from Device 0 Barcode

() Display Amount () VAS

3) For exkample,when usinga DynaProx device, unselgmyment method$vSR| andContact | as these
do not apply.

Amount: $1.00

Event Driven Transaction MSR
0 Quick Chip Contact
Tip/Tax O Contactless

Host Driven Fallback 0 NFC

Get Signature from Device () Barcode

0 Display Amount () VAS
4) PressStart Trans|to begin a transaction.
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4 -

How to Use the EMV Demo

Event Driven Transaction () MSR
O Quick Chip O Contact
Tip/Tax () Contactless
Host Driven Fallback () NFC
Get Signature from Device O Barcode
O Display Amount O VAS
——

5)

Follow the instructions shown onthedevice scr een t o ¢ o mp hoaedisplayt h e

devicegDynaFlex Il Go, DynaProx}he instructions are shaovin the appsimilarly as below.

[Transaction Started]

Amount=1, Timeout=30, Transaction Type=0
MSR=False, Contact=False, Contactless=True

Start Transaction Runtime: 0.00 seconds

[Operation Status]
operation_started,1D1001,0Operation Started, 01000000
[DisplayMsg]: TAP CARD

6)

7

[Transaction Started]

Amount=1, Timeout=30, Transaction Type=0
MSR=True, Contact=True, Contactless=True

Start Transaction Runtime: 0.00 seconds

[Operation Status]
operation_started,331001,0Operation Started,01000000
[DisplayMsg]: WELCOME

[DisplayMsg]: TAP, INSERT or SWIPE CARD

A transaction may include a request éiserselection.Do not remove the payment method aekbst

from the presentelist to continue.

Examples:
Contact Contactless
r Y r |
Application Application
Please Select Enhanced Application Selection
Debit Mastercard Debit Mastercard - AOO0O0000041010
Debit Debit - AOO0O0000042203
Cancel Cancel
A v |

After the transaction is finished, the data will be displayed itoipe
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[DFDF54] [10] 9011400BEOOOE4E00207

[DFDF59] [280]
BDFE9CA8F60ADEFOB5C6E3BD738CE5394DA3F3EFA6DAOOEE825EDEA22BFBB46213A39A3992C6466B19CB677628
ACECDF32046E9B817C5A51BD200FD502865098297FD945C7A9AD61A0ED414A6BA2EF4473696DE9C1BFBDOCFO3A9
CDE1FDE39306B9FBE34EBA834E2F454970AF900135C10D78DFFA4F9F946F94846B949F2EE10D0773D8839AFAS592AE
B343DD5A43822AE7B66AFA774939276047027FFC10D055EA777471C730C8EOA0962FF23CE068ABA44F66ED81FE126
E5B7F181D334A33E640BC67097E41C3EDA26C496FEDE3D059B969E3C9474AD103E1A887B602C649B422AA9A7E210
877975B3D68D6C67547BCA68F882890F8E12624F76DEE2189691BO6FAF35E5541F0B1768C2F52385A86F5160FB5D7
BBE474A5C4

[82] [2] 1980

[FA] [385] [Container]

[DFDF52] [1] 06

[DFDF56] [10] 9011400BEOOOE4E00207

[9F6E] [7] 08400000303000
[DFDF58] [1] 07
[00] [74] FA34E2

[Batch Data]
01CFF98201CBDFDF540A9011400BEOOOE4E00207DFDF550182DFDF250742453030304534FA8201A9F08201A5F1820
00ADFDF1A0101DFDF1B0100F8820126DFDF5982010827EF6DES5D4735575F6C3514B7D72812B660A17FF331901FDF53
FFOB8A23C5FB53A87E35E1EEC40215B8794D002F6CBB8E1ES55B2B8FBF810EF7C65311417A88E72D66F6DAGEF196B78
24CB534BC5A9B1D34F03C7745C91274C88F75D40C78CD65D40AFB3ABABAEG974COFC3A03326F5F4418697719DCO
9D0D6B619C75A073A464E9B2D00E73032C859971965C83AEFAE02D3AF9AFF22CD534DC0657406C2CD5E2D7A37FA
E48C4CC82FA19738F2241CCF4FAC16C10A50E4545E0C1CBE17AD017A25DEABA1775F8FEGEBABE4SFEAS52C 12324570
8366B180A089447AC8212685FDDOAC0641EEF5C62E4BE391CBB26B646F0CE6537B977924E72A75B7EADDD1AD258
6DCF97FCE7EC16A5CDFDF560A9011400BEOOOE4E00207DFDF570180DFDF580101F78200699C01005F25032210015F
24032712315F3401019F02060000000001009F03060000000000009F0607A00000000422039F34031F03029F390107
DFDF400100DFDF4D273B353434333030303034303030333435353D3030303030303030303030303030303030303
0303F0000000000000081C9DBB0O

[Transaction Status]

quick_chip_deferred

[DisplayMsg]: WELCOME

8) Tocancel the EMV transaction, prebe(Stop Trans|button. Please note that the cancel featuiié
only work before lhe payment methot presented.
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4.2 Event Driven Transaction

When the Evenbriven Transactiorfeature is checkedn and the device has tlard Swiped, Card
Seated, an@ontactless Card user event notificatienablel, a cardcan be read by presenting tteed
without need of pressing ti&art Transactiobutton. The app will then receive a detection notification
and then automatically send the commanstast transaction

1) Pressthe(Trans|tab,enableEvent Driven Transaction |, and present eithermagneticswipecard
Chip card or Contactless card.

Amount: $1.00

l Event Driven Transactica () MSR

Host Driven Fallback () NFC

O Get Signature from Device Barcode
() Display Amount C VAS

2) After thepayment method detected, the app automatically starts the transaction.
3) Follow the instructions shown on the device to complete the transaction.
4) After the transaction is finished, the data will be displayed in the log.

[Batch Data]
01CFF98201CBDFDF540A9011400BEOOOE4E00207DFDF550182DFDF250742453030304534FA8201A9F08201A5F1820
00ADFDF1A0101DFDF1B0100F8820126DFDF5982010827EF6DES5D4735575F6C3514B7D72812B660A17FF331901FDF53
FFOB8A23C5FB53A87E35E1EEC40215B8794D002F6CBB8E1ES55B2B8FBF810EF7C65311417A88E72D66F6DAGEF196B78
24CB534BC5A9B1D34F03C7745C91274C88F75D40C78CD65D40AFB3ABABAE6974C9FC3A03326F5F4418697719DCO
9D0D6B619C75A073A464E9B2D00E73032C859971965C83AEFAE02D3AF9AFF22CD534DC0657406C2CD5E2D7A37FA
E48C4CC82FA19738F2241CCF4FAC16C10A50E4545E0C1CBE17AD017A25DEABA1775F8FEGEBABEASFEAS52C12324570
8366B180A089447AC8212685FDDOACO641EEF5C62E4BE391CBB26B646F0CE6537B977924E72A75B7EADDD1AD258
6DCF97FCE7EC16A5CDFDF560A9011400BEOOOE4E00207DFDF570180DFDF580101F78200699C01005F25032210015F
24032712315F3401019F02060000000001009F03060000000000009F0607A00000000422039F34031F03029F390107
DFDF400100DFDF4D273B353434333030303034303030333435353D3030303030303030303030303030303030303
0303F0000000000000081C9DBB0O

[Transaction Status]

quick_chip_deferred

[DisplayMsg]: WELCOME

5) Tocancel the EMV transaction, prebe(Stop Trans|button. Please note that the cancel featuiié
only work beforelte card is presented.

4.3 Manual Card Entry
This section applies to readers that support manual card(ByymmgFlex || PED)
MagTek Universal SDK For MMS Device©Omni Demo Manual ( iOS )
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1) To perform manuatardentry transactiompressManual Trans|button and follow instructions on the
device to enter card information.

Amount: $1.00

() Event Driven Transaction () MSR

o Quick Chip o Contact
Tip/Tax () Contactless
Host Driven Fallback o NFC

() Get Signature from Device Barcode

C Display Amount o VAS

Manual Trans

Start Trans

Stop Trans Clear

2) Observe the result in the §o

F9] [345] [Container]

00] [17] E1AB83

DFDF55] [1] 82

DFDF58] [1] 06

DFDF25] [7] 42353341373838
DFDF52] [1] 03

F8] [254] [Container]

FA] [311] [Container]

[Batch Data]
01E0F98201DCDFDF540A9070030B53A7880002C4DFDF550182DFDF250742353341373838FA8201BAF08201B6F1820
00ADFDF1A0100DFDF1B0100F882010EDFDF598200F01099311F6D6DBF2BDB3AE4AA8B3FA4FFOD1C04B46A2F70B8DF
C3D3050D307E0AB0574A9BBOFE717AAF3FB02928C258F4FF2280249BECD159469FADOC6652E9074E75737C6FC414
CC18AFFBB2B3F24C9E6CF2DA7411C8AF95509CBC6D6AD48C586A47A8484C32BBB694BFD7252C2CA53AF1480552
D2F106148B2EC36229DAF6134847A21C60CADDEF181E2DD02DF65CD148F8871FE313125505DC9A4241D117177F9FF3
D87142689BB4C12870BB81AAG6EFEDBD6C1485B1B59F2C778D8A9A71CF35CAAG63B9308B99BCA32A1E2D3B170A4D
499B713CE6C700253A683630F755700FA38F668D052DESFCCEE75D3120F6EC46DFDF560A9070030B53A7880002C
4DFDF570180DFDF580107F78200929C01005F2A02FFFF9F02060000000001009F03060000000000009F390101DFDF
300100DFDF3135254D313233343536303030323030333435365E303030303030303030303030305E303030303030
303030303030303030303030303FDFDF320100DFDF33233B313233343536303030323030333435363D303030303
030303030303030303030303FDFDF340101DFDF400100000000000000C61321D7

[Transaction Status]

data_entered

3) Tocancel the EMV transaction, prebe(Stop Trans|button. Please note that the cancel featuiié
only work beforelhe payment method is presented.
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4.4 NFC-Read Transaction

An NFC tag (Near Field Communication) can either be a passive type: card, badge, sticker, or an active
type: mobile device.

NFC tag operations involves reading and writing data in multiple small segments. Because of this, it is
important to have the NFC tag be at rest during these operations. The usual quick tap is not sufficient. In
this section, APrtecemni raqd@ tNFe& ttag onenetantso t he devi
NFC tagod means to bring the tag next to the devic
scrolling when reading or writing is complete.

1) To perform an NFC tag reading transactiamss theTrans| tab.

a SendExcelFile

2) IncludeNFC|as one of theayment method®r the EMV options.

Amount: $1.00

() Event Driven Transaction () MSR

Host Driven Fallback | () NFC j

C Get Signature from Device Barcode
() Display Amount o VAS

3) Present an NFC Type 2 tag, Mifare Classic tag, or Mifare DESFire Light tag to the device until there
is a beep. Output tab displays tag data similar as shown below.
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[NFC Response]

8101008215FC13DF7A1004C92F6A16B72A810A480000E1116D00

card size : 872

[Operation Status]

operation_started,851100,0peration Started, 01000000

[NFC Response]
81010082820371FC82036DDF7A82036803169101075402656E313233345101075402656E35363738FE000000026D6167
74656B2E636F6D1101125402656E4E46432044656D6F2054657374203151010B55026D616774656B2E636F6DFEO0000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000

[DisplayMsg]: CARD READ OK - REMOVE CARD
TEXT RECORD : 1234

TEXT RECORD : 5678

[NFC Event]

tag_removed
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4.5 Display Amount
When theDisplay Amountfeature is checkedn andQuick Chip is enabled, the reader displays the

amount on its screen while awaitingayment methad This is noa prompt taconfirm amountand only

applies to readers equipped wilscreen

1) Press th@rans|tab, enabl@uick Chip], andDisplay Amount |, thenstart the transaction.

Amount: $1.00

9 Event Driven Transaction o MSR
C Quick Chip l o Contact

Tip/Tax 0 Contactless

Host Driven Fallback () NFC

C Get Signature from Device Barcode

() Display Amount o VAS

2) The readerds screen will show the amount
3) After the transaction is finished, the data will be displayed in the log.

[Batch Data]
01CFF98201CBDFDF540A9011400BEOOOE4E00207DFDF550182DFDF250742453030304534FA8201A9F08201A5F1820
00ADFDF1A0101DFDF1B0100F8820126DFDF5982010827EF6DESD4735575F6C3514B7D72812B660A17FF331901FDF53
FFOB8A23C5FB53A87E35E1EEC40215B8794D002F6CBB8E1ES55B2B8FBF810EF7C65311417A88E72D66F6DAGEF196B78
24CB534BC5A9B1D34F03C7745C91274C88F75D40C78CD65D40AFB3ABABAEG6974COFC3A03326F5F4418697719DCO
9D0D6B619C75A073A464E9B2D00E73032C859971965C83AEFAE02D3AF9AFF22CD534DC0657406C2CD5E2D7A37FA
E48C4CC82FA19738F2241CCF4FAC16C10A50E4545E0C1CBE17AD017A25DEABA1775F8FEGEBABE4ASFEAS52C12324570
8366B180A089447AC8212685FDDOAC0641EEF5C62E4BE391CBB26B646F0CE6537B977924E72A75B7EADDD1AD258
6DCF97FCE7EC16A5CDFDF560A9011400BEOOOE4E00207DFDF570180DFDF580101F78200699C01005F25032210015F
24032712315F3401019F02060000000001009F03060000000000009F0607A00000000422039F34031F03029F390107
DFDF400100DFDF4D273B353434333030303034303030333435353D3030303030303030303030303030303030303
0303F0000000000000081C9DBB0O

[Transaction Status]

quick_chip_deferred

[DisplayMsg]: WELCOME

4) Tocancel the EMV transaction, prebe[Stop Trans|button. Please note that the cancel featuiié

only work beforelie card is presented.

whi
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5 How toUse the Device Demo
This section details operations not involvigllV transactios. For non-displaydevices (DynaFlex Il
Go, DynaProx) that do not support features in this section, the app will report operation not supported.

5.1 Device Information

1) Toview some basic device information, select[feice|tab, and then press tj@et Device Info|
button

a SendExcelFile

2) Select an option to view.

Device

Please select an option

Firmware Version
Command

Device Serial Number
Firmware Hash G

Boot1 Version

Tamper Status

AN

3) Example of selecting Firmware Version.

[Get Firmware Version Started]
[Operation Status]

operation_done,39D101,0peration Done, 00000000
Firmware Version:
1000008592-AA1-PCI
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5.2 Send Command
1) Tosend aawcommand to the devicést touchthe/Command | text field

[5 SendExcelFile

2) Enter the full hexadecimal command and pres$end Command |.
Example for Scan BarcodaA00810401001804840B180481010182010A830100

[ AA00810401001804840B180481010182010A830100

Send Command Success
[Operation Status]
operation_started,001804,0Operation Started,01000000

[Barcode Data]
FC82001ADF748200155C3030303032367777772E6D616774656B2E636F6D
ASCII Text=\000026www.magtek.com
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5.3 Send Image

The following describes how to load and display images. An image replaces the Welcome screen when
the devicds in an idle connected stat&éhe imagdile must ben a folderaccessible by the iOS host.

Images must be BMP format, 160KB or smaller with no compression, maximum 320px by 240px, with
color depth 16 color, 256 color, <t color, or 24bit color. Images smaller than the maximum size are

centered on the display. Images at maximum screen sigebmd ébit color or lower to meet the byte
size requirement.

1) To send an image to the device, press3ted Image| button.

2) Enter theimage ID| (1, 2, 3, or 4) when prompted, then press@hgbutton.

Send Image
Image ID:
Cancel OK

3) Select a bitmap image to send to the device, and then check the status under the.

O NRF20_320x240_DynaFlex_16bitcolordepth (@ 9/29/22, 10:23 AM

154 KB

!:Ijl:gO_320x240_taxi_16bitco|ordepth (i} 9/29/22, 10:23 AM

0

MagTek Universal SDK For MMS Device©Omni Demo Manual ( iOS )

Page35



5 -How to Use the Device Demo

5.4 Show Image
1) Press theshow Image] button.

Get Device Info Clear Send Command

Send Image Show Image Set Display Image

Send File Get File Display Msg

Get Challenge Update Firmware Scan Barcode

PIN PAN Device Reset

2) Enter an image number from 1 to 4, and then presifjbutton.

Show Image
Image ID:

3) The Log will show the statyand the device screen will display the image.
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5.5 Set Display Image

To set which image is to replace the Welcome screen, prebsiices tab.

1) Press théet Display Image|button, enter the Image 1D,(1, 2, 3, or 4) that you want to replace the
Welcome screen, and then press@hg button.

Set Display Image
Image ID:
U |
Cancel OK

2) Press théDevice Reset| button to restart the device for the change to take effect.
3) After the device resetthedisplayi mage wi | | now be displayed on t he
4) If the display image is set to an ID that was not loaded, the device will display the Welcome screen.

5) To set the device back to the Welcome screen, set Image ID to 0, then piesgdheReset]
button.
6) To show the image in the desire slot without restarting the device, predisalieimage| button,

then enter the Image ID (1, 2, 3, or 4) that you want to display. Please note that after the device is
restarted, the idle image will show the Image ID from the Set Display Image setting.
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5.6 Send Configuration File
1) Transfer configuration files tafolder accessibldy the iOShost
2) To send a configuration file to the device, press3éet File| button.

3) Enter type and press thek| button.
00000000 TERMINAL
00000100 PROCESSING
00000200 ENTRYPOINT
00000300 CA KEYS
00000500 AMEXDRL

Send File
File ID:
| _
Cancel OK

4) Select the file associated with the File ID entered in the pus\step.

ngOOOOOOOO.bin Today, 1:55 PM
151 bytes
cfg00000100.bin Taday 1'65 DM

5) After the file is sent, the status sho@esnd File Success |.

[Send File Started]
[Operation Status]
operation_done,43D812,0peration Done, 00000000

[Operation Status]
operation_done,00D812,0peration Done,00000000
Send File Success
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5.7 Get Configuration File
1) To receive a configuration file from the device, pressGkeFile| button.

Get Device Info Clear Send Command

Send Image Show Image Set Display Image

Send File Get File Display Msg
Get Challenge Update Firmware Scan Barcode

PIN PAN Device Reset

2) Enter type and press theK| button.
00000000 TERMINAL
00000100 PROCESSING
00000200 ENTRYPOINT
00000300 CA KEYS
00000500 AMEXDRL

Get File
File ID:

Cancel OK

w

) The file data is showsimilarly as below.

[Get File Started]

[Operation Status]
operation_done,49D821,0peration Done, 00000000
Get File Success

4D47544B41503130C10400000000CE8186AA41355758722D2B9BB12729D1741442ECEA4D74C29F1A020840DF79010
19F350121DFOA01019F3303E028009F4005EF80F0A001DF550101DFOB0101DF27010ADF060101DF080100DF7A0101DFO
D0100DF1003000000DF7B0100DF070101DF090101DF73050000000000DF74050000000000DF75050000000000DF53
0100DF540100DF7C0100

MagTek Universal SDK For MMS Device©Omni Demo Manual ( iOS )

Page39



5 -How to Use the Device Demo

5.8 Display Message

To display a prgogrogrammed message on the device, follow these steps.
1) Press theDisplay Msg|button.

2) Enter in decimal format n the range from o 57.

Display Message
Message ID:

Cancel

3) The message wilhe displayean the device's screen.
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5.9 Request PIN

This section is to request a PIN from a user without reading a card. The PAN is supplied by the host
application. TheuppliedPAN is used in the formation of the PIN block.

1) Pressthe|PIN|button and follow instructions on the devioghen enter the PIN on the device screen.

I T T

) Observe the result in theg.

N

[Request PIN Started]

[Operation Status]

operation_started,552001,0peration Started, 01000000

[PIN Data]
F521DF7101009908813DBC1D4B765E72DFDF410A9070030B53A7880002C5DFDF420181

[PIN KSN]
9070030B53A7880002C5

PIN Stopped!
[Operation Status]
operation_started,612001,0peration Started, 01000000
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5.10 Request PANand PIN

This section is to retrieve a PAN from a card first and then request a PIN from the card holder. The PAN
from the card is used in the formation of the PIN block.

1) Press th@AN] button and follow instruction® swipe a cardn the device After the carchas been
read, enter the PIN on the device screen

2) Observe the result in the log.
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