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publication release.  No part of this document may be reproduced or transmitted in any form or by any 
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SOFTWARE LICENSE AGREEMENT  
IMPORTANT:  YOU SHOULD CAREFULLY READ ALL THE TERMS, CONDITIONS AND 

RESTRICTIONS OF THIS LICENSE AGREEMENT BEFORE INSTALLING THE SOFTWARE 

PACKAGE.  YOUR INSTALLATION OF THE SOFTWARE PACKAGE PRESUMES YOUR 

ACCEPTANCE OF THE TERMS, CONDITIONS, AND RESTRICTIONS CONTAINED IN THIS 

AGREEMENT.  IF YOU DO NOT AGREE WITH THESE TERMS, CONDITIONS, AND 

RESTRICTIONS, PROMPTLY RETURN THE SOFTWARE PACKAGE AND ASSOCIATED 

DOCUMENTATION TO THE ADDRESS ON THE FRONT PAGE OF THIS DOCUMENT, 

ATTENTION: CUSTOMER SUPPORT. 

 

TERMS, CONDITIONS , AND RESTRICTIONS  
MagTek, Incorporated (the "Licensor") owns and has the right to distribute the described software and 

documentation, collectively referred to as the "Software." 

 

LICENSE:   Licensor grants you (the "Licensee") the right to use the Software in conjunction with 

MagTek products.  LICENSEE MAY NOT COPY, MODIFY, OR TRANSFER THE SOFTWARE IN 

WHOLE OR IN PART EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENT.  Licensee 

may not decompile, disassemble, or in any other manner attempt to reverse engineer the Software.  

Licensee shall not tamper with, bypass, or alter any security features of the software or attempt to do so. 

 

TRANSFER:  Licensee may not transfer the Software or license to the Software to another party without 

the prior written authorization of the Licensor.  If Licensee transfers the Software without authorization, 

all rights granted under this Agreement are automatically terminated. 

 

COPYRIGHT:   The Software is copyrighted.  Licensee may not copy the Software except for archival 

purposes or to load for execution purposes.  All other copies of the Software are in violation of this 

Agreement. 

 

TERM:   This Agreement is in effect as long as Licensee continues the use of the Software.  The Licensor 

also reserves the right to terminate this Agreement if Licensee fails to comply with any of the terms, 

conditions, or restrictions contained herein.  Should Licensor terminate this Agreement due to Licensee's 

failure to comply, Licensee agrees to return the Software to Licensor.  Receipt of returned Software by 

the Licensor shall mark the termination. 

 

LIMITED WARRANTY:   Licensor warrants to the Licensee that the disk(s) or other media on which 

the Software is recorded are free from defects in material or workmanship under normal use.  

 

THE SOFTWARE IS PROVIDED AS IS.  LICENSOR MAKES NO OTHER WARRANTY OF ANY 

KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 

WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. 

 

Because of the diversity of conditions and PC hardware under which the Software may be used, Licensor 

does not warrant that the Software will meet Licensee specifications or that the operation of the Software 

will be uninterrupted or free of errors. 

 

IN NO EVENT WILL LICENSOR BE LIABLE FOR ANY DAMAGES, INCLUDING ANY LOST 

PROFITS, LOST SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES 

ARISING OUT OF THE USE, OR INABILITY TO USE, THE SOFTWARE.  Licensee's sole remedy in 

the event of a defect in material or workmanship is expressly limited to replacement of the Software 

disk(s) if applicable. 
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GOVERNING LAW:  If any provision of this Agreement is found to be unlawful, void, or 

unenforceable, that provision shall be removed from consideration under this Agreement and will not 

affect the enforceability of any of the remaining provisions.  This Agreement shall be governed by the 

laws of the State of California and shall inure to the benefit of MagTek, Incorporated, its successors or 

assigns. 

ACKNOWLEDGMENT:  LICENSEE ACKNOWLEDGES THAT HE HAS READ THIS 

AGREEMENT, UNDERSTANDS ALL OF ITS TERMS, CONDITIONS, AND RESTRICTIONS, AND 

AGREES TO BE BOUND BY THEM.  LICENSEE ALSO AGREES THAT THIS AGREEMENT 

SUPERSEDES ANY AND ALL VERBAL AND WRITTEN COMMUNICATIONS BETWEEN 

LICENSOR AND LICENSEE OR THEIR ASSIGNS RELATING TO THE SUBJECT MATTER OF 

THIS AGREEMENT. 

 

QUESTIONS REGARDING THIS AGREEMENT SHOULD BE ADDRESSED IN WRITING TO 

MAGTEK, INCORPORATED, ATTENTION: CUSTOMER SUPPORT, AT THE ADDRESS LISTED 

IN THIS DOCUMENT, OR E-MAILED TO SUPPORT@MAGTEK.COM. 

 

DEMO SOFTWARE / SAMPLE CODE: Unless otherwise stated, all demo software and sample code 

are to be used by Licensee for demonstration purposes only and MAY NOT BE incorporated into any 

production or live environment.  The PIN Pad sample implementation is for software PIN Pad test 

purposes only and is not PCI compliant.  To meet PCI compliance in production or live environments, a 

third-party PCI compliant component (hardware or software-based) must be used. 
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1 Introduction 
This document provides the instructions to use the MagTek Universal SDK Omni Demo with a  

DynaFlex II PED, DynaFlex II Go, and DynaProx device connected to an iOS host.  It is part of a larger 

library of documents designed to assist implementers.  For details, see the product Support pages on 

https://www.magtek.com. 

  

https://www.magtek.com/
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2 TLS Certificate Installation for iOS Devices 
 

When connecting to the DynaFlex II PED device by WebSocket, a client certificate and its certificate 

chain must be installed on the iOS device.  If the current certificate chain is already installed, skip these 

instructions. 

 

The Root Certificate, Sub CA Certificate, and Client private key Certificate as referenced in document 

D998200550 DynaFlex TLS Certificate Installation Manual.  The client private key certificate 

(client.p12) must be accessible to the custom software that makes a secure WebSocket connection to the 

DynaFlex II PED. 

 

After creating the certificates and transferring them in the iOS device, load the certificate chain into the 

iOS device by following these steps.  The certificate names shown here are for reference only. 

 

1) Delete the previously installed certificates prior to beginning this procedure.  If the certificate chain is 

current, skip this installation section.  View the certificates by going to Settings Ą General Ą VPN 

& Device Management. 

 

2) Copy the certificate chain to the iOS device.  Touch the Root certificate DF-2-1_RootCA.pem to 

download to iOS device. 
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3) Go to Settings > General >VPN & Device Management > Select Root DF2-1 

 

4) Select Install. 

 

5) Enter Passcode. 
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6) Press Install twice. 

 

7) Repeat the same steps above for the SubCA certificate Amce_SubCA.pem and for the Client 

certificate Client.p12.  For Client, iOS will ask for an additional certificate password, enter the 

password used during the creation of the Client certificate when prompted, and then press Next. 

 

8) Enable Certificates by going to Settings Ą About Ą Certificate Trust Settings  
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3 How to Connect 

3.1 Connect via WebSocket 
Before you connect to WebSocket, make sure the reader is a DynaFlex II PED.  It must have all the 

required TLS or mutual TLS trust configuration settings and the Server Cert also installed.  Please refer to 

section 2 TLS Certificate Installation for iOS Devices  for more detailed instruction.  To connect via 

WebSocket, follow these steps. 

 

1) Press on Select  Device . 

 

2) Select WebSocket . 

 

3) Press the Add  IP  button. 
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4) Enter the WebSocket address of the device, and then press the OK  button. 

For TLS and mTLS connection use wss://Hostname  

For non-secure connection use ws://IP - Address  or Hostname  

 

For example, 

ws://192.168.1.150  

wss://b512345.magtek.com  

 

 

5) Select one device to connect. 
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3.2 Connect via Lightning/USB-C 
Before connecting by Lightning/USB-C, make sure the reader is a DynaFlex II Go or DynaProx.  It must 

be attached to the iOS host and be configured for Auto Detect mode or iAP2 mode.   

 

The app supports multiple devices for mutually exclusive selection when using a USB-C hub between the 

iOS host and readers.  The USB-C hub may need to be externally powered. 

 

1) Connect the DynaFlex II Go or DynaProx to the iOS using USB-C cable.  Connection may be direct 

or to a USB-C hub. 

2) Press on Select  Device . 

 

3) Select Lightning/USB -C .  Select the external accessory protocol string. 

com.magtek.dynaflex2go  for DynaFlex II Go 

com.magtek.dynaprox  for DynaProx 
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4) After selecting the protocol string, select one device from the list. 

 

 

5) If the iOS host prompts of power usage similarly as below, the USB-C hub will need to be externally 

powered. 

 

6) After selecting a reader, the log will show connection status as below. 
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3.3 Connect via Bluetooth LE 
The following instructions are for Bluetooth pairing a DynaFlex II Go and then connecting with the app. 

 

1) Power on the DynaFlex II Go by pressing and holding the power button until 1 beep. 

2) Place the device into Pairing Mode by pressing and holding the power button until 4 beeps.  The 4th 

LED will blink green. 

 

3) Press on Select  Device . 

 

4) Select Bluetooth  LE  and select one device from the list.  The ending of the name matches the serial 

number on the deviceôs label. 
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5) When prompted, enter the paring code, and press Pair .  Default is "000000" but may be different. 

 

6) The log will show connect as below. 
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3.4 Connect by MQTT 
Before connecting by MQTT (Message Queuing Telemetry Transport), the device must be a DynaFlex II 

PED, which is already configured for MQTT. 

 

1) Press on Select  Device , select MQTT , select Settings . 
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2) Enter the MQTT settings for the Broker , Subscribe  Topic , and Publi sh  Topic  according to the 

deviceôs MQTT configuration.  In this example, Subscribe references the ñServerò and Publish 

references the ñDeviceò, opposite of what may be configured in the device. 

 

Enter Username  and Password  if required by the Broker. 

 

Press Save  when completed.  Example shown below. 

 

3) Press the Rescan  button to update the list of available devices.   

 

4) Then select an MQTT device to connect. 
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3.5 Connect by MQTT with mTLS 
Before connecting by MQTT (Message Queuing Telemetry Transport), the device must be a DynaFlex II 

PED, which is already configured for MQTT with mTLS.  Obtaining any certificate and certificate chain 

is outside the scope of this document.  See the Certificate Requirements section for reference. 

 

1) Load the client .p12 certificate and its certificate chain into the local iOS host storage. 

2) Download the profile (certificate chain): 

Select the certificate chain file then press Close . 

 

3) Install the profile (certificate chain): 

Settings > General > VPN & Device Management > DOWNLOADED PROFILE  

Select the profile and Install 
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4) Enable the profile: 

Settings > General > About > Certificate Trust Settings 

Enable the root certificate 

 

5) Launch the MTUSDK Omni demo app. 

6) Press on Select  Device , select MQTT , select Settings . 
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7) Enter the MQTT settings for the Broker , Subscribe  Topic , and Publi sh  Topic  according to the 

deviceôs MQTT configuration.  In this example, Subscribe references the ñServerò and Publish 

references the ñDeviceò, opposite of what may be configured in the device. 

 

Enter Username  and Password  if required by the Broker. 

 

Select a Client  Certificate  .p12  file, and enter the Certificate  Password . 

 

Press Save  when completed.  Example shown below. 

 

8) Press the Rescan  button to update the list of available devices.   

 

9) Then select an MQTT device to connect. 
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4 How to Use the EMV Demo  
This section details instructions for performing EMV transactions.  Host Driven Fallback, Tip/Tax, and 

Barcode are reserved for future use. 

4.1 EMV Transaction 
 

1) Press the Trans  tab. 

 

2) Select the appropriate payment methods and EMV options. 

 

3) For example, when using a DynaProx device, unselect payment methods: MSR  and Contact  as these 

do not apply. 

 

4) Press Start  Trans  to begin a transaction. 
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5) Follow the instructions shown on the deviceôs screen to complete the transaction.  For non-display 

devices (DynaFlex II Go, DynaProx), the instructions are shown in the app similarly as below. 

 

6) A transaction may include a request for user selection.  Do not remove the payment method and select 

from the presented list to continue. 

Examples: 

                          Contact                                                      Contactless 

   

7) After the transaction is finished, the data will be displayed in the log. 
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8) To cancel the EMV transaction, press the Stop  Trans  button.  Please note that the cancel feature will 

only work before the payment method is presented. 

  



4 - How to Use the EMV Demo 

MagTek Universal SDK For MMS Devices | Omni Demo Manual ( iOS ) 

 

Page 28 

4.2 Event Driven Transaction 
When the Event Driven Transaction feature is checked-on and the device has the Card Swiped, Card 

Seated, and Contactless Card user event notifications enabled, a card can be read by presenting the card 

without need of pressing the Start Transaction button. The app will then receive a detection notification 

and then automatically send the command to start transaction. 

 

1) Press the Trans  tab, enable Event  Driven  Transaction , and present either a magnetic swipe card, 

Chip card, or Contactless card. 

 

2) After the payment method is detected, the app automatically starts the transaction. 

3) Follow the instructions shown on the device to complete the transaction. 

4) After the transaction is finished, the data will be displayed in the log. 

 

5) To cancel the EMV transaction, press the Stop  Trans  button.  Please note that the cancel feature will 

only work before the card is presented. 

 

 

4.3 Manual Card Entry 
This section applies to readers that support manual card entry (DynaFlex II PED). 
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1) To perform manual card entry transaction, press Manual  Trans  button and follow instructions on the 

device to enter card information. 

 

2) Observe the result in the Log. 

 

3) To cancel the EMV transaction, press the Stop  Trans  button.  Please note that the cancel feature will 

only work before the payment method is presented. 
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4.4 NFC - Read Transaction 
An NFC tag (Near Field Communication) can either be a passive type: card, badge, sticker, or an active 

type: mobile device. 

 

NFC tag operations involves reading and writing data in multiple small segments.  Because of this, it is 

important to have the NFC tag be at rest during these operations.  The usual quick tap is not sufficient.  In 

this section, ñPresent an NFC tagò means to bring the tag next to the device and leave it there.  ñTap an 

NFC tagò means to bring the tag next to the device long enough to read the tag.  The Output log will stop 

scrolling when reading or writing is complete. 

 

1) To perform an NFC tag reading transaction, press the Trans  tab. 

 

2) Include NFC  as one of the payment methods for the EMV options. 

 

3) Present an NFC Type 2 tag, Mifare Classic tag, or Mifare DESFire Light tag to the device until there 

is a beep.  Output tab displays tag data similar as shown below. 
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4.5 Display Amount 
When the Display Amount feature is checked-on and Quick Chip is enabled, the reader displays the 

amount on its screen while awaiting a payment method.  This is not a prompt to confirm amount, and only 

applies to readers equipped with a screen. 

 

1) Press the Trans  tab, enable Quick  Chip , and Display  Amount , then start the transaction. 

 

2) The readerôs screen will show the amount while awaiting payment method. 

3) After the transaction is finished, the data will be displayed in the log. 

 

4) To cancel the EMV transaction, press the Stop  Trans  button.  Please note that the cancel feature will 

only work before the card is presented. 
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5 How to Use the Device Demo 
This section details operations not involving EMV transactions.  For non-display devices (DynaFlex II 

Go, DynaProx) that do not support features in this section, the app will report operation not supported. 

5.1 Device Information 

1) To view some basic device information, select the Device  tab, and then press the Get Device  Info  

button. 

 

2) Select an option to view. 

 

3) Example of selecting Firmware Version. 
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5.2 Send Command 

1) To send a raw command to the device, first touch the Command  text field. 

 

2) Enter the full hexadecimal command and press on Send  Command . 

Example for Scan Barcode: AA00810401001804840B180481010182010A830100  
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5.3 Send Image 
The following describes how to load and display images. An image replaces the Welcome screen when 

the device is in an idle connected state.  The image file must be in a folder accessible by the iOS host. 

 

Images must be BMP format, 160KB or smaller with no compression, maximum 320px by 240px, with 

color depth 16 color, 256 color, 16-bit color, or 24-bit color. Images smaller than the maximum size are 

centered on the display. Images at maximum screen size must be 16-bit color or lower to meet the byte 

size requirement.  

 

1) To send an image to the device, press the Send  Image  button.  

 

2) Enter the Image ID (1, 2, 3, or 4) when prompted, then press the OK  button.  

 

3) Select a bitmap image to send to the device, and then check the status under the. 
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5.4 Show Image 

1) Press the Show  Image  button.  

 

2) Enter an image number from 1 to 4, and then press the OK  button. 

 

3) The Log will show the status, and the device screen will display the image. 
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5.5 Set Display Image 
To set which image is to replace the Welcome screen, press the Devices tab.  

 

1) Press the Set Display  Image  button, enter the Image ID (0, 1, 2, 3, or 4) that you want to replace the 

Welcome screen, and then press the OK  button.  

 

 

2) Press the Device  Reset  button to restart the device for the change to take effect.  

3) After the device resets, the display image will now be displayed on the deviceôs idle screen. 

4) If the display image is set to an ID that was not loaded, the device will display the Welcome screen.  

5) To set the device back to the Welcome screen, set Image ID to 0, then press the Device  Reset  

button. 

6) To show the image in the desire slot without restarting the device, press the Show  Image  button, 

then enter the Image ID (1, 2, 3, or 4) that you want to display. Please note that after the device is 

restarted, the idle image will show the Image ID from the Set Display Image setting. 
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5.6 Send Configuration File 

1) Transfer configuration files to a folder accessible by the iOS host. 

2) To send a configuration file to the device, press the Sent  File  button. 

 

3) Enter a File  ID  type and press the OK  button. 

00000000 - TERMINAL 

00000100 - PROCESSING 

00000200 - ENTRYPOINT 

00000300 - CA KEYS 

00000500 - AMEXDRL 

 

4) Select the file associated with the File ID entered in the previous step. 

 

5) After the file is sent, the status shows Send  File  Success . 
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5.7 Get Configuration File 

1) To receive a configuration file from the device, press the Get File  button. 

 

2) Enter a File  ID  type and press the OK  button. 

00000000 - TERMINAL 

00000100 - PROCESSING 

00000200 - ENTRYPOINT 

00000300 - CA KEYS 

00000500 - AMEXDRL 

 

3) The file data is shown similarly as below. 
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5.8 Display Message 
To display a pre-programmed message on the device, follow these steps. 

 

1) Press the Display  Msg  button. 

 

2) Enter a Message  ID in decimal format in the range from 1 to 57. 

 

3) The message will be displayed on the device's screen. 
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5.9 Request PIN 
This section is to request a PIN from a user without reading a card.  The PAN is supplied by the host 

application.  The supplied PAN is used in the formation of the PIN block. 

 

1) Press the PIN  button and follow instructions on the device to then enter the PIN on the device screen. 

 

2) Observe the result in the log. 
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5.10 Request PAN and PIN 
This section is to retrieve a PAN from a card first and then request a PIN from the card holder.  The PAN 

from the card is used in the formation of the PIN block. 

 

1) Press the PAN  button and follow instructions to swipe a card on the device.  After the card has been 

read, enter the PIN on the device screen. 

 

2) Observe the result in the log. 

 


















