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Added Mobile Credential ECP24ction 3.12).
Added SCDE (section 33}

Added Personal Info Entrggction4.14).
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SOFTWARE LICENSE AGREEMENT

IMPORTANT: YOU SHOULD CAREFULLY READ ALL THE TERMS, CONDITIONS AND
RESTRICTIONS OF THIS LICENSE AGREEMENT BEFORE INSTALLING THE SOFTWARE
PACKAGE. YOUR INSTALLATION OF THE SOFTWARE PACKAGE PRESUMES YOUR
ACCEPTANCE OF THE TERMS, CONDITIONS, AND RESTRICTIGNCONTAINED IN THIS
AGREEMENT. IF YOU DO NOT AGREE WITH THESE TERMS, CONDITIONS, AND
RESTRICTIONS, PROMPTLY RETURN THE SOFTWARE PACKAGE AND ASSOCIATED
DOCUMENTATION TO THE ADDRESS ON THE FRONT PAGE OF THIS DOCUMENT,
ATTENTION: CUSTOMER SUPPORT.

TERMS, CONDITIONSND RESTRICTIONS
MagTek, Incorporated (the "Licensor") owns and has the right to distribute the described software and
documentation, collectively referred to as the "Software."

LICENSE: Licensor grants you (the "Licensee") the right to use the Software in conjunction with
MagTek productsLICENSEE MAY NOT COPY, MODIFY, OR TRANSFER THE SOFTWARE IN
WHOLE OR IN PART EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENIMicensee

may not decompile, disassemble, or in any other manner attempt to reverse engineer the Software.
Licensee shall not tamper with, bypass, or alter any security features of the software or attempt to do so.

TRANSFER: Licensee may not transfer the Software or license to the Software to another party without
the prior written authorization of the Licensdf.Licensee transfers the Software without authorization,
all rights granted under this Agreement are automatically terminated.

COPYRIGHT: The Software is copyrighted.icensee may not copy the Software except for archival
purposes or to load for execution purposab.other copies of the Software are in violation of this
Agreement.

TERM: This Agreement is in effect as long as Licensee continues the use of the Softhatdcensor
also reserves the right to terminate this Agreement if Licensee fails to comply with any of the terms,
conditions, or restrictions contained here8hould Licensor terminate this Agreement due to Licensee's
failure to comply, Licensee agrees to return the Software to LiceRsmreipt of returned Software by

the Licensor shall mark the termination.

LIMITED WARRANTY: Licensor warrants to the Licensee that the disk(s) or other media on which
the Software is recorded are free from defects in material or workmanship under normal use.

THE SOFTWARE IS PROVIDED AS IS. LICENSOR MAKES NO OTHER WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Because of the diversity of conditions and PC hardware under which the Software may be used, Licensor
does not warrant that the Software will meet Licensee specifications or that the operation of the Software
will be uninterrupted or free of errors.

IN NO EVENT WILL LICENSOR BE LIABLE FOR ANY DAMAGES, INCLUDING ANY LOST
PROFITS, LOST SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE, OR INABILITY TO USE, THE SOFTWARH.icensee's sole remedy in
the event of a defect in material or workmanship is expressly limited to replacement of the Software
disk(s) if applicable.
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GOVERNING LAW: If any provision of this Agreement is found to be unlawful, void, or
unenforceable, that provision shall be removed from consideration under this Agreement and will not
affect the enforceability of any of the remaining provisiohkis Agreement shall be governed by the

laws of the State of California and shall inure to the benefit of MagTek, Incorporated, its successors or
assigns.

ACKNOWLEDGMENT: LICENSEE ACKNOWLEDGES THAT HE HAS READ THIS
AGREEMENT, UNDERSTANDS ALL OF ITS TERMS, CONDITIONS, AND RESTRICTIONS, AND
AGREES TO BE BOUND BY THEM. LICENSEE ALSO AGREES THAT THIS AGREEMENT
SUPERSEDES ANY AND ALL VERBAL AND WRITTEN COMMUNICATIONS BETWEEN
LICENSOR AND LICENSEE OR THEIR ASSIGNS RELATING TO THE SUBJECT MATTER OF
THIS AGREEMENT.

QUESTIONS REGARDING THIS AGREEMENT SHOULD BE ADDRESSED IN WRITING TO
MAGTEK, INCORPORATED, ATTENTION: CUSTOMER SUPPORT, AT THE ADDRESS LISTED
IN THIS DOCUMENT, OR EMAILED TO SUPPORT@MAGTEK.COM

DEMO SOFTWARE / SAMPLE CODE: Unless otherwise stated, all demo software and sample code
are to be used by Licensee for demonstration purposes only and MAY NOT BE incorporated into any
production or live environment. The PIN Pad sample implementation is for software PIN Pad test
purmposes only and is not PCI compliant. To meet PCI compliance in production or live environments, a
third-party PCI compliant component (hardware or softamsed) must be used.
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1 - Introduction

1  Introduction

This document provides instructiottsuse theVi TUSDKNET Demo Supported devices are DynaFlex,
DynaFlex PropynaProx, DynaFlex Il SCRADynaFlex Il PED and DynaFlex Il Golt is part of a
larger library of documents designed to asSetureCard Readergnplementers, which includeke
following documents available from MagTek:

1 D99820038(MAGTEK UNIVERSAL SDK PROGRAMMER'SMANUAL (MICROSOFT
NET)

1.1 System Requirements

A Windows 10 host with available USB port

Microsoft .NET 4.6.1 and above installed on the host
DynaFlex, DynaFlex Il PED, or DynaProx device(s)

USB-C cable with USB Typ&\ or USB-C for host connection

Root Certificate, Sub CA Certificate, and Client private key Certificate as referenced in document
D998200550 DynaFlexi PED Using Wireless LAN Guide

=A =4 =4 -4 =4

1.2 Device Requirements
1 For Apple VAS and Googl&/allet VAS transactionssee instructions for configuratiamthe SDK
documentppendix

D99820038MAGTEK UNIVERSAL SDK PROGRAMMER'SMANUAL (MICROSOFT
NET)
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2 -How to Connect to MTUSDKNET Demo

2 How to Connectto MTUSDKNET Demo

Choose one of the following interface sub sections for instructions on how to connect to the reader.

2.1 Connectby USB
1) Connect the device to the USB port of the Windows PC.
2) Launch the MUSDKNET Demg andpressthe Scan| button todisplay alist of available @vices.

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

Send Command

Send Extended Cmd

NFC Type 2 ...
Mifare Classic NFC...

Parse TLV

Parse NDEF

Deice o] =

3) Select thelevice from théDevice] list box, and presshe|Connect | buttonto open the device

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

Connecting... Send Command
[CONNECTING]

[CONNECTED] Send Extended Cmd
[Responze]

AADDS104E8200D10182040000000084320035D10181072B06010401F605E501028825E

223E121E11FE11DC41B02050102010200040101010102010105010000010005010101 NFC Type 2 ..
0101
[OPERATICHN DONE: D101] Mifare Classic NFC...

Parse TLV

Parse NDEF

Device L Jof i =
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2 -How to Connect to MTUSDKNET Demo

2.2 Connectby Serial
1) Connect the device to the Senalrt of the Windows PC.
2) Launch the MTUSDKNET Demo and press [ean| button to display a list of available devices.

Output | MSR l Authorization Request I Transaction Result I Parser I Configuration

Send Command

Send Extended Cmd

NFC Type 2 ...
Mifare Classic NFC...

Parse TLV

Parse NDEF

Device: B 1 2 =

3) Select the device from tfevice| list box, and press theonnect | button to open the device.

Output | MSR l Authorization Request I Transaction Result I Parser I Configuration

Connecting... Send Command
[CONNECTING]
[CONNECTED] Send Extended Cmd
[Response]

AAD(0B1048200D10182040000000084820035D10181072B06010401F6098501028925E

223E121E11FE11DC41B02050102010200040000020102000005010100000005000002 NFC Type 2
0200
[CPERATION DONE: D101] Mifare Classic NFC._

Parse TLV

Parse NDEF

Device: B 1 E1 O =
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2 -How to Connect to MTUSDKNET Demo

2.3 Connectby Web Socket

Before connecting to WebSocket, please ensiire your PC has installed all the rantisub CA

certificates and the client private key certificate associated with your DynaFlex Il PED device. Please
refer to documenD998200550 DynaFlexi PED Using Wireless LAN Guiddor moredetailed
instructions. To connect via Web Socket, follow these steps.

1) Sel ect DynaFl ex WebSocket in the device I|ist, ar
If using non TLS connection, enter the addrass!/XXXXXxX

If using TLS trust connection, place the client.p12 file in the same app folder and enter the address:
WSS //XXXXXXX

Output | MSR l Authorization Request ] Transaction Result [ Parser ] Configuration

Send Command

Send Extended Cmd

NFC Type 2 ...

Mifare Classic NFC...

Parse TLV

Parse NDEF

Clear

Send Command

Send Extended Cmd

NFC Type 2 ...

Mifare Classic NFC...

Parse TLV

Parse NDEF

DIWRRRN (WEBSOCKET DynaFle]  ~ fwssy/pe7aazsm] @ B @ f i | Clear
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2 -How to Connect to MTUSDKNET Demo

2.4 Connectby Bluetooth LE
The following instructions are for paig the DynaFlex Il @ to a PC and then connecting with the app.

1) Place the device into Pairing Mode bneggng and holdng the power button on device ulilbeeps
and release the buttoithe 4hLED will blink green.

2) Onthe PC, opefsettings | and choosluetooth & other devices| Make sur e thdei siBl ue
turnedON|. On the right panel, choogedd Bluetooth or other device .

Bluetooth & other devices

Add Bluetooth or other device

Bidgetooth

® On

3) Atthe window, selectBluetooth |.

MagTek Universal SDKDemo Manual (Windows )
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2 -How to Connect to MTUSDKNET Demo

Add a device

Choose the kind of device you want to add.

Bluetooth
Mice, keyboards, pens, or audio and other kinds of Bluetooth devices

4) To pair, click on thalevice name thatasbeen retrieved from DynaFlex Utility.

Add a device

Make sure your device is turned on and discoverable. Select a device below to
connect.

DynaFlex-0935

Connecting

Enter the PIN for DynaFlex

5) EnterthePIN,( i0000000 by dCenheaty | t), and press
Add a device

Make sure your device is turned on and discoverable. Select a device below to
connect.

I:l OnePlus Nord N200 5G

DynaFlex-A30C

DynaFlex-0935

Connecting

Enter the PIM for DynaFlex
000004 X
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2 -How to Connect to MTUSDKNET Demo

Your device is ready to go!

DynaFlex-0935

6) Launch the MTUSDKNET Demo, andgssthe Scan| button todisplay a list of availableavices.
7) Click on list to find the added BLE device similar as below.

Parze TLV

s W K

[BLE DynaFlex] DynaFlex-0935

8) Pressthe|Connect | buttonto connect tahe device

Qutput

MSR | Authorization Request | Transaction Result = TLV Parser | Configuration

Connecting...
[CONNECTING]
[CONNECTED]
[Response]

LAD0S104B200D10182040000000084820035010181072B06010401F6098501028925E Send Extended Cmd

223E121E11FE11DC41B02050102010200040101020102010105010000000105000001
0101

[OPERATICN DONE: D101]

Send Command

NFC Type 2 ...

Mifare Classic NFC...

oo T W X N K KX
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2 -How to Connect to MTUSDKNET Demo

2.5 Connect by MQTT

Before conecing by MQTT (Message Queuing Telemetry Transpdtip device must be&eDynaFlex Il

PED, which isalready configured for MQTT.

1) Launch the MTUSDKNET Demand press thigettings | button.

DI [MQTT DynaFlex] B56F358  ~ _m

2) Enter the MQTT settings for throker |,
d e viM@EDwmnfiguration.| n t hi s exampl e,

Parse NDEF

Clear

Subscri

references the fADeviceo, opposite of
EnterlUsername | andPassword | if required by the Broker.
PresgOK| when completed Example shown below.
[E7 Settings = O o4
MQTT Settings
Broker URI: .mqtt:.ffmqttbrcker.com:‘l883
Username: username
Password: password
Subscribe Topic: MagTek/Server/DynaFlexlIPED/
Publish Topic: MagTek/Device/DynaFlexlIPED/
Client Certificate: ‘ Clear ‘ ‘Select...|
Certificate Password:
oK ‘ ’ Cancel ‘
=i

3) Pressthe[Scan|button toupdatethelist of available @vices, then select a device.

Subscribe Topic|, and|Publi sh Topic|according to the

be referenc

what

MagTek Universal SDKDemo Manual (Windows )
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2 -How to Connect to MTUSDKNET Demo

[[MQT[ DynaFlex] B56F35B
[MQTT DynaFlex] B56F3C4
[MQTT DynaFlex] B58490A
[MQTT DynaFlex] Bo2E3ES

[WEBSOCKET DynaFlex]
[MQTT DynaFlex] B56F35B

Device:

4) Press thé&onnect | button to connect to the device.

NFC Type Z -

Mifare Classic NFC...

Parse TLV

Parse NDEF

Clear

[CONNECTING]

[CONNECTED]

[Response]
AA0081048200D10182040000000084820035D10181072B06010401F6098501028925E
2238121E11FE11DC41B02050102010200040101010102010105010000010005010101
0101

[OPERATION DONE: D101]

oeice: [T I 1 1 8

Send Extended Cmd

NFC Type 2 ...

Mifare Classic NFC...

Parse TLV

Parse NDEF

Clear

5) Whenever there is a change in the device listStwn| button will turn yellow in color. Press it to
update the device listThis refresh is not allowed when connected to a device.

oeice: [ I Y 3 i K1 K

NFC Type 2 ...

Mifare Classic NFC...

Parse TLV

Parse NDEF

Clear
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2 -How to Connect to MTUSDKNET Demo

2.6 Connect by MQTT with mTLS

This section is for establishing a connection Braeker that requires mTLS (mutual authentication).

Before connecting by MQTT (Message Queuing Telemetry Transport), the device must be a DynaFlex Il
PED, which is already configured for MQTT with mTLS.

1) Launch the MTUSDKNET Demo, and press button.

Parse NDEF

oo I N X £ 1N K1

2) Enter the MQTT settings for thgroker |, [Subscribe Topic|, and|Publi sh Topic|according to the
d e v i MQI D nfiguration I n this example, Subscribe refere
references the ADeviceodo, opposite of what may be

Enter[Username | andPassword | if required by the Broker.

Select gClient Certificate |.p12 file, and enter the€ertificate Password |.

PresgOK| when completed Example shown below.

[E7 Settings = O pd
MQTT Settings
Broker URI: maqtts:;//mqttbroker.com:8884
Username: username
Password: password
Subscribe Topic: MagTek/Server/DynaFlexlIPED/
Publish Topic: MagTek/Device/DynaFlexlIPED/

Client Certificate: C:\Users\donniej\Desktop\MQTT mTLS' ‘ Clear ‘ ‘Select...|

Certificate Password: password

oK ‘ ’ Cancel ‘

3) Pressthe[Scan|button toupdate the list of availablesulices, then select a device.

MagTek Universal SDKDemo Manual (Windows )
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2 -How to Connect to MTUSDKNET Demo

[[MQT[ DynaFlex] B56F35B
[MQTT DynaFlex] B56F3C4
[MQTT DynaFlex] B58490A
[MQTT DynaFlex] Bo2E3ES

[WEBSOCKET DynaFlex]
[MQTT DynaFlex] B56F35B

Device:

4) Press thé&onnect | button to connect to the device.

NFC Type Z -

Mifare Classic NFC...

Parse TLV

Parse NDEF

Clear

[CONNECTING]

[CONNECTED]

[Response]
AA0081048200D10182040000000084820035D10181072B06010401F6098501028925E
2238121E11FE11DC41B02050102010200040101010102010105010000010005010101
0101

[OPERATION DONE: D101]

oeice: [T I 1 1 8

Send Extended Cmd

NFC Type 2 ...

Mifare Classic NFC...

Parse TLV

Parse NDEF

Clear

5) Whenever there is a change in the device listStwn| button will turn yellow in color. Press it to
update the device list. This refresh is not allowed when connected to a device.

oeice: [ I Y 3 i K1 K

NFC Type 2 ...

Mifare Classic NFC...

Parse TLV

Parse NDEF

Clear
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3 -How to use the MTUSDKNET Demo

3 How to use theMTUSDKNEDemo

The following instructions detail how to udee MTUSDKNET Demo orWindows PCvia USB
interface. Same instructions apply to the other interface types.

MTUSDKNET Demo queries for device features umpammnecting Somedemofeaturesare disabled
based on what is supported on tiewice

3.1 Send Command

1) To sendacommand to the deviceyput custom commanid the command text box and prekse
button. Example EchoAA0081040100DF018407DF018103313233

‘ (8] MTUSDKNET Demo 1.0.17.1

SaEEnRg

o]-1/
CELELE

Output = MSR | Authorization Request = Transaction Result = Parser = Configuration DF018407DF018103313233
Sending (Sync): AA0081040100DF018407DF018103313233 Send Command
Response (Sync): AA0081048200DF018204000000008407DF018103313233

[Response] Send Extended Cmd
AA0081048200DF018204000000008407DF018103313233

[OPERATION DONE: DFO01]

NFC Type 2 ..

Mifare Classic NFC..

Parse TLV

Parse NDEF

Device o) —
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3 -How to use the MTUSDKNET Demo

3.2 EMV Transaction

1) To perform an EMV transaction, select the desgad types and EMV options, then press the
Credit/Debit | button to start the transaction.

Amount: m

= (o]

[T Credit / Debit

2) Follow any instructionsn the devic®r demo software

MAGTEK

Please sign on the reader

3) After the transaction, the status will be displayed i tab, and you can also view more
detailedinformation in theTransaction Result|tab.

MSR | Authorization Request | Transaction Result | Parser | Configuration DF0184070F018103313233

=i LU rET o TIULITIL L o o o T e T T Py

FDF400103DFDF3E225765305F8357744D5F414F383C2E2E272222192012200E241430 Send Command
223F354C4ASEFEFFFDFDF4D273B353434333030303034303030333435353D303030303
; ; ; : : ALIEE Send Extended Crmd

Signature]
9765905F8357744D5F414F383C2E2E272222192012200E241|30223F354C4A56FFFF
[Notification] NFC Type 2 ..
LAO0S104830001053820410020705
[TRANSACTION STATUS / QUICH CHIF DEFERRED] Mifare Classic NFC...
[Notification]
BAD0S10483000101820410010300
[CARD REMOVED]

Parse TLV

Darcg MIMEE

4) Tocancel the EMV transaction, prabe Cancel| button. Please note that the cancel featuiié
only work before lhe payment metho presented.

5) To perform transactions with Tip/Tax option displayed on the device screen|Sh@skAmount |
(Quick Chip)|, [Show Tip Options | and|Show Tax|., and then press tf@redit/Debit | button.
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1 Kl 3
CELELE

Output | MSR | Authorization Request | Transaction Result | Parser DF018407DF018103313233

The device screen will prompt to select the tip amount.
To enter an amount not shoypressCustom | to enter the custom amount.

After selectingthe amountpress thesubmit | button on the screerifter submiting, continue with
the transaction by presenting the payment metfAdek Tip amount may be edited before presenting
the payment method by pressiBgit Tip| on the screen.

Customize Tip/Tax
Press théCustomize Tip/Tax/Options | buttons.

DF018407DF018103313233

Sending (Sync): AA0081040100DF018407DF018103313233 Send Command
Response (Sync): AA0081048200DF018204000000008407DF018103313233
[Response] Send Extended Cmd
AA00B1048200DF018204000000008407DF018103313233

[OBERATION DONE: DF01]

NFC Type 2 ...

Mifare Classic NFC...

Parse TLV
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@ Custimize = O X

Tip Mode: | Show TIP using % @
Tip Button 1: | % or § v 10.00 %
Tip Button 2: | % or $ v 15.00 %
Tip Button 3:  %or § v 20.00 %
Tip Button 4: | Custom v
Tip Button 5: | NO TIP v
Tip Button 6: | Disabled v

Tax Rate: 10.00 %

Present Card Functional Button: ------------------------------- vl

OK Cancel

1 Tip Mode
o Show TIP using %- Display as gercentageat the start of the transaction.
o Show TIP using $- Display as a dollar value at the start of the transaction.

0 Show +TIP button using %- Only displayas apercentag&vhen the +TIP button is
pressed on the screeRresent card is displayed first.

0 Show +TIP button using $- Only displayas a dollar valuezhen the +TIP button is
pressed on the screeRresent card is displayed first.

i TipButtors1to 6
0 % or $ - Display percent or dollar
0 Custom- Allow custom tip to be entered.
o NO TIP - Removes any tip applied.
o Disabled- Disables the button.

i Tax Raté Tax rate calculated on the amount without tip.

i Present Card Functional ButtorEnable the Function buttdor EMV transactions. Button
displays gpredefined String ID message.
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3.3 Apple VASTransaction
1) To perform ampple VAS (valueadded servicedupportedransaction, select thpple option,and

thenpress theCredit/Debit | button to start the transaction.

||
||
||

2) Present the payment devieeh Apple VASnearthe reader to continue the contactless transaction.

3)

4)

After the transaction, the status will be displayed irQueput | tab.

Output | MSR | Authorization uest | Transaction Result | TLV Parser | Configuration

ey xT U TULDL O 9T OraL

63243413533FAB20055F08258151F1 ©
S1SF2R009F2T4BCCC23EER2Z1IFES00
F440E3259R0R4FC5F45995F1216463
SE23B5S6CZACELZRERIZ1IDIAFACDO

U ITIOOU T IO IOS U TG OO TEUTULG UG UL

FFF98765432102000250FDF5501820FDF250742
82000ADFDF1AQ102DFDF1BO100FERB20055FF028
DF79FABERFBAOC126B3AFBT039800F71AE442D5
EB3FeCF&TB1CDEF911ADB458F77692861D5EDL2
000000038R87571

[Transacticon Result]
00%1F9820080DFDF540AFFFF937654321020002
533FRA20055F0828151F182000ADFOF1AD102DF
SF2T4BCCC236EE21FE900DFT9FRAEERFBE0C1Z26E
ROR4FCS5F49995F1216463663FACFETBICDAFO11
C2RCE1Z26ERIZID3AFAOOO0O00000038R8T7571

DFDF550152DFDF250742363243413
F1BO100FES20055FF0281519F2A00
B7035800F7T1RAE442D51F440E329
B498F77E9286105ED1203E23B556

WO [USE DynaFlex] B62CAS3 v o

-
-

Send Command

Send Extended Cmd

NFC Type 2 ...

Parse TLV

Clear

The[Transaction Result|tab shows details of the FE TLV object containing the Apple VAS data.

Output | MSR | Authorization Request | Transaction Result § TLV Parser | Configuration

B N TR T
FO=[Container]
Fl=[Container]
DFDF1A=02

N
FE=[Container]
FF02=[Container]
SF2h=

SF27=CCC236EEZ1F6S00DF79FRIERFBE0OCIZ6E3AFET035300F71AE442D51F440E32580
OR4FCS5F499595F1216463536B3FeCFeTEBICDEFS11ADB45EFT7E923010D5EDLZ03E23B556C
ZACE1Z6ER1ZIDIAFA

Send Command

Send Extended Cmd

NFC Type 2 ..
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3.4 Google VAS Transaction

1) To perform aGoogle Wallet Smart TagAS (valueadded service) supported transaction, select the
Google Wallebption, and then press tj@zedit/Debit | button to start the transaction.

|87 MTUSDKMET Derno 1.0.15.1 -

Amount: m

AEEEQ3

2) Present the payment devisith Google Wallenear the reader to continue the contactless
transaction.

3) After the transaction, the status will be displayed inQieput | tab.

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

e Send Command

[Hotification]
ARDOS10483000101820420080302584820032010134820084007AF983200760FDFS40AF
FFF987654321020005BDFDFS50182DFDF250742363242334245FA82003EF0828200F1
32000ADFDFIAQI02DFDF1BO100FEE2003EFF41820039FF018200340F7EE82002FD4032

96173763401066904010000000054021A6C0799403096F6%640401286R26RA20CC02C59
010501546E003230313800000000239034B1 NFC Type 2 ..
[Trensacticn Result]

007AF3820076DFDFS40AFFFF987654321020005B0FDF550182DFDF250742363242334 Mifare Classic NFC...

245FRA2003EF0E28200F182000ADFDF1A0102DFDFIE0100FES2003EFF41820039FF01
820034DF7B82002FD403296173769401066904010000000054021R6C759403096F 656
4040196R26BA20CC02C55010501546E005230313300000000235034B1 Parse TLV

Send Extended Cmd

Parse NDEF

4) The[Transaction Result|tab shows details of the FE TLV object containing@uegleVAS data.

Output | MSR | Authorization Request | Transaction Result § Parser | Configuration

FL=[Container] Send Command

FO=[Container]
Fl=[Container] Send Extended Cmd

DFDF1A=02

===
FE=[Container] NFC Type 2 ...
FF4l=[Container] - -
FF01=[Container] Mifare Classic NFC...

DFTB=D403236173765%40106690401000000005402186C75354030536F6964040156R268
A20CCO2C59010501546E0032303138 Parse TLV

Parse NDEF
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3.5 Barcode Transaction

1) To perform aBarcoderansaction, select thgarcode optionand then press th@redit/Debit | button
to start the transaction.

Amount: m

|
|
|

o1~

2) The BCR LED will turn on. Present a barcode
center of the device.

3) The BCR LED will turn off after the BCR scan is complete.

Note, if the LED flickers but remains on, the seanot complete. Slowly center the barcode. If
centered, slowly move the barcode away from the device. The larger the barcode size, the further
away it should be.

4) Barcode data will behown in theOutput | tab

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

[OPERATICH STARTED: 1001] Send Command

[Hotification]
AADOS104B3000101820430010100
[BARCODE EREAD]
[Hotification]
RADOS104830001018204300800028432002401018482001EFCA2001ADFT748200155C3 NFC Type 2 ..
030303032367777772E6DE16774656B2E636FED
[Bar Code Data] Mifare Classic NFC...
FCEB2001ADF748200155C3030303032367777772E6D616774656B2E636F6D
Bar Code Data=5C3030303032367777772E6D6167T4656B2E636FAD
ASCII Text=\000026wwW.magtek.com

Send Extended Cmd
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3 -How to use the MTUSDKNET Demo

3.6 NFCType 2/ Mifare Classi¢ Mifare DESFire LightTag- Read

An NFC tag (Near Field Communication) can either be a passive type: card, badge, sticker, or an active
type: mobile device.

NFC tag operations involves reading and writing datautiple small segments. Because of this, it is

important to have the NFC tag be at rest during these operations. The usual quick tap is not sufficient. In
this section, APresent an NFC tago means to bring
NFC tagod means to bring the tag next to the devic
scrolling when reading or writing is complete.

1) To perform arNFC tagreadingtransaction, select tieFC| option,checkNFC Read Only Mode),

andthen press th€redit/Debit | button to start the transaction.

amount: [NGED) |

||
|
|

o]/

2) Present an NFCype 2tag Mifare Classic tagor Mifare DESFire Light tagp the deviceuntil there
is a beep Output tab displays tag data similar as shown below.

MSR | Authorization Request | Transaction Result | Parser | Configuration

agocooao00000000000000000000000000000000000000000000000000000000000000
a40000000000000000000000000000000000000000000000000000000000000000000
agoooao00000000000000000000000000000000000000000000000000000000000000
QJ0aa000a0000000000000
agoooao00000000000000000000000000000000000000000090000000000000000000
ag000000000000000000000000000000000000000000000000000000000000000000 NFC Type 2 ..
agQooao0000000000000000000000000000000000000000000000000000]
Well Enown Type BRID URI: https://www.magtek.com Mifare Classic NFC...
[Hotification]
ARDOB10483000105320420050000
[NFCEwvent: Tag Remowed]

Send Command

Send Extended Cmd
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3.7 NFCType 2Tag- Write

Writing to an NFCType 2tag involves reading and writing datanmultiple small segments. Because of
this, it is important to have thiag be at rest during these operations. The usual quick tap is not sufficient.
I n this section, APresent an NFC tago means to br

1) To write to an NFC tag, select t option,uncheckNFC Read Only Mode|, and then press the
Credit / Debit| button. Present an NF3ype 2tagand leave the tag next to the device.

Amourt: G D

||
||
|
||

[ Credit / Debit

2) The NFC tag will be read. Press button.

MSR | Authorization Request | Transaction Result | Parser | Configuration

Send Command

000000000000000000000000000000000000000000000000000000000000000000000
a00000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000
aaoooooo0000000000000000000000000000000000000000000000000000000000000
aaoooooo0000000000000000000000000000000000000000000000000000000000000
a00000000000000000000000000000000000000000000000000000000000000000000
aaoooooo0000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000
ao0000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000]

Well Enown Type RID URI: https://www.magtek.com

Send Extended Cmd

NFC Type 2 ...
Mifare Classic NFC...

3) Enter a value foext| andURI| records, and then press button to write the records to the
NFC tag.

B NFC Type2 - O *

Write / Append Operations

Text Record: |MFC Demo Test 1

URI Record: | hittps://fwww. + | magtek.com

Write Append Cancel
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4) At the Output tab, wait until the wting operation is completed with a beep souBdroll up to view
the records writtesimilarly to as shown here.

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

Well Enown Type RTD URI: https://www.magtek.com
[HFC Write TAG] Text Record: NFC Demo Test 1

[NEC Write TAG] URI Record: https://www.magtek.com

nicData=0325%101125402656E4E46432044656D6F205465737
16774656B2E636FRDFE

[NFC writeNDEFMessege started...]
[NFC
writeNDEFMessage=0325%101125402R56E4E46432044656D6FR05465737420315101
0B55026D616774656B2E636F6DFE]

[NFC writeNDEFBlock i=0 Len=40]

[NFC Write Page=4 Data=R20403259%101]

“ Bespocnse] ‘

[203151010B5502¢€D6

Send Command

Send Extended Cmd

NFC Type 2 ...

Mifare Classic NFC...

5) Appending a record is the same except the record list is increased each time.

6) To Append records, first start and NFC transactioaddgcting th option, uncheciNFC Read
Only Mode|, and then press theredit / Debit| button. Present an NFC tag and leave the tag next to

the device.

amourt: [ [

|
|
|
|

1 K1 3

7) Enter a value folText| andURI| records, and then press button to append the records to
the NFC tag.

B NFC Type 2

Write / Append Operations

O =

Text Record: |NFC Demao Test 2

URI Record: | hitps:/fwmne. ~ | magtek.com

Write | Append Cancel
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8) At the Output tab, wait until the appending operation is completed with a beep gautie number

of records increases, so too does the time to append. Now start another transaction with the NFC tag
to view the appended records similar as shown here.

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

ell Enown Type RID Text: NFC Demo Test 1

Well Enown Type RID URI: https://www.magtek.com
[HFC Write TASG] Text Reccrd: NFC Demo Test 1

[HFC Write TAG] URI Becord: https://www.magtek.com
nfchata=034A8101125402656E4E46432044656D6F2054657374
16774656B2E636FED1101125402656E4E46432044656D6F20546

a000000000000000000000000000000000000000000000000000

00000000000000000 ©

000000000]

03111010B55026D6

7374203151010B55
026D616774656B2E636F6DFE
[HFC writeNDEFMessage started...]
[NFC
e ghnlintiteileielil il e ﬂ)5465'|'3?42|}311101 W

Send Command

Send Extended Cmd

NFC Type 2 ..

Mifare Classic NFC...
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3.8 Mifare Classic Tag Write

Writing to a Mifare Classic tag involves reading and writing datauttiple smallsegments. Because of
this, it is important to have thiag be at rest during these operations. The usual quick tap is not sufficient.
I n this section, AiPresent an NFC tago means to

1) To write to aMifare Classidag, select th option, unchecNFC Read Only Mode|, and then
press théCredit / Debit| button. Present a Mifare Classic tag and leave the tag next to the device.

amourt: G ||

||
||
|
||

[ Credit / Debit

2) Each sector ofie Mifare Classidag will be read.To write the tag, pess theMifare Classic NFC|
button.

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

o = A=A = A= A e e e e e e e e e b = e e e e e e e e e e e e e e e = e e e A=A = e

ao0000000000000000000000000000000000000000000000000000000000000000000
000000000000FF078069FFFEFFFFFEEF]

[Actual Sector (3%)
Data=0000000000000000000000000000000000000000000000000000000000000000
ao0000000000000000000000000000000000000000000000000000000000000000000
ao0000000000000000000000000000000000000000000000000000000000000000000
ao0000000000000000000000000000000000000000000000000000000000000000000
ao0000000000000000000000000000000000000000000000000000000000000000000
aooooQo0o000000000000000000000000000000000000000000000000000000000000
goooodooo000000000000000000000000000000000000000000000000000000000000
QOFFFFFFFFFFFEFFF0TE063FFFFFFEFFFFEE]

Send Command

Send Extended Cmd

NFC Type 2 ...
Mifare Classic NFC...

3) Select a sectorUpdate the value of al@ck with a hexadecimal valuePress théwrite Sector |
button.

Details for modifying a Block

9 Block updating must be its full lengife.; 16 byte block hato be 1@ytes.

9 At Sector 0, Block O is reserved.

9 Sector blocks vary by card and within a card. S&ators hold Blocks, some 1®8locks.
1

The last Block of each Sector stores keyadat accessing th®ector Itis best to not change
Block 3 or Black 15 during testing of the demo.
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B | Mifare Classic NFC — O
Write Operation
secor:
Block 0O 90pE426%DR1802004644533730563031
Block 1 0Q000000000000000000000000000000
Block 2 Q000000000000000000000000000000
Block 3 FFFFFFFFFFFFFEOT7TA069FFFEFFFFFFEF

Write Sector Cancel

4) At the Output tab, wait until the writing operation is completed winglebeep sound. Scroll up to

view the records writteas showrsimilady here.

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

T oo [5p e oy o o oy o g o oy o o T

[Classic Write Sector (0)
Command=R000010300FFFFFFFFFFFF4444000000000000000000000000000000
a000000000000000000000000FFFFFFFFEFFFFF078069FFFFFFFEEEEF]
[Response]

ARDOS10482001101320401000000840711013101008200

[OPERATICN STRRTED: 1101]

[NFC CLASSIC_ 4K WRITE Sector (0) done]

[Hotification]

ARDOS10483000105320420050000

[NFCEvent: Tag Remowed]

Send Command

Send Extended Cmd

NFC Type 2 ...

Mifare Classic NFC...
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3.9 Parser
To parse custom TLV blohnd NDEF datafollow these steps

1) Press th¢gParser|tah

Output | MSR | Authorization Request | Transaction Result

Send Command

Send Extended Cmd

NFC Type 2 ..

Parser Qutput:

Mifare Classic MFC...

Parse TLV

Parse NDEF

2) Copy and paste the TLWatato beparsel into the[nput] text box then press thearse TVL]| button
The result will show in thiParsed Output | text box.

Transaction Result

Input: Send Command
FSB201F3DFDF540L8070030B53ATE220002310FDF5501820FDF250742353341373838F
L8201D1708201C0820219809F6E070284000002030000FDF5301000FDF402738353434 Send Extended Crd
333638303030373030333435352030302030303030303030303030303030303030303

FDFDF520106F8820186DFDF593201633E5B9EER73%344F822317F1F1ED4D0D2254B31 o

NFC Type 2 ...
Parser Qutput:
F9=[Container] Mifare Classic NFC...
DFDFS4=9070030B53A788000231
DFDF55=32
DFDF25=42353341373838
FA=[Container]

Parse MDEF

3) Theresponseize bytes, generally 2 bytesown in bold belowmust be removed before parsing.
This example shows the Authorization Request before andifadteesponse size is removed

Before
01F7 F98201F3DFDF540AFFFF9876543210200026DFDF55 . . .

After
F98201F3DFDF540AFFFF9876543210200026DFDF55 . . .
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4) To parse NDEF data, perform a Google VAS transaction. Fromuth@rization Request|tab,

copy the data from tapF78|.

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

F3=[Container] Send Command

DFDF54=9070030B53A738000232
DFDFSS=82
DFDF25=42353341373838
FE=[Container]
FF4l=[Container] NFC Type 2 ...
FF0l=[Container]

Send Extended Cmd

- Mifare Classic NFC...
DF7BE=D4032%617376%9401066904010000000054021A6C799403096F6%64044163D%AC
OBADSCBCS9010501546E0032303138

Parse TLV

T

Parse NDEF

5) At tab, paste theDF7B| data inb the[input| box and presthe|[Parse NDEF| button

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

Input: Send Command
D4a0329617376540106690401000000005402126C7539403096F6564044163D3RAC0BROS
CBC59010501546E0032303138 Send Extended Cmd
NFC Type 2 ..

Parser Qutput:

Mifare Classic NFC...

Parse TLV

Parse NDEF

6) Scroll thelParse Output | boxto view the result.

Qutput | MSR | Authorization Request | Transaction Result

Input: Send Command

D40329617376%940106650401000000005402126C7595403096F65%64044163D3AC0OBA0S
CBC59010501546E0032303138

NFC Type 2 ...
Parser Qutput: ‘ e

9403096F&96404416309ACOBRA0SCEBC50010501546E0032303138 Mifare Classic NFC...

External Type Name: oid
External Type Payload: 044163DSACOBAOSCBC

Well Enown Type RTID Text: 2018

Send Extended Cmd
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3.10 Device Info

1) Toview the device informatiorpress théDutput | tab, therpressGet Info| button An example of

requestingl e v i ifoengason is shown below.

Transaction Result | TLV Parser | Configuration

Device Type: MMS

Connection Type: USB

Device Address: \W2\hid$vid 0801lapid 2020%#celfafiZ7ace0s0000%
{4d1e55b2-f16f-11cf-38ck-001111000030}

Ham=: [USB DynaFlex] Be2CAS3

Model: DynaFlex

[Response]
ARAOO31048200D1018204000000008432001ED10181072B06010401F609850102330EE
20CE1QAEIQ3ELIO06C104B62CR530

[OPERATICN DONE: D101]

Serial: B&2CAS3

MTasrmanesl

veice: [ I TN e K1 KD

2) To clear the screen, press button.

Output | MSR | Authorization Request | Transaction Result | TLV Parser | Configuration

veice: [ I N I K2 KR

3) To close the device, prete Disconnect | button

Output | MSR | Authorization Request | Transaction Result | TLV Parser | Configuration

Disconnecting. ..
[DISCONNECTING]
[DISCONHECTED]

veie [ I 7N I K3 K2

Send Command

Send Extended Cmd

NFC Type 2 ...

Parse TLV

Send Command

Send Extended Cmd

NFC Type 2 ...

Send Command

Send Extended Cmd

NFC Type 2 ..

Parse TLV
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3.11 Mobile Driver License

This section is for demonstrag automated NFC engagemeavithamo b i | e Dr i vwwd®Lk).6 s
Prerequisite:

91 Mobile Driverd kicense.

1) Toread a mobile Drivér kicense presson|Output | tab,and therpresson buttonto begin the
automatedNFC mDL engagement

MAGTEK Amount: L)

=

|
|
|

CEAS
CEELL=1E

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

2) Present and hold the mobile Dridekicense next to the readfar a short time After detection, the
app will read it and show the datethe(Output | tab.

Mobile Driverd kicense data is detected with NFCEvent mDL.

Output MSR  Authorization Request = Transaction Result = Parser = Configuration

[Transacticn Started] Send Command
Amount=1.00, Timeout=255, Transaction Type=0
MSR=False, Contact=Falae, Contactless=False, NFC=True Send Extended Cmd
AppleVAS=False, GoogleVAS=False, NFC=True, BCR=Falae
[Responase)

ARO00B10482001001820401000000

[OPERATION STARTED: 1001)

[Notification]

AROD0B104B8300010182042001040D

[NFCEvent: NFC/mDL]

[Motification]
ARODB104B830001018204200804028482000D010184820007DF 790408492049 Parse TLV

Irernaka. MTIR="040"0n481
Parse NDEF

MNFC Type 2 ...

Mifare Classic NFC...
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3 -How to use the MTUSDKNET Demo

3.12 Mobile Credential ECP2

This section is for demonstrag Apple ECP2.0 (Enhanced Contactless Polling).
Prerequisite:

1 Mobile Credential on an iPhone, Apple Watch.

1) Press OfNFC| settings.

CEELLLE

Output ' MSR | Authorization Request | Transaction Result | Parser | Configuration

Send Command

Send Extended Cmd

NFC Type 2 ...

Mifare Classic NFC...

Parse TLV

Parse NDEF

oo (TSI I G E1 I K1

2) Set VAS Mode t¢ECP2], Transaction Mode t@pple Wallet Mobile DESFire|, then press OK.
Enter any custom ECP2 Frame data if needed.

1 NFC Options = a x
VAS Mode: ECP2 v
VAS Protocol: URL &
ECP2 Frame:

Read Data Mode: ASCII -

Transaction Mode: | | Mifare Classic
[ Mifare DESFire
Apple Wallet Mobile DESFire
[] Mifare2Go Mobile DESFire

oK Cancel

2) SelectiNFC|, unselect the other payment options, and peessit/Debit | to begin the transaction.
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-EIII!

™) Credit / Debit I

-]z
oEEaEEaan

Output  MSR = Authorization Request | Transaction Result = Parser | Configuration

3) Present the mobile credential near the reader until a long beep is heard. The data is shown similarly

as below.
SEEL-I=El__~

Output  MSR = Authorization Request | Transaction Result = Parser | Configuration

AUV LU U S UYL VLU UL U LU e
[NFCEvent: NFC/Mifare DESFire EV3] SEaREonm—.
[Notification]
AAD0B8104830001018204200804028482000D010184820007DF790408AF3148 Send Extended Cmd
[NFCData: UID=0BAF3148]

[Notification]

AA00B104830001018204200808028482001C010184820016DFDFDF4011359383735333 NFC Type 2 ...
03030303030323539313000

[NFCCardData: 3938373533303030303030323539313000] Mifare Classic NFC...
[Notification]

AAD0810483000105820420050000

[NFCEvent: Tag Removed] Parse TLV

Parse NDEF

o N I 1 1 1N 1 =

L
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3.13 SCDE

To view Selectable Card Data Encrypted elements of card data, follow these steps.
These prerequisites are outside the scope of this documentation.

1 SCDE key loaded into reader.
1 SCDE fields properties enabled for the reader.

1) Presso settings

BRELE O

Output  MSR | Authorization Request | Transaction Result | Parser | Configuration

2) Enterthe corre (Base Derivation Key) configured for the reader, and cipegtypt SCDE]
Payload|. Below is only an example.

£z SCDE Settings = O X

BDK:  FEDCBA9876543210F1F1F1F1IF1F1F1F1

Decrypt SCDE Payload

0K ‘ Cancel

3) Begin an EMV transaction.
4) To view the SCDE data after the transaction, sele¢®thput | tab and scroll t@ecrypted SCDE|.

Output | MSR | Authorization Request = Transaction Result | Parser | Configuration

[Decrypted SCDE]

CardHolderName: CONTACTLESS/MAGTEK D

ExpirationDate: 2712

ServiceCode: 201

PAN: 5443684800013455

TracklDiscretionaryData:
30303130304F502020202020203030303536303030303030
Lack2DiscretionaryData: 0010005610000

[NoTITYICaTYION]

AA008104830001018204080803028482025A0101848202540247F9820243DFDF540AB

62CASF6543210200024DFDFS550182DFDF250742363243413546FA820221F082021DF1

82000ADFDF1A0101DFDF1B0100F882015EDFDF59820140A6BBOEGCABFSFS842B927CF

B T N N e e e
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3 -How to use the MTUSDKNET Demo

3.14 Device

This section demonstrates playing buzzer tones and settidgiLED status. Tones may be played
during idle operatior Pass-Through mode. LED status may be changed only during NFC APDU Pass
Through engagement.

3.14.1 Buzzer
1) Press orDevice|tab

MSR | Auth. Request | Trans. Result Device | NFC APDU

Send Command

Send Extended Cmd

Buzzer Tone: ‘ Long Beep v ‘

NFC Type 2 ...

- Mifare Classic NFC...

Parse TLV

Parse NDEF

oo (TN I (1 1 I K 3

2) Choose one of the pglanned tones from thBuzzer Tone|list and press oflay|to have the reader
play the tone.

Send Command

Send Extended Cmd

Buzzer Tone: | Long Beep
— NFC Type 2 ...
Long Beep
Short Beep Mifare Classic NFC...
-Short Beep

Custom Tones Parse TLV

Parse NDEF

3) To play a custom tone, first selé@istom Tones].

Output I MSR I Auth. Request I Trans. Result I Parser I Config ‘ Device

NFC APDU

Send Command

Send Extended Cmd

Buzzer Tone: | Custom Tones v ‘ ‘
NFC Type 2 ...
Short Beep Mifare Classic NFC...
-Short Beep

Parse TLV

[Leustom Tones |

Parse NDEF
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3 -How to use the MTUSDKNET Demo

4) In the text boxenterabyte sequenct generate custonones.

MSR | Auth. Request | Trans. Result Device | NFC APDU

Send Command
Device LED: | LED 1 v Status: _

Send Extended Cmd

Buzzer Tone: ‘ Custom Tones |‘
NFC Type 2 ...
Mifare Classic NFC...

Parse TLV

Parse NDEF

1 Each tone is composed of 4 bytes in hexadecimal forR@A0M0O00

1 ByteO-Bytel 0x0000 to 0xOFAdor frequence (0 to 4000 KHz50 is silenk
1 Byte2Byte3 0x0001 to OxFFFFor duration(1 to 65535 millisecond)

1 1to 10tones may be played in 1 sequence.

Example:

A sequence of 2 tones

0A1000640F100264

Output I MSR I Auth. Request I Trans. Result I Parser I Config | Device

| ‘OAW 000640F100264

NFC APDU

Send Command

Send Extended Cmd

NFC Type 2 ...
Mitare Classic NFC...

Parse TLV

Buzzer Tone: ‘ Custom Tones v

Parse NDEF

5) The status of playing tones is shown in [@put | tab.

Output | MSR | Auth. Request | Trans. Result = Parser | Config | Device = NFC APDU
et .

Play Buzzer Tone: [0A1000640F100264] Send Command
[Response]
AR00810482001805820401000000 Send Extended Cmd
[OPERATION STARTED: 1805]
[Notificatien]

AAQ0B10483001805820405040100 NEC Type 2
[Feature: Buzzer]
Status: Success Mifare Classic NFC...

.

Parse TLV

Parse NDEF
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3 -How to use the MTUSDKNET Demo

3.14.2LED
Setting Device LED statusy the Hosis only applicable duringnNFC PassThrough session.

1) SelectNFC ADPU|and presg&nable NFC Pass-Through |.

MSR | Auth. Request = Trans. Result Device | NFC APDU

Pass-Thru Timeout (sec): APDU Command: Send Command

| Send Extended Cmd

Disable NFC Pass-Through APDU Log:

NFC Pass—Through Enabled. NFC Type 2 ...
Polling Timeout (sec): E' Mifare Classic NFC...

I Stop NFC Polling l Parse TLV

Parse NDEF

oo I M Y 1 0 K K3

2) Now selecthe Device] tab.

MSR | Auth. Request | Trans. Result NFC APDU

Send Command

Send Extended Cmd

Buzzer Tone: ‘ Long Beep v ‘ ‘

NFC Type 2 ...

- Mitare Classic NFC...

Parse TLV

Parse NDFF

3) Choose @evice LED], a/Status], and pres$et LED Status|.
LED 1 is at the leftmost (Power On) position.

put I MSR I Auth. Request I Trans. Result I Parser I Config | Device t I Trans. Result I Parser I Config | Device

Device LED: | LED 1 ¥ Status: _ Status: | Green v S
LED 1 Off

Buzzer Tonet | LED 2 N ‘ v Green
LED 3 Red
LED 4 . .
All LEDs

4) View the change of the LED on the reader. The LED staillbe returredundert he r eader 6s
controlafter disabling NFC PasEhrough mode.
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3 -How to use the MTUSDKNET Demo

3.15 NFC APDU

This section is for NFC engagemgftassThrough modelsingnon-payment lowievel APDU
communications with NFC cards, tokens, and deviédesPassThroughmode is independent from
EMVCo Payment functionst provides no access to any EMV payment ketnels

After the NFC Type A or Type B card is activated, the Bests applicationlevel APDUs to a PICC that
supports 1ISO 14448 Protocol. The device sends the PICC response back to the host.

1) Press OfNFC APDU|tab, pressEnable NFC Pass-Through | and[Start NFC Polling |.
TAP CARD D

|
|
|

1 A

CEEL=1E

MSR | Auth. Request | Trans. Result NFC APDU

Pass-Thru Timeout (sec): EI APDU Command: Send Command

| Send Extended Cmd

I Disable NFC Pass-Through ] APDU Log:

NFC Pass—Through Enabled. NFC Type 2 ...
. - . NFC Polling Started.
Polling Timeout (sec): D Mifare Classic NFC...

Stop NFC Polling Parse TLV

Parse NDFF

2) Present ad hold next to the readanNFC card, token, or devicélhe NFC detection is shown on
the log.

Output I MSR I Auth. Request I Trans. Result I Parser I Config I Device | NFC APDU

Pass-Thru Timeout (sec): EI APDU Command: Send Command

| Enable NFCPass Through | [sed Send Drended Cmd

I Disable NFC Pass-Through ] APDU Log:

NFC Pass—Through Enabled. NFC Type 2 ...
113 + oo

Polling Timeout (sec): EI SLEC= . .

9 NFC Card Detected (ISO 14443-R). Mifare Classic NFC...

I Stop NFC Polling ] Parse TLV

Parse NDEF
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3 -How to use the MTUSDKNET Demo

3) Enter arAPDU command | and presssend|. The Response APDU will be seen in the log.

Output I MSR I Auth. Request I Trans. Result I Parser I Config I Device ‘ NFC APDU

Pass-Thru Timeout (sec): EI

_ @A4040007 D276000085010100

I Disable NFC Pass-Through ]

Polling Timeout (sec): EI

I Stop NFC Polling ]

APDU Command:

APDU Log:

NFC Pass—Through Enabled.

NFC Polling Started.

NFC Card Detected (IS0 14443-R).
NE H

Sent: 00A4040007D276000085010100
Received: 9000

Send Command

Send Extended Cmd

NFC Type 2 ...
Mifare Classic NFC...

Parse TLV

Parse NDEF

4) Continue to send ADPU commands in the sequence required for the NFC engagement to be complete.
During this session the device LED status may be set by selectipgtle| tab, setting the status,

then returning to th&lFC APDU] tab.

5) After engagement, prestop NFC Polling | andDisable NFC Pass-Through |.

Output I MSR I Auth. Request I Trans. Result I Parser I Config I Device | NFC APDU

Pass-Thru Timeout (sec): EI

IDisabIe NFC Pass—Throughi

| ~—— —

Polling Timeout (sec): D

I Stop NFC Polling I

APDU Command:

‘ 00A4040007D276000085010100

APDU Log:

(IS0 14443-A).

NFC Card Data: 04829%2620E1590
Sent: 00A4040007D27€000085010100
Received: 5000

NFC Polling Stopped.

NFC Pass—-Through Disabled.

Send Command

Send Extended Cmd

NFC Type 2 ...
Mitare Classic NFC...

Parse TLV

Parse NDEF
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4 -How to use Configuration

4  How to useConfiguration

4.1 Sendlmage
The following describes how to load and display images.imagereplaceghe Welcome screen when
the device isn anidle connecatdstate

Images must be BMP format, 160KB or smaller with no compression, maximum 320px by 240px, with

color depth 16 color, 256 color, <t color,or 24-bit color. Images smaller than the maximpixel size
arecentered on the displaymbges amaximumpixel screen size must be -bit color or lower to meet
thebytesize requirement.

1) Tosend an image thé¢ devicepress theConfiguration | tab.

Output | MSR | Authorization Request | Transaction Result | Parser | Configuration

ID: 01 l Display Message l Send Command
Send Extended Cmd

Image ID: . 1 Show Image

ID: 0000 [ Get Challenge ]

| i C tion ... ‘ | Request PAN |
Image ID: | 1 Set Display Image ‘ l onfiguration ques NFC Type 2 ..
File ID: 00000000 | Send File ... | l Start BC Reader H Get Personal Info ... | Mifare Classic NFC...

|
ImageID: |1 ¥ | Send Image ...
|

File ID: 00000000 ‘ Get File ... | Show Bitmap ... || Show Bar Code

IR | o v | pion | P

Parse NDEF

oo [ ETCEET] N (1 3 1N K1 3

2) Select an ID number from tfimage 1D|list. Press thend Image| button

Output | MSR | Authorization Request | Transaction Result = Parser ~Configuration

G Show Image ID: |01 l Display Message l
1
Image ID: iD: (0000 Get Chall
mage 5 . nd Image - [ enge l
3
4

Image ID: . Send Command

Send Extended Cmd

Set Display Image ‘ l Configuration ... H Request PAN

Image ID: | NFC Type 2 ...
File ID: O | Send File ... | l Start BC Reader H Get Personal Info ... | Mifare Classic NFC._.
File ID: 00000000 ‘ Get File ... ‘ | Show Bitmap ... | | Show Bar Code |

Parse TLV

_ ‘ Update Firmware H Update WLAN FW |
O 1< [USB DynaFlex] B62CASF v _ E ﬂ n

Parse NDEF

Clear

3) Navigate to an imageitmapfile, selectthefile, then press th@pen| button.
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4 -How to use Configuration

&« v « 05(C) » MTUSDKMETDermo * bin » Release » images v O Search images yel
Organize « MNew folder Bz » [ 0
[ Desktop 2 Mame Date
Documents |&] GPS ICONS Total FINAL_42_16bitcolordepth.BMP 9/29/203
& Downloads |&] MRF20_3205240_DynaFlex_16bitcolordepth.bmp 9/29/20
) Music E MRF20_320x240_taxi_16bitcolordepth.brmp 9/29/204
[&] Pictures E water_lilies_leaves_pond_water_reflection_62861_320x240_16bitcolordepth.bmp 9/29/204
B videos
= 0s5(C) v o< >
File name: | GPS ICONS Total FINAL_42_16bitcolordepth.BMP V|
| Open | | Cancel |

4) View the progress of sending an image by selectin@titput | tab. When completed the result will
be similar to what is shown below.

rrogrooos
Progress:
Progress:
Progress:
PrOQress:
Progress:
Progress:
Progress:
Progress:

[Response]
AADO0S1048200D511220400000000
Send Image Besult: SUCCESS
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4 -How to use Configuration

4.2 Set Display Image

1) To set which image is to replace the Welcome screen, pregetiiguration |tab, lect an ID from
thelmage 1D list, press theSet Display Image| button, then press tl@evice Reset| button.

Output | MSR | Authorization Request | Transaction Result | Parser Configuration

Image ID: 1o ‘ Show Image ‘ ID: |01 l Display Message l Send Command

Send Extended Cmd

NFC Type 2 ...
Mifare Classic NFC...

Parse TLV

ImageD: (1 ¥ |  Sendimage.. | ID: 0000 ||  GetChallenge |

M l Set Display Image l l Configuration ... ‘ | Request PAN |
Send File ... l Start BC Reader ‘ | Get Personal Info ... |
|

1
0
1

File ID: 00 2 ‘ Get File ... ‘ ‘ Show Bitmap ... H Show Bar Code
3
4

_ ‘ Update Firmware H Update WLAN FW |
oo ] I (Y 3 I 2

Image ID: .

File ID: O

Parse NDEF

Clear

2) After the device resets, press fbennect | button. The image willnowbe i s pl ayed on
idle screen.

3) If the display image is st an ID that was not loadethe device will display the Welcome screen.

4) To set the device back to the Welcome screen, selggtftBm thelimage 1D] list, press theset]
button, then press tl@evice Reset| button. After the resetpress the Connect

button.

Output | MSR | Authorization Request | Transaction Result | Parser =~ Configuration

Image ID: T 1 v ‘ Show Image ‘ ID: 01 l Display Message l Send Command

Image ID: |1 ¥ \M i0: o000 | | Get Challenge ] Send Extended Cmd

Image l l Configuration .. H Request PAN | NFC Type 2

File ID: |00000000 Send File ... l Start BC Reader ‘ | Get Personal Info ... |
|

File ID: 00000000 ‘ Get File .. ‘ | Show Bitmap ... || Show Bar Code

ISR | crooe v | e ey

Parse NDEF

o (SN N (CY 1 N K1
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4 -How to use Configuration

4.3 Show Image

This section is for showing an image that alreexigis in a slot in the device.

1) Select theConfiguration | tab,select thamage 1D| you want to display, then press

button

Please note théis image is temporary aradter the device is restarted, the idle image will show the
Image IDassigned byset Display Image.

Output | MSR | Authorization Request | Transaction Result | Parser Configuration

Image ID: I 1 v ‘ Show Image ID: 01 l Display Message l Send Command

1
Image ID: 5 Send Image ... ID: /0000 l Get Challenge l Send Extended Cmd
Image ID: i ‘ Set Display Image ‘ l Configuration ... ‘ | Request PAN | NFCType 2.
File ID: |0 | Send File ... | l Start BC Reader H Get Personal Info ... | wifarn Classic NFC._
File ID: |00000000 ‘ Get File ... ‘ ‘ Show Bitmap ... ‘ | Show Bar Code |

Parse TLV

ISR | oo e | e |
BIVTPMN (USB DynaFlex] B62CASF v _ E ﬂ n

Parse NDEF

Clear
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4.4 Send File

1) To send a configuration file to the deviseect theConfiguration |tab,ente the[File ID], and then
press théSend File| button

Output | MSR | Authorization Request | Transaction Result | Parser Configuration

Image ID: (1 ¥ ‘ Show Image ‘ ID: 01 l Display Message l Send Command

Image 1D: 1 ¥ | Send Image ... | iD: (0000 || GetChallenge ! Send Extended Cmd

ImagelD: 0 ‘ Set Display Image ‘ [ Configuration ... H Request PAN

NFC Type 2 ...

Mifare Classic NFC...

|
File ID: 00000000 | Send File ... l l Start BC Reader ‘ | Get Personal Info ... |
|

File ID: 00000000 Get File ... ‘ Show Bitmap ... ‘ | Show Bar Code

_ ‘ Update Firmware H Update WLAN FW | Parse TLV

Parse NDEF

oo [ ETTETN] N (1 3 1N K1 K3

2) Select the fileassociatedvith that same file ID and presise Open| button.

Open x
« v 4 <« Apollo » EMV configuration files used for firmware def... » v 0 2 Search EMV configuration fil...
Organize v MNew folder ==~ [H 0
. Mthpps L Aol MName "
1000003936-117 o T

[7] MCL_NRF_CAPKeys_File_ID_0x00000300 - Copy.bin

1000007351101 [ ] MCL_NRF_CAPKeys_File_ID_0x00DD0300 GET.bin

1000007362-101 D MCL_NRF_CAPKeys_File_|D_(e00000300.bin

Bitmap D NRF_EntryPoint_Ver6_Maestro
.o D NRF_EntryPoint_Vert_Maestro_File_|D_Cx00000200.bin
*# Dropbox D NRF_Processing_Ver3
@& OneDrive D NRF_Processing_Ver3_File_|D_0x00000100.bin

[7] NRF_TerminalConfig0i
B This PC [ NRF_TerminalConfig01_File_ID_0x00000000.bin v
:’ 3D Objects v £ >
File name: | NRF_TerminalConfigll_File_|D_0x00000000.bin V|

| | Open | Cancel |

3) The[Output]will show the result of the file sent to the device
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4 -How to use Configuration

Authorization Request | Transaction Result

Send File Progress: 2
[Response]
AAQOE104B200DE12820400000000
Send File Progress: 4

Send File Progress: 27

Send File Progress: 30

Send File Progress: 72

AROOS1042200D812320400000000
Send File Progress: 100
Send File BEesult: SUCCESS
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45 GetFile

1) To get a configuration file from the devilect theConfiguration |tab,enter theFile ID]and then
press théGet File| button

Output [ MSR l Authorization Request ] Transaction Result [ Parser  Configuration

NFC Type 2 ...

File ID: 00000000 Send File ...

Image 1D: ‘ Show Image ‘ ID: |01 l Display Message l Send Command
ImageID: |1~ ‘ Send Image .. ‘ ID: 0000 ‘ Get Challenge ‘ Send Extended Cmd
ImagelD: 0 ~ ‘ Set Display Image ‘ l Configuration ... ‘ | Request PAN

| |

Mifare Classic NFC...

|
l Start BC Reader ‘ | Get Personal Info ... |
|

File ID: 00000000 I Get File ... I ‘ Show Bitmap ... H Show Bar Code

_ ‘ Update Firmware H Update WLAN FW |
vevice: [ I 1 1 I K1 K3

Parse TLV

Parse NDEF

Clear

2) Enterthe desiredile nameand press thigave| button.

Save As x
T « MTUSDK MNET UnitTest » MTUSDK NET UnitTest v | O 2 Search MTUSDK .NET UnitTest
Organize = Mew folder EE 0
v [ This PC *  Name Date Type "
> _J 3D Objects | FILE_DDDOODOD. bin 11/17/2021 3:10 PM BIM File
5 [ Desktop @ imagel.bmp 3/16/2021 %:52 AM EMP File
N Docurments @ imaged.brmp 3/16/2021 11:43 AM EMP File
&] image3.bmp 3/16/2021 11:45 AM BMP File
> * Downloads ) )
_ @ imaged.brmp 3/16/2021 11:43 AM EMP File
> Music {8 MTUSDK .NET UnitTest.cspraj 3/10/2021 10:58 AM Visual C# Prajec
» [=] Pictures [ packages.config 3/10/2021 10:58 AM CONFIG File
> B Videos ] SCRADynaMagUnitTest1.cs 3/17/2021 9:25 AM Visual CZ Souro
» g 05(C) 'iﬁl SCRAtDynamolnitTestl.cs 3/22/2021 %32 AM Visual CZ Sourc
3y g DVD Rw Drive (DI] I:Ig Utils.cs 1[:';‘5;2021 4:30 PM Visual CF Souro [¥]
B L D Sy, I RS e Y ___v ( )
File name: | FILE_00000000.bin ~|
Save as type: | V|
A Hide Folders Save | Cancel |
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4.6 Display Message

1) To display a message on the device screen, seleCotifgyuration |tab, enter th@l in
hexadecimal formatand then press thisplay Message| button.

Output | MSR | Authorization Request | Transaction Result = Parser Configuration

ID:I 01 . Display Message I

Image ID: : ‘ Show Image Send Command

|
Image ID: | 1 '_‘ Send Image ... ‘ ID: |0000 [W Send Extended Cmd
image1D: 0 v | SetDisplayimage | | Configuation.. || RequesteaN | Se—
File ID: |00000000 | | Send File ... | | start BCReader || Get personal nfo... |
File ID: 00000000 | Get File. | | Showsitmap.. || ShowBarCode |

Parse TLV

DGR | Ui rimwae | e wsnrw |
BIVTPMN (USB DynaFlex] B62CASF v _ E ﬂ n

Parse NDEF
Clear
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4.7 Get Challenge

1) To retrieve a challengekenfrom the device screen, select tab, enter th¢D|, and
then press th&et Challenge | button.

Output = MSR | Authorization Request | Transaction Result | Parser Configuration

ID: 01 . Display Message Send Command

ID:f (0000 | Get Challenge I Send Extended Cmd

Image 1D 0o v ‘ Set Display Image ‘ l Configuration ... Request PAN NFC Type 2 ...
File ID: 00000000 ‘ Send File .. ‘ [ Start BC Reader “ Get Personal Info I M Classie NEC.

Image ID: :‘] Show Image

ImageID: |1 ¥ Send Image ...

File ID: 00000000 Get File .. [ Show Bitmap ... H Show Bar Code |

_ l Update Firmware H Update WLAN FW | Parse TLV

Parse NDEF

oy ooeos ] Joleli] =

2) Select théOutput |tab to view the response as shown below.

Output | MSR l Authorization Request I Transaction Result I Parser I Configuration

—

Challenge Token=F387C1lECAB39EB39
[Response]

Send Command

AA008104B8200E0018204000000008416RA2148102E0018204B62CASF08308F387CLlECA Send Extended Cmd

839EB39

[OPERATION DONE: ECO01]

— NFC Type 2 ...
Mifare Classic NFC...

Parse TLV

Parse NDEF

Clear

BIVTPMN (USB DynaFlex] B62CASF v _ m m n
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4.8 Configuration
1) To do configuration actions, select tab, and press th@onfiguration é | button.

Output | MSR | Authorization Request | Transaction Result | Parser =~ Configuration

Image ID: : Show Image ID: 01 Display Message Send Command

Image ID: |1 ¥ ‘ Send Image ... iD: |0000 Get Challenge Send Extended Cmd

Image ID: . 0o - ‘ Set Display Image ‘ I Request PAN NFC Type 2
| Mifare Classic NFC...

File ID: 00000000 | Send File ... Start BC Reader | Get Personal Info ... |

File ID: /00000000 | | i

‘ Show Bitmap ... H Show Bar Code |

_ ‘ Update Firmware H Update WLAN FW | Parse TLV

Parse NDEF

VTN (USB DynaFlex] B62CASF _ E ﬂ n Clear

2) Selectan/Action |, enter theType], enter theD.1.D. Valuel, and then press tf@K] button.

B " Configuration — O >

Action:

®) Get Configuration

) Set Configuration

) Get Key Infarmation

) Update Key Informatian

Type: | 02

Value:

E108E206E204E202C200

OK Cancel

3) Select théOutput | tab to view the response as shown below
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Output MSR | Authorization Request | Transaction Result | Parser | Configuration

—

et Configuration Response:
313030303030393731322D5072656C696D2D4143312E362D5052440000

[Response]
AR0081048200D10182040000000084820037D101681072B06010401F6098501028927E
125E223E221E21FC21D313030303030393731322D5072656C696D2D4143312E362D50
52440000

FEFATION DONE: D101]

oevice: [ I 1 E3 i K K

Send Command

Send Extended Cmd

NFC Type 2 ...

Mifare Classic NFC...

Parse TLV

Parse NDEF

Clear
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4.9 Scan Barode

1)
2)

3)

4)

Locate a barcode that can be accessible by the device such as a mobile app, screen, or print out.

To scan a barcode, select tab, and press thgtart BC Reader| button.

Output | MSR | Authorization Request | Transaction Result | Parser Configuration

Send Command

Image ID: ‘ Show Image ID: 01 l Display Message l

Send Extended Cmd

Image1D: (1 ¥ |  SendImage.. ID: (0000 || GetChallenge |

|
|
Image ID: .0 " ‘ Set Display Image ‘ l Configuration ... HM'
|
|

NFC Type 2 ...

File ID: 00000000 | Send File ... l Start BC Reader H Get Personal Info ... I Mifare Classic NFC...
File ID: 00000000 ‘ Get File ... ‘ Show Bitmap ... H Show Bar Code |

Parse TLV

_ ‘ Update Firmware H Update WLAN FW |
O 1< [USB DynaFlex] B62CASF v _ E ﬂ n

Parse NDEF

Clear

The BCR LED wil |l turn on. Present a barcode

center of the device.
The BCR LED will turn off after the BCR scan is complete.

Note, if the LED flickers but remains on, the seanot complete. Slowly center the barcode. If
centered, slowly move the barcode away from the device. The larger the barcode size, the further
away it should be.

Select theDutput | tabto view the responsas shown below.

Output | MSR I Authorization Request I Transaction Result [ Parser l Configuration

00810482001804820400000000 Send Command

[OPERATION DONE: 1804] Send Extended Cmd
[Notification]

AA008104830018058204040301008482002C180584820026FCB20022DF7482001D5C3

0303030323668747470733R2F2F7777772E6D616774656B2EG36F6D

e
FC820022DF7482001D5C30303030323668747470733A2F2F7777772E6D616774656B2

E636F6D Mifare Classic NFC...

Bar Code

Data=5C30303030323668747470733A2F2F7777772E6D616774656B2EG36F6D

wext:\oooozﬁhttps:ffww.magtek.com / Parse TLV

Parse NDEF

SIS [USB DynaFlex] B62CASF v _ E ﬂ n Clear
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4.10 Show Bitmap

1) To show bitmapnat previously loaden the device screeselect theConfiguration |tab, and press
the button.

Output [ MSR l Authorization Request ] Transaction Result [ Parser | Configuration

Image ID: | 1 v ‘ Show Image ‘ ID: |01 l Display Message l Send Command
ImageID: |1 ¥ ‘ Send Image ... ‘ ID: 0000 ‘ Get Challenge ‘ Send Extended Cmd
ImageID: |1 ¥ ‘ Set Display Image ‘ l Configuration ... ‘ | Request PAN | NFC Type 2

Flle D: [P00°090 | send File .. | l start BC Reader “m Mifare CI;ssic NFC...
File ID: 00000000 ‘ Get File ... ‘ Show Bitmap ... | Show Bar Code |

Parse TLV

[ [USB DynaFlex] B62CASE v _ m ﬂ n

Parse NDEF

Clear

2) Select the bitmap image, atieen press th@pen| button.

Organize - MNew folder =~ [ @
= This PC *  Mame Date Type
~B 3D Objects bin 3/10/2021 10:58 AM File folder
I Desktop ohbj 3/10/2021 10:58 AM File folder
Documents Properties 31072021 10:58 AM File folder
; Downloads @ imagel.bmp 3/16/2021 9:52 AM EMP File
D Music |&] image2.bmp 3/16/2021 11:45 AM EMP File
i 3.k 3/16/2021 11:45 AM BMP Fil
[&] Pictures (5] image3.omp S e
8] imaged.bmp 3/16/2021 11:45 AM EMP File
m Videos
= 05(C)
o v o€ >
File name: |imagel.bmp V|
Open Cancel

3y The i mage will be di s gHisbymaplis notrstorédhnghe desicei c e 6 s
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4 -How to use Configuration

4.11 Show Bacode

1) To display a barcode on the device screen, sele@@dhgguration |tab, and press thghow|
button.

Output | MSR | Authorization Request | Transaction Result = Parser Configuration

Image ID: 1 ¥ ‘ Show Image ‘ ID: |01 . l Display Message l send Command
Image ID: |1 ¥ ‘ Send Image ... \ ID: 0000 [ Get Challenge ] cend Bxtended Cmd
ImagelD: |1 ‘ Set Display Image ‘ l Configuration ... ‘ | Request PAN | NFC Type 2 ...
File 1D: 00000000 | Send File .. ‘ | Start BC Reader || Get Personal Info ... | M Classie NEC.
File ID: /00000000 ‘ Get File ... ‘ Show Bitmap ... | I Show Bar Codel I

Parse TLV

V5 [USB DynaFlex] B62CASF v _ m m n

Parse NDEF

Clear

2) Thebacode wi | | be di splayed on the deviceds
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4 -How to use Configuration

4.12 Request FAN
1) To request alR and Cardselect theConfiguration |tab, and press thRequest PAN] button.

Output | MSR | Authorization Request | Transaction Result = Parser ~Configuration

Send Command

Image ID: :1 2 ‘ Show Image ‘ ID: 01 . l Display Message l
ImageID: |1 ¥ ‘ Send Image ... ‘ ID: 0000 Get Challenge Send Extended Cmd
Image ID: 1 ¥ ‘ Set Display Image ‘ l Configuration ... ‘ I Request PAN I NFC Type 2
File ID: |00000000 | | Send File . || StartBCReader || Get Personal Info . Mifore Classic NEC..
File ID: 00000000 ‘ Get File .. ‘ ‘ Show Bitmap ... H Show Bar Code |

Parse TLV

| Update WLAN FW |

BIVTPMN (USB DynaFlex] B62CASF v _ E ﬂ n

Parse NDEF

Clear

2) Device willfirst requesto present a card to capture the PAN data. Present a card.
3) Now enter a PIN when promptddEnter PINO .
4) Select theDutput |tab to view the response as shown below.

Output | MSR l Authorization Request I Transaction Result I Parser I Configuration

rry TYpeion J;HJCELLU
IN Data]
DFDF5910E0OC332945953A035BCAS3CE94CE3EBASDFDFSE0AB62CASFE543210200025
FDF570180F521DF71010099082C2F87B196C213E3DFDF410AFFFF9876543211E0000
DFDF420181
PIN Block Format=0
PIN Block=2C2F87Bl%6&C213E3
PIN KSN=FFFF987€543211E00006
PIN Encryption Type=129
[Response]
RAAOOB810482002002820401000000

@ION STARTED: 2002]
MVIOSS (USB DynaFlex] B62CASF v _ E ﬂ n

Send Command

Send Extended Cmd

NFC Type 2 ...
Mifare Classic NFC...

Parse TLV

Parse NDEF

Clear
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4 -How to use Configuration

4.13 Update Firmware
1) To updatehedevice firmware, press either thipdate Firmware | or Update WLAN FW| button.

Output [ MSR l Authorization Request ] Transaction Result [ Parser = Configuration

Image ID: 1~ ‘ Show Image ‘ ID: 01 l Display Message l Send Command
ImageID: |1 ¥ ‘ Send Image ... ‘ ID: 0000 ‘ Get Challenge ‘ Send Extended Cmd
ImageID: 1 ¥ ‘ Set Display Image ‘ l Configuration ... ‘ | Request PAN | NFCType 2 ..
File ID: 00000000 | Send File ... | l Start BC Reader H Get Personal Info ... | wifarn Classic NFC._
File ID: 00000000 ‘ Get File ... ‘ Show Bitmap ... | Show Bar Code |

Parse TLV

_ I Update Firmware II Update WLAN FW '
SVIOSS (USB DynaFlex] B62CASF v _ m ﬂ n

Parse NDEF

Clear

2) Select the firmwaréle to update and press tj@| button.

m CNC User (cncuser-pc) = MName Date modified Type 3
I Desktop Demo 9/11/2023 10:37 AM File folder
Documents Docs 9/13/2023 9:12 AM File folder
* Downloads Library 9/11/2023 10:37 AM File folder
Js Music @ 1000008592-A4.bin 9/13/2023 9:10 AM EIM File
=] Pictures Changelog.txt 8/30/2023 11:32 AM Text Document
B Vvideos
- 05(C)
- DVD RW Drive (D:)
] . o o Ao N ( )
File name: | 1000008592-A4.bin ¥ |

3) The Output tab will show the progress of the update.

Output | MSR | Authorization Request | Transaction Result | TLV Parser

T DEOL]

[Hotification]
BADDB10483000905820408010903 Send Command

Update Firmware Progress: 57
[Response] Send Extended Cmd

RADOS104B200D901820400000000
[OPERATICN DONE: DG01]
Update Firmware Progress: SE

[Hotification] NFC Type 2 ...

ARD0B10483000905320408010803
Update Firmware Progress: 100

Update Firmware BResult: SUCCESS _
NTSCOMHECTED] Parss TLV

4) DO NOT power off orremovethe device from the host pc during the update. After the uptiate
device willreset
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4 -How to use Configuration

4.14 Personal Info Entry

Thissectionn s f or capturi

ng

personal

nf ormati on

using

captured in clear text or encrypted. This feature is only supported on DynaFlex readers equipped with a

screen.

1) SelectConfiguration |tab and presget Personal Info].

Image ID: R Show Image

Send Image ...

ID: 01

ID: 0000

Configuration

Display Message

Get Challenge

ImageID: |1~

Image ID: . 1

l Configuration ... ‘ |

Request PAN |

File ID: 00000000 Send File ...

l Start BC Reader FGet Personal Info ]

| |
| |
‘ Set Display Image ‘
| |
| |

File ID: 00000000 Get File ...

_ ‘ Update Firmware H Update WLAN FW |

‘ Show Bitmap ... H Show Bar Code |

Send Command

Send Extended Cmd

Parse TLV

Parse NDEF

Clear

2) Select one from the list @apture| types. For encrypted form, check Bncrypt |.

[®7 Personal Info Entry —

Capture Type: - Phone Number

O

X

Phone Number

SSN

Zip Code
Employee ID
Birth Date

[®7 Personal Info Entry

Capture Type:

[7] Encrypt

oK

Cancel

3) Enter the personal
4) PressOutput]tab to view the captured information.

MSR | Authorization Request | Transaction Result

nf or mat

Parser = Configuration

on

|(Response]
AAQOOB810482001806820401000000
[OPERATION STARTED: 1806]
[Notification]

7383930

Data Type=Phone Number
Data Text=11234567830

AA00810483001805820401060101841618058412FC10DFDFDF420B313132333435363

Touchscreen Perscnal Info Entry: FClODFDFDF420B3131323334353637383930
Perscnal Info Entry Data=31313233343536373835%30

on the devi

Send Command

Send Extended Cmd

NFC Type 2 ...
Mifare Classic NFC...

Parse TLV

Parse NDEF
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5 - Flexible Ul Page

5  Flexible Ul Page

The following section is for displaying Flexible User Interface (Ul) pages.

Ul pages allow for interaction kselectingcustomizeduttons and display of imagedJl pages are

composed of Titles, Text lines, Buttons, Amount buttons, Images, and Functional buttons. Functional

buttons are situated at the bottom of the screen. A host app sends thes obntent lines, Amount
buttons, and Images, in real time to the device for disgtwever for Titles, Buttons, and Functional
buttons, the messages are-existinginside the device. Hence, a host app only sendstiing ID

number assigned to a specific text message. The ID and text messages are defined by a comma separated

value(.csv)UI configuration file.

A customer may configure a Ul configuration fiteyt ultimatelyit is signed at MagTek. The device will

only accept a signed Ul configuration file. Once signed, the file is converted into binary (BIN) format.

5.1 Ul Configuration File

Toloada Ul Configuration fileinto the device, follow these steps.

1) Select théConfiguration | tab.

Output = MSR = Authorization Request = Transaction Result

Configuration

ImageID: |1~ Show Image ‘ ID: 01 l Display Message l Send Command
Image ID: |1~ Send Image ... | ID: 0000 | Get Challenge | Send Extended Cmd
ImageID: 1 ¥ Set Display Image ‘ [ Configuration ... ‘ l Request PAN NFCType 2.
File ID: 00000000 ‘ Send File ... ‘ l Start BC Reader ‘ l Get Personal Info ... Mifare Classic NFC..
File ID: 00000000 ‘ Get File ... ‘ I Show Bitmap ... ‘ [ Show Bar Code

Parse TLV

_ ‘ Update Firmware H Update WLAN FW ‘

Parse NDEF

2) At File ID], enterd6000000 and press thigend File| button

Output | MSR | Authorization Request I Transaction Result l Parser = Configuration

ImageID: |1 ¥ Show Image ‘ ID: 01 l Display Message l Send Command
Image ID: |1 Sendimage.. | 1D: (0000 ||  GetChallenge | S
Image ID: |1 ¥ Set Display Image ‘ [ Configuration ... ‘ l Request PAN

NFC Type 2 ...

File ID: 06000000 Sendfile.. | | l Start BC Reader H Get Personal Info ... T
File ID: 00000000 Get File .. I Show Bitmap ... ‘ [ Show Bar Code
_ ‘ Update Firmware ‘ l Update WLAN FW

Parse TLV

Parse NDEF

3) Browseand select &1 configurationBIN|file.
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5 - Flexible Ul Page

Open X
<« 2> v 4 « Release » Ul Files Y% C Search Ul Files r
Organize * New folder =- 0 0
S Name Date modified Type

I [] CFG0006869-100.csv 6/11/2024 10:52 AM CSV File
i H CFGO006869-100_generated.bin 6/26/2024 1:57 PM BIN File
u CFGO006869-105.csv 6/25/2024 12:.01 PM CSV File
|ﬂ' CFG0006869-105_generated.bin 6/26/2024 1:56 PM BIN File
File name: CFGO006869-105_generated.bin d
| open ] cConcel

4) See the progress by selecting fbetput |tab. On completion, the status will ShBMCCESS

similarly as below.

MSR | Authorization Request | Transaction Result | Parser | Configuration

oo TrTTeTTogT
Send File Progress:
Send File Progress:

5 i =Rt S
pferd File Progress:

Send Command

Send Extended Cmd

Send File Progress:

Send File Progress: NFC Type 2 ...
[Response]

AAQO0B10482000812820400000000

[OPERATION DONE: DE12]
Send File Progress: 100
Send File Result: SUCCESS Parse TLV

Parse NDEF

5) Select anatchingUl string file by pressinghe Select Ul String File| button

oEa0

Output | MSR = Authorization Request = Transaction Result | Parser | Configuration

Send Command
Send Extended Cmd

NFC Type 2 ...
Mifare Classic NFC...
Parse TLV
Parse NDEF

(D)2 1< 00 [USB DynaFlex] B54776E v _ m n
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6) Browseand select £SV|file. The part number and revisishould match theurrently loadedIN
file but ends in extensiof.csv 0.

Open X
< v « Release » Ul Files v C Search Ul Files L
|
Organize ~ New folder = - [ o
~ |
v | Name Date modified Type |
. |
| CFGO006869-100.csv 6/11/2024 10:52 AM CSV File
;:;‘i CFG0006869-100_generated.bin 6/26/2024 1:57 PM BIN File
I | | CFGO006869-105.csv 6/25/2024 12:01 PM CSV File
'_‘.'" CFG0006869-105_generated.bin 6/26/2024 1:56 PM BIN File
i
|
File name: |CFGO006869-105.csv ~

_—

7) Now thatthematchingCSV file is imported into the apphe appropriate set of string $@nd text
messages may be selected during the Flexible Ul page instructions that follow.
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5.2 Text Page

1) Todisplayamultfe xt | i ne
button.

Ul

page on [(Cubtemizd RBevide UJiePags|

Output

MSR = Authorization Request = Transaction Result = Parser

OEaAaO

Configuration

Send Command

Send Extended Cmd

2) At Page Option|list, selecfText Lines].

3) Enter from 1 to 5 lines of text to be displayed in each text box, and then pr thdton. Only O
seconds (no timeout) is currently supported.

2 Device Ul Page

Page Option:

Title: ext String Buttons
Button 1: | Amount Buttons ‘
Custom Image
Button 2: Line Z: ‘
Button 3: Line 3: ‘ ‘
Button 4: Line 4: ‘ ‘
Button 5: Line 5: ‘ ‘
Button 6:
F-Button Left: Color:
F-Button Middle: |:| Color:
F-Button Right: Color:
Image File: I:‘
OK Cancel
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5 - Flexible Ul Page

@1 Device Ul Page - O X
Page Option: ........... i V| Timeout: El(ﬁﬁ)
Title:
Button 1: Line 1: ﬁ
Button 2: Line 2: ‘ ‘
Button 3: Line 3: ‘ ‘
Button 4: Line 4: ‘ ‘
Button 5: Line 5: ‘ ‘
Button 6: k )
F-Button Left: Color:
F-Button Middle: |:| Color:
F-Button Right: Color:
Image File:
=)o
4) The Ul page wil!/ be shown on the devicebs screer

Text Line 1

Text Line 2

Text Line 3

Text Line 4

Text Line 5

5) Each time a Ul button is pressed on the screen, the device sends a notification similarly as shown
below. Functional Middle button reports as 2 similarly as shown below. Text lines are not reported.

Output ‘ MSR I Authorization Request I Transaction Result I Parser l Configuration

[Notification]
AAQ0810483001803820401020200

Tocuchscreen Functional Button Selected: 2
[Notification]
AA00810483001803820401020200

Touchscreen Functional Button Selected: 2

Send Command

Send Extended Cmd

NFC Type 2 ...

Mifare Classic NFC...
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5.3 Buttons Page

1) TodisplayaBut t ons Ul on

page

t hCestord ireVDEvitee Ul Bagesbattore e n ,

=

Output  MSR | Authorization Request = Transaction Result | Parser = Configuration
Send Command
Send Extended Cmd
2) At |Page Option | list, selectText String Buttons |.
£ Device Ul Page = a x

Page Option:  Text String Buttons ~ Timeout: 0 (secs)
Title:
Button 1: | Amount Buttons

Custom Image

Button 2: UUZBFFUTE e
Button 3: 0027 Vegetables v
Button 4: v
Button 5: v
Button 6: v
F-Button Left: 0006,Cancel ¥ Color: Red e
F-Button Middle: ¥ Color: ¥
F-Button Right: ¥ Color: h

Image File:

0K Cancel
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3) Select a message foitle| andButtons |. The actual string IDs are referenced alongside each text

string. For Functional buttons-Button |, select a message and a color of the button.

After makingselections, press th@K] button.

| 11 Device Ul Page = a x
0 (secs)
0004,Please Select
0025,Baking
0026,Fruits
0027 Vegetables
Button 5: v
Button 6: v I
F-Button Left: 0006,Cancel ¥ Color: Red ¥
F-Button Middle: ¥ Color: s
F-Button Right: ¥ Color: M
|
Image File: [
OK Cancel
4) The Ul page will be shown on the
Title

I e

devicebds

SCreer

5) Each time a Ul button is pressed on the screen, the device sends a notification similarly as shown

below.

Output  MSR | Authorization Request = Transaction Result

[Notification]
AR00B10483001803820401030100

Touchscreen Text String Button Selected: 1
[Notificaticon]
AAO0B104B3001803820401020100

Touchscreen Functional Button Selected: 1

Parser

Configuration

Send Command

Send Extended Cmd
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5.4 Amount Page

1) To display an Amount Ul

p alQustomdza Devide &I Pdge| buiton.e 6 s

=

Output | MSR Authorization Request = Transaction Result = Parser = Configuration
Send Command
Send Extended Cmd
2) At |Page Option | list, selectAmount Buttons |.
£ Device Ul Page = a x
Page Option: Amount Buttons ~  Timeout: 0 (secs)
Text Lines
Title: -
= Ng ouron
Button 1 Amount Buttons |
Custom Image
Button 2: Amt 2:
Button 3: Amt 3:
Button 4: Amt 4:
Button 5: Amt 5:
Button 6: Amt 6:
F-Button Left: 0006,Cancel ~ Color: | Red ~
F-Button Middle: ¥ Color: v
F-Button Right: . ¥ Color: h
Image File:
0K Cancel
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3) Select a message and enter the dollar value in each text boXfer|. The actual string IDs
are referenced alongside each text striigr Functional buttong-Button |, select a message and a

color of the button.
After selections, press th@K| button.

4) The Ul page will be shown on the devicebds screer

Title

I e I
I e

5) Each time a Ul button is pressed on the screen, the device sends a notification similarly as shown
below. Amount buttons report a value.
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