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Table 0-1 - Revisions

Rev Number \
10

Date
Nov 7, 2019

Notes

Engineering prototype release

18

May 20, 2020

Production releasikom MagneSafe/5 MasterPr o gr a m
Manualrev 18

20

Jun 8, 2021

Update from master program
1.5add features Pairing Mode Control, Apple VAS, Conser
DUKPT Keys, No EMV MSR Flow8.2add Result Code 0x5
(Embedded V5 Hea@nly); Extended Command 0x0300
Initiate EMV Transaction (EMV Only) add Apple VAS
options and add CAUTION statements about device power
key consumptionExtended Command 0x0310 Modify

EMV Configuration (MAC, Contact Only) clarify parameter
value vs. LoA value and the nature of the full list vs. LoA lis
remove fiin some LOAs this
LoAs being harmonized across product famibjd a
configurations C8 through C13; Appendixl.1label values of
DFDF53 that are EMV MSR Flow Only; Update description
9F6D and 9F6E ifTable 9-55; Add DFDF1F inTable 9-57
andTable 9-58, Add checksums DF49 and DF4&Table
9-26, Table 9-44, Table 9-55, Table 9-59; Add DF00, DF01 &
DFO02 in slots opayWave Application Settings andFactory
Defaults (Contactless Only, Misc. clarifications and
corrections.

25

Nov 16, 2021

Update from master programni@&manual Rev 25:

Update RoHS statement; Add Software License Agreemen
Separate OEM Features feature into EMV Settings Unlock
feature and Infinite Transaction Timeout feature, add both
features to iDynamo;®Add Suppress Sounds feataned add tq
iDynamo 6 and n Extended Command 0x0304 Cancel
Transaction (EMV Only) addoptional silencesounds
parameterExtended Command 0x0310 Modify EMV
Configuration (MAC, Contact Only) add Vendor Config ID
C14, C15 Property 0x00- Firmware ID clarify length;
Extended Command 0x0300 Initiate EMV Transaction
(EMV Only) add result codéx03D; Property 0x10-
Interface Type addOneTime Automatidnterface typeMisc.
clarifications and corrections.
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LIMITED WARRANTY

MagTek warrants that the products sold pursuant to this Agreement will peénfacoordance with

MagTekdés published specifications. This warranty
the date of the shipment of the product from MagT
only to t he raBurghaserounlgss timeentity resefsithe product as authorized by

MagTek, in which event this warranty shall apply only to the first repurchaser).

During the Warranty Period, should this product f
will, at its option, repair or replace this product at no additional charge except as set forth below. Repair
parts and replacement products will be furnished on an exchange basis and will be either reconditioned or
new. All replaced parts and products beathe property of MagTekThis limited warranty does not

include service to repair damage to the product resulting from accident, disaster, unreasonable use,

misuse, abuse, negligence, or modification of the product not authorized by Madagkek reseres

the right to examine the alleged defective goods to determine whether the warranty is applicable.

Without limiting the generality of the foregoing, MagTek specifically disclaims any liability or warranty
for goods resol d i n |patkdgesrandfdr gonds Malifjed,alteied or reatedg i n a
without authorization by MagTek.

Service may be obtained by delivering the product during the warranty period to MagTek (1710 Apollo

Court, Seal Beach, CA 90740 this product is delivered by mair by an equivalent shipping carrier,

the customer agrees to insure the product or assume the risk of loss or damage in transit, to prepay

shipping charges to the warranty service location, and to use the original shipping container or equivalent
MagTek will return the product, prepaid, via a three (3) day shipping senfideeturn Material

Aut horization (ARMAO) number must accompany all r
contactingMagTek Support Services (888) 6243350.

EACH BUYER UNDERSTANDS THAT THIS MA GTEK PRODUCT IS
OFFERED AS-1S. MAGTEK MAKES NO OTHER WARRANTY, EXPR ESS OR
IMPLIED, AND MAGTEK DISCLAIMS ANY WARRAN TY OF ANY OTHER
KIND, INCLUDING ANY WARRANTY OF MERCHANT ABILITY OR FITNESS
FOR A PARTICULAR PUR POSE.

IF THIS PRODUCT DOE S NOT CONFORM TOMAGT EK 6 S
SPECIFICATIONS, THE SOLE REMEDY SHALL BE REPAIR OR
REPLACEMENT ASPROVIDED ABOVE. NLMBIOITE K6 AANY,
SHALL IN NO EVENT EX CEED THE TOTAL AMOUN T PAID TO MAGTEK
UNDER THIS AGREEMENT . IN NO EVENT WILL MAGTEK BE LIABLE TO
THE BUYER FOR ANY DAMA GES, INCLUDING ANY L OST PROFITS, LOST
SAVINGS, OR OTHER INCIDENTAL OR CONSEQUE NTIAL DAMAGES
ARISING OUT OF THE U SE OF, OR INABILITY TO USE, SUCH PRODUCT,
EVEN IF MAGTEK HAS B EEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES, OR FOR ANY CLAIM BY ANY OTHER PART Y.
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LIMITATION ON LIABIL ITY

EXCEPT AS PROVIDEDN THE SECTIONS RELAT NG T O MA GT BEEDOVWARRANM,
MAGTEKOS LI ABERTHIS XGREEMENTIS LIMITED TO THE CONTRACT PRICE OF
THIS PRODUCT.

MAGTEK MAKES NO OTHER WARRANTIES WITH RESPECT TO THE PRODUCTEXPRESSED
OR IMPLIED, EXCEPT A MAY BE STATED IN THIS AGREEMENT, AND MAGTEK

DISCLAIMS ANY IMPLIED WARRANTY, INCLUDING WITHOUT LIMITATION ANY IMPLIED
WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPSE.

MAGTEK SHALL NOT BE LIABLE FOR CONTINGENT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES TO PERSONS R PROPERTY. MAGTEKFURTHER LIMITS ITS UABILITY OF ANY
KIND WITH RESPECT TOTHE PRODUCT, INCLUDNG NEGLIGENCE ON ITSPART, TO THE
CONTRACT PRICE FOR HE GOODS.

MAGTEKO®GS SOLUEY LANMBI BUY E RSN\ REMEDIES ARE SATED IN THIS
SECTION AND IN THE &£CTION RELATINGTOMAGTEKG6S LI MI ANHB WARR
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FCC INFORMATION

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) Thiglevice may not cause harmful interference, and (2) This device must accept any
interference received, including interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class Ridigia)

pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not inded and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interferenaditoar television reception,

which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

1 Reorient or relocate the receiving antenna.

1 Increase the separati between the equipment and receiver.

1 Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

9 Consult the dealer or an experienced radio/TV technician for help.

Caution: Changes or modifications not exprssly approved by MagTek could void the
user6s authority to operate this equipment

CE STANDARDS

Testing for compliance with CE requirements was performed by an independent laboratory. The unit
under test was found compliant with standards establishé&ldes B devices.

UL/CSA
This product is recognized peiL 609501, 2nd Edition, 201112-19 (Information Technology
Equipment Safety- Part 1: General Requirement§SA C22.2 No. 6095Q2-07, 2nd Edition,
201112 (Information Technology EquipmenSafety- Part 1: General Requirements).

ROHS STATEMENT

When ordered as RoOHS compliant, this pratdneets the Electrical and Electronic Equipment (EEE)
Reduction of HazardouSubstances (RoHS) Directive (EU) 2015/863 amending Annex Il to Directive
2011/65/EU.The markingisclearly e cogni zabl e, ei t hefrr eaes, -bwréiktetaedno wo

as another clear symbc.@).
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SOFTWARE LICENSE AGREEMENT
IMPORTANT: YOU SHOULD CAREFULLYREAD ALL THE TERMS,CONDITIONS AND
RESTRICTIONS OF THIZICENSE AGREEMENT BEORE INSTALLING THESOFTWARE
PACKAGE. YOUR INSTA.LATION OF THE SOFTWARE PACKAGE PRESMES YOUR
ACCEPTANCE OF THE TRMS, CONDITIONS, ANDRESTRICTIONS CONTAINED IN THIS
AGREEMENT. IF YOU BD NOT AGREE WITH THESE TERMS, CONDITIONSAND
RESTRICTIONS, PROMPIOY RETURN THE SOFTWARE PACKAGE AND ASSOTATED
DOCUMENTATION TO THEADDRESS IN THIS DOCWIENT, ATTENTION: CUSTOMER
SUPPORT.

TERMS, CONDITIONS, A ND RESTRICTIONS
MagTek, Incorporated (the "Licensor") owns and has the right to distribute the described software and
documentation, collectively referred to as the "Software."

LICENSE: Licensor grarg you (the "Licensee") the right to use the Software in conjunction with

MagTek productsLICENSEE MAY NOT COF, MODIFY, OR TRANSFER THE SOFTWARE IN

WHOLE OR IN PART EXEPT AS EXPRESSLY PR@WDED IN THIS AGREEMENT. Licensee

may not decompile, disassembde,in any other manner attempt to reverse engineer the Software.
Licensee shall not tamper with, bypass, or alter any security features of the software or attempt to do so.

TRANSFER: Licensee may not transfer the Software or license to the Softwanetioer party without
the prior written authorization of the Licensor. If Licensee transfers the Software without authorization,
all rights granted under this Agreement are automatically terminated.

COPYRIGHT: The Software is copyrighted. Licensee may copy the Software except for archival
purposes or to load for execution purposes. All other copies of the Software are in violation of this
Agreement.

TERM: This Agreement is in effect as long as Licensee continues the use of the Software. fi$arLice
also reserves the right to terminate this Agreement if Licensee fails to comply with any of the terms,
conditions, or restrictions contained herein. Should Licensor terminate this Agreement due to Licensee's
failure to comply, Licensee agrees to ratthe Software to Licensor. Receipt of returned Software by

the Licensor shall mark the termination.

LIMITED WARRANTY: Licensor warrants to the Licensee that the disk(s) or other media on which
the Software is recorded are free from defects in matari@brkmanship under normal use.

THE SOFTWARE IS PROWDED AS IS. LICENS@R MAKES NO OTHER WARRANTY OF ANY
KIND, EITHER EXPRESSOR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR RIRPOSE.

Because of the diversity of conditions and hardware under which the Software may be used, Licensor
does not warrant that the Software will meet Licensee specifications or that the operation of the Software
will be uninterrupted or free of errors.

IN NO EVENT WILL LICENSOR BE UABLE FOR ANY DAMAGES, INCLUDING ANY LOST
PROFITS, LOST SAVING, OR OTHER INCIDENAL OR CONSEQUENTIALDAMAGES
ARISING OUT OF THE WBE, OR INABILITY TOUSE THE SOFTWARE Licensee's sole remedy in
the event of a defect in material or warknship is expressly limited to replacement of the Software
disk(s) if applicable.
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GOVERNING LAW: If any provision of this Agreement is found to be unlawful, void, or
unenforceable, that provision shall be removed from consideration under this Agraechen not

affect the enforceability of any of the remaining provisions. This Agreement shall be governed by the
laws of the State of California and shall inure to the benefit of MagTek, Incorporated, its successors or
assigns.

ACKNOWLEDGMENT: LICENSEE ACKNOWLEDGES THATLICENSEE HAS READ THS
AGREEMENT, UNDERSTANDS ALL OF ITS TERMSCONDITIONS, AND RESRICTIONS, AND
AGREES TO BE BOUND B THEM. LICENSEE ALSO AGREES THAT THISAGREEMENT
SUPERSEDES ANY AND AL VERBAL AND WRITTEN COMMUNICATIONS BETWEEN
LICENSOR AND LICENSEE ® THEIR ASSIGNS RELAING TO THE SUBJECTMATTER OF
THIS AGREEMENT.

QUESTIONS REGARDINGIHIS AGREEMENT SHOUID BE ADDRESSED IN WRTING TO
MAGTEK, INCORPORATED ATTENTION: CUSTOMER SUPPORT, AT THE ADRESS LISTED
IN THIS DOCUMENT, ORE-MAIL ED TO SUPPORT@MAGTEKCOM.

DEMO SOFTWARE / SAMPLE CODE: Unless otherwise stated, all demo software and sample code
are to be used by Licensee for demonstration purposes only and MAY NOT BE incorporated into any
production or live environment. The PIN Psainple implementation is for software PIN Pad test
purposes only and is not PCI compliant. To meet PCI compliance in production or live environments, a
third-party PCI compliant component (hardware or softW@sed) must be used.
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1 Introduction

1.1 About ThisDocument

This documendescribesiow to communicate witBecureCardReaderAuthenticator(SCRA)devices
whichimplementMagneSafe/5.

1.2 About SDKs

MagTek provides convenient SDKs and corresponding documentation for many programming languages

and operating systems. The API libraries included in the SDKs wrap the details of the carinestio
interface that conceptually parallels the devicebo
on the business logic, without having to deal with the complexities of platform APIs for connecting to the
various available connection tyygecommunicating using the various available protocols, and parsing the
various available data formattformation about using MagTekrapperAPIs is available in separate
documentation, includin99875535SECURE CARD READER AUTHENTICATOR API

PROGRAMMERS MANUAL.

The SDKs and corresponding documentation include:
9 Functions for sending the direct commands described in this manual
1  Wrappers for commonly used commands that further simplify development

1 Sample source code to demonstrate how to communicatéheittevice using the direct commands
described in this manual

To download the SDKs and documentation, seaneiv.magtek.conf or A SDKO and sel ect
documentation for the programming languages and platfpomsieed, or contact MagTek Support
Services for assistance.

Software developers also have the option to revert to direct communication with the device using libraries
available in the chosen development framewdtlr example, custom software writtenMisual Basic

or visual C++ may make API calls to the standard Windows USB HID driMeis document provides
information and support for developing host software using that method.

MagTek has also developed software that demonstrates direct communigtithe devicewhich
softwaredevelopers can use to test the device anchioh provides a starting point for developing other
software. For more information, see the MagTek web site, or contact your reseller or MagTek Support
Services.
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1.3 About Terminology

Thegenerakermsiidevice andfihosb areusedin different oftenincompatiblewaysin a multitude of
specificationsandcontexts. Forexamplefi h o mayhavedifferenta meaningn the contextof USB
communicatiorthanin the contextof networledfinancialtransactiomprocessing.In this document,
fideviced andfhosb areusedstrictly asfollows:

9 Devicerefersto the SecureCardReaderAuthenticatol SCRA) thatreceivesandrespondgo the
commandsetspecifiedin this document.Devicesinclude Dynamag,eDynamo,andsoon.

9 Hostrefersto the pieceof generalpurposeelectronicequipmenthedeviceis connecteabr pairedto,
which cansenddatato andreceivedatafrom thedevice HosttypesincludePCandMac
computers/laptopsablets,smarphonesteletypeterminals,andeventestharnessesin manycases
thehostmay havecustomsoftwareinstalledonit thatcommunicatesvith thedevice Wheni h o st 0
mustbe useddifferently, it is qualifiedassomethingspecific,suchasii ac qui r €iruShBost 0 0 0

Similarly, the word fusero is used in different
into more descriptive categories:

M Thecardholder
1 Theoperator (such as a cashier, bank teller, customer service representative/eoy, serd
i Thedeveloperor theadministrator (such as an integrator configuring the device for the first time).

Because some connection types, payment brands, and other vocabulary name spaceB|(mbteidhy

LE, EMV, smart phones, and more recent ia1s of Windows) use very specific meanings for the term
AApplication, 0 t hi softdaretouaieeto doftwhra andhe sost thdt provides a user
interface for the operator.

Thecombinationof device(s) host(s) software firmware, corfiguration settings physicalmountingand
environmentuserexperienceanddocumentatioris referredto asthe solution.
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1.4  About Connectiors and Data Formats

MagneSafe/5 productdransmit data using a set@dmmondataformatsacrossa variety of phydcal connectiorlayers,which canincludeuniversal
serialbus(USB)act i ng as a keyboard \enitd&iheddB®) de UB B e a RF2B2APpledhd QRightning or
USB), bidirectionalaudioconnectorsBluetooth,Bluetooth LE andsoon. Thesetof availablephysicalconnectiortypesandthe data formats
available on each connection tyigalevicedependent.Table 1-1 showsthe physicatonnectiorntypesavailableon eachproduct and thedata formats
supportedn each connection tyger that device Detailsabout connection types af@mmatscan be found isection2 Connection Typesand
section3 Data Formats. Sectionheadingsn this documeninclude tags that indicate whiclonnectiortypes andir data formatsheyapplyto.

Table 1-1 - DeviceConnection Types/ Data Formats

Product / | Bluetooth | Bluetooth iAP1 iAP2 RS-232 /

Connection "% LEGaTT ESATT BUEOOn \ighning  Lighming AP2YSByarr  SPI USBHIDT USBKE

Streaming
(MSR data)

BulleT SPP Streaming

BulleT KB HID

cDynamo Streaming

Dynamag,
Dynamag Duo,

USB Enc HID
IntelliHead V5

DynaMAX GATT Streaming HID

Streaming

DynaPAD HID Streaming
DynaWave SLIP HID
eDynamo GATT HID

iDynamo 5 Streaming

iDynamo 5

(Gen I Streaming

iDynamo 6 SLIP SLIP HID

kDynamo SLIP
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Product / _ Bluetooth Bluetooth iAP1 iAP2 . RS-232/

Connection Audio LE GATT = EQTT Bluetooth Lightning ~ Lightning IAP2 USB UART SPI USB HID| USB KB
mDynamo HID
P-series and .
1-65 w/V5 HID Streaming
pDynamo GATT HID
sDynamo Streaming
SPI Enc .
IntelliHead V5 Streaming
tDynamo GATT HID
UART Enc .
IntelliHead V5 Streaming
uDynamo TLV HID
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1.5 AboutDeviceFeatures

Theinformationin this documentappliesto multiple devices Whendevelopingsolutionsthatusea specificdeviceor setof devicesjntegratoranust
beawareof eachd e v i commdctfon types, data formatsaturesandconfigurationoptions,which affectthe availability andbehaviorof some
commands Table 1-2 providesallist of devicefeatureghatmayimpactcommandavailability andbehavior. All section headings in this document
include tags that indicate which features they apply to.

Table 1-2 - Device Features

o) =
> c
3% 3 8 e g
Feature / Product 0 oy 5= o S L1218 .10 =2 2R
2] © Q © S £ £ £ 0 > O o w o
= = EE E = S 8 & 23 o =E o
=2 & 8¢ s E 255 & 25 -3 £ 93
3 @ A4 & ) 8 4 4 a® » E S E
MSR Swipe Y Y |Y Y [Y Y IN Y |Y [Y [Y |[Y [N |N Y |Y |Y Y |Y Y
MSR Insert N N [N N [N IN [N I[N [N [N [N [N [N Y N (N |N N [N N
MSR 3-Track Y Y |Y Y [Y IN N Y |[Y [Y [Y |Y [N |Y Y |Y |Y Y |Y
MSR Disable N Y [N N [N IN [N I[N [Y [N I[N [N [N [N N (N |N N [N N
MSR Swap Tracks 1/3 N N |Y N [N IN [N [N [N [N [N [N [N [N N (N |N N [N N
MSR Embedded V5 Head N N |N N [N IN [N IN [N |Y [Y |Y IN [N N |Y |N Y |N N
MSR Configurabe MSR Variants Y |Y Y |Y N Y Y Y [Y |Y |Y Y |Y Y
MSR Configurable MP Variants N [N N Y N |Y [N IN |Y |Y |Y Y |N Y
MSR SureSwipe N |Y Y [Y [Y IN Y IN [N N [N [N |Y N (N |N N [N N
MSR JIS Support Y [Y2 IN IN N N [N Y [N N IN [N |N N (Y |Y N |Y
MSR SHA-1 N |Y Y [Y Y I[N |Y IN [N [N |[N |N Y N N
MSR SHA-256 N |N N [N IN [N IN [N [N [N I[N [N [N N |N N
MSR Configurable SHA N |N N |Y N [Y IN [N [N [N |N N N
MSR MagneSafe 2.0 N |Y N [N [N N N
Configurable Encryption Algorithm |N N [N N I[N IN [N [N I[N [N Y [N [N |N N [N N [N N
Set Mask Service Code N N [Y2 [N [N [N [Y [N [N [N [N [N [N [Y2 [N [N |[Y2 |N N N
Never Mask Service Code N2 N [Y [Y [Y |Y Y |Y |N? Y N2 Y
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1 - Introduction

Feature / Product

3)
4)
5)
6)

7

Dynamag, USB
Enc IntelliHead V5
Dynamag Duo
DynaWave
iDynamo 5
iDynamo 5 (Gen II)
SPI Encrypting
IntelliHead V5
IntelliHead V5

a8
Mo
X 0
- =
QL@
>3
@ @

iDynamo 6
P-series,
I-65 w/V5
UART Enc

This feature is available in mDynamo firmware revisi@®0003358D0@released August 2017) and newer.

This feature was introduced in SPI Encrypting IntelliHead V5 in firmware version 21042876CO01 released Juhs2@&g,dnd-
65 w/V5 in firmware version 21165822E01 released March 2018, Dynamag and USB Encrypting IntelliHead V5 in firmwi
version 2104240K00 released January 2019.
This feature is available in Dynamag and USB Enc IntelliHead V5 firmware version 21042840K00 (released January 201
newer.

EMV Contact Quick Chip is available in mDynamo firmware revisil@00003358F0 released Decemb@017), eDynamo
firmware revisionl000003354F0(released October 2018), and newer.

Pairing Modes feature is available in eDynamo firmware revis@0002650B0hAnd newer, except Bluetooth LE Property 0
which was added ih000002650C0.1

Custom Advertigig feature is available in eDynamo firmware revisi®@®0002650C02nd newer, except Bluetooth LE Prope
O0x08 Configuration Bits fANever Advertiseo aniD00A02658COP o
This feature is only supported bye eDynamo starting with firmware revisit@00003354J0@nd mDynamo starting with
firmware revisionl000003358G01
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2 - Connection Types

2  ConnectionTypes

Table 1-1 on pagel7includesalist of connetion typesavailablefor eachdevice. Thefollowing
subsectiongrovidedetailsdevelopersvill needto communicatevith the deviceusingeachconnection

type
2.1 Howto UseUSBConnections(USBOnly)

NOTICE

This section describes how to use devices that use USE and Keyboard (KB mode)
connections. For information about using the USB connection on Apple devices, see
section2.2How to UseApple iAP Connections(iAP Only) instead.

These USB devices confortm the USB specification revision 1.1. They also conform to the Human
Interface Device (HID) class specification version 1.1. This document assumes the reader is familiar with
USB HID class specifications, which are availableratv.usb.org MagTek strongly recommends

becoming familiar with that standard before trying to communicate with the device directly via USB.

These devices are fedbeed, higipowered USB devices that draw power from the USB bus they are
conneted to. They enter and wake up from Suspend mode when directed to do so by the USB host.
They do not support remote wakeup.

When connecting via USB/JagneSafe V5 deviceonnect to the USB host either as a verdidined

HI' D device (AHK®gbHoardakmalna tHdefending @ehe deeice {ypelarkio )
configuration. Details for using the device in each of these navdgsovided inthe sections that

follow. In addition to connecting to the USB host as different USB device typesdiegem their

mode, the device can transmit data in different formats (see s8diata Formats). To decode data
coming from HIDdevices, see sectidhlHow to UseHID Format (HID Only).

The device havean adjustable endpoint descriptor polling interval value that can be set to any value in
the range of 1ms to 255mso Thange the setting, uBeoperty 0x02 - USB Polling Interval (HID
Only | KB Only).

MagneSafe Vilevicesdentify themselveso the hostwith Ma g T evé&ndoslD 0x0801and aProduct
ID (PID) from this list:

1 tDynamo report®x001C

kDynamo report®x001D

DynaWave report&x001E

iDynamo 6 report®x001F

MSR SwipedeviceseportPID 0x0011whenin HID mode
MSR InsertdevicesreportPID 0x0013whenin HID mode.
Audio devices report PIDx0017when in HID node.

Devices that implement ambinationof EMV Contact / EMV Cordctless MSR swipereport PID
0x0019when in HID mode.

1 EMV-only devicesguch asnDynamoandDynaWave report PIDOX0O01Awhen in HID mode.
1 All devicesreportPID 0x0001whenin KB mode

=A =4 =4 -4 -4 4 4
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2 - Connection Types

1 WirelessUSB devicedongles reportPID 0x0011whenin HID mode.
1 WirelessUSB devicedongles reportPID 0x0001whenin KB mode.
1 WirelessUSB devicesreportPID 0x0014whenpluggeddirectly into the hostwith aUSB cable
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2.1.1 About USBReports Usages, Usage Pages, and Usage IDs

All USB HID devices send and receive data ustegorts. Each report can contain several sections,
calledUsageseach of which has its own unique fdayte (32-bit) identifier. The two most significant
bytes of a usage are called tieage pageand the two least significant bytes are calleduae ID.
VendordefinedHID usages must have a usage page in the @&igfe00- OXFFFF, and it is common
practice for related usage IDs share the same usage page. For these reasons, all Meape=Staie/5
devices use vendalefined usage pag@xFF00, Magnetic Stripe Reader

HID reports used by the host can be divided into two types:

9 Feature Reports which the host uses to secmimmandsgo the device. Feature reports carflbéher
suldivided intoGet Feature andSetFeature types. MagneSafe V5 devienly use one feature
report.

9 Input Reports are used by the device to santsolicited notificationsothe hoswhen t he devi ce
state changes, or to seaslynchronousesponseto the host when eommandcompletes. Té device
commonly useiput repots whenreporting unpredictableardholdeinteractiors, or when a
commandakes more timéor the device to proceskan is reasonabfer the host tavait ona
blocking call for the device to acknowledge completion

For information about using featureports to send commands to the device and reoesponses from
the device, see secti@il.2How to Send Commands On the USB Conneon. For information about
receiving unsolicited data from the devigiaa Input Reportssee sectio.1.3How to Receive Data On
the USB Connection (HIDOnly).
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2.1.2 How to Send Commands On the USB Connaut

Because many MagneSafe V5 devices support connection types beyond USB, this documentation
abstracts hosilevice communication by referring @mmands, which are most often a pairing of a
Requestfrom the hostainda correspondinesponsdrom the deviceThis section explains how these
termsapply when using theSB HID connection.

When the device is connected to the host via USB, regardless of wihédketifies and operates as a
vendordefined HID devicer as a keyboard, the hagtnds &et Feature Reportto the device to send
the requests foCommands, andsends det Feature Reportto the device to retrievesynchronous
responsevhen appropriateAll reportsuse Usage Pa@xFF0Q, Usage 1D0x20, and no Feature Report
ID (Extended Commands Only) or, on devices that support Extended Commands, Feature Gx@drt ID

The host should send botk&tureReport types using the default Control pipe using a blockatigathe
operating syst e mbdEhededce NAKs thelS&lBis phge [Het Beature Reportuntil
it finishes the requested operatiamd if it does not respond, the operating systemgeiilerallytime out
and report failure Thismethal ensures that as soon as the devicduiibed the command request
embedded in th8et Feature Report the host software can immediately call a folop/Get Feature
Report to retrieve the command response, if one is requined that the host softwawill not hang on a
blocking call indefinitely

Thehost should follow thigeneracommandsequence to sendequesand receive a response:

1) Choose the command to invoke from secB8d®ommands. Every command has a corresponding
Command Numberlisted in the header of its documentation section.

2) Construct &€ommand RequesiData valueusingthe Request table in thdocumentation for the
command.

3) Determinethe length othe Command RequestData value, referred to as tigommand Request
Data Length.

4) Examine the devicebs Report Descriptor to deterr
Set Feature ReportandGet Feature Report(the operating system libraries mafar to this length
as the AReport Lengtho or AReport Counto).

5) Pad theCommand RequestData value with 0x00 so the total length of the payload is consistent
with the Set Feature Reportés Report Length [ Re

6) Construct a Set Report Structure usiraiple 8-1 in section8.1 About Commands

7) Send &et Feature Reportcontaining the finalized padded Set Report Structilitee @all to send
the reporimaysucceedfail on a timeout, or fail for some other reason.

8) If the call succeeds, seadset Feature Report to retrieve thal e v i respofdsgn the Get Report
Structure shown ifable 8-2 in section8.1 About Commands

9) Parse the Get Report Structuaad truncate thEommand Responsd®ata field to the provided
Command Respons®ata Length.

10) Examinethe Result Code which is a ondyte value the device sends to indicate success or the
failure mode of the command. See sec8dhAbout Result Codesfor more detail.

11) Parsethe truncate€Command Respons®ata field using the Response table in the documentation
for the command.

In very rare cases, the host may simply se@@tFeature Reportdirectly withouta precedinget
Feature Report TheCommands documentation specifidhese special cases if they exist.

(Extended Commands Only)

iDynamo 6| Secure Card Reader Authenticatof Pr o gr a mme r @OMMANDS) a |

Page26 of 275(D99820032425)
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Commands that use twmyte Command Numbers are callextended Commands Generally these are
commands that requigeData L ength that is longethanthe number of bytes available in a single report
The host must call these commands usingimand 0x49- Send Extended Command Packet
(Extended CommandgOnly). Similarly, commands thatendresponses greater thire number of

bytes available in a single repoeguire the host taseCommand 0x4A- Get ExtendedResponse
(ExtendedCommandsOnly) to retrieveExtended ResponseSee the documentation for those two
commanddor details about how Extended Commands and Extended Responses work.
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2.1.3 How toReceive Data On the USB Connection (Hnly)

When the device communicates with the host as a vetefored HID device, it sends unsolicited
messages such as card data to tst Yia one or mormput Reports, which are asynchronous data
packets (i.e., events) sent from the device to the host using thénté®mipt IN pipe. Events occur

when the device state changes or when an asynchronous command (such as a commaritethat requ
cardholder interaction) has reached ageéned event, such as completidPer the USB HID standard,

the host polls the device on a regular Polling Interval to see if it has input data available to send. If the
device does not, it responds to fredl with a USBNAK

Devices that do not suppdttE x t eNotdi@tbn (a specific way of sending asynchronous data to the
host, see sectich5 About DeviceFeatureg implement a single input report fitagnetic Stripe Card

Data Sent from Device to Hos{MSR Only | Keypad Entry Only). Because these devices only
implement one input report, tieput report they send to thedtaloes not includa report identifierin
accordance with the USB HID specification

The host can locatespecific data element in the input repiart Magnetic Stripe Card Data Sent from
Device to Host(MSR Only | Keypad Entry Only) by finding thecorresponding sage and interpreting
its contentsas binary data. For exampthe host software can finback 1 Decode StatugHID Only |
TLV Only | GATT Only | SLIP Only) as follows:

1) Knowing from sectior2.1.1that the device uses usage pAGgeF00 , and knowing fromthé& Wh e r e
to Find Val ufrgtableofkestiond.2tharthe tddsired data is foundtime usage with
Usage IDOx0020, cal |l t he pl at f othewats frold GSBEEXEHDBO020n r et r i ev
the input repott

2) Interpret the single binary data bytem that Usag@ccording tdhe secondable in sectiors.2

(ExtendedNotifications Only)
The remainder of this sectionprovidesimportant information about compatibility between
host software designed for other MagneSafe V5 devices and this device.

Devices that suppoNotification MessagesSent from Device to Hos{Extended Notifications Only)
implement aHID input reportspecificallyfor sendingnotificationmessag@ackets Becauseltte USB
HID specification requires any deéwith more than one report of the same type to use HID report
identifiers,suchdevicesinclude a report identifier with every report:

1 Magnetic Stripe Card Data Sent from Device to Hosusesinput Report ID 1 for card data The
card data report descriptor is typically included even if the device does not send caiwl alkaa
for future flexibility.

1 Notification Messagessent from Device to Hos{Extended Notifications Only) uselnput Report
ID 2 for asynchronous notificationsge sectioi].

Host softwarewritten for devices that support notification messagesstspecify these report identifiers
whensending or retrievingeports to communicaigith the device. Somgre-existinghost software for

Windowsmay expect to seeport identifier zero, which the platform APIs may send wiegort IDsare

notin use;this may need to change for compatibility with devices thaExsended Mtifications.

The host can determine the size of notification mesgagket Input Rports by looking at the HID report
descriptor. Notification messagpacketreports are generalB3 byteslong. If a notificationmessage
canodot f patketthendewice semdaultiple packetseach containing the notification message
packetformatin Table 7-2 and partial notificatiormessagelata.
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The host can locate a specific data elementiatdicationinput report by finding the corresponding
Usage and interpreting its contents as binary data. For example, upon receiving an inpuitheli»,
the host software can find the message payload as follows:

1) Knowing from sectior?2.1.1that the device uses usage p@geF0O0, and knowing from t
to Find Valued c¢ ol umma.lthanthetddsieed daia is found in thdbubage witH s e c t
Usage IDOx0020, cal |l the platformbés USBOxBAHDO0020an r et ri ev

the input report.
2) Interpret the blob of data from that Usage according to the second table in gelction
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2.2 Howto UseAppleiAP Comections (IAP Only)

This sectionprovidesinformationaboutdevelopinganiOS appthatinterfaceswith thedevicevia the
Lightning or USBconnectomusingiPod AccessoryProtocol(iAP). For sample code and other supporting
materials, se89510111DYNAMAX, EDYNAMO, UDYNAMO, ADYNAMO, IDYNAMO,
KDYNAMO, SDYNAMO, TDYNAMO SDK FOR IOSavailable from MagTek.

To develop host softwaffer an iOS hosthat connects to the device, you must know the following device
properties, which are specified by the purchasesnndrdering, and loaded by the manufacturer:

1 BundleSeedIDStringwhich is a 1&character string assigned by Apple, Inc. to the host software
developer

9 protocolString also known as the SDK Protocol, usually in the form of a reverse DNS string unique
to thehost software developer or the device purchaser.

The host software project must include the protocolStrintg iplist file before compiling. Spelling,
including punctuation and capitalization, must exactly match the protocolString of the device.

Thehost software should initiate a connection to the device using the iO8 &RternalAccessory
Framework( f or sampl e &EADkmqgapps ¢pen edtablishing the connectidhe hosttan
begin exchanging data with the devid@evices may use dédrent formats to send and receive different
types of data on different connections, or may change their behavior based on configuration. To
determine the data format to usegk up the device and connection typ&able 1-1. For details about
usingSLIP format, £e sectiorB.2How to Use SLIP Format(SLIP Only).

On some devicespdeupgradecommandsarenot availablethroughthis connection.
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3 Data Formats

3.1 How to UseHID Format (HIDOnly)

When the device and host are communicatmgeindordefined HID mode, data comes from the device
as described in sectiéhl.3How to Receive Data On the USB Connection (HIDnly). The host
software can retrieve the incoming data by examining the various usages in thg)ejportdetails

about which usages to examine and how to interpret the data, see 8&ttignetic Stripe Card Data
Sent from Device to Hosfor card data, and sectigrNotification MessagesSent from Device to Host
(Extended Notifications Only).
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3.2 How to Use SLIP FormaiSLIPOnly)

When the host and device exchange data using SLIP format, all messages are composed of a series of
binaryvaluesbetween 0x00 and OXEFF

The SLIP format is defined in Part Bection 3 ofSpecification of the Bluetooth System, Host
Controller Interface, Volume 4which is available at
https://www.bluetooth.org/Technical/Specifications/adopted.tiote the reference to bluetooth.org is
intentional, and the specification does indeed apply to other device connection types.

Host sof tware should begin and @&nadd musttakemto ds wi t h
account SLIP escape sequencesdeal with occurrences of CO inside the SLIP data frame:

9 If outbound data contains the byte val@ software should encode it into SLIPB DC,; if
inbound SLIP data contains the byte sequé&idC, software should decode it @D.

9 If outbound data attains the byte valubB, software should encode it into SLIPRB DD; if
inbound SLIP data contains the byte sequé&igdD, software should decode it BiB.

The data size for command data and card data may increase with firmware updates, so the
host sdtware should be able to adapt to this. Adapting can be as simple as ignoring any
extra data bytes that are not understood or expected.
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3.2.1 Devicelnitiated MessagesIn SLIP Format

Whenusing SLIP format, the device may seévidgnetic Stripe Card Data Sent from Device to Host

(MSR Only | Keypad Entry Only) or Notification MessagesSent from Device to Hos{Extended
Notifications Only) in either normal oRunLength EncodedRLE) compressetbrmat, depending on
whether RLEwvould help compress the data or not. The host software should understand both formats.
The first byte of théncoming message a messagg/pefield, which indicates what type of datse

deviceis sendingand whether the data is RLE compressadollows:

1 0x00 =Card Data Normal, which indicates the card data payload contains uncompressed card data
in USB HID vendor defined report format (see secidiagnetic Stripe Card Data Sent from
Device to Hosj.

I O0x01 =Card Data RLE, which indicates the card data payload containdengthencoded
compressed card data in USB HID vendefined report format (see secti®iMagnetic Stripe
Card Data Sent from Device to Hostand the information below about RLE decoding).

I 0x02 =Notification Uncompressedwhich indicates thlotification Datacontains an uncompressed
notification message [see sectibNotification Messagessent from Device to Hos{Extended
Notifications Only)].

I 0x03 =Notification RLE , which irdicates thé\otification Datacontains a ruengthrencoded

compressed notification message [see sectidatification Messagessent from Device to Host
(Extended Notifications Only) and the information below about RLE decoding].

The device implements RLEnNcoding of Notification Message dats follows:

1) Any byte that is repeated more than once consecutively is run length encoded. Bytes that are not
repeated stay ds.

2) Repeated bytes are Hength encoded by repeating the byte twice, followed by the number of times
the byte was repeated in the original data.

3) The maximum length of an encoded run is 255, so runs larger than 255 bytes are encoded as multiple
runs of 255ytes each until the last run.

For example, the datx44 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x055 0x66
0x00 0x00 is encoded aBx44 0x55 0x55 0x09 0x66 0x00 0x00 0x02 . Arun of 260
0x00 bytes would be encoded @800 0x00 OxFF 0x00 0x00 0x05
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3.2.1.1 Magnetic Stripe Card Data In SLIP Format (MSR Only | Keypad Entry Only)
Uncompressetagnetic Stripe Card Data Sent from Device to Hos{MSR Only | Keypad Entry
Only) is wrapped in the following block:

Table 3-1 - SLIP Format Card Data Uncompressed Wrapper

SLIP frame delimiter = 0xCO

Byte O

Byte 1 Message Type = 0¥0Card DatdJncompressed

Bytes 2..3 |Length ofCard Datdield, in big endian order

Bytes 4..n Card Dataas defined in sectiodMagnetic Stripe Card Data Sent from Device to Host
(MSR Only | Keypad Entry Only)

Byte n+1 |SLIP frame delimiter = OxCO

RLE encodedviagnetic Stripe Card Data Sent from Device to Hos{MSR Only | Keypad Entry
Only) is wrapped in the following block:

Table 3-2 - SLIP Format Card Data RLE Wrapper

Bit 7 6 | 5 4 3 2 1 0
Byte O SLIP frame delimiter = 0xCO
Byte 1 Message Type = 040Card DateRLE
Bytes 2..3 |Length of uncompressedchard Datdield, in big endian order
Bytes 4. RLE_ encoded Card Data as defined in seditdagnetic Stripe Card Data Sent from
Device to Host(MSR Only | Keypad Entry Only)
Byte n+1 |SLIP frame delimiter = OxCO
iDynamo 6 Secure Card Reader Authenticatof Pr o gr ammer 6s Manual ( COMMANDS)
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3.2.1.2 Notification Messages In SLIP Format (Extended Notifications @l
Uncompressedlllotification Messagessent from Device to Hos{ExtendedNotifications Only) are
wrapped in the following block:

Table 3-3 - SLIP Format Notification UncompressediNrapper

Byte O SLIP frame delimiter OxCO

Byte 1 Message ¥pe= 0x02 NotificationUncompressed

Bytes 2..3 |Length of Notification Message field, in big endian order

Bytes 4..n | Notification Message as defined in sectibft About Notification Me ssages
Byte n+1 |SLIP frame delimiter = OxCO

RLE encoded\otification Messagessent from Device to Hos{ExtendedNotifications Only) are
wrapped in the following block:

Table 3-4 - SLIP Format Notification RLE Wrapper

Byte O SLIP frame delimiter = OxCO

Byte 1 Message Type = 0x03 = Rification RLE
Bytes 2..3 |Length of uncompressed Notification Messafigdd, in big endian order

RLE encodedNotification Messages defined in section.1 About Notification

Bytes 4..n Messages

Byte n+1 |SLIP frame delimiter = OxCO
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3.2.2 Commands and Responses$n SLIP Format
When the device and host are using SLIP format for commands and resfifensesssoftwareshould
wrap all commands in the following block:

Table 3-5 - SLIP Format Command RequestWrapper

Bt 7 6 5 4 3 2 1 0
Byte O SLIP frame delimiter = OxCO
Byte 1 Message Type = 0x05 Command Request

Bytes 2..3 |Length of Command Requdgessagdield, in big endia order

Bytes4..n |Command Request Message froable8-1 in section8.1 About Commands
Byte n+1 |SLIP frame delimiter = OxCO

The device waps all commandesponses in the following block:

Table 3-6 - SLIP Format Command Response Wrapper

Byte O SLIP frame delimiter = OxCO

Message Type 0x04CommandResponse Normalyhich indicates the payload contain

Byte 1
an uncompressed command response message.

Bytes 2..3 |Length of Command Responkkessagdield, in big endian order

Bytes4..n |Command Response Message frbahle 8-2 in section 8.1 About Commands
Byte n+1 |SLIP frame delimiter = OxCO
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4  Security Levels

Devices can be configured to operateifferent Security Levelswhich affectdMagnetic Stripe Card

Data Sent from Device to Hos(MSR Only | Keypad Entry Only), t he host softwareos
modify Properties, and t he host sof tam&ommanss Thd Seturity Levelt o e x e c L
can be increased by sending commands to the device, but can never be detressertiors below

providedetails abouhow eachsecurity level affectdevicebehavior.

4.1 About Message Authentication Codes (MAC)

Commands in this manu aprivieggbdazammandself theaayigedsksetto MACO ar e
Security Level higher thaBecurity Level 2 the host software must calculate andeapl a foubyte

Message Aut hent i cat DatardieldObttleessageeiénding Yhe length of thefield

by 4 bytesto prove the sender is authorizecet@cute that commandf the device is set t8ecurity

Level 2 the device ignores the MAC field and the Device Serial Number field and the host can set them

to all zeroes.If a MAC is required but not present or incorrect, the device reQx0s .

In most caseshe hosimustcalculatethe MAC wingthe current DUKPT Key (which can be retrieved
usingCommand 0x09- Get Current TDES DUKPT KSN to get a reference to the keyin some cases,
documented in the commands that are affected by it, the host onustiie the MAC using the UIK
installed in the device. In cases where only MagTek knows the UIK, MagTek must be involved to
populate the MAC field.

The host must calculate the MAC over the whole commant3210979%1, MAC Algorithm 3, Padding
Method 1, sing theMessage Authentication, request or both waygariant as specified IANS X9.24
1:2009, Annex A Data supplied to the MAC algorithm should be provided in raw binary form, not
converted to ASCthexadecimal.

Upon successfully completirgMACed commandthat used the DUKPT keyhe device advances the
DUKPT Key.

The serial numbevalueincluded with MACsdis always 16 bytes long. The 16th byte always contains
0x00. If the serial number is less than 15 bytes, it igusfified and padded with hary zeroes.

4.2 Security Level 2

Security Level 2 is the least secure mode. In this mode, keys are loadeel éhenicedoes not require

the host software to use théan most operationsKeys are used/needed to load new keys and to move to
Security LeveB or 4 but dl other properties and commands are freely usable host can use

Command 0x15- Get / Set Security LevelMAC)t o det er mine the devicebs cu

(MSR Only, HID Only)
In Security level 2, if the device is usindID format[see sectio3.1How to UseHID Format (HID
Only)], the device sendtata in the MagneSafe V5 format described in this manual

4.3 Security Level 3

At Security Level 3, many commands require security; most no@dotymand 0x01- Set Property

(MAC). See sectiod.1 About Message Authentication Codes (MACTYor details. The host can use

Command 0x15- Get / Set Security LevelMAC)t o det er mine the deviceds cu

SecurityLevel 3alsoenableencryption of datand inclusion of encrypted data where it may have been
left out at dower security level For a list of specific datihe device encrypts at this security leant
how the host can decrypt giee sectio® Encryption, Decryption, and Key Management
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4.4  Security Level 4MSR Only

When the device is at Security Levelle device requires the host to successfully comptete

Authentication Sequence befoitewill transmit data from anagnetic stripeard swipe (see secti@3.6
Command 0x10- Activate Authenticated Mode). Correctly executing thAuthentication Sequence

also causes the green LED to blink, alerting the operator that the device is being controlled by a host with
knowledge of the keysthat is, an Authentic HostThe host can useommand 0x15- Get / Set

Security Level MAC)t o determine the devicebds current securi

4.5 Command Behaviors By Security Level

Table4-1showst he commands t hat a seeuritpalével.€ammands theye noth e de v
affected by the security level are not listdthe key is as follows:

1 Y means the command can run at the specified security level.

1 N means the command is prohibited at the specified security level.

1 C means the customer may spedifpr Sfor thatcommand when ordering.
1

Smeans the commandsgcuredmayrequire MACing see sectiod.1 About Message
Authentication Codes (MAC)].

1 * indicatesCommand 0x02- Reset Devicéhas special behavior. If an Authentication sequence has
failed, only a correctly MACe€ommand 0x02- Reset Devic MAC) can be used to reset the
device. This is trevent a dictionary attack on the keys and to minimize a denial of séDG&
attack.

Table 4-1 - Command Behaviors At Each Security Level

Level 4
Command Level2 Level3 (MSR

Only)

Any commandhat isnot listed in this tablevorksthe same all

) Y Y Y
Security Levels.
Command 0x0% Set PropertyMAC) Y S S
Command 0x02 Reset DevicédMAC) Y * *
Command 0x10 Activate Authenticated Mode N Y Y
Command 0x1% Activation Challenge Raponse N Y Y
Command 0x12 Deactivate Authenticated Mode N Y Y
Command 0x15 Get /Set Security LevgIMAC) S S S
Extended Command 0x0360Mnitiate EMV TransactiodEMV Only) |N Y Y
Extended Command 0x030ZardholdeiSelection Result N Y Y
Extended Command 0x030®nline Processing Result c4uirer N v v
Respons¢EMV Only)
Extended Command 0x030£€ancel Transactio(EMV Only) N Y Y
Extended Command 0x038%1odify Terminal Configuration (MAC) N S S
ExtendedCommand 0x0307 Modify Application Configuration

N S S

(MAC)
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Level 4
Command Level2 Level3 (MSR
Only)

Extended Comman@x030C- Set Date and TimgVAC) N S S
Extended Command 0x030ECommit Configuration N Y Y
Extended Command 0x03101odify EMV Configuration(MAC,

N S S
Contact Only
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5  Encryption, Decryption, and Key Management

5.1 About Encryption and Decryption

Some data exchanged between the device and the host is encrypted. This Hratugleed Track
Data, Encrypted MagnePrint Data, Encrypted Session ID and parts of thARQC Messages (EMV
Only) andTransaction Result Message(EMV Only) . To decrypthis datathe host must first
determine what key to use, then decrypt the data.

5.2 How to Determine theKey

When the device and the host are udiBEESDUKPT key managememind the device is encrypting data
(seeSecurity Levelg, the host softwarenustd o t he f ol |l owing to generate a
use for @cryption

1) Determine the value of the Initial Key loaded into the device The lookup methods the host
software uses depend on the overall solution archite@nodeare outside the scope of this document.
However, most solutions do this in one of two wdyoth of which use the Initial Key Serial Number
that arrives with the encrypted data (&mmmand 0x09- Get Current TDES DUKPT KSN for
details about interpreting the KSN):

a) Look up the value of the Base DerivatiKey using the Initial KSN portion of the current KSN
as an index value, then use TDES DUKPT algorithms to calculate the value of the Initial Key; or

b) Look up the value of the Initial Key directly, using the Initial KSN portion of the current KSN as
an ndex value.

2) Derive the current key. Apply TDESDUKPT algorithmsto the Initial Keyvalueandtheencryption
counterportionof the KSNthat arrives with the encrypted data

3) Determine which variant of the current key the device used t@encrypt. The variats aredefined
in ANS X9.241:2009Annex A, which programmers of host software must be familiar with. Which
variant the host should use depends on the type of data the host is decrypting or encrypiimg, and
device settings:

a) Encrypted MagnePrint Data is encrypted according to the settingHroperty 0x56 -
MagnePrint Data Encryption Variant (MSR Only, Configurable MP Variants Only), if the
device supports it. Otherwisejstencrypted according to the settingAroperty 0x54- Card
Data Encryption Variant (MSR Only, Configurable MSR Variants Only), if the device
supports it. Otherwise, i& encrypted using theIN Encryption variant .

b) Encrypted Track Data andEncrypted Session IDis encrypted according to the setting in
Property 0x54- Card Data Encryption Variant (MSR Only, Configurable MSR Variants
Only), if the device supports it. Otherwiseis encrypted using theIN Encryption variant .

c) EMV datais encrypted according to the settingHroperty 0x67 - EMV Data Encryption
Variant (EMV Only).

4) Use the varianalgorithmwith the current key to calcukthat variant.
5) Decrypt the data according to the steps in se&i8how to Decrypt Data.
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5 - Encryption, Decyption, and Key Management

5.3 How toDecryptData

For Encrypted Track Data and encrypted EMV daia ARQC Messags (EMV Only) and

Transaction Result Message(EMV Only), the device begins by encrypting the first 8 bytes of clear
texttrack data. The-8Byte result of this encryption is placedanencrypteddatabuffer. The process
continues using thBES CBC (Cipher Block Chaining) method with the encrypted 8 bytes XORed with
the next 8 bytes of clear text. That result is plaoetkixt 8 bytes of thencrypteddata buffer and the
devicecontinues until all clear text bytes have been encrypted. If the final block of clear text contains
fewer than 8 byteshe device pads the end of the block to make 8 byAéer the final cleatext block is
XORed with the prior 8 bytes of encrypted dal device encrypts @&nd placs itin theencrypteddata
value. No Initial Vector is used in the process.

Thehost must decryphe datan 8 byte blocks, ignoring any final unused byteshe last block When a
value consists of more than one block, bet should use the CBC method to decrypt the data by
following these steps:

1)
2)
3)
4)
5)
6)

7

Start decryption on the last blook 8 bytes(call it block N) using the key.
XOR the result of the decryptiavith the nexdast blockof 8 bytes(block N-1).
Repeat until reaching the first block.

Do not XOR the first block with anything.

Concatenate all blocks.

Determine the expected length of the decrypted data. In some cases this may be a standard field
length, and in other cases the expected data length may accompany the encrypt@theata.

decrypting track data where no length is available, the host software can use the End Sentinel to find
the actual end of the data (ignoring the padding at the endhwadntainsall zeroes).

Truncate the end of the decrypted data block to the expected data length, which disgaadsling
at the end
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6 - Magnetic Stripe Card Data Sent from Device to Host (MSR Only | Keypad Entry Only)

6  Magnetic StripeCardData Sent from Device to Hos{MSR Only

| KeypadEntryOnly)

The device sends card swipe datahe hoseven if itcannot fully decode the datadow the host
interprets incoming messages to find the data detailed in this section slepghd connection type (see
section2 ConnectionTypes) and the data format (see sect®Data Formats). Each subsection is
tagged with the features, connection types, and data formatifd it is relevant.Table 6-1 provides a

convenient summary / index of all available values and their offsets.

Table 6-1 - List of Magnetic Stripe Data Sorted By GATT/SLIP Offset

Data HID Usage GATTSLIP Offset

Track 1 Decode StatugHID Only | TLV Only | GATT Only |

Only, 3-Track Only)

SLIP Only) 0x20 0
Track 2 Decode StatusiID Only | TLV Only | GATT Only | 021 1
SLIP Only)
Track 3 Decode StatusHID Only | TLV Only | GATT Only | 0x22 5
SLIP Only, 3-Track Only)
Track 1 Encrypted Data Length HID Only | GATT Only | 0x28 3
SLIP Only)
Track 2 Encrypted Data Length (HID Only | GATT Only |

0x29 4
SLIP Only)
Track 3 Encrypted Data Length (HID Only | GATT Only | Ox2A 5
SLIP Only, 3-Track Only)
Card Encode Type HID Only | TLV Only | GATT Only |

0x38 6
SLIP Only)
Track 1 Encrypted Data 0x30 7..118
Track 2 Encrypted Data 0x31 119..230
Track 3 Encrypted Data 0x32 231..342
MagnePrint Status 0x23 344..347
MagnePrint Data Length (HID Only | GATT Only | SLIP OX2B 348
Only)
Encrypted MagnePrint Data 0x33 349..476
Device Serial Number 0x40 477..492
Device Encryption Status 0x42 493..494
DUKPT Key Serial Number (KSN) 0x46 495..504
Track 1 Masked Data Length HID Only | GATT Only | SLIP OxA7 505
Only)
Track 2 Masked Data Length HID Only | GATT Only | SLIP Ox48 506
Only)
Track 3 Masked Data Length HID Only | GATT Only | SLIP 0x49 507

iDynamo 6| Secure Card Reader Authenticatof Pr o g r a mme al @OMMAADS)

Page42 of 275(D99820032425)




6 - Magnetic Stripe Card Data Sent from Device to Host (MSR Only | Keypad Entry Only)

Data HID Usage GATTSLIP Offset

Track 1 Masked Data Ox4A 508..619
Track 2 Masked Data 0x4B 620..731
Track 3 Masked Data(3-Track Only) 0x4C 732..843
Encrypted Session ID 0x50 844..851
Track 1 Absolute Data Length HID Only | GATT Only | SLIP OX51 852
Only)

'gr?lt):ll)( 2 Absolute Data Length HID Only | GATT Only | SLIP OX52 853

Track 3 Absolute Data Length HID Only | GATT Only | SLIP

Only, 3-Track Only) 0x53 854
MagnePrint Absolute Data Length HID Only | TLV Only | OxX54 855
GATT Only | SLIP Only)

Remaining MSR Transactions 0x55 856..858
MagneSafe Version NumberidID Only | GATT Only | SLIP 0X56 859. 866
Only)

HID Report Version (HID Only | GATT Only | SLIP Only) 0x58 887
MagnePrint KSN (HID Only | TLV Only | GATT Only | SLIP OXBA 920..929
Only)

Battery Level (HID Only | GATT Only | SLIP Only) 0x5B 930

6.1 About Track Data

After the host receives and decrypgiscrypted Track Data from the deviceor receives clear text track
data(based on device settings or statg)receivedMasked Track Data, it may need to parse each track
into individual valueembedded in the track3.he device caneadmultiple card formats, which vary
even between differemsuers angayment brandasing the same underlying standar@gscribingall
possible formatss beyond the scope of this document, but this sectimtribes how to parse data from
tracks 1, 2, and 3 in a genel®0/ABA compliant formagas an example.

Table 6-2 shows an eample of ISQABA track data the device sends to the hasingunmasked

placeholder numbers to make it easier to see the relative positions of the values embedded in the track
data. It is important to note thabsne cardslonot include Track 3 datandsome devicedo notread or
transmit Track 3 datésee sectiod.5 About DeviceFeatures.

Table 6-21 Example Generic ISO/ABA Track Data Format
Track 1 Data |%75555555555555555"CARDHOLDER NAME/*3333888 00044440000067?
Track 2 Data |;5555555555555555=3333 88800044440067

Track 3 Data |;5555555555555555=3333 888000444400000067?

The example traclata inTable 6-2 can be interpreted as follows:
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6 - Magnetic Stripe Card Data Sent from Device to Host R Only | Keypad Entry Only)

T Thelw [2], and] areSentineld delimiters andare taken directly from the data on the card

The at the beginning of Track 1 data is the card format code. Rpedwredit / debit cards, this
comes from the card ané generallyB].

=

The string ofgls is the Account Number / License Number / PAN.

The caret®)] are a standard ISO track 1 delimiter surroundingdelholdeName.
ICARDHOLDER NAME/ is theCardholdeMNane.

The string o@s is the Expiration Date.

The string ofg]s is the Service Code. For swiped credit / debit cards, thissdoonethe card.

Theremaining characte s, s, andgl) are Discretionary Data. For swiped debit / credit cards this
datais of varying length and content and caffiedm the card, and must be interpreted according to
the standards established by issuers, payment brands, and so on.

= =4 =4 =4 -4
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6 - Magnetic Stripe Card Data Sent from Device to Host (MSR Only | Keypad Entry Only)

6.2 Track 1 Decode StatugHID Only | TLV Only | GATT OrisLIP Only)

This onebyte value indicateshe status of decoding Track 1. If bit 0 is OFF, no error occurred. If bit O is
ON, the device found nemoise data that was not decodable, and the device reports the track data length
is zero and does not provide valid track data to the host.

Format Where to Find Value
HID Usage 0x20
Streaming N/A
TLV Data Object 8262 Byte 1
GATT/SLIP Offset0

Bit

Position

Value Reserved | Reserved | Reserved | Reserved | Reserved | Reserved | Reserved | Error

6.3 Track 2 Decode StatusKlID Only | TLV Only | GAT®Only| SLIP Only)

This onebyte value indicates the status of decoding Track 2. If bit O is OFF, no error occurred. If bit O is
ON, the device found nemoise data that was not decodable, and the device reports the track data length
is zero and does nptovide valid track data to the host.

HID Usage 0x21

Streaming N/A

TLV Data Object 8262 Byte 2

GATT/SLIP Offset1

Bit Positon 7 6 5 | 4 3 7 1 0
Value Reserved|Reserved|Reserved|Reserved | Reserved| Reserved | Reserved|Error

6.4 Track 3 Decode Status ID Only | TLV Only | GATT OrlsLIP Only, 3-
Track Only)

This onebyte value indicates the status of decoding Track 3. If bit O is OFF, no error occurred. If bit O is
ON, the device found nemoise data that was not decodable, ieddevice reports the track data length
is zero and does not provide valid track data to the host.

HID Usage 0x22
Streaming N/A
TLV Data Object 8262 Byte 3
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6 - Magnetic Stripe Card Data Sent from Device to Host (MSR Only | Keypad Entry Only)

Format Where to Find Value
GATT/SLIP Offset?2

Bit Position

Value Reserved|Reserved| Reserved| Reserved| Reserved| Reserved| Reserved| Error

6.5 Card Encode TypeHID Only | TLV Only | GATT On\sLIP Only)

This onebyte value indicates the type of encoding the device fouradsaviped magnetic striprd.
Table 6-3 defines the possible values.or det ai |l s about how the device ¢
type, seéAppendix B Identifying ISO/ABA and AAMVA Cards For Masking (MSR Only).

Format \ Where to Find Value
HID Usage 0x38
TLV Data Object 8261
GATT/SLIP Offset6

Table 6-3 - Card Encode Types

Value Encode Type\ Description

ISO/ABA encode format At least one track in ISO/ABA format, Track 3
0 ISO/ABA not AAMVA format. SeeAppendix B Identifying ISO/ABA and
AAMVA Cards for ISO/ABA description

AAMVA encode format Track 3 is AAMVA format, Tracks 1 and 2 are
1 AAMVA ISO/ABA if correctly decoded. ek Appendix B Identifying ISO/ABA
and AAMVA Cards for AAMVA description

2 Reserved Reserved.
3 Blank The card is blankAll tracks decoded without error and without data.
4 Other The card has a nestandard encode format. For exde) ISO/ABA track 1

format on track 2.

The card encode type could not be determined because no tracks coul

5 Undetermined |decoded.Combination of Error tracks and Blank Tracks, at least one Er
track.

6 Reserved Reserved

7 Reserved Reserved
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6.6 Device Encryption Status

This twobytevaluecontains the Device Encryption Status in big endian byte order. Byte 1 is the least
significant byte; the LSB of byte 1 is status bit 0, and the LSB of byte 2 is status bit 15.

If the Encryption Enabled bit or Initial DUKPT Key Injected bit are notset the devicesend carddata
it would usually encrypt as clear text, ahaksnot includea validDUKPT Key Serial Number.

When theDUKPT Keys Exhaustedbit is set, the evice no longer readtards but continusto send
Magnetic Stripe Card Data Sent from Device to Hos{MSR Only | Keypad Entry Only) to report
status. The data it sends to the host in this dassnot include vid MagnePrint Status, Encrypted
MagnePrint Data, Masked Track Data, or Encrypted Track Data.

Format \ Where to Find Value
HID Usage 0x42
TLV Data Object 8001
GATT/SLIP Offset493.494

The Device Encryption Status is defined as follows:

Bit Meaning
DUKPT keys exhausted = Exhausted, 0 = Keys available)
Initial DUKPT key injected, always setto 1

Encryption Enabled, always set to 1

Authentication Required

Timed out waiting for cardholder to swipe card

Reserved

Reserved

~N~Nj{ojoalh~{WIN|IFL|O

Reserved

No MSR Transactions Remaining [S8emmand 0x1C- Get Remaining MSR
Transactions Counter (MSR Only)]

9 Reserved
10 Reservd
10 Reserved

(Configurable MSR Variants Only)
11 DUKPT Key Variant used to encryfincrypted Track Data. 0 = PINEncryption.1 = Data
Encryption, request or both ways

12 Reserved

(Configurable MP Variant®nly)
13 DUKPT Key Variant used to encryfincrypted MagnePrint Data. 0 = PINEncryption 1 =
DataEncryption, request or both ways
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Bit Meaning
14 Unused (always set to 0)

15 Unused (always set to 0)

6.7 EncryptedTrackData

If decodable track data exists for a given track, the device returns it in the corresgoading
Encrypted Data value, described ithe sulsectionsbelow.

Whenthe device is transmitting dataktiD, GATT, or SLIPformat,the Encrypted Data values are

always 112 bytes long, which is the maximum number of bytes that can be encedsaténHowever,

the length of actual valid data in each value may be less than 112 bytes, and is stored in the corresponding
Encrypted Data Lengthvalue. The host softwar&euld ignore data located beyond the data length

reported by the device.

Thedevice decodes thdata from each traadn the cardind convesr itto ASCII, and includes all data
starting with the start sentinel and ending with the end sentinel.

If the device is in a security level beld®ecurity Level 3 it sendghe resultingrack data in th@rack x

Encrypted Data values unencryptedf the devicds in Security Level 3or Security Level 4 it encrypts

the data before sending. For information about how the device encrypts the data and how the host should
decrypt it see sectiob Encryption, Decryption, and Key Management

6.7.1 Track 1 Encrypted Data LengthHID Only | GATT OnlySLIP Only)

This onebyte value indicates the numberigftes in thélrack 1 Encrypted Datavalue. The value is
always a multiple of 8. If the value is 0, the device found no data on the track or encountered an error
decoding the track.

After data is decrypted, theneay be fewer bytes of decoded track data than indicated by this value. The
number of bytes of decoded track data is indicated b¥rihek 1 Absolute Data Lengthvalue.

Format \ Where to Find Value
HID Usage 0x28
Streaming N/A
TLV N/A
GATT/SLIP Offset 3

6.7.2 Track 2 Encrypted Data LengthHID Only | GATT OnlySLIP Only)

This onebyte value indicates the number of bytes inTtheck 2 Encrypted Datavalue. The value is
always a multiple of 8. If the value is 0, the device found no data on the track or encountered an error
decoding the track.

After data is decrypted, there may be fewer bytes of decoded track data than indicated by this value. The
number of bytes of deded track data is indicated by theack 2 Absolute Data Length HID Only |
GATT Only | SLIP Only) value.
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6 - Magnetic Stripe Card Data Sent from Device to Host (MSR Only | Keypad Entry Only)

Where to Find Value

Format
HID Usage 0x29
Streaming N/A
TLV N/A
GATT/SLIP Offset 4

6.7.3 Track 3 EncryptedData Length HID Only | GATT OnlySLIP Only, 3-Track Only)

This onebyte value indicates the number of bytes inTtheck 3 Encrypted Datavalue. The value is
always a multiple of 8. If the value is 0, the a@eviound no data on the track or encountered an error

decoding the track.

After data is decrypted, there may be fewer bytes of decoded track data than indicated by this value. The
number of bytes of decoded track data is indicated b¥riek 3 Absolute Data Lengthvalue.

Where to Find Value

Format \
HID Usage 0x2A
Streaming N/A
TLV N/A
GATT/SLIP Offset 5

6.7.4 Track 1 Absolute Data LengthHID Only | GATT OnlySLIP Only)
This onebyte value indicates the numimdrusable bytes in thErack 1 Encrypted Datavalue after
decryption. If the value is 0, the device found no data on the track or encountered an error decoding the

track
Format Where to Find Value
HID Usage 051
Streaming N/A
TLV N/A
GATT/SLIP Offset 852

6.7.5 Track 2 Absolute Data LengthHID Only | GATT OnlySLIP Only)
This onebyte value indicates the number of usable bytes iffthek 2 Encrypted Data value after
decryption. If the value is 0, the device found no data on the track or encountered an error decoding the

track.
Format Where to Find Value
HID Usage 0x52
Streaming N/A
( COMMANDS)
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Where to Find Value

Format
N/A
Offset 853

TLV
GATT/SLIP

6.7.6 Track 3 Absolute Data LengthHID Only | GATT OnlySLIP Only, 3-Track Only)
This onebyte value indicates the number of usable bytes iffthek 3 Encrypted Data value after
decryption. If the value is 0, the device found no data on the track or encountereat @ecoding the
track.

Format \ Where to Find Value
HID Usage 0x53
Streaming N/A
TLV N/A
GATT/SLIP Offset 854

6.7.7 Trackl Encrypted Data
For information about the contents of track data, see sed&tlgkbout Track Data. For information
about decryption, see sectibiEncryption, Decryption, and Key Management

Format \ Where to Fnd Value
HID Usage 0x30
TLV Data Object 8215
GATT/SLIP Offset 7.118

6.7.8 Track 2Encrypted Data
For information about the contents of track data, see segtlgkbout Track Data. For information
about decryption, see sectibiEncryption, Decryption, and Key Management

Format Where to Find Value
HID Usage 0x31
TLV Data Object 8216
GATT/SLIP Offset 119230

6.7.9 Track 3 Encrypted Data
On 2track devices (se€able 1-2 - Device Featuresg, this value isncluded in incoming data as a null
value.

For information about the contents of track data, see segfigkbout Track Data. For information
about decryption, seec®n 5 Encryption, Decryption, and Key Management
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Format \ Where to Find Value
HID Usage 0x32
TLV Data Object 8217
GATT/SLIP Offset 231.342

6.8 MagnePrint Status

This fourbytevaluecontains 32 bits of MagnePrint status informatide first byte, byte 1, is the least
significant byte and itkeast significant bits status bit 0.The final byte, pte 4 is the most significant
byte and itsnost significant bits status bit 31For an example, séeable 6-4 on pageb2 which shows
how to interpreMagnePrint Status bifer a value 0fA1050000 .

If the device is set to a security level belSecurity Level 3 it uses the current vaduofProperty 0x15-
MagnePrint Flagsto determine the behavior of thialue

9 Bit 0 = MagnePrint capable flag
9 Bits 1to 15 = Product revisimamdmode
9 Bit 16 =Reserved
9 Bit 17 =Reserved for noise measurement
9 Bit 18 = Swipe too slow
1 Bit 19 = Swipe too fast
9 Bit 20 =Reserved
9 Bit 21 = Actualcardswipe direction (0 = Forward, 1 = Reverse)
9 Bits 2231 =Reserved
Format \ Where to Find Value
HID Usage 0x23
TLV Data Object 8263
GATT/SLIP Offset344.347
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Table 6-4 - MagnePrint Status Examplefor Value A1050000

Byte# | Nibble# | Bit# | Hex Value|Binary Value Bit Meaning
7 1 Product Revision/Mode
1 6 A 0 Product Revision/Mode
5 1 Product Revision/Mode
4 0 Product Revision/Mode
Byte 1 = Al —
3 0 Product Revision/Mode
5 2 1 0 Product Revigsin/Mode
1 0 Product Revision/Mode
0 1 MagnePrint capable
15 0 Product Revision/Mode
3 14 0 0 Product Revision/Mode
13 0 Product Revision/Mode
12 0 Product Revision/Mode
Byte 2 = 05 —
11 0 Product Revision/Mode
4 10 . 1 Product Rexsion/Mode
9 0 Product Revision/Mode
8 1 Product Revision/Mode
23 0 Reserved
22 0 Reserved
5 0 5 5
21 0 Direction
20 0 Reserved
Byte 3 =00 19 0 Too Fast
18 0 Too Slow
6 0 Reserved for noise
17 0
measurement
16 0 Reserved
31 0 Reserved
30 0 Reserved
7 0
29 0 Reserved
28 0 Reserved
Byte 4 = 00
27 0 Reserved
26 0 Reserved
8 0
25 0 Reserved
24 0 Reserved
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6.9 MagnePrint Data Length HID Only | GATT OnlySLIP Only)

This onebyte value indicates the numiaf bytes in theencrypted MagnePrint Data value which is
always a multiple of 8 bytes in length. This vaisiegero if there is no MagnePrint data. After the
EncryptedViagnePrintdata is decrypted, there mag fewer bytes of MagnePrint data than indicated by
thisvalue The number of bytes decryptedviagnePrint data is indicated BagnePrint Absolute

Data Length.

If the device is set to a security level belSecurity Level 3 it uses the current value Bfoperty 0x15-
MagnePrint Flagsto determine the behavior of this value.

Format \ Where to Find Value
HID Usage 0x2B
Streaming N/A
TLV N/A
GATT/SLIP Offset348

6.10 MagnePrint Absolute Data LengthHID Only | TLV Only | GATT Only
SLIP Only

This onebyte value indicates the number of usable bytésmicrypted MagnePrint Data valueafter
decryption.

If the device is set to a security level belSecurity Level 3 it uses the current value Bfoperty 0x15-
MagnePrint Flagsto determine the behavior of thialue.

Format \ Where to Find Value
HID Usage 0x54
Streaming N/A
TLV Data Object 8263
GATT/SLIP Offset855

6.11 Encrypted MagnePrint Data

This value containEncryptedMagnePrint datawhich when decrypted generally yields atBde value
The least sigificant bit of the first byte of data in ¢hdecryptedialue corresponds to the first bit of
MagnePrint data.

If the device is set to a security level belSecurity Level 3 it uses the current value Bfoperty 0x15-
MagnePrint Flagsto determine the behavior of this value.

To derive a decrypted MagnePrirglueto authenticate a card, the host should do the following:

1) If the device transmitted MagnePrint Data Length, truncate the data to that length to strip out
protocol padding and yield a decryptable data block.

2) Decrypt the data block.
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3) If the device transmitted lagnePrint Absolute Data Length HID Only | TLV Only | GATT
Only | SLIP Only), truncate the data to that length to yield the MagnePrint data.

Format \ Where to Find Value
HID Usage 0x33
TLV Data Object 8218
GATT/SLIP Offset349.476

6.12 Device Serial Number

This 16byte ASCllvaluecontains the device serial number in a #t@tminated string, so the maxim
length of the device serial number, not including the null terminator, is 15 bytes. This device serial
number can also be retrieved and set Withperty 0x03 - Device Serial Nunber. Thisvalueis stored

in non-volatile memory, so it persstwhen the device is power cycled.

Format \ Where to Find Value
HID Usage 0x40
TLV Data Object 8102
GATT/SLIP Offset477.492
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6.13 Masked Track Data

6.13.1 About Masking

If decodable track data exists for a given trabk, deviceuses thdrack x Masked Track Data value

for that track to send maked version of the datd’he masked version incluglene byte of data for each
character decoded from the track, startiith the Start Sentinel and ending with the End Sentinel.

In maskedrack datathe device sends specified mask character instead of the actual charaetkfrom
the track. Which characters are masked depends @uatideEncode Type HID Only | TLV Only |
GATT Only | SLIP Only): Only ISO/ABA (Financial Cards witt5O/IEC 7813Formatcode B) and
AAMVA cards are skectively masked; all other card types are eigententirely masked oentirely
unmasked.More detail about masking is included in the sectlmglswabout each specific track.

Thereareseparate maskingettingsfor ISO/ABA formatcards and AAMVAformatcards (Se@roperty

0x07- ISO Track Mask andProperty 0x08- AAMVA Track Mask for more information). Each of
thesesettingsallows the host softwatte specify maskig details for the Primary Account Number and
Drivero6s License / | D Number (DL/ I D#), the maskin
should be applied to make the Mod 10 (Luhn algorithm) digit at the end BAiNde correct.

Table 6-5 provides an example of data from tracks 1, 2, and 3ofipedISO/ABA cardafter it has been
decrypted or if the device has sent it in the cl8able 6-6 shows the same data & might appeawith a
specific set oMasked Track Datarules applied.

Table 6-51 SamplelSO/ABA Swiped Track Data, Clear Text / Decrypted

Sample ISO/ABA Swiped Bk Data, Clear Text / Decrypted

Track 1 %B6011000995500000" TEST CARD 715121015432112345678%
Track 2 ;6011000995500000=151210154321123456787
Track 3 ;6011000995500000=151210154321123456783333333333333333333337

Table 6-6 1 Sample ISO/ABA Swiped Track Data,Masked

Sample ISO/ABASwiped Track DataMasked

Track 1 %B6011000020000000" TEST CARD *15120000000000000000?
Track 2 ;6011000020000000=151200000000000000007?
Track 3 ;6011000020000000=00000000000000000  000000000000000000000000?

Data Formatswith fixed Datafield lengths (such as USBID format GATT forma, and SLIP formg

which are fixed at 112 bytgmclude aMasked Track Data Lengthvalue for each track, fich the host
should use to truncate and ignore undefined data past the end of the tracloda&tswhere the host

can easily determine where masked track data begins and ends (such as formats with delimiters or with
data length built in to the forméself) do notinclude explicit masked track data lengths.

6.13.2 Track 1 Masked Data LengthHIID Only | GATT OnlySLIP Only)
This onebyte value indicates how many bytes of decoded card data arelirathel Masked Data
value. This valués zero if there is no data on the track or if there was an error decoding the track.
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Format Where to Find Value
HID Usage 0x47
Streaming N/A
TLV N/A
GATT/SLIP Offset 505

6.13.3 Track 2 Masked Data LengthHKIID Only | GATT OnlySLIP Only)
This onebyte value indicates how many bytes of decoded card data areTirathe2 Masked Data
value. This valués zero if there was no data on the track or if there was an error decoding the track.

Fomat Where to Find Value
HID Usage 0x48
Streaming N/A
TLV N/A
GATT/SLIP Offset 506

6.13.4 Track 3 Masked Data LengthKIID Only | GATT OnlySLIP Only, 3-Track Only
This onebyte value indicates how many bytes of decoded card data areTirathe3 Masked Data
value. This valués zero if there was no data on the track or if there was an error decoding the track.

Format Where to Find Value
HID Usage 0x49
Streaming N/A
TLV N/A
GATT/SLIP Offset 507

6.13.5 Track 1 Masked Data

This valuecontains thenaskedrackdata for track 1. All characters are transmitt€dr information
about the contents of track data, see se@&itbout Track Data. For general information about
masking, see sectid13.1About Masking andAppendix B ldentifying ISO/ABA and AAMVA
Cards For Masking (MSR Only).

For an ISO/ABA card, the PAN is masked as follows:

The number of initial characters and trailing characters specifi€ddperty 0x07 - ISO Track
Mask is sent unmaskedf Mod 10 correction is specified (see sectth Property 0x07 - ISO
Track Mask), all but one of the intermediate characterdhefPAN are set to zero; one of thexset
such that the last digit of the PAN calculates an accurate Mod 10 check of the rest of the PAN as

=

transmitted. If the Mod 10 correction is not specified, all of the intermediate characters of the PAN

are set tohe specified mask character.

CardholdeName and the Expiration Date are sent unmasked.
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1 The Service Code is always unmasked on newer devices (Never Mask Service Code Only).
1 All Field Separators are sent unmasked.
9 All other characters are set to the specified mask character.

For an AAMVA card, the specified maskaracter is substituted fail characters read from the card.

Format \ Where to Find Value
HID Usage 0x4A112 bytes fixed, must be truncated)
TLV Data Object 8221
GATT/SLIP Offset508.619

6.13.6 Track 2 Masked Data

This 112bytevaluecontains thenaskedrackdata for track 2.For general information about masking,
see sectiol.13.1About Masking andAppendix B Identifying ISO/ABA and AAMVA Cards For
Masking (MSR Only).

For anlISO/ABA card, the PAN is masked as follows:

1 The number of initial characters and trailing characters specifi€tdperty 0x07- 1ISO Track
Mask is sent unmaskedf Mod 10 correction is specified (s€&operty 0x07- ISO Track Mask),
all but one of the intermediate characters of the PAN are set to zero; one of se¢isuch thahe
last digit of the PAN calculates an accurate Mod 10 check of the rest of the PANssitted. If
the Mod 10 correction is not specified, all of the intermediate characters of the PAN are set to the
specified mask character.

The Expiration Date isentunmasked.

The Service Code is always unmasked on newer devices (Never Mask Senagderlyd
All Field Separators are sent unmasked.

All other characters are set to the specified mask character.

=A =4 4 =4

For an AAMVA card, the DL/ID# is masked as follows:

1 The specified number of initial characters are sent unmasked. The specified number of trailing
characters are sent unmasked. If Mod 10 correctispesified (se®roperty 0x08- AAMVA
Track Mask), all but one of the intermediate characters of the DL/ID#PAN are set to zero; one of
themis set such that last digit of the DL/ID# calculates an accurate Mod t@ ohéhe rest of the
DL/ID# as transmitted. If the Mod 10 correction is not specified, all of the intermediate characters of
the DL/ID# are set to the specified mask character.

1 The Expiration Date and Birth Date are transmitted unmasked.
1 All other charaters are set to the specified mask character.

Format \ Where to Find Value
HID Usage 0x4B112 bytes fixed, must be truncated)
TLV Data Object 8222
GATT/SLIP Offset620-731
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6.13.7 Track 3 Masked Data(3-Track Only)

This 112bytevaluecontains the Masked Track Data for trackC 2track devices (se€able 1-2 -
Device Featureg, this value is not included in the incoming dafar general information about
masking, see secti@13.1About Masking andAppendix B Identifying ISO/ABA and AAMVA
Cards For Masking (MSR Only).

For an ISO/ABA card, the PAN is masked as follows:

1 The number of initial characters and trailing characters spetyi&goperty 0x07- 1SO Track
Mask is sent unmaskedf Mod 10 correction is specified (see sectihfi Property 0x07 - ISO
Track Mask), all but one of the intermediate characters of the PAN are set to zero; one &f ie¢m
such that last digit of the PAN calculates an accurate Mod 10 check of the rest of the PAN as
transmitted. If the Mod 10 correction is not specifiedpfthe intermediate characters of the PAN
are set to the specified mask character.

1 All Field Separators are sent unmasked.
9 All other characters are set to the specified mask character.

For an AAMVA card, the specified mask character is substituteallfoharacters read from the card.

Format \ Where to Find Value
HID Usage 0x4G112 bytes fixed, must be truncated)
TLV Data Object 8223
GATT/SLIP Offset732-843

6.14 Encrypted Session ID

This 8bytevaluecontains the encrypted version of the current Session ID. Its primary purpose is to
prevent replays. After a card is read, this propergncryped, along with the card data, and supplied as
part of the transaction message. The clear text veissimver transmitted. To avoid replay, the host
softwareshouldset the Session ID property before a transactind veri that the Encrypted Sessitid
returned with card data decrypts to tr@inal valueit set.

Format \ Where to Find Value
HID Usage 0x50
TLV Data Object 8309
GATT/SLIP Offset844.851

6.15 DUKPT Key Serial NumbdKSN)

This 80-bit valuecontains th& DESDUKPT Key Serial Number (KSN) associated witlencryped
values included ithe samemessageFor details aboutow to interpret this value, see sect®8.4
Command 0x09- Get Current TDES DUKPT KSN. If no keys are loaded, all bytes have the value
0x00 .
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Format \ Where to Find \dlue
HID Usage 0x46
TLV Data Object 8301
GATT/SLIP Offset495.504

6.16 Remaining MSR Transactions

This 3bytevaluecontains theaumber of MSR transactions remaining at the end of the current
transaction. The value is also sometimes referred to as the transaction thr8sle@ldmmand 0x1C-
Get Remaining MSR Transactions Counter (MSR Only) for more information.

Format \ Where to Find Value
HID Usage 0x55
TLV Data Object 810A
GATT/SLIP Offset856.858

6.17 MagneSafe Version NumberHID Only | GATT OnlySLIP Only)

This eightbytevaluecontainghe MagneSafe Version Number with at least one termin@xf§ byte
to make string manipulation convenient. $eeperty 0x04 - MagneSafe Version Numberfor more

information.
Format \ Where to Find Value
HID Usage 0x56
Streaming N/A
TLV N/A
GATT/SLIP Offset859.866

6.18 HID Report VersionHID Only | GATT OnlySLIP Only)

This onebytevalueidentifies which variation of sets of values the device sends the hddagretic
Stripe Card Data Sent from Device to Hos{MSR Only | Keypad Entry Only).

If the datadoes not contain thigalue the host should implicitly assume it is equaDk®1 . If the report
does contain thigalug it indicates the following:

HID ReportVersion

Changes

Empty Original magnetic stripe card data contents

0X02 AddedHID Report Version (HID Only | GATT Only | SLIP Only)
AddedSHA-256 Hashed Track 2 Data

0x03 AddedBattery Level (HID Only | GATT Only | SLIP Only)
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Format \ Where to Find Value
HID Usage 0x58
Streaming N/A
TLV N/A
GATT/SLIP Offset887

6.19 MagnePrint KSN(HID Only | TLV Only | GATT OrjsLIP Only)

This 80bit value contains the TDES DUKPT K&erial Number associated with encrypted MagnePrint
values included in the same message. The rightmost2arbithe current value of theceyption
counter. The leftmost 59 bits are a combination of the Key Set ID (KSID) that identifies the Base
Derivada i on Key injected into the device during
two values are combined into the 59 bits is defined by a convention the customer decides when
architecting the solution, with support from MagTek. If no kegsl@aded, all bytes have the value
0x00 .

manuf e

Format \ Where to Find Value
HID Usage Ox5A
Streaming N/A
TLV Data Object 8305
GATT/SLIP Offset920.929

6.20 Battery Level HID Only | GATT OnlySLIP Only)

This onebyte value contains tHmattery level of the déce between 0% and 100%Rx00 represents the
lowest safe operating voltagéx64 means the battery is at full voltage. Whendkeiceis powered by
USB, it always retura 100%. This field should be ignored for devices that do not contain a battery.

Format \ Where to Find Value
HID Usage 0x5B
Streaming N/A
TLV N/A
GATT/SLIP Offset 930
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7 Notification MessagesSent from Device to Hos{Extended
Notifications Only)

7.1 About Notification Messages

This section provides detail abautsolicitedgenericnotification messagethe device sends to the host
excludingmagnetic stripe card data documented separately in séddagnetic Stripe Card Data Sent

from Device to Host Each subsection is tagged with the features, connection types, and data formats for
which it is relevant

Notification messagemay be split into multiplpackets each containing a portion of the complete
notification messageThis allows notificatio messaget exceedhe maximunpacketsizes of the
connection typand datdormat. Afterthe host receivea complete notificatiomessaggit will have a
notification identifier, a complete data length, and a completéication messagdata field.

How the host interprets incomimpgcketdo find the data detailed in this section departhe
connection type (see secti@grConnectionTypes) and the data formasée sectiol® Data Formats). All
packetsarrive at the host itheformatdependenstructure shown iifable 7-1. Each incomng packet
can be interpreted usifigable 7-2. Thenatification messagecan be interpreted Hirst assembling all
packetgertaining to the notificatiomessaggethenlooking up tte correspondindNotification |dertifier
in the sections that follow.

Table 7-1 - How Notification MessagePackets Arrive

Format \ Where to Find Value
HID Report identifier 2, Usage identifier 0x20
Streaming N/A
TLV N/A

Similar tocard data.

GATT/SLIP For SLIP, see sectiahi2How to Use SLIP Format(SLIP Only).

Table 7-2 - Structure of PacketsThat Form a Notification Message
Offset Field Name\ Description

The length of th®ata field contained in the current messagdis field is in
big endian érmat. If this valueis not equal to th€omplete Data Length the
device is sending theotificationusing multiplepackets

Partial Data

0.1 Length

The offset position in bytesithin the entire assembled notificatiaiere the
2.3 |DataOffset |first byte of thecurrentpacked Bata field is located.This field is in big endiar
format. The first bytef the entire notificatiod s B atbffaet zero.

The type of notification being senthis field is in big endian formafThe
value correspads to the notification identifier numbers in the headings of th
Notification |subsections of sectiohNotification MessagessSent from Device to Host

4.5 Identifier (Extended Notifications Only). In many cases, twbyte notificationidentifiers
are assigneduch that the high byiadicatesa group of related commangdsnd
the low bytespecifiesa command withithatgroup
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Offset Field Name\ Description

The total length of data for the entire notifiibn messagesumming alPartial
Complete Data L engthsfor multiple packets This field is in big endian formatlf this

6..7 DatalLength |valueis not equal to th@artial Data Length of the currenpacket the device i
sending the data using multippackets
May contain part or all of the notification data. The size of this field is

8..n Data

contained in thé@artial Data L engthfield.
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7.2 Notification Group 0x03- EMVL2 (EMV Only)

Notification Group 0x03 is reserved fBMV L2 notificationsthat supporCommand Group 0x03-
EMV L2 (EMV Only, Extended Commands Only. For more information about the general flow of
EMYV transactions, see secti8rd Command Group 0x03- EMV L2 (EMV Only , Extended
Commands Only).

7.2.1 Notification 0x0300 - Transaction Status/ Progress Information

The devicesends the hoshis notification toreportprogress during an EMYfansactiorthe host has
initiated usingextended Command 0x0300 Initiate EMV Transaction (EMV Only). The granularity
of notificationsis designedo give specific informatioabout transactioatepghatinvolve interaction

with either the cardholder or thedtoMore information about when the device sends this notification to
the host can be found in the documentation for that command.

Some devices also send this notification outside the contextEV transaction tanore generally
notify the host that aard has been removed.

The behavior of this notification is partly driven by the setting@rperty Ox6D - EMV Contact
Notification Configuration (Contact Only).

Notification Data
Offset | Field Name Value

Indicates the event thtatggeredthis notification

0x00 = No events since start of transaction

0x01 = Cardnserted Contact Only)

0x02 =Payment MthodCommunicatiorError / DataError
0x03 = Transaction Progress Change

0x04 = Waitingfor CardholdeResponse

0x05 = Timed Out

0x06 =End of Transaction

0x07 = Host Cancelled Transaction

0x08 =Card Removed(Contact Only)

0 Event

(Contactless Only)
0x09 =Contactless Token Detectdebwering Up Card

(EMV MSR FlowOnly)
0x0A = MSRSwipeDetected

Indicates the remaining time available, in seconds, for the indicated

Current Opeation

1 Time remainin operation to complete. THst specifies thismeoutwhen calling
9 |Extended Command 0x0300 Initiate EMV Transaction (EMV Only) .
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Current
2 Transaction
Progress Indicator

This onebyte field indicates the current processing stage for the
transaction:

0x00 = NoTransactionn Progress

0x01 = Waiting forCardholder tdPresentPayment

0x02 = PowerindgJp Card/ ReadingMagneticStripe

0x03 = Selecting thApplication

0x04 = Waiting forCardholdelLanguageselection(Contact Only)
0x05 = Waiting forCardholdeApplicationSelection

0x06 = hitiating Application

0x07 = Readind\pplicationData

0x08 = dfline DataAuthentication

0x09 = ProcesRestrictions

Ox0A = CardholdeW erification

0x0B = TerminaRisk Management

0x0C = TerminalAction Analysis

0x0D = Generatingrirst ApplicationCryptogram

OxOE = CardAction Analysis

O0xOF = OnlineProcessing

0x10 = Waitingfor Online Processig Response

0x11 = Transactio@omplete

0x12 = Transactioirror

0x13 = TransactioApproved

0x14 = Transactiodeclined

0x15 = Transactioancelled by MSRSwipe (MSR Only)
0x16 = EMVError - Conditions Not Satisfie(Contact Only)
0x17 = EMVError - CardBlocked(Contact Only)

0x18 =ContactApplicationSelectionFailed (ContactOnly)
0x19 =EMV Error - Card Not Accepte@Contact Only)
O0x1A = Empty Candidate List

0x1B = Application Blocked

0x91 =Host GanceedEMV TransactiorBeforeCardWasPresented

(Contactless Only)

0x1C = StarEmulating Contactkes LED. When using devices that do n
have a four integrated LEDihe hostcan use this event to begin showin
anemulated_ED sequence, implementitgMV contactless user interfac
guidelines using the hosidisplayor external LEDs.

0x28 =Contactles#\pplicationSelectionFailed

0x29 = Contactlesikemove Card

0x2A = Collision Detected

0x2B = Refer to Mobile T h e ¢ a r d ¢biteldalieerisipmpting for|
additional cardholder interaction

0x2C = Contattess Transaction Complete
0x2D = Request Switch to ICC/MSR he EMVKernel has determined i
can not continugvith contactless payment method (Contact Only | MSH
Only)

0x2E = Wrong Card Typ&VISD orEMV)

0x2F = No Application Interchange Profile (Tag &)ceived

(EMV MSR Flow Only)
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Offset | Field Name Value

0x31 = MagneticStripe DecodingError. The device found no decodablg
nornoise data oa swiped or insertecard.

0x3C =Magnetic $ripe CardDecodedDuring Technical FallbackDevice
reverted to MSR after detecting a chgrd, powering up the card, and n
receiving an Answer to Reset from the card.

0x3D = MagneticStripe Card DecodedDuring MSR Fallback Device
reverted to MSR after detecting and powering up a chip card, receivin
Answer to Reset, and encounteriagaf errorsduringcommunicaton.
0x3E = Magnetic &ipe Card DecodedDuringa Nan-FallbackMSR Read

3.4 Final Status TBD
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7.2.2 Notification 0x0301 - Display Message Request
The device sends thmotificationto request that the host display a messagénéocardholder. The host
should display the message.

Notification Data
Offset | Field Name

This is an array of bytes that should be displdyethe hosbn its display
exactly as received. If the message is too long to fit on a singli¢ tivas be

0 Message split to multiple lines if the host wishes. Messageslimited t01024 bytes. |If
themessage is zero length, this is a request for the host to clear the displa
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7.2.3 Notification 0x0302 - CardholderSelection Request(EMVOnly)
This notificdion is used to inform the host thatardholderselection is needed before the device can

continue processing the current transaction. The host should prompt the cardholder to select an item from

the menu, then seriektended Command 0x0302 Cardholder Selection Resulto inform the device
that the transaction can proceed with the selected result.

Offset \ Field Name\ Value

0

Selection
Type

This field specifies what kind of selection request this is:
0x00 = Appliation Selection
0x01 = Language Selection

Timeout

Specifies the maximum time, in seconds, allowed to complete the selec
process. If this time is exceeded, the host should Eeteshded Command
0x0302- Cardholder Selection Resulwith the Selection Status field set t(
0x02 (CardholdeiSelection Request aborted, timeout) after which the
transactioris aborted and an appropriate Transaction Siatagailable.
Value O(CardholdeiSelection Request completadnot allowedn this case

Menu ltems

This field is variable length and is a collection of Aeliminated strings
(maximum 17 strings). The maximum length of each string is 20 charad
not including a Line Fee®%0A) character that may be inetlstring. The
last string may not have the Line Feed character.

The first string is a title and should not be considered for selection.

It is expected that thieostdisplays the menu item#o the cardholdetthen
afterthe cardholder makes a selectioall Extended Command 0x0302
Cardholder Selection Resulto returnthe number of the item treardholder
seleced, which should be betweé&rand thenumber ofmenuselectiontems
beingdisplayed The first iten, 0, is the title only.
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7.2.4 Notification 0x0303 - ARQC Message

The device uses this notificationgendARQC data for the host to process. After the host processes the
ARQC data, it should seriektended Command 0x0303 Online Processing Result / Aquirer

Responsdo inform the device it can proceed with the transaction.

Table 7-3 - Notification Data, ARQC Message

Offset | Field Name Value

0 Message Two byte bhary, most significant byte first. This gives the total length of th
Length ARQC message that followexcluding padding and CBRIAC.

2 ARQC SeeAppendixC.1 ARQC Messagas (EMV Only). The host is expected to ug
Message this data to process a request.
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7.2.5 Notification 0x0304 - Transaction Result Message
The device sends this notification to provide the host with final information from the transaction. It
usually include daa and an indication of whether a signature is required.

Table 7-4 - Notification Data, Transaction Result Message

Offset | Field Name Value

This field indicates whether a cardholder sigmatis required to complete the
transaction:
0x00 = No signature required

Signature 1,01 = signature required

Required

If a signature is required, the host should acquire the signature from the
cardholder as part of the transaction data.

Two byte binary, mossignificant byte first. This gives the total length of the

1 Data Length | o1 message that folloywsxcluding padding and CBRIAC.

SeeAppendix C.3 Transaction Result Message(EMV Only) . It is expected

3 Data that the host will save this data as a record of the transaction.
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7.2.6 Notification 0x0305 - PIN Required(External PIN Accessory Support Only)

The device sends this notificatiarhen running=xtended Command 0x0300 Initiate EMV
Transaction (EMV Only) if its communication with card indicatéise transaction requires the
cardholder to enter a PIN. In response, the host should coordinate Plikt@nttiie cardholder usirgn
externalPIN entry accessory, and use tR#Y data in its communication with the payment processor.
The host should not share the PIN informatioth the device.

This notification does not apply to transactions where the cardholder has swiped a magnetardtripe
In this case, the card verification method (CVM) requirements must be determined and enforced by the
host software.

Notification Data

Offset | Field Name Value

0 Reserved Reserved for future use

Contains thapplication name (oftethepayment brand nameeported by the
Application |card terminated with dinefeed (0x0A. The value idbased on the contents o

1 Name tag 9F12 (Application Preferred Name) if available, or tgApplication
Label) if 9F12 is not available.
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8 Commands

This sectiondescribes theommands available on tdevice.Each commanddés secti on
theConnection Types Data Formats, and device featurgsee sectioi.5 About DeviceFeatureg that
are relevant to it.

8.1 About Commands

Regardless of connection type and data format, all MagneSafe V5 devices use common structures to
receive commandeguest messages from the host and to send command response messages back. For
information about connectiespecific wrappers for these commands, see se2ti@onnection Types

Table 8-1 - Command RequestMessaggHost Sends to Device to Initiate a Command)

Offset Field Name

0 Command Number

1 Command Request Data Length
2.n

Maximum / fixedlength depends on device atmhnection type. Command Request Data

Command Numberis a one byte value that contains the requested command number. 8ection
Commands lists all available commands.

Command Request Data Lengths a one byte value that contains the length ofhmmand Request
Data field.

Command Request Dataontains command data as defined in the documentation for the selected
command in sectio8 Commands.

Table 8-2 - Command Responsd/lessagegHost Sends to Device to Retrieve Data or Responses)

Offset Field Name

0 Result Code
1 Command Response f@ad_ength
2.n Command Response Data

Result Codeis a onebyte value the device sends to indicate success or the failure mode of the command.
Section8.2 About Result Codesprovides more detail.

Command Response Data Lengtls a one byte value that contains the length oftheamand
Response Datdield.

Command Response Dataontains response data as defined in the documentation for the selected
command in sectioB Commands.
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8.2 About Result Codes

There are two types dResult Codevalues the device can return in its resporSeneric result codes

(listed inTable 8-3), which have the same meaning for all commandscaninand-specificresult

codes, which can have different meanings for different commands, and are listed with every command in
this section. Generic result codes always hhgemost significant bit set to zero, and commapécific

result codes always have the most significant bit set to one.

Table 8-3 - Generic Result Codes

Result Code Description
0x00 Success Thecommand completed successfully.
0x01 Failure The command failed.

The command failed due to a bad parameter or

0x02 Bad Parameter
command syntax error.

0x03 Redundant The command is redundant.

0x04 Bad Cryptography A bad cryptography operation occurred.

The request is refused because the desidelaying

0x05  |Delayed requests as a defense against biutee hacking.

0x06 No Keys No keys are loaded.

0ox07 Invalid Operation Depends on the context of the command.

0x08 Response not available The respose is not available.

0x09 Not enough power The battery is too low to operate reliably.

OXOA Extended response first packet | The device is returning the first (and possibly only)
(Extended Commands Only) packet of an Extended Response.

OXOB Extended comnra pending An extended command is pending and the device is
(Extended Commands Only) waiting for more data

0X0C Extended command notification Debrecated
(Extended Commands Only) P

0x0D | Not implemented The command is not implemented.

The devicebds main micro
communicate with the de
V5 IntelliHead. This indicates a hardware failure.
Returnthe deviceo the manufacturer for servic

Failure communiating with
0x55 Embedded V5 IntelliHead
(Embedded V5 Head Only)
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8.3 General Commands

8.3.1 Command 0x00- Get Property
Thiscommand gets a property from the devi€®r details about properties, see sec@dtroperties.

Most propertes havea firmware default valughatmay be changed during manufacturingharorder
fulfillment process to suppodifferent customeneeds.

Table 8-4 - RequestData for Command 0x00- Get Property
Data Offset Value

0 Property ID

Table 8-5 - Response Data foCommand 0x00- Get Property
Data Offset Value

0..n Property Value

Property ID is a onebytevaluethat identifies the property. A full list of properties can be found in
section9 Properties.

Property Value consists of thenultiple-byte valueof the property. The number of bytes in thidue
depends on the type of property and the length of the propeatle 8-6 describes the available property
types.

Table 8-6 - Property Types

Property Type Description
Byte This is a onébyte value.The range of alid values depersbn the property.

Thisis anull-terminatedASCII string. Its length can be zero to a maxim
String length that depends on the property. The length of the string does not ithell
terminating NULL character.

The result codes for th@et Property command can be any of the generic result codes listEalile 8-3
on pager2.
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8.3.2 Command 0x01- Set Property(MAC)

This command sets a property in the device. For security purposes, this command is privileged. When
the Security Level is set to higher than 2 (seetion4 Security Levelg, this command must be MACed

to be acceptefbee sectiod.1 About Message Authentication Codes (MAC). The command is

logically paired withCommand 0x00- Get Property. For details about properties, see secfion

Properties.

Some properties require the device to be reset @ingnand 0x02- Reset DevicdMAC) or power
cycled to take effect. In those cases, the documentation for the property switates required.

Table 8-7 - Request Data forCommand 0x01- Set Property (MAC)

Data Offset Value

0 Property ID

1.n Property Value

Response DataNone

The resul codes for thé&etProperty command can be any of the generic result codes listéalile 8-3
on pager2. If the Set Propertycommand gets a result codeOx07 , it means the requed MAC was
absent or incorrect.

Property ID is a onebytevaluethat identifies the property. A full list of properties can be found in
section9 Properties.

Property Value consistof multiple bytes containinghe value of the property. The number of bytes in
thisvaluedepends on the propertf.able 8-4 describes the available property types.

Table 8-8 - Response Data foCommand 0x01- Set Property (MAC)
Property Type Description

Byte This is a onébyte value. Theange ofvalid values depersbn the property.

This is amultiple-byte ASCII string. Its length can be zero to a maximum lel
String that depends on the property. Tdaalengthlisted in the tables for each
propertydoes not includéheterminating NULL character.
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8.3.3 Command 0x02 - Reset Device(MAC)
This commad is used to reset the devieadcan be used to make propechangesakeeffect without
power cyclingthe device.

(USB Only)

Whenresetting a device thatising the USB connectiothe deviceautomatically does a USBdbach
followed by anAttach. Ater the host sends this command to the deuichould close the USB port,
wait a few seconds for the operating system to handle the device detach followed by ththattaeh
open the USB port before trying to communicate further with the device.

(MSR Only)If the device is in the midst of an Authentication Sequence initiatézblbrymand 0x10-
Activate Authenticated Mode (MSR Only), the device does not honor the Reset Device command until
after the Authentiation Sequence has successfully completed, or a cardholder swipes a card, or the
device is power cycled. If th&uthenticationSequence fad, the device initiates artiack mode and will
require that the host MAC the Reset Device comn{apelsectiond Security Levelg. This prevents a
dictionary attack on the keys aretluceghe potentialimpact ofdenial of service attask

In rare instances, devices may optionakyconfigured at the manufacturer to require a MAC for every
Reset Device command call, not just when-aatik behavior is active.

RequesData Field None
Respons®ata Field None

Result codes:
0x00= Success
0x07= Incorrect MAG or authenticatio sequence pending

Example Request (Hex)
Cmd Num \ Data Len Data
02 00

Example Response (Hex)
Result Code | Data Len | Data
00 00
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8.3.4 Command 0x09-GetCurrent TDESDUKPT KSN

The host uses thsommand t@etthecurrentTriple Data Encryption Standa(@DES) DUKPT Key
Serial Number (KSNpn demand.

This 8Cbit value contains the TDES DUKRJey Serial Number (KSN) associated with encrypted

values included in the same message. The rightmost 21 bits are the current valeaar/pten

counter. Theke f t mo st 59 b i Inital K&N ,evhiah I a comt@natiorcoétiéesy Set ID that
identifies the Base Derivation Key (BDK) injected
serial number (DSN); how those two values are combinedhst69 bit Initial KSN is defined by a

convention the customer defines when architecting the solution, with support from MagTek. For

example, one common scheme is to concatenate a 7 hex digit (28 bit) Key Set ID, a 7 hex digit (28 bit)

Device Serial Numbeand 3 padding zero bits. In these cases, the key can be referenceddigitin 8
MagTek part number (fikey I DO0O) consisting of the 7

Request DataNone

Table 8-9 - Response Data foCommand 0x09- Get Current TDES DUKPT KSN
Offset Field Name Description

0 Current Key Serial Number 80-bit TDES DUKPT KSN

Result codes:

0x00= Success

0x02= Bad ParameterThe Data field in the equest is not the correct length. The request command
contains no data, so the Data Length must be 0.

Example Request (Hex)

Cmd Num \ Data Len Data
09 00 None

Example Response (lx)

Result Code Data Len Data
00 OA FFFF 9876 54320E0 0001
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8.3.5 Command 0x0A- Set Session IDMSR Only
This command is used to set the current Sessipwhixh the device transmits to the host in the
Encrypted Session ID The new Session ID stays in effectiluone of the followingoccurs

I The host sends the deviasogher Set Session ID command.
1 The device is powereaff.
1 The device is put into Suspend mode.

The Session ID is used by the host to uniquely identify the present transaction. Its primarg jsuos
prevent replays. Aftehe device reads a card, it encrypts$lession ID along with the card datada
supplies itas part of thélagnetic Stripe Card Data Sent from Device to Host Thedevice never
transmits aclear text version of thidata

Table 8-10 - Request Data forCommand 0Ox0A- Set Session ID (MSR Only)
Offset \ Field Name | Description

0 New Session ID | This eight bytevaluemaybeany value théost softwaravishes.

Response Datdone

Result codes:

0x00= Success

0x02= Bad ParameterThe Data field in the request not the correct length. The Session ID isan 8
bytevalue so the [ta Length must be 8.

Example Set Session IRequest (Hex)

Cmd Num \ Data Len \ Data
0A 08 54 45 53 54 54 4553 54

Example Set Session IResponse (Hex)
Result Code Data Len

00
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8.3.6 Command 0x10- Activate Authenticated Mode(MSR Only

This commands usedoy the host softwart activate Authenticated Modeand is the only way to enter

that mode.When the device iset to Security Level &ee sectiod.4 Security Level 4, it doesnot

gather andransmit card data after a swipe until Authenticated Mode has been established with the host,
indicating both devices have established a directwayp trust relationshipThe general sequence of

events for entering Auéinticated Mode is as follows:

1) The cardholder or operatperforms an action as a leawdto swiping a card, such agnng in to a
web page that interacts with the device.

2) The lostsoftware is aware of theardholderaction, and in responseséndghe Activate
Authenticaed Mode commando the device. As part of this command, the host software specifies a
PreAuthentication Time Limit parameti@runits of secondsThe device uses this time limit in
subsequent steps. The device integmal value les than 120 seconds to mean 120 seconds.

3) The ckvice respondw the hostvith the current Key Serial Number (KSN) atveb challenges
(Challenge 1 and Challenge 2), whitlencryps usinga custonvariant of the current DUKPT Key
(Key XOR FOFO FOFO FOFO FOR-OFO FOFO FOFO FOF0). Challenge 1 contains 6 bytes of random
numbers followed by the last two bytes of the KSBhallenge 2 contains 8 bytes of random
numbers.

4) The devicewaits up to the PreAuthentication Time Limit. If the device times out waitinthéohost
to respond, the Authentication attempt fails #reldevice may activaenti-hacking behaviorSee
below for detalils.

5) The host software decrypts Challenge 1 and Challenge 2 and compares the last two bytes of the KSN
with the last two bytes dhe clear text KSN to authenticate the device.

6) The host software completes the Activate Authentication sequenceGimgand Ox11-
Activation Challenge Response includingthe length of time the device sholdegy Authenticagd
Mode active without a swipe.

7) The device determines whether the Activation Challenge Reply is valid. If it isthadidevice
activatesAuthenticatedMode and allowtransmission of swiped card data to the hdste device
may optionallyindicate to the operator that the host and the device are mutually authenticated. See
below for information about device behavior when the Activation Challenge Reply is not valid.

8) Authenticated mode stays actiuetil thetimeoutpreviouslyspecifiedby the hosin Command 0x11
- Activation Challenge Response or until the device sendslid swipedata to the host, at which
point the device deactivates Authenticated Mode.

The first two Activate Authenticated Modemmands may proceed without any delay (one error is
allowed with no anthacking consequences). If a second Activate Authenticated Mode in a row fails, the
deviceactivatesantihacking behavioby enforcing anncreasing delay betwe@émcomingActivate
Authenticated Mode commands. The first delay is 10 seconds, increasing by 10 sedmrads

maximum delay of 10 minutes. Theeratomaydeactivateantirhacking mode at any time by swiping

any encoded magticstripe card. When the device is in thig-hacking modeit requires the host to

take additional steps to c&llommand 0x02- Reset Device

To support use of Authenticated Mode, the host software caiareemand 0x14- Get Device State
(MSR Only) at any time to determine the current state of the device.

Table 8-11 - Request Data forCommand 0x10- Activate Authenticated Mode (MSR Only)

Offset Field Name Description

PreAuthentication Time Most significant byte of the PreAuthentication Time Limit
Limit (msb) second¢120 seconds or greater)
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Offset Field Name Description

PreAuthentication Time Least significant bytef the PreAuthentication Time Limiih
Limit (Isb) secondg120 seconds or greater)

Table 8-127 Response Data foCommand 0x10- Activate Authenticated Mode (MSR Only)
Offset  Field Name Description

Current Key This eightybit valueincludes the Initial Key Serial Number in the leftmo

0 Serial Number |59 bits andhevalueof theencryptioncounter in the rightmost 21 bits.

The hostshoulduse this eighbyte challengdater inCommand 0Ox11-

10 Challenge 1 Activation Challenge Response and to authenticate the device.

The hostshoulduse this eighbyte challenge later i€ommand 0x12-

18 Challenge 2 Deactivate Authenticated Mode

Result codes:

0x00= Success

0x03= Redundant the device is already in this mode

0x05 =Delayed- the request is refused due to drdcking mode

0x07 =Sequence Errorthe current Securitievel is too low(see sectiod Security Level9

0x80 =No MSR Transactions Remaining [S8emmand 0x1C- Get Remaining MSR Transactions
Counter (MSR Only)]

Example Request (Hex)
Cmd Num \ Data Len Data

10 00

Example Response (Hex)
Result Code| Data Len

FFFF 0123 4567 8000 0003 9845 A48B 7ED3 C294 7987 SFD4 03l

00 1A 8543
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8.3.7 Command 0x11- Activation Challenge Reponse(MSR Only

This command is used as the second part of an Activate Authentication sefgllenteg Command
0x10- Activate Authenticated Mode. In this command, thieost softwaresends the first 6 bytes of
Challengel (received in response @mmand 0x10- Activate Authenticated Mode) plustwo bytes of
timeoutinformation, and (optionally) an eight byte Session ID encryptedtivith custormvariant of the
current DUKPT Key(Key XOR 3C3C 3C3C 3C3C 3C3C 3C3C 3C3C 3C3C 3C3C).

The time information contains the maximum number of seconds the device should remain in
Authenticated Mode. Regardless of the value of this timer, a card swipe in the Authenticated Mode ends
the Authenttated Mode.The maximum time allowed is 3600 seconds (one hduwj.example, for &ull

hour, uséDxOE10 ; for 3 minutes, us@x012C. A value of0x00 forces the device to stay in

Authenticated Mode until a card swipe or power down occurs (no timeout).

If the hostincludesSession ID information and the command is successful, it chémg8ession ID in
the device in the same way as call®gmmand 0x0A- Set Session 1D

If the device decrypts thehallenge Rgmonsecorrectly; Activate Authenticated Mode has succeeded. If
the device can not decrypt thbalenge Responsmrrectly, Activate Authenticated Mode faiandthe
TDESDUKPT Key Serial Numberadvances.

Table 8-13 - Request Data forCommand 0x11- Activation Challenge Response (MSR Only)

Offset Field Name \ Description
0 Response to First 6bytes of Challenge 1 plestwobyte timeouf{MSB first), encrypted
Challenge 1 by the specified variant of the current DUKPT Key
8 Session ID Optional eight byte Session ID encrypted by the specified variant of th¢
current DUKPT Key.

Response DatdNone

Result codes:

0x00= Success

0x02 =Bad Parametersthe Data field in the @quest is not a correct length
0x04 =Bad Data the encrypted reply data could not be verified

0x07 =Sequence not expecting this command

Example Request (Hex)
Cmd Num Data Len \ Data

11 08 8579827521573495

Example Response (Hex)
Result Code \ Data Len Data

00 00
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8.3.8 Command 0x12 - Deactivate Authenticated Mode(MSR Only

This command is used to exit Authenticated Muonitgated byCommand 0x10- Activate

Authenticated Mode. It can be usetb exit the mode with or without incrementing the DUKPT
transaction counter (lower 21 bits of theySerial Numbe). Thehost softwaranust send the first 7
bytes of Challenge 2 (from the respons€tmmmand 0x10- Activate Authenticated Mode) and the
Increment flag (0x00 indicates no increment, 0x01 indicates increment the KSN) encryptadugtbm
variant of the current DUKPT Key (Key XOR 3C3C 3C3C 3C3C 3C3C 3C3C 3C3C 3C3C 3C30Q).

If the device decrypts CHahge 2 successfullyt exits Authenticated Modeand depending on the
Increment flag, may increment the KSN.

If the device cannot decrypt Challenge 2 successfully, is stafuthenticated Mode until either the time
specified inCommand 0x10- Activate Authenticated Mode elapse®r thecardholder or operator

swipes a card. This behavior is intended to discourage denial of service attacks. Exiting Authenticated
Mode by timeout or card swipe always incremeneésKBN exiting Authenticated Modesing

Command 0x12- Deactivate Authenticated Modemay increment the KSN.

Table 8-14 - Request Data forCommand 0x12- Deactivate Authenticated Mode (MSR Only)
Offset  Field Name \ Description

Response to Seven bytes of Challenge 2 plus one byte of Increment flag, encrypteq
Challenge 2 the specified variant of the currddUKPT Key

Response DatdNone

Result codes:

0x00= Success

0x02= Bad Parametersthe Data field in the @quest is nathe correct length
0x03= Bad Data the encrypted reply data could not be verified

0x07= Sequence not expecting this command

Example Request (Hex)

Cmd Num Data Len \ Data
12 08 8579827521573495

Example Response (Hex)
Result Code \ Data Len Data
00 00
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8.3.9 Command 0x14- GetDevice State (MSR Only

When the device is set 8ecurity Level 4(MSR Only), it requires mutual authentication with the host
[seeCommand 0x10- Activate Authenticated Mode (MSR Only)]. The host can use this command to
determine the state of Authenticated Mode at a given potithe For convenience, this manual refers
to states with the notatid®tate: Antecedente.g.,WaitActAuth:BadSwipe), showing the current state
and the state that led to itists of possible states and thdéfinitions are providedh the device respse
tables below.

In most cases, theost softwareanalso track the statef Authenticated Modéy inference. As thhost
softwareinteracts withthe devicemost state transitions are marked byniessagesxchanged with the
device The exception ithe transition fromWaitActRply:x to WaitActAuth:TOAuth , which happens
if the device times out waiting for the host to s€@ammand 0x11- Activation Challenge Response
(M SR Only), which the device does not reptwtthehost. To cover this case, the host mbstaware
that a timeout could occuin which case the device respstad Command 0x11- Activation Challenge
Response(M SR Only) with Result Code 0X7 (SequencError).

Example 17 Power Up followed by Authentication and good swipe:

1) Devicepowerson. Host softwareshould sendhis mmmand to discover the current state of the
deviceis WaitActAuth:PU.

2) Host sendsivalid Command 0x10- Activate Authenticated Mode (MSR Only). Deviceresponds
with result codéx00, inferring the transition to the WaitActRply:PU state.

3) Host sendsivalid Command 0x11- Activation Challenge Response(M SR Only). Device
responds withiesult codex00, inferring the transition to the WaitSwipe:PU state.

4) Cardholder wipes a card correctlyDevicesends card data to thest inferring the transition to the
WaitActAuth:GoodSwipe state.

Example 2i Devicetimes out waiting for swipe:

1) Devicewaitingaftera good swipe Host softwarenay sendhis command to discovehe current
state of thadeviceis WaitActAuth:GoodSwipe.

2) Host sends vali€ommand 0x10- Activate Authenticated Mode (MSR Only). Deviceresponds
with result cod@x00, inferring the transition to the WaitActRply:GoodSwipe state.

3) Host sendsivalid Command 0x11- Activation Challenge Response(M SR Only). Device
regponds withresult codex00, inferring the transition to the WaitSwipe:GoodSwipe state.

4) Authenticated mode times out before a swipe occurs. Dsgitgsmostly emptycard data to the

hostto report thetimeout in DeviceEncryption Status The tost infersthe transition tdhe
WaitActAuth: TOSwipe state.

Example 37 Host sends invalidCommand 0x11- Activation Challenge Response(M SR Only):

1) Device waiting after a good swipe. Host software may send this comméisddwoer the current
state of the device is WaitActAuth:GoodSwipe.

2) Host sends vali€@ommand 0x10- Activate Authenticated Mode (MSR Only). Device responds
with result code 0x00, inferring the transition to the ¥eiRply:GoodSwipe state.

3) Host sends invaliCommand 0x11- Activation Challenge Response(M SR Only). Device
responds witliesult codedx02 or 0x04inferring the transition to the WaitActAuth:FailAuth state.

Example 47 Host waits too long sendingCommand 0x11- Activation Challenge Response(M SR
Only):
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1) Device waiting after a good swipe. Host software may send this command to discover the current
state of the device is #itActAuth:GoodSwipe.
2) Host sends vali€ommand 0x10- Activate Authenticated Mode (MSR Only). Device responds
with result code 0x00, inferring the transition to the WaitActRply:GoodSwipe state.
3) Devicetimes out wiing for host to sendCommand 0x11- Activation Challenge Response(M SR
Only)( St ate => WaitAct Aut h: TOAuUt deyicedoes hbbsertdamyo e s n ot
message.
4) HosteventuallysendsCommand 0x11- Activation Challenge Response(M SR Only) (State
remains WaitActAuth: TOAuth) Deviceresponds witliesult codex07, inferring the previous
transition to WaitActAuth: TOAuth state.

Request DataNone

Table 8-15 - First Byte, Response Data foCommand 0x14- Get Device State (MSR Only)

Current Device State

Value |Name Meaning

Waiting for Activate Authenticated Mode. The device requireshost to
0x00 |WaitActAuth |authenticate usinGommand 0x10- Activate Authenticated Modebefore
it acceps swipes.

Waiting for Activation Challenge ReplyThe host hs started to authentica
0x01 |WaitActRply |andthe device is waiting focommand 0x11- Activation Challenge
Response

Waiting forswipe. The device is waiting for treardholder or operatao

0x02 |WaitSwipe swipe a card.

Waiting for Anti-Hacking Timer. Two or more previous attempts to
0x03 |WaitDelay Authenticatehavefailed, the device is waiting for the ArHacking timer to
expire before it acceptSommand 0x10- Activate Authenticated Mode

Table 8-16 - Second Byte, Response Data f@ommand 0x14- Get Device State (MSR Only)

Current State Antecedent

Value |Name Meaning

Just Powered Up. The device has had no swipes and has not been

0x00 |PU Authenticated since it was powered up.

Authentication Activation Successful. Thest has sent thdevice a valid

0x01 | GoodAuth Command 0x11- Activation Challenge Response

0x02 |GoodSwipe Good Swipe. Theardholdeswiped a valid card correctly.

0x03 |BadSwipe Bad Swipe. Theardholdeswiped a card incorrectly or the card is not va

Authentication Activation Failed. Thaost recen€ommand 0x11-

0x04 | FailAuth Activation Challenge Responsefailed.

Authentication Deactivation Failed. A rec&dmmand 0x12- Deactivate

0x05 | FailDeact Authenticated Modefailed.
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Current State Antecedent

Authenticaion Activation Timed Out. Thedst failed to sen@€ommand
0x06 |TOAuth 0x11- Activation Challenge Responsen the time period specifieoly
Command 0x10- Activate Authenticated Mode

Swipe Timed Out. Theardholderailed to swipe a card in the time period

0x07 | TOSwipe specified inCommand 0x11- Activation Challenge Response

Result codes:
0x00= Success

Example Request (Hex)
Cmd Num \ Data Len Data

14 00

Example Response (Hex)

Result Code Data Len Data
00 02 00 00
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8.3.10 Command 0x15- Get / Set Security Leve[MAC)
This command is used to setgetthed e v i ¢ e 0SecuityulLevelésasectiond Security Levels.
Thehost can use this to raise tBecurity Levelbut can not lower it.

When using this command to set t hethaspecifieddatdm secur
the request, and the device will not return an explicit respdMenusing this command to géte
d e vi c e dsecuritydeveltiee indst should include riatg and the device will return a response.

Table 8-17 - Request Data forCommand 0x15- Get / Set Security Level (MAC)

Offset Field Name | Description

Optional: if present must be eith@x03 or 0x0 4. If absentthis is a query

0 Security Level for the current Security Level.

Four byte MAC to secure the commgseée sectiod.1 About Message
1 MAC Authentication Codes (MAC)]. If the host does not include a value for
Security Level, it should not include the MAC value.

Table 8-18 - Response Data foCommand 0x15- Get / SetSecurity Level (MAC)

Offset Field Name Description
0 Security Only present if there was rata in therequest. Thisaluegives the current
Level Security Level.

Result codes:

0x00= Success

0x02= Bad ParametersThe Data field in theequest isiot a correct length OR the specified Security
Level is invalid; OR the current Security Level is 4

0x07 = Incorrect MAC command not authorized

Example Set Security Level RequegHex)
Cmd Num Data Len

15 05 03 XX XX XX XX, where xx Xx xx xx is aalid MAC

Example Set Security LeveResponse (Hex)
Result Code Data Len

00 00

Example Get Request (Hex)
Data Len

Result Code Data Len
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8.3.11 Command 0x1C- GetRemaining MSRTransactionsCounter(MSR Only)

This command is used get the maximum number oémainingcard swipdransaction®r correctly
completed Authentication sequenc€®mand 0x10- Activate Authenticated Modefollowed by a
correctCommand 0x11- Activation Challenge Respons@ thatthe device caprocess The value it
returns is alssometimegeferred to ashetransactiorthreshold

Thevaluehas three possible states:

i Disabled- value OXFFFFFF In this state there is no limit to the number of transactions that can be
performed.

1 Expired - value 0x000000 This state indicate8ISR transactiongnd Authentication commandse
prohibited

9 Active - value 1 to 1,000,000 (0x0001 to Ox0OF4240) In this state, each transactionsuccessful
Authentication sequenaauses thealueto be decremented and allows transactions to be processed.
If an Authentication squence decrementssivalueto 0,the device permitone finalenaypted card
swipe.

Some devices are configured to only allow the manufacturer to call this command.

Request DataNone

Table 8-19 - Response Data folCommand 0x1C- Get Remaining MSR Transactions Counter (MSR Only)

Offset  Field Name \ Description
Device Serial 16 bytesof device serial number. If the serial numiseshorter than 15
0 N bytes,this valueis left-justified and paddedith binary zeroes. At leas
umber A
one byte (usually the last one) must contain binary zero.
16 Remaining MSR | This three byteraluecontainsthe currentumber of remaining MSR
Transactions transactions.

Result codes:
0x00= Success
0x02= Invalid length

Example Request (Hex)
Cmd Num \ Data Len BE!

1C 00

Example Response (He
Result Code Data Len

544553542053455455502030303031000007F1

00 13 (2033 MSR Transactions Remaining)
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8.3.12 Command 0x45 - Get Battery Percentage M3 Only | PM4 Only | PM5 Only | PM6
Only| PM7 Only)

This command is used to get the percentage of useful battery charge reniaiairenge betweddx00
(0%) andOx64 (100%).

Request DataNone

Table 8-20 - Response Data folCommand 0x45- Get Battery Percentage (PM3 Only | PM4 Only | PM5 Only |
PM6 Only | PM7 Only)

Offset \ Field Name

0 Battery Percentage

Description

Result codes:
0x00 = Success

Example Request (Hex)
Cmd Num \ Data Len \ Data
45 00

Example Response (Hex)
Result Code | Data Len

62
00 01 0
(Battery at 98%, almost full charge)
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8.3.13 Command 0x48 - Notification Output ConnectionOverride(Bluetooth LEOnly| iAP
Only, USBOnly)

The host uses this commandramediatelyand temporarily override the curresgtting inProperty
0x5F - Notification Output Connection(Bluetooth LE Only |iAP Only, USB Only) until the device is
power cycled or reset, changitite connectiorthe deviceusesto sendvlagnetic Stripe Card Data Sent
from Device to Host[seesection2 Connection Typed andNotification Messagessent from Device to
Host (Extended Notifications Only) to the host.

If the host does not specificannection typén the request t h e rCemectionvauerétsrrsthe
currentconnection typgotherwisethe iesponsecontairs no additionabata.

Table 8-21 - Request Data forCommand 0x48- Notification Output Connection Override (Bluetooth LE
Only | iAP Only, USB Only)

Field Name Description

0x00 =USB

0 Connection 0x02 =iAP (iIAP Only)

Table 8-22 - Response Data folCommand 0x48- Notification Output Connection Override (Bluetooth LE
Only | iAP Only, USB Only)

Offset Field Name Description

0x00 = USB

0 Connection 0x02 =iAP (IAP Only)

Result codes:
0x00= Success

Example Request(Hex)
Cmd Num Data Len

Example ResponsgHex)
Result Code  Data Len
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8.3.14 Command 0x49 - Send Extended Command PackefExtended Command<Only)

The host uses this command to serténded commandgo the device as one or more data packets.

This extended commands protocotloubles the comand number namespace to two bytes, doubles the
result code hamespace to two bytes, and supports commands and responses which require larger data
payloads thatthose available fostandard commandshown inTable 8-1 andTable 8-2 in section8.1

About Commands.

If the required command data is 52 bytes or shorter, the host can sentirtheanmand using a single
extended command packet. If the command data is longer than 52 bytes, the host should split the data
into multiple packets of 52 or fewer bytes, and send multiple extended command pAsketsing 52

byte packets he firstpacket the host sends should specify Extended Data Offset = 0, the next packet
should specify Extended Data Offset = 52, and so on, until the host has sent all the commartiedata.
deviceds r espons seithenan extecdad cpranar&sdt todenroarstandardresult

code for the command that was sent:

1 Result Code0Ox0B - Extended Protocol Request Pendinghdicatesthe device is buffering the
incoming data and expects the host to send subsequent packets.

1 Result CodeOx0A - Extended Command Responseéndicatesthe device has received the complete
data seandhas executethe command. If the device has 52 bytes or fewesttonto the host, that
concludes the round trip of the command. If the response data is greater than 52 bytespihst host
retrieve additional data by continuing to dabmmand 0x4A- Get Extended Responseuntil it has
retrieved all response data.

1 Standard Result Code.When using this command to invoke a standard comrte@ndgosed to an
extended commangd3ee the Result Codés the documemition forthe commandhe host is
invoking.

To simplify the development of custom host software, developers who are working exclusively with
devices that support extended commands maysehtwosend all commands, including the sidnyite
commands described in this manual, using the extended commands protocol.

Table 8-23 - Request Data forCommand 0x49- Send Extended Command Packet (Extended Commands
Only)

Offset Field Name Description

Extended This field is in big endian formatt indicatesthe byte offset position of tfs

0.1 DataOffset |P @ € k etendezData field relativeto the complete extended data fiéleing
sent as multiple packets'heExtended Data Offset of Packet O is O.

Extended This field isin big endian format and contains the number of the command
2.3 |Command :

Number execute. For onbyte command numbgrthe high byte should be set to zer
45 E)?trgﬁéeetg This field is in big endian formand giveshetotal lengthof the ExtendedDatal

Data Length field the host is sendings multiple packets.
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Offset Field Name Description

This field ontairs eitherpatt or all ofthe extendeddatarequesthe host is

sending to the devicel he size of thi€xtended Datéield can be determined

Extended by subtractinghe Extended Dath i e dffsedwsthin the request) from the

6..n Data r e q utetaldatasength (N). Inmostcastber e quest 6 s com
payloadcan have a maximum value of §8r example see secti@l.2How

to Send Commands On the USB Connedoi), sothis field can have a

maximum length of 586 = 52 bytes.

Table 8-24 - Response Data foCommand 0x49- Send Extended Command Packet (Extended Commands
Only)

Offset Held Name Description

This field is in big endian format. It indicates the byte offset position of t
0.1 gﬁt:eqdecjmapacket 6s Extended Data field, re
being sent as multiple packets. The first bgteffset zero.

Extended This field isin big endian format. For orgyte result codes, the high byse

1.2 ResultCode |set to zero.

Complete This field is in big endian formand gives the totaéngth of the extended
4.5 ExtendedData _ _ |

Length data feld the host is sending as multiple packets

This field ontairs eitherpart or all of the completéxtendedDataresponse
the device is sending to the hogthe size of thig€xtendedData field can be
determined by subtractirtge Exended Datd i e dffsebwsthin the respons
6..n ExtendedData| (6) from theresp 0 n dotafdatalengtiN). | n most cases
completedatapayloadcan have a maximutangthof 58 (for example see
section2.1.2How to Send Commands On the USB Conne&oh), sothis
field can have a maximum length of 58 = 52 bytes.

Result Codes:
See command description.

Example Request(Hex)

Cmd Num Data Len

00 00 03 0D 00 OfExtended Command

49 06 0x030D- Read Date and Timé

Example ResponsgHex)
Result Code Data Len

00 00 0000000706 141100000001

OA 0D (6/20/2009 500pm)
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8.3.15 Command 0x4A- Get Extended Response (ExtendedCommandsOnly)

The host uses this command to retriadditionalresponse data longertherh e cur rent connect
maximum packesize. After calling a command, if the device retugaseric result cod@xOA Extended

response first packet(seeTable 8-3 - Generic Result Code®n pager2), the host software should

begin buffering the complete Extended Response starting with the initial response, then call this

command repeatediyntil it has retrieved the complete Extended Response.

Theresponselata from the device follows the same Extended Data Offset r@leramand 0x49- Send
Extended Command Packefrom the host: The first packeteltevice sends to the host spesif

Extended Data Offset = 0, and subsequent packets, if any, specify Extended Data Offsetothe?

packet length depending on connection tygedn 104, 156and so on, until the device has sent all the
response dat The host should continue sending this command to the device and buffering the returned
Extended Data until the Extended Data Offset plus the length of the Extended DataheqGalmplete
Extended Data Length.

Request DataNone

Table 8-25 - Response Data foCommand 0x4A- Get Extended Response (Extended Commands Only)
Offset Field Name Description

ExtendedData This field is inbig endian formatlIt indicates the byte offset position of thig
0.1 Offset packetds Extended Data field, re
being sent as multiple packets. The first byte is offset zero.

Extended This field is in big edian format. For one byte result codes, the high isyte

2.3 ResultCode |set to zero.
Comblete This field is in big endian format and gives the total length of the extendg¢
P data field thedeviceis returningto the host irmultiple packets. Ithe
4.5 ExtendedData o , L
Length complete extended data fits in a single packet, thisiaedual to the Data

Length field minus 6.

This field containgitherpart or all of the extended data the device is sen(
to the host. The size of tHixtended Datéield can be determined by
subtracting he Ext ended Data fi el drénstheo
6..n Extended tajr esponseb6s total data | ength (N)
payload can hava maximum value of 5@or example see sectiéhl.2How
to Send Commands On the USB Conndoi), so this field can have a
maximum length of 586 = 52 bytes

Result CodesSame as defined @ommand 0x49- Send Extended Command Packet
Example Request(Hex)

Cmd Num | Data Len | Data
4A 00

Example ResponsgHex)

Result Code Data Len

00 34 00 00 00 37 35 36 37

0A 09 (Last 3 bytes of extended data out of 55 bytes
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8.3.16 Command 0x58 - Set Head Subsystem PowelState (PM5 Only| PM7 Only)

The host uses this command to directly comimber to thanagnetic stripeeacer headinside the device,

to manage devicpowerconsumption anBattery life The tradeoff to using direct control isat the host

must power up the head before a cardholder swipes a magnetic stripe card outside the scope of an EMV
transaction. In the case of EMV transactions, the device controls head power automatically.

After the device igpower cyclé or resetjt sds thehead power stat® the default valusetin Property

0x70- Head Subsystem Powegtate Default, at which point the host catirectly manage théead

power state by calling this commanid the host includs data in the command request message, the
devicesets the state as tbemmand specifies, and does not include data in the response. If the host does
not include data in the request message, the device returns the stateintthe response.

When thestate is set tdlways On, the head will always be powered.

When the state is set @ff Whenldle, the head will be off whethe device isdle. In this statethe
devicewill not be able to read magnetic stripe cards outside the scope of EMV transadtiout first
turning the head onAfter reading a cardhe host may opt tturnthe head back off to conserpgewer.

If the deviceneeds to use the head fory operatiorother than reading magnetic stripe card outside an
EMYV transactionit will automatically turn the head evhile using it,then off again For example

1 If thehost send&xtended Command 0x0300 Initiate EMV Transaction (EMV Only) and the
transaction requires an MSR swiplee devicewill automatically power up the heathenpowerit
down when the EMV transaction terminates.

1 When the host send@mmand 0x09- Get Current TDES DUKPT KSN, the device will
automatically power up the head, then poivdown after retrieving the required data.

1 The same behavior applies to all commands and operations where the device needs to use the head.

Table 8-26 - Request Data forCommand 0x58- Set Head Subsystem Power State (PM5 Only | PM7 Only)
Offset Field Name Description

One byte specifying what ttetate should be
0 State 0x00 = Off Whenldle
0x01 = Always On

Table 8-27 - Response Data foCommand 0x58- Set Head SubsysterPower State (PM5 Only | PM7 Only)
Offset Field Name Description

0 State See request data field description.

Result odes: 0x00 = Success

Example Request (Hex)
Cmd Num Data Len

58 01 01

Example Response (Hex)
Result Code Data Len
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8.4 Command Group 0x03- EMVL2 (EMV OnlyExtended Commands On)y
When callingCommand 0x49- Send Extended Command PackdiExtended CommandsOnly), a
valueof 0x03 in the most significant byte of the Extended Command Number is reserved foLEMV
commands, which are documentedhis tsection.

8.4.1 About MACs
Many commands in this commagdoup require a MAC field, which the host must populate using the
UIK loaded into the device. For details, see sedtidbout Message Authentication Codes (MAC)

8.4.2 About EMV L2 Transaction Flos/(EMV Only)

The general flow of @EMV L2 transaction is as follows (bear in mind ttevice does not have a
display,so in these stephehost drives the user interfaf both the terminal operator / cashier and for
the cardholder / customer):

1) The terminal operator / cashigerforms steps external to the transaction, generally resulting in a total
balance owed, ardirects thenost software to initiate a transactidithe device supports Quick
Chip and the system is des@gl to use that featurdwe host magkip this step anthstead start the
transaction with a default amount as a placeholdkichis generallya pre-determinechon-zero
valuet hat i s consistent with the .Jythetdifaredces pay ment
pertaining to Quick Chip transactions are included in the steps below

2) The host software sends the deviogended Command 0x0300 Initiate EMV Transaction
(EMV Only) .

3) From this point until the host sds the device transaction resutishetransactiorprocessor, the host
may cancel the EMV transaction by sendifi\gended Command 0x0304 Cancel Transaction
(EMV Only) and the device sends repbidtification 0x0300- Transaction Status/ Progress
Information to reportEnd of Transaction / Host Canceled EMV Transaction Before Card Was
Presented

4) If the cardholder has not alreapsesented paymerthe device sends the $tiNotification 0x0300-
Transaction Status/ Progress Information to reportWaiting for Cardholder Response / Waiting
for Cardholder to Present Payment followed by Notification 0x0301- Display Message Request
to prompt the cardholder PRESENT CARD|. The device wastuntil thecardholdepresents
payment pending a timeout(Contactless Only) If the cardholder presents more than one chip card or
contactless payment dee at the same time, the device seldsfication 0x0301- Display
Message Requedb prompt the cardholder BLEASE PRESENT ONE CARD ONLY]/.

5) Upon chip card insertion or contactless tap, the device $démtdcation 0x0300- Transaction
Status/ Progress Information to reportCard Inserted (or Contactless Token Detected
Powering Up Card.

6) (Contactless Only) If the device and the contactless payment dsuideas amarphong mutually
support MobileCVMand t he contactless payment devicebds c
occur,the device sends the hdébtification 0x0301- Display Message Requestith the message
'SEE PHONE FOR INSTRUCTIONS|. Upon withdrawing the contactless payment device from the
NFC field, the device sends the hbktification 0x0301- Display Message Requestith the
messagRESENT CARD AGAIN|. Simultaneouslythe contactless payment device prosipe
cardholdetto enter a PIN The cardholder should enter a RIN the contactless payment devittesn
re-tap.
7) (MSR Only) At this point, if the MSR is enabled aaxtended Command 0x0300 Initiate EMV

Transaction (EMV Only) indicated the MSR should be armed, the cardholder may swipe a magnetic
stripe card:

a) (EMV MSR Flow Only)Upon detecting a swipe, the device sethg@shosiNotification 0x0300-
Transaction Status/ Progress Information to reporta successfuhonfallback swipewith MSR
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b)

Swipe Detected / Reading Magnetic Stripelf decoding fails, the device sends the host
Notification 0x0301- Display Message Requestith messag&WIPE AGAIN]. If decoding

fails three timesthedevice sendslotification 0x0300- Transaction Status/ Progress

Information to reportpayment method error and transactoror, then again toeport end of
transactiorand no transaction in progress, then séxmtfication 0x0301- Display Message
Requestto the host with the messa®@ANSACTION TERMINATED| and terminates the

transadon.

(EMV MSR Flow Only)lf thedevice findsth&er vi ce Code on the card
indicating the card is a chigard,the device clears all swipe data from memory and sends
Notification 0x0301- Display Message Requegb the hostvith the messageSE CHIP)|

READER]. The host should display the message to the operator or cardholder. The device waits
for the cardholder to insert the ca@therwise, if the Service Code indieatthe card is an MSR

only card, the device treats the transaction as Online,Qumhps to the sending dfotification

0x0303- ARQC Messagebelow,and continues tthe end of the transaction.

8) (Contact Only)f the cardholder has insed@ chip card,ite device attempts to communicate with
the card.lIf it is unable to do so:

a)

(Contact OnlyEMV MSR Flow Only On devices that support EMV MSR Flow, the device
sendNotification 0x0301- Display Message Requesb the host with the messageSERT]
AGAIN|. If subsequent insertions succeed, the device continues, otherwise it will repeat this
process for a total of three insertiongpon the third failure:

i) If Terminalsetting DFDF67 is set t6allback Disabled, the device terminates the
transactiorand sends the holibtification 0x0300- Transaction Status/ Progress
Information to reportPayment Method Communication Error/ Transaction Error,
followed byNotification 0x0301- Display Message Requedb the host with the message
TRANSACTION TERMINATED].

i) If Terminalsetting DFDF67 is set téallback Enabled:

(1) The device sends the hasttification 0x0301- Display Message Requestith the
message&HIP ERROR: SWIPE CARD|. The host should display the message.

(2) Uponsuccessfully decodingmagnetic stripswipe, the device sends the host
Notification 0x0300- Transaction Status/ Progress Information to report evenMSR
Swipe DetectedReadingMagnetic Stripe, followed byNotification 0x0301- Display
Message Requeswith messag®LEASE WAIT], followed byNotification 0x0300-
Transaction Status/ Progress Information to report eventransaction Progress
Change / Online Processinglf the swipe fails, the device seniti® hostNotification
0x0301- Display Message Requestith messagé&WIPE AGAIN| and waits for the
cardholder to swipe. If three swipes fail, the device sends thé&lbttation 0x0300-
Transaction Status/ Progress Information to reportTransaction Progress Change /
Magnetic Stripe Decoding Error, thenNotification 0x0300- Transaction Status/
Progress Information to reportData Error / Transaction Error , then sends
Notification 0x0304- Transaction Result Messagand terminates the transaction.

(3) Becausehlte MSR transaction must always be performed online, the device flzesses
MSR track datdo the host for forwarding to the transactfmocessor usiniylotification
0x0303- ARQC Messagecontaining MSR Data Container Fthside the message, the
host should examine tag DFDF53 to determine the cause bfSReFallback
(Technical Fallbackor MSR Fallback). The device then senéiotification 0x0300-
Transaction Status/ Progress Information to report statu3ransaction Progress
Change / Waiting Online Processing Response
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(4) The host processes the ARQC Messdaa and uses it to coordinate with the transaction
processor to receive an ARPC Response, which it processes and sends to the device using
Extended Command 0x0303 Online Processing Result / Bquirer Responsg EMV
Only).

(5) The device sergthe hosiNotification 0x0300- Transaction Status/ Progress
Information to reportTransaction Progress Change / Magnetic stripe card decoded
during Technical Fallback.

(6) The devicesendghe hostNotification 0x0300- Transaction Status/ Progress
Information to reportEnd of Transactionand eitheransaction Approved or
Transaction Declined

(7) The devicesenddNotification 0x0301- Display Message Requestith message
IAPPROVED| or DECLINED]| to notify the cardholder of the transaction result

(8) The device ends theansaction by sending th®stNotification 0x0304- Transaction
Result Messagewhich contains transaction details the host should save for later
verification Inside the messagie host should examiag DFDF530 determinghe
cause of the fallback to an MSR swid@¢hnical Fallbackor MSR Fallback).

9) The cevicenegotiates with the card to determine which payment application to use as follows:

a) (Application Selection Options Only) If the card holds more than one mutually supported
payment application, the device proceeds based on the setBngpafrty 0x73- Application
Selection Behavior (Application Selection Options Oly). If the property is set tBrompt
Cardholder, the device follows the same steps as below. If the property is set to a different
value,thededi e devi ates from the steps below as docu

b) The devicesends the hoddotification 0x0300- Transaction Status/ Progress Information to
reportTransaction Progress Change / Seléng the Application, followed byNotification
0x0301- Display Message Requesb prompt the cardholder PLEASE WAIT].

c) If thecard holdsonly one mutually supported payment application, the device proceeds to use
that application. If the card holdsore than onenutually supporte@pplication

i) The device sends the hasttification 0x0302- Cardholder Selection Requesto prompt
the cardholdeto [Select Application|with alist of available applications, followed by
Notification 0x0300- Transaction Status/ Progress Information to reportWaiting for
Cardholder Response / Waiting for Cardholder Application Selection

ii) After the cardblder selects an application, the host passes the selection to the device by
sendingextended Command 0x0302 Cardholder Selection Result

d) The device senddotification 0x0300- Transaction Status/ Progress Information to report
Transaction Progress Change / Initiating Application

10)( Contact Only) I f the cardhol der has inserted a
the device that the cardholder shosddlect a language, the device sends theNat#ication 0x0302
- Cardholder Selection Requesto prompt the cardholder {®elect Language| with a list of
available languages, followed botification 0x0300- Transaction Status/ Progress Information
to report eventVaiting for Cardholder Response / Waiting for Cardholder Language Selection
After the cardholder selects a language, the host passes the selection tecthbydsending
Extended Command 0x0302 Cardholder Selection Result

11) The device initiates communication with the card s@alds the ho$lotification 0x0300-
Transaction Status/ Progress Information reportingTransaction Progress Change/ Reading
Application Data. If an error or other type of failure occurs during this step, the device sends the
hostNatification 0x0300- Transaction Status/ Progress Information to reportData Error /
Transaction Error, followed byNotification 0x0301- Display Message Requegb the host with
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the messag@RANSACTION TERMINATED), followed byNotification 0x0304- Transaction
Result Message

12) (Contactless OnlyJhe device sends the hdgbtification 0x0301- Display Message Requestith
message€ARD READ OK, REMOVE CARD| to notify the cardholder the card can be removed, ,
followed byNotification 0x0300- Transaction Status/ Progress Information to report event
Contactless Powered Up / Contactless Remove Card.

13) Depending on the capabibs of the card and the device, the device authenticates the card data using
SDA, DDA, or CDA. The device sends the hWsttification 0x0300- Transaction Status/
Progress Information to reportTransaction Progres Change/ Offline Data Authentication

14) The steps from here throu@lard Action Analysis below are collectively referred to as tRisk
Managementprocess.

15) The device checks to make sure the selected application is valid for the transaction, and isleompatib
with the device (such as application version number, application usage control, and application
effective / expiration date), and sends the Nastification 0x0300- Transaction Status/ Progress
Information to reportTransaction Progress Change/ Process Restrictions

16) The device uses the cardholder verification related data in the card or contactless payment device to
determine which cardholder verification method (CVMSs) to use. The device sends the host
Notification 0x0300- Transaction Status/ Progress Informationto reportTransaction Progress
Change/ Cardholder Verification.

17) (External PIN Accessory Support Only) If the device determines the transaction requires the
cardholder to enter a PIN, it sends the INification 0x0305 - PIN Required. In response, the
host should coordinate PIN entry with an external PIN entry device, and use that data in its
communication with theayment processor. The host should not share the PIN information back to
the device.

18) The device performs terminal risk management pro@sduwhichinvolves floor limit checking,
velocity checking, angeriodicallyforcing online authorization to proteagainst fraud, and sends the
hostNatification 0x0300- Transaction Status/ Progress Information to reportTransaction
Progress Change/ Terminal Risk Management

19) The deviceanalyzs the results of the previouspgeandsends the ho$totification 0x0300-
Transaction Status/ Progress Information to reportTransaction Progress Change / Terminal
Action Analysis.

20) The deviceolls up the resultsf the previousRisk Managemermprocess

a) If the Risk Management process encourdersrroror determines the transaction or payment
method failgo meet required criterjghe device sends the hdgbtification 0x0300-
Transaction Status/ Progress Information to reportData Error / Transaction Error ,
followed byNotification 0x0301- Display Message Requegb the host with the message
TRANSACTION TERMINATED], followed byNotification 0x0304- Transaction Result
Message and terminates the transaction

b) If the Risk Management process determines the transaction is too risky to approve, the device
sends the ho$otification 0x0300- Transaction Status/ Progress Information to reportData
Error / Transaction Error , followed byNotification 0x0304- Transaction Result Message
followed byNotification 0x0301- Display Message Requestith messag@®ECLINED| to
notify the cardholder, and terminates the transaction

21) The device sends the haébtification 0x0300- Transaction Status/ Progress Information to
reportTransaction Progress Change / Generating First Application Cryptogram The device
sendghe hosiNotification 0x0300- Transaction Status/ Progress Information reporting
Transaction Progress Change/ Cardiction Analysis.
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22) If thedevice isNOT configured as Onlin®©nly Terminal Type [seAppendix D EMV Terminal
and Application Settings(EMV Only) ] and theRisk Managemenprocessedeterminedhe
transactions OK to perfornoffline, thedevice reportshe transaction resuiv the hosas follows:

a) The devicesends the ho$otification 0x0300- Transaction Status/ Progress Information to
reportTransaction Progress Change / Transaction Complete

b) The device sends the hdbtification 0x0300- Transaction Status/ Progress Information to
reportEnd of Transactionand eitheTransaction Approved or Transaction Declined then
sends the ho#otification 0x0301- Display Message Requestith messag@&PPROVED| or

DECLINED| to notify the cardholder.

¢) The device ends the transaction by sending theNm#fication 0x0304- Transaction Result
Message which contains transaction details the host should save for later verification. The
transaction result message indicates whether the host must prompt the cardholdédeapro
signature.

23) If the device is configured as an Online Only Terminal Type f§ggendix D EMV Terminal and
Application Settings (EMV Only) ] or theRisk Management pcessesletermined the transaction
must be performed onlinde devicaeports the transaction result to the host as follows

a) The device sends the hddbtification 0x0300- Transaction Status/ Progress Information to
reportTransaction Progress Change/ Online Processinpllowed byNotification 0x0303-
ARQC Message

b) The next event depends on whettier device supports tigontactQuick Chip featurer
Contactless Quickhip featurgseeTable 1-2) and whethethe host specified Quick Chias an
Optionwhen it started the transaction

c) If Quick Chip operations supported anah effect

i) The device immediately constrsdts owninternalARPCRe s ponse, with tag 8A
to coordinate the transaction with the card or other payment methdsiends the host
Notification 0x0300- Transaction Status/ Progress Information to reportTransaction
Progress Change / Transaction Completdollowed byNotification 0x0300- Transaction
Status/ Progress Informationto reportEnd of Transaction / Transaction Declined

ii) The devicesends the ho#otification 0x0301- Display Message Requestith message
REMOVE CARD] to notify the cardholder the card can be resw

iii) The hosshouldthenprocess the ARQC Message data, includemacing the default
amount withthe finaltransaction amoungndshouldcoordinate with the transaction
processor to retrieve a final transaction resBicause in this case the device is not involved
in determining the final transaction result, it does not send a notification to the hasivto sh
APPROVED| or DECLINED]|. Instead, the host should dispkay appropriatenessagésuch
as|QUICK CHIP APPROVED]|/|QUICK CHIP DECLINED]) to the cardholder based on the
final transaction result.

iv) The device ends the transaction by sending theNmis#fication 0x0304- Transaction
Result Messagewhich contains transaction details the host should save for later verification.
The transaction result message indicates whether the host must prompt the cardholder to
provide asignature.

d) If Quick Chip operation iNOT supported or is noh effect

i) The device sends the hasttification 0x0300- Transaction Status/ Progress
Information to reportTransaction Progress Change/ Waiting folOnline Processing
Response

i) The host processes the ARQC Message dataseglit to coordinateith thetransaction
processor to receive arRRC Response, which jirocesses angknds to the device using
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ii)

Extended Command 0x0303 Online Processing Result / Bquirer Responsg EMV
Only). (Contact Only)Alternatively, the host maynplementhostdriven Quick Chipby

insteadconstruding its own preliminary ARC Responsevi t h t ag &SAdsenghg t O

it to the dbvice immediately, without waiting for a transaction processor respdiee
deviceresponds by sendingotification 0x0301- Display Message Requegb the host with
messag¢eECLINED| andendingthe transactionThehost should suppress this message
take over the remainder of the transactianludingnotifying the cardholdeto removethe

card determininghe final transaction amourdgoordinating with the transaction processor to
retrieve a final transaain result, andnteracting withthe cardholder.

The device communicates with the chip card to determine whether to approve or decline the
transaction, then sends the histification 0x0300- Transaction Status/ Progress
Information to reportTransaction Progress Change / Transaction Complete

The device sends the hdsbtification 0x0300- Transaction Status/ Progress
Information to reportEnd of Transactionand eitheiT ransaction Approvedor
Transaction Declined then and sends the hotification 0x0301- Display Message
Requestwith messagéPPROVED)| or DECLINED| to notify the cardholder of the
transaction result.

The device eds the transaction by sending the hdstification 0x0304- Transaction

Result Messagewhich contains transaction details the host should save for later verification.
The transaction result message indicates ldre¢he host must prompt the cardholder to
provide a signature.
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Initiate EMV L2 Transaction
[ Command 0x0300 ]

Display Message Request

Card No

“Present Card ”
Inserted ?

[ Notification 0x301 ]

Transaction Status Insert Card
( Card Inserted )
[ Notification 0x300:0x02 ]

ARQC Message
[Notification 0x303]

Application
Selections

Language
Selections

User Selection Request
( Applications List)
[ Notification 0x302 ]

User Selection Request
( Language List)
[ Notification 0x302 ]

Acquirer Response
[ Command 0x0303 ]

User Selection Result User Selection Result
( Selected Language )

[ Command 0x0302 ]

Transaction Result
[Notification 0x0304]

( Selected Application )
[ Command 0x0302 ]

Figure 8-1 - Simplified EMV Transaction Flow
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8.4.3 Extended Command 0x0300- Initiate EMV Transactio(EMV Only)

Like all extended commandsd host initiates this command by calli@gmmand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented
there.

A CAUTION

After the host receivesNotification 0x0304 Transaction Result Messagethe end of a
transaction, it is very important to keep the device fully powered for at least 3 seconds.
Di sconnecti ng twhileitidavancngeBJEPT keysaftar a transaction
can corrupt tvblaile mhemory ane rénsler theodevice unusable.

A CAUTION

By default, when atransaction terminates without the cardholder presenting payment du
to a timeout or Extended Command 0x030£ancel TransactiofEMV Only), the device
still sendsNotification 0x0304 Transaction Result Messaged advances its DUKPT keys.

The host uses th command tatartan EMV transactiosequencewhich flows asdescribed in section
8.4.2About EMV L2 Transaction Flows (EMV Only) . The commangrovides all the datthe device
needgo start the transaon, and he device returns a response to the host to indicate whether the
transaction will proceed. If the input fields for the command are not formatted correctly and within
defined limits, the response message ratamerror code indicating why theramand could not
proceed.If the device is set to a lower security level tisacurity Level 3 the device refusdhis
command, unless the device is an mDynamiuch accethis command abecurity Level 2

If the command proceeds, the response indi¢htetransaction is proceeding. During transaction
processing, the device may generate several notification messages. Some of these notifications may
require the hodb process data and initiate new commands. Whenever this happenis, dhere
associated timeout that caasiee device to abandon theansaction wth an error code if it occurs.

Thedevi ceds sy s tmasinbe defribrdo sendirdy this commen

1 Devices that have a battelpcked real time clocfseeTable 1-2 - Device Features would typically
havethe date and time satthe factory.

1 Devices without a batteslyacked real time cloclequire thenost b set thedate and timeising
Extended Command0Ox030C- Set Date and TimgMAC) every time the device is power cycled or
reset.

After the host sends this command, the deiddrisy performing the EMV transactiokuntil the
transaction is complete or terminated, the host should only send commands to the device that directly
pertain to the EMV transaction:

1 Extended Command 0x0302 Cardholder Selection Result

1 Extended Command 0x0303 Online Processing Result / Aquirer Response
1 Extended Command 0x0304 Cancel Transaction(EMV Only)

i Extended Command 0x0305 Modify Terminal Configuration (MAC)
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Table 8-28 - Request Data forExtended Command 0x0300 Initiate EMV Transaction (EMV Only)

Offset | Field Name Value

Specifies the maximum time, in seconds,dardholdeiinteractionevents to
completewhile processing a transaction. Values from 0x01 to OxFF are all
(1 to 255 seconds).

The timer starts at the beginningezfch event. If theardholdefaction does no
occur within the specified time, the transactwoceedss follows:

1 Cardholder present paymenttimeout: The transaction terminates.

1 (Contact Only)Cardholder language selectioimeout: The transaction
Transaction continues with the default language.

Flow Time |{ (Contact Only)Cardholder application selectiontimeout: The transactio
terminates.

(Infinite Transaction Timeoudnly) A value of 0xOdirects thedeviceto
initiate an EMV transaction anglait indefinitely until a cedholder presents
paymentor the host issueExtended Command 0x0304 Cancel Transaction
(EMV Only) or the device is power cycled or reset. Tdlisws the host to
drive a loop inunattended solutiorthat idleuntil the nextcardholder initiatsa
transaction by swiping, inserting, or tapping

Card Type tdRead (OR the following values together):

0x01 = Magnetictripe card(MSR Only)

0x02 = Contacthip card(Contact Only)

0x04 = Contactleschip card payment devicéContactless Only)
Card Type to
Read (MSR Only)

Magneticstripe cardand Contacthip cardcan be enabled at the same tinfir
details about how the MSR and Contact functions interact, see the introdu
to sectiorB.4 Command Group 0x03- EMV L2 (EMV Only, Extended
Commands Only).

0x00 = Normal
0x01 =Reserved foBypass PIN
0x02 =Reserved foForce Online

(Apple VAS Only)

0x40 =VAS App AND Payment Mode (Dual Mode) The devicereadsboth
Apple VAS dataandEMV paymentdatafrom atapped smartphoner reads
EMV payment data from a tapped caithe host must set tt@ard Type to
Readparameter to onlZontactless chip card / payment deviceOther
parameters can use any available optidifhien the device senddRQC
Message FormaitSecurity Level 3to the host to conclude the transaction, it
includesEMV paymentdatain containef~C andincludesVAS dag, if
available,n containefFE.

2 Options
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Offset | Field Name Value

0x41 =VAS App Only Mode (VAS Mode). The devicegeadsonly Apple VAS
data fromatapped smartphonand does not reathta froma tapped cardThe
host must set th€ard Type to Readparameter to onlontactless chip ard /
payment device Other parameters can use any available optilfrieetapped
smartphone does not support VAS, the device does not detect or read frot
smartphone When the device senddRQC Message FormaitSecurity Level 3
to conclude the transactionjnicludesVAS data incontainer~E and does not
include EMV payment data in container FC.

0x42 =VAS App OR Payment Mode (Single Mode) The device readsnly
Apple VAS datdrom a tapped smartphonar,readsEMV payment data frora
tappedcard The host must set tl@&ard Type to Readparameter to only
Contactless chip card / payment deviceOther parameters can use any
available optionsWhen the device sendlRQC Message FormatSecurity
Level 3to conclude the transactionpitly includesitherEMV paymentdata in
container~C for cards,or includesVAS data incontainer=E for smartphones

0x44 =Payment Only Mode (Payment Mode) The deviceoperates the saam
as when this parameter is seiNormal. It readsonly EMV payment datérom
a tapped smartphorme a tapped cardThe host must set ti@ard Type to
Readparameter to onlZontactless chip card / payment deviceOther
parameters can use any availaigions. When the device senddkQC
Message FormaitSecurity Level 3to conclude the transactionjricludes EMV
payment data in container FC and does not include ¥#& incontainer FE.

(Quick Chip Only] Congactless Quick Chip On)y
To useQuickChip mode,set he most significant
0x80 = NormalUseQuick Chip

Amount Amount Authorized (EMV Tag 9F02, format n12, 6 bytes). For Transactio
Authorized | TypeRefund (0x20), this mustontain the refund amount

3.8

0x00 = Purchasecfverstransaction types Payment, Goods, and Selyvices
0x02 or 0x09 = Cash back (0Ox08ly supportedvhen usingcontactless)
Transaction 0x20 = Refund If the sp_ecified Card Typg to Read dO(_es not foyrmlbport
9 Type refunds, the host can still uBefund to retrieve card datianeedso process a

refund transaction, but internally and in its responses to the hodg\iue
forces Transaction Typge PurchaseandreplacesAmount Authorized with
0.00

Cash back amount (if nexero, EMV Tag 9F03, format n12, 6 bytes). For
Transaction Typ&efund (0x20) this must b8.00.

Transaction Currency Code (EMV Tag 5F2A, format n4, 2 bytes)
Valid values are the numeal codes fromdSO 4217 Codes for the

10..15 |Cash Back

Transaction : ; _
16.17 |Currency representation of currenmea‘o_r examplg. i _ _
Code 0x0000 = UseselectedA p p | i ¢ Gutrdnay Edd&erminal Setting
0x0840 = US Dollar
0x0978 = Euro
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Offset | Field Name Value

This single byte field indicates the level of Trangat Status notifications the
hostwants the device to semdring the transaction:

0x00 = Termination status only (normal terminatipa;ment method
communication or datarror, timeout, host cancel)

0x01 = Major status changes (terminations plus careriions and waiting for
cardholdey (Contact Only)

0x02 = All status changes (documents the entire transaction flow)

Reporting

18 Option

Response DataNone. Tle response to this command only contains a result code.

Result codes:

0x0000 = Success, the transaction predess been started

0x0381 = Failure, DUKPT scheme is not loaded

0x0382 = Failure, DUKPT scheme is loaded but all of its keys have been used

0x0383 = Failure, DUKPT scheme is not loaded (Security Level not 3 or 4)

0x0384 = Invalid Total Transaction Timelfie

0x0385 = Invalid Card Type field

0x0386 = Invalid Options field

0x0387 = Invalid Amount Authorized field

0x0388 = Invalid Transaction Type field

0x0389 = Invalid Cash Back field

0x038A = Invalid Transaction Currency Code field

0x038E = Invalid Reportin@ption

0x038F = Transaction Already In Progress

0x0391 = Invalid Device Serial Number

0x0396 = Invalid System Date and Time

0x03D=Fai l ur e, Failure communicating with Embedded
microcontroller is unable to communicatew h t he devi ceds embedded Magne:¢
may indicate the head is busy or may indicate a hardware failure. If the problem persists, return the

device to the manufacturer for servigE€mbedded V3ntelliHead Only)

Example Request (Hex)

Header
Command Number 49
Data Length 19
Data

Extended Data Offset 0000

Extended Command Number 0300

Complete Extended Data Length 0013

Extended Data 3C020000000000150000000000000000084002
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Example Response (Hex)

Header
Result Code OA
Data Length 06

Data

Extended Data Offset 0000
Extended Result Code 0000
Complete Extended Data Length 0000
Extended Data Not Applicable
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8.4.4 Extended Command 0x0302- CardholderSelection Result

Like all extended commands, the host initiates this command by c@limgmand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented
there.

The host uses this command to responddtification 0x0302- Cardholder Selection Request After
the device sendYotification 0x0302- Cardholder Selection Requesto the host, it expects the host
displaythe specified menu items to the cardholder, then, ditecdrdholder makes a selection, call
Extended Command 0x0302 Cardholder Selection Resulto return the number of the item the
cardholder selected. The number should be between 1 and the number of menu tehastimging
displayed. The first item, O, is the title only.

Table 8-29 - Request Data forExtended Command 0x0302 Cardholder Selection Result

Offset | Field Name Value

Indicates the status @fardholdeiSelection:
0x00 =CardholderSelection Request completed, see Selection Result
0x01 =CardholderSelection Request cancelled ¢grdholder Transaction
Selection Aborted . . .
0 Status 0x02 =Cardholde Select!on Requei;nm_ed out, Transactlor_1 orted

0x03 =CardholdelSelection Request timed out, Use Device Defaults
(FEATURE TAG)

The behavior of the device to each of the responses is dictated by EMV ru

Selection Indicates the menu itenelected by theardholder This is a single byte binary
Result value.

Response DataNone. The response to this command only contains a result code.

Result codes:

0x0000 = Success, the Selection Result was received
0x038B = Invalid Selection Status

0x038C =Invalid Selection Result

0x038D = Failure, no transaction currently in progress

Example Request (Hex)

Header

Command Number 49

Data Length 08

Data

Extended Data Offset 0000
Extended Command Number 0302
Complete Extended Data Length 0002
Extended Data 0001
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Example Response (Hex)

Header
Result Code OA
Data Length 06

Data

Extended Data Offset 0000
Extended Result Code 0000
Complete Extended Data Length 0000
Extended Data Not Applicable
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8.4.5 Extended Command 0x0303- Online Processing Result / Aquirer Response(EMV
Only)

Like all extended commands, the host initiates this command by c@limgmand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented
there.

The host uses this command to inform the device of the resultlofeoprocessing. It usually contain
an ARPC and optionally Issuer Script 1 / Issuer Script 2 data.

Table 8-30 - Request Data forExtended Command 0x0303 Online Processing Result / Acquier Response
(EMV Only)

Offset | Field Name Value

0 Message Two byte binary, most significant byte first. This gives the total lengtheof
Length ARPCmessage that follows, excluding padding and €\B&C.
Acquirer This is the response from the acquirer. BppendixC.2 ARPC Response
2.n Response : : .
from Online Processingfor details.
Message

Response DataNone. The response to this command only contains a result code.

Result codes:

0x0000 = Success, the Selection Result was received
0x038D = Failure, no transaction currently in progress
0x038F = Failuretransaction already in progress

Example Request (Hex)

Header
Command Number 49
Data Length 39
Data
Extended Data Offset 0000
Extended Command Number 0303

Complete Extended Data Length 003C

003AF92EDFDF540A00000000000000000000DFDF55MI
Extended Data F250F423335453243443038303131364141FA0670048A023
0

Example Respons¢Hex)

Header
Result Code 0B
Data Length 00
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Data

Extended Data Offset

Not Applicable

Extended Result Code

Not Applicable

Complete Extended Data Length

Not Applicable

Extended Data

Not Applicable

Example RequestFollowing Up For Packet 0 (Hex)

Header

Result Code 49

Data Length OF

Data

Extended Data Offset 0033

Extended Result Code 0303

Complete Extended Data Length 003C

Extended Data 000000000000000000

Example Responsd-ollowing Up For Packet O(Hex)

Header

Result Code OA

Data Length 06

Data

Extended Data Offset 0000

Extended Result Code 0000

Complete Extended Data Length 0000

Extended Data Not Applicable
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8.4.6 Extended Command 0x0304- Cancel TransactiofEMV Only)

Like all extended commands, the host initiates this command by c@limgmand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented
there.

The host uses th commando cancel a transaction whillee device isvaiting for thecardholdetto
present payment

Table 8-31 - Request Data forExtended Command 0x0304 Cancel Transaction (EMV Only)

Offset | Field Name Value

(Suppress Sounds Only)

Optional one byte parameter to suppress any sounds the device would org
Suppress make when the host calls this command:

Sound 1 Not included = Sounds not suppressed

T 0x00= Sounds not suppressed

T 0x01 = Sounds suppressed

Response Data: None

Result codes:

0x0000 = Success, the transaction was cancelled

0x038D = Failure, no transaction currently in progress

0x038F = Failure, transaction in progresa,dholder already prested payment

Example Request (Hex)

Header
Command Number 49
Data Length 06
Data
Extended Data Offset 0000
Extended Command Number 0304
Complete Extended Data Length 0000
Extended Data Not Applicable
Example Response (Hex)
Header
Result Code 0A
Data Length 06
Data
Extended Data Offset 0000
Extended Result Code 0000
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Complete Extended Data Length 0000

Extended Data Not Applicable
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8.4.7 Extended Command 0x0305- Modify Terminal Configuration (MAC)

Like all extended commands, the host initiates dammand by callinGommand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented
there.

The host uses thcommand is used ttirectly modify tags inthed e v i EM& @esminal configuration.
SeeExtended Commard 0x0306- Read Terminal Configuration andthe Terminal Configuration
subsections idppendix D EMV Terminal and Application Settings (EMV Only).

Some of the deviceds EMV Ter mi nal configuration t
To change those settings, the host shouldExsended Command 0x0310 Modify EMV
Configuration (MAC, Contact Only).

Configuration changes will be lost after a power cycle or reset unless the hodtsemiied
Command 0x030E- Commit Configuration after malng all configuration changes.

Table 8-32 - Request Data forExtended Command 0x0305 Modify Terminal Configuration (MAC)

Offset | Field Name Value

MAC algorithm designator

0 Type of MAC 15,00 = ISO 9797 MAC Algorithm 3, Padding Method 1.
1 Slot Number |[EMV Terminal Slot Number. Must be 0x01.
0x01 = Write Operation
2 Operation OxFF = Set to Factory Defaults (sets all items, Terminal, Applicatén,
Application Public Keys to factory default values)
(Contact Only)
0x00 = EMVContact L2
3 Database (Contactless Only)

Selector 0x01 =MCL
0x02 = payWave
0x03 = Expresspay

0x04 = DPAS
Device Serial
4.19 Number 16 Bytes DSN
(DSN)
Note: Not needed if Operation is OXFF Set to Factory Defaults.
Obiects To FA<len> /* container for generic data */
20..n ) <tag><len><value>
Write é
<tag><len><value>
MAC computed orDevice Serial Number(DSN) andObjects to Write fields.
See sectioB.4.1About MACs.
n.m3 - |MAC (EMV Settings UnloclOnly)
If Property 0x72- EMV Configuration Security (EMV Settings Unlock
Only) is set toOEM Behavior, pad this field with zeroes.
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Response Data: None. The response to this command only contains a result code.

Result codes:
0x0000 = Success

0x0390 = Device Has No Keys

0x0391 = Invalid Device Serial Number
0x0392 = Invalid Type of MAC field

0x0393= Invalid Slot Number field
0x0394 = Invalid Operation field

0x0395 = Invalid Database Selector field
0x0396 = Invalid Objects to Write field

0x0397 = Invalid MAC

0x0399 = Object Write Protected

Example Request (Hex)

Header
Command Number 49
Data Length 2A
Data
Extended Data Offset 0000
Extended Command Number 0305
Complete Extended Data Length 0024

Extended Data

00010100nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnNnFAOA9F16
323334353637 XXXXXXXX

Where nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn is theytb
Device Seml Number (DSN) and xxxxxxxx is thelsyte MAC

Example Response (Hex)

Header
Result Code OA
Data Length 06
Data
Extended Data Offset 0000
Extended Result Code 0000
Complete Extended Data Length 0000

Extended Data

Not Applicable
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8.4.8 Extended Commaml 0x0306 - Read Terminal Configuration

Like all extended commands, the host initiates this command by c@limgmand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as docuaten
there.

This command is used to read EMV Terminal configuration dataEeaded Command 0x0305
Modify Terminal Configuration (MAC) andthe Terminal Configuration subsectionsAippendix D
EMV Terminal and Application Settings (EMV Only).

Table 8-33 - Request Data forExtended Command 0x0306 Read Terminal Configuration

Offset | Field Name Value

0 Slot Number |EMV Terminal Slot Number Must be 0x01
: 0x00 = Read Operation
1 Operation OxOF = Read All Tags of selected slot
(Contact Only)
0x00 = BMV Contact L2
5 Database (Contactless Only)
Selector 0x01 =MCL
0x02 =payWave
0x03 =Expresspay
0x04 = DPAS
Note: Nd needed iDperationis OxOFRead All Tags of selected slot.
FA<len> /* container for generic data */
<tag>
3. Tags to Read| é
<tag>
Tag DFDF47 camot be read individuallyThis tag can only be retrieved usin
the O0Read AlIl Tagsé option.
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Table 8-34 - Response Data foExtended Command0x0306- Read Terminal Configuration

Offset | Field Name Value

Message Two byte binary, most significant byte first. This gives the total length of th

0.1 Length EMV Terminal Configuration message that follows
FA<len> /* container for genir data */
<tag><len><value>
é
2. Tags Read <tag><len><value>

When reading all tags for the selected slot, the last twoatags
DFDF26, the Configuration Label
DFDF47, the Database Checksum

Result codes:

0x0000 = Success

0x0393 = Invalid Slot Number field
0x0394 = Invalid Operation field

0x0395 = Invalid Database Selector field
0x0396 = Invalid Tags to Read field

Example Request (Hex)

Header
Command Number 49
Data Length 0D
Data
Extended Data Offset 0000
Extended Command Number 0306
Complete Extended Data Length 0007
Extended Data 010000FA029F1A
Example Response (Hex)
Header
Result Code OA
Data Length 11
Data
Extended Data Offset 0000
Extended Result Code 0000
Complete Extended Data Length 000B
Extended Data 0O009FAB8200059F1A020840
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8.4.9 ExtendedCommand 0x0307 - Modify Application Configuration(MAC)

Like all extended commands, the host initiates this command by c@limgmand 0x49- Send
Extended Command Packef{Extended CommandsOnly), and receives a&sponse as documented

there.

This command is used to modify EMV Application configurations. Bd¢ended Command 0x0308
Read Application Configuration andthe Application Settings subsectionsAppendix D EMV
Terminal and Application Settings (EMV Only) .

Configuration changes will be lost after a power cycle or reset unless the hodtsemdied
Command 0x030E- Commit Configuration after making all configuration changes.

Table 8-35 - Request Data forExtended Command 0x0307 Modify Application Configuration (MAC)

Offset | Field Name Value

MAC algorithm designator

0 Type of MAC 5,00 = 1SO 9797 MAC Algorithm 3, Padding Method 1.
EMV Application Slot Number

1 Slot Number | SeeAppendix D EMV Terminal and Application Settings (EMV Only) to
determine how many application slots the device has for the selected data

2 Operation 0x01 = Write Operation
(Contact Only)
0x00 =EMYV Contact L2
(Contactless Only)

3 gglt:g%?e 0x01 =MCL
0x02 =payWave
0x03 =Expresspay
0x04 = DPAS
0x06 = Apple VAS (Apple VAS Only)

Device Serial
4.19 Number 16 Bytes DSN
(DSN)

FA<len> /* container for generic data */

20.n Objects to <tag><len><vale>

" Write é
<tag><len><value>

MAC computed orDevice Serial Number(DSN) andObjects to Write fields.
See sectioB.4.1About MACs.

n.n+3 - |MAC (EMV Settings UnloclOnly)
If Property 0x72- EMV Configuration Security (EMV Settings Unlock
Only) is set toOEM Behavior, pad this field with zeroes.

Response DataNone. The response to this command only contains a result code.

Result cales:
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0x0000 = Success

0x0390 = Device Has No Keys

0x0391 = Invalid Device Serial Number
0x0392 = Invalid Type of MAC field
0x0393 = Invalid Slot Number field

0x0394 = Invalid Operation field

0x0395 = Invalid Database Selector field
0x0396 = Invalid Object® Write field

0x0397 = Invalid MAC

Example Request (Hex)

Header
Command Number 49
Data Length 27
Data
Extended Data Offset 0000
Extended Command Number 0307
Complete Extended Data Length 0021

Extended Data

00010100nnnnnnnnnnnnnnnnnnnnnnnnnnNnNNNARABF1BG400
0027 LOXXXXXXXX

Where nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn is theyts
Device Serial Number (DSN) and xxxxxxxx is thévyte MAC

Example Response (Hex)

Header

Result Code OA

Data Length 06

Data

Extended Data Offset 0000

Extended Result Code 0000

Complete Extended Data Length 0000

Extended Data Not Applicable
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8.4.10 Extended Command 0x0308- Read Application Configuration

Like all extended commands, the host initiates this command by c@limgmand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented
there.

This command is used to read back EMV Application configurati@eeExtended Command 0x0307
- Modify Application Configuration (MAC) andAppendixD.2.2EMV Contact Application Settings.

Table 8-36 - Request Data forExtended Command 0x0308 Read Application Configuration

Offset | Field Name Value

EMV Application Slot Number
0 Slot Number |SeeAppendix D EMV Terminal and Application Settings (EMV Only) to
determine how many application slots the device has for the selected data

0x00 = Read Operation
OxOF = Read All Tags of selected slot

(ContactOnly)
0x00 = EMV Contact L2

1 Operation

(Contactless Only)

0x01 =MCL

0x02 =payWave

0x03 =Expresspay

0x04 = DPAS

0x06 = Apple VAS (Apple VAS Only)

Note: Not needed Dperations OxOFRead All Tags of selected slot.

Database
Selector

FA<len> /* container for gegric data */
<tag>
é
<tag>

3.. Tags to Read

Table 8-37 - Response Data foExtended Command 0x0308 Read Application Canfiguration

Offset | Field Name Value

0 Message Two byte l_:)ine}ry, most'significant byte first. This gives the total length of tk
Length EMV Application Configuration message that follows.
FA<len> /* container for generic data */
2. Tags Read gtag><|en><value>
<tag><len><value>

Result codes:

0x0000 = Success

0x0393 = Invalid Slot Number field
0x0394 = Invalid Operation field

0x0395 = Invalid Database Selector field
0x0396 = Invalid Tags to Read field
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Example Request (Hex)

Header
Command Number 49
Data Length 0D
Data
Extended Data Offset 0000
Extended Command Number 0308
Complete Extended Data Length 0007
Extended Data 010000FA029F06
Example Response (Hex)
Header
Result Code 0A
Data Length 15
Data
Extended Data Offset 0000
Extended Result Code 0000
Complete Extended Data Length O00F
Extended Data 0O0O0ODFA8200099F0606A00000002501
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8.4.11 Extended Command 0x030B- Read EMV Kernel Information

Like all extended commands, the host initiates this command by c@limgmand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented
there.

This command is used to read kernel information.

Table 8-38 - Request Data forExtended Command 0x030B Read EMV Kernel Information

Offset | Field Name Value

(Contact Only)

0x01 = Versiorof EMV ContactlL2 Kernel

0x11 = Checksumf EMV ContactlL2 Kernel

0x12 = Checksumf EMV ContactlL.2 Configuration

(Contactless Only)

0x02 = Version opayWaveKernel

0x21 = Checksum giayWaveKernel

0x22 = Checksum gfayWaveKernel Configuration

0 Mode 0x03 = Version oMCL Kernel
0x31 = Checksum dfICL Kernel
0x32 = Checksum d¥1CL Kernel Configuration

0x04 = Version bExpressPay Kernel
0x41 = Checksum of ExpressPay Kernel
0x42 = Checksum of ExpressPay Kernel Configuration

0x05 = Version of BPAS Kernel
0x51 = Checksum of IPAS Kernel
0x52 = Checksum of IPAS Kernel Configuration

Table 8-39 - Response Data foExtended Command 0x030B Read EMV Kernel Information
Offset | Field Name

Requesteddernelversion orchecksum The kernel versiois a humarreadable
string describing the kernel and its version, and the checksums-ehna@ter
hexadecimal strirg

Response
Data

0x0000 = Success
0x0386 = Invalid Mode

Example Request (Hex)

Header
Command Number 49
Data Length 07
Data
Extended Data Offset 0000
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Extended Command Number 030B
Complete Extended Data Length 0001
Extended Data 01

Example Response (Hex)

Header
Result Code 0A
Data Length 1E
Data

Extended Data Offset 0000

Extended Result Code 0000

Complete Extended Data Length 0018

Extended Data 6544796E616D6F204C32204B65726E656C2052657620413

(eDynamo L2 Kernel Rev A5)
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8.4.12 Extended Command)x030C - Set Date and Time(MAC)

Like all extended commands, the host initiates this command by c@limgmand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented

there.

This command is used to set thes v | dateaddsime. SeeExtended Command 0x030D Read Date

and Time.

Devices with a batterppacked real time clock (sd@ble 1-2 - Device Featureg have the date and time

setby the manufactureso this command may not need to be used after that. Devices that do not have a
batterybacked real time clock must use this command frequently because (a) the clock must be set before
the device can process EMV transactions, and (b) the host software must use this command every time the

device is power cycled or reset.

Table 8-40 - Request Data forExtended Command 0x030G Set Date and Time (MAC)

Offset | Field Name Value

0 Type of MAC (';/IXA(S% ilglgrclghégg;/lsﬁl%]?%;rithm 3, Padding Method 1.
16 Bytes [@viceSerial Number
Device Serial The host can se_t thi_s field to all zeroes, except when L_Js_ing thes_e devices:
1..16 Number 1 g%)énamo with firmware part numb&0000@354revisiors earlierthan
1 eDynamo with fmware part numbet000002649
17 Month Value from 0x010x0C
18 Day Value from 0x010x1F (less depending on month)
19 Hour Value from 0x000x17
20 Minute Value from 0x000x3B
21 Second Value from 0x000x3B
22 Unused Value from 0x00.0x06
23 Year Value from 0x00 (2008)0x44 (2076)
MAC computed wer all preceding fields excefitype of MAC.
2427  |MAC The host can se_t thi_s field to all zeroes, except when L_Js.ing thesg devices:
1 eDynamo with firmware part numb&000003354evisions earlier than
1 S[c))yz/namo with firmware part numb&000002649

Response DataNone. The response to this command only contains a result code.

Result codes:
0x0000 = Success
0x0390 = Device Has No Keys

0x0391 = Invalid Device Serial Number
0x0392 = Invalid Type of M& field
0x0396 = Invalid Date / Time data
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0x0397 = Invalid MAC

Example Request (Hex)

Header
Command Number 49
Data Length 22
Data
Extended Data Offset 0000
Extended Command Number 030C

Complete Extended Data Length 0o1C

0000000000000@®O0O000000000000000021COF380B0O009XX
Extended Data XXXX
Where xxxxxxxx is the byte MAC

Example Response (Hex)

Header
Result Code OA
Data Length 06

Data

Extended Data Offset 0000
Extended Result Code 0000
Complete Extended Data Length 0000
Extended Data Not Applicable
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8.4.13 Extended Command 0x030D Read Date and Time

Like all extended commands, the host initiates this command by c@limgmand 0x49- Send
Extended Command Packef{Extended CommandsOnly), and receives a&sponse as documented
there.

The host uses thcommand to get thdate time from the devicgé s i nt e ISeebxtended o c k
Command 0x030C- Set Date and Timg(MAC) .

Request DataNone

Table 8-41 - Response Data foExtended Command 0x0300 Read Date and Time

Offset | Field Name Value

0 Month Value from 0x010x0C

1 Day Value from 0x010x1F (less degnding on month)
2 Hour Value from 0x000x17

3 Minute Value from 0x000x3B

4 Second Value from 0x000x3B

5 Unused 0x00

6 Year Value from 0x00 (2008)0xFF (2263)

Result codes:
0x0000 = Success
0x0396 = Invalid Date / Time data (Date / Time hashe®n set yet)

Example Request (Hex)

Header
Command Number 49
Data Length 06
Data
Extended Data Offset 0000
Extended Command Number 030D
Complete Extended Data Length 0000
Extended Data Not Applicable
Example Response (Hex)
Header
Result Code 0A
Data Length 0D
Data
Extended Data Offset 0000
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Extended Result Code 0000

Complete Extended Data Length 0007

Extended Data 0204130D340009
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8.4.14 Extended Command 0x030E Commit Configuration

Like all extended commands, the host initiates this commaidlbgg Command 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented
there.

This command is used to commit configuration changes tevalatile memory sdéheyremainin place
after a power cycle or reset. If this command is not sent after changing the configuration, theareanges
lost on power cycle or reset.

Because norvolatile memory has limited erase/write cycles, the host should send this
command after all canfiguration changes have been made. It should not be sent after each
configuration change out of many.

Table 8-42 - Request Data forExtended Command 0x08E - Commit Configuration

Offset | Field Name Value

(Contact Only)
0x00 = EMVContact L2

(Contactless Only)

0x01 =MCL

0x02 =payWave

0x03 =Expresspay

0x04 = DPAS

0x06 = Apple VAS (Apple VAS Only)

Database
Selector

Response DataNone

Reslt codes:

0x0000 = Success

0x0001 = Failure

0x0395 = Invalid Database Selector field

Example Request (Hex)

Header
Command Number 49
Data Length 07
Data

Extended Data Offset 0000

Extended Command Number 030E

Complete Extended Data Length 0001

Extended Data 00
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Example Response (Hex)

Header
Result Code OA
Data Length 06

Data

Extended Data Offset 0000
Extended Result Code 0000
Complete Extended Data Length 0000
Extended Data Not Applicable
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8.4.15 Extended Command 0x0310- Modify EMV ConfiguratiofMAG Contact Only

Like all extended commands, the host initiates this command by c@limgmand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented
there.

The hostuses tis command teelect aset of predetermined allowable values for the EMV configuration

tags marked asnly settable as part of Terminal Configuratiorpppendix D.2.1EMV Contact

Terminal Settingsand Defaults(Contact Only). These values can no¢ set directly, they must be set

to one of a specified set of valysslected fronthe list ofVendor ConfigIDsi n t h e Lalterofi c e 6 s
Approvalfor Contact Level2 postedn thelist of Approved / Evaluategroducts on the EMVCo web

site Detailed @scriptions of the tagset by this commanchn be found ifEMV Integrated Circuit

Card Specifications for Payment Systems v4.3

Separate from these valudse thost my set unrestricted tags directly usigfended Command
0x0305- Modify Terminal Configuration (MAC) andExtendedCommand 0x0307- Modify
Application Configuration (MAC).

Configuration changes will be lost after a power cycle or reset unless the hodtsemdied
Command 0x030E- Commit Configuration after making all configuration changes.

Table 8-43 - Request Data forExtended Command 0x0310 Modify EMV Configuration (MAC, Contact
Only)

Offset | Field Name | Value

MAC algorithm designator
0 Type of MAC 15,00 = ISO 9797 MAC Agorithm 3, Padding Method 1. (4 byte MAC)

1 Database | 44 — EMvContact L2
Selector

017  |Device Serial |5 b o5 DSN
Number

One byte field that specifies one of the following configuratioBach device
implements a subset of thesandard list; the supported subset is specifi¢ldr]
d e v i EM& ©@od etter of Approval (LoA) a¥endor Config IDs:

0x00 = Vendor Config IBC1

Attended,Online Only

SDA, DDA and CDA enabled

No MSR Fallback

Signature No CVM Required

Goods, Services, Chalsack, Payment

Print Attendant, Display Attendant/Cardholder, Code Table 1
Tag 9F35 set to 21

Tag 9F33 set to 20 28 C8

Tag 9F40 set t@2 00 00 BO 01

Configuration

18 D

E N

0x01 = Vendor Config IBC2
1 Attended,Online Only
1 SDA, DDA and CDA disabled
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Offset | Field Name | Value

No MSR FallbackSignature

No CVM Required

Goods, Services, Cashback, Payment

Print Attendant, Display Attendant/Cardholder, Code Table 1
Tag 9F35=21

Tag 9F33=20 28 00

Tag 9F40=72 00 00 BO 01

x02 = Vendor Config IDC3
Attended Offline/Online
SDA, DDA and CDA enabled
No MSR Falback
Signature No CVM Required
Goods, Services, Cashback, Payment
Print Attendant, Display Attendant/Cardholder, Code Table 1
Tag 9F35=22
Tag 9F33=20 28 C8
Tag 9F40=72 00 00 BO 01

E R o] =4 =4 =8 =4 -4 -4 A

0x03 = Vendor Config IBC4

Attended, Online Only

SDA, DDA and CDA eabled

With MSR Fallback

Signature No CVM Required

Cash, Goods, Services, Cashback, Inquiry, FeanPayment,
Administrative, Cash Deposit

Numerig Alphabetic, Special, Command and Function keys
Print Attendant, Display Attendgntode Tale 1

Tag9F35= 21

Tag9F33 = 60 28 C8

Tag9F40 = FF 80 FO A0 01

= =4 =8 =8 -9

=A =4 =8 -8 =9

0x04 = Vendor Config IBC5

Unattended, Onlin®nly

SDA, DDA and CDA enabled

With MSR Fallback

No CVM Required

Cash, Goods, Services, Cashback, Inquiry, FeanPayment,
Administrative, Cash Deposit.

Numeric, Alphabetic, Special, Command and Function keys
Print Cardholdey DisplayCardholder, ©de Table 1
Tag9F35=24

Tag9F33 = 60 08 C8

Tag9F40 = FF 80 FO 50 01

= =4 =8 =8 -9

=A =4 =8 -8 =9

0x05 = Vendor Config I0C6
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Offset | Field Name | Value

Attended, OnlineOnly

SDA, DDA and CDA disabled

With MSR Fallba&

Signature No CVM Required

Cash, Goods, Services, Cashback, Inquiry, FeanPayment,
Administrative, Cash Deposit.

Numeric, Alphabetic, Special, Command and Function keys
Print Attendant, Display Attendant, Code Table 1
Tag9F35 =21

Tag9F33 = 60 280

Tag9F40 = FF 80 FO A0 01

= =4 =8 =8 -9

x06 = Vendor Config IBC7
Unattended, Onlin®nly
SDA, DDA and CDA disabled
With MSR Fallback
No CVM Required
Cash, Goods, Services, Cashback, Inquiry, FeanPayment,
Administrative, Cash Deposit.
Numeric, Alphabetic, Sgrial, Command and Function keys
Print Cardholder, Display Cardholder, Code Table 1
Tag9F35 =24
Tag9F33 = 60 08 00
Tag9F40 = FF 80 FO 50 01

E N E Ne) = =4 =8 =8 -9

x07 = Vendor Config IBC8
Attended, Online Only
SDA, DDA and CDA enabled
Manual Key Entry, With MSR Fallback
PIN, Signature, No CVM Required
Cash, Goods, Services, Cashback, Inquiry, Transfer, Payment,
Administrative, Cash Deposit.
Numeric, Alphabetic, Special, Command and Function keys
Print Attendant, Display Attendant, Code Table 1
Tag 9F35 =21
Tag 9F33 = EG-8 C8
Tag 9F40 = FF 80 FO A0 01

E R K Ne) = =4 =8 =8 -9

x08 = Vendor Config IBC9
Unattended, Online Only
SDA, DDA and CDA enabled
Manual Key EntryWith MSR Fallback
PIN, No CVM Required
Cash, Goods, Services, Cashback, Inquiry, Transfer, Payment,
Administrative, Cash Deposit.
Numeric, Alphabetic, Special, Command and Function keys

=A== =-2=-20 = =4 =8 =8 -9

=
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Offset | Field Name | Value

Print Cardholder, Display Cardholder, Code Table 1
Tag 9F35=24

Tag 9F33 20 D8 C8

Tag 9F40 = FF 80 FO 50 01

x09 = Vendor Config IDC10
Attended, Online Only
SDA, DDA and CDA disabled
Manual KeyEntry, With MSR Fallback
PIN, Signature, No CVM Required
Cash, Goods, Services, Cashback, Inquiry, Transfer, Payment,
Administrative, Cash Deposit.
Numeric, Alphabetic, Special, Command and Function keys
Print Attendant, Display Attendant, Code Table 1
Tag 9F35 =21
Tag 9F33 = EO F8 00
Tag 9F40 = FF 80 FO A0 01

=A =A== 0 = =4 =8 =9

= =4 =8 =8 -9

0x0A = Vendor Config IDC11

Unattended, Online Only

SDA, DDA and CDA disabled

Manual Key Entry, With MSR Fallback

PIN, No CVM Required

Cash, Goods, Services, Cashback, Inquiry, Transfer, Payment,
Administrative, Cash Deposit.

Numeric, Alphabetic, Special, Command and Function keys
Print Cardholder, Display Cardholder, Code Table 1

Tag 9F35 =24

Tag 9F33 = EO D8 00

Tag 9F40 = FF 80 FO 50 01

=A =4 =8 =8 =9

= =4 =8 =8 -9

0x0B = Vendor Config IDC12

Attended, Online Only

SDA, DDA and CDA disabled

Manual Key Entry, With MSR Fallback

Signature, No CVM Required

Cash, Goods, Services, Cashback, Inquiry, Transfer, Payment,
Administrative, Cash Deposit.

Numeric, Alphabetic, Special, Command and Function keys
Print Attendant, Display Aéndant, Code Table 1

Tag 9F35 =21

Tag 9F33 = EO 28 00

Tag 9F40 = FF 80 FO A0 01

=A =4 -8 -8 =9

=A =4 =8 =8 =9

0x0C = Vendor Config IBC13
1 Unattended, Online Only
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Offset | Field Name | Value

SDA, DDA and CDA disabled

Manual Key Entry, With MSR Fallback

No CVM Required

Cash, Goods, Services, Cashback, Inquirgn$fer, Payment,
Administrative, Cash Deposit.

Numeric, Alphabetic, Special, Command and Function keys
Print Cardholder, Display Cardholder, Code Table 1

Tag 9F35=24

Tag 9F33 = E0 08 00

Tag 9F40 = FF 80 FO 50 01

= =4 =8 =9

X0D = Vendor Config IDC14
Unattended, @line Only
SDA, DDA and CDA disabled
No MSR Fallback
No CVM Required
Cash, Goods, Services, Payment.
Print Cardholder, Display Cardholder, Code Table 1
Tag 9F35 =24
Tag 9F33 =20 08 00
Tag 9F40 =£200 00 50 01

E R E - Ne] = =4 =8 =8 -9

0x0E = Vendor Config IDC15

UnattendedQffline/Online

SDA, DDA and CDAemabled

No MSR Fallback

No CVM Required

Cash, Goods, Services, Payment.

Print Cardholder, Display Cardholder, Code Table 1
Tag 9F35=13

Tag 9F33 =20 08C8

Tag 9F40 £200 00 50 01

MAC computed orDevice Serial Nunber (DSN) andConfiguration
Identifier fields. See sectio®.4.1About MACs.

E R N R

19.22 |MAC

Response DataNone. The response to this command only contains a result code.

Result odes:

0x0000 = Success

0x0390 = Device Has No Keys

0x0391 = Invalid Device Serial Number
0x0392 = Invalid Type of MAC field
0x0393 = Invalid Slot Number field
0x0395 = Invalid Database Selector field
0x0397 = Invalid MAC

0x039C = Invalid Configuration Idéifier
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Example Request (Hex)

Header
Command Number 49
Data Length 1D
Data
Extended Data Offset 0000
Extended Command Number 0310
Complete Extended Data Length 0017
0000nnNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNOLXXXXXXXX
Extended Data Where nnnnnnnnnnnnnnnmmnnnnnnnnnnnn is the -byte
Device Serial Number (DSN) and xxxxxxxx is thdoyte MAC

Example Response (Hex)

Header

Result Code OA

Data Length 06

Data

Extended Data Offset 0000

Extended Result Code 0000

Complete Extended Data Length 0000

Extended Data Not Applicable
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8.4.16 Extended Command 0x0311- Read EMV ConfiguratioiContactOnly)

Like all extended commands, the host initiates this command by c@limgmand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented
there.

The host uses th command to reagthich contacEMYV configurationthe device us using-or details,
seeExtended Command 0x0310 Modify EMV Configuration (MAC, Contact Only).

Table 8-44 - Request Data forExtended Command 0x031% Read EMV Configuration (Contact Only)
Offset | Field Name

0 Database | 44 — Evvcontact L2
Selector

Table 8-45 - Response Data foExtended Command 0x0311 Read EMV Configuration (Contact Only)
Offset | Field Name

Configuration |One byte fieldcontainingthe Configuration IDthat was set usingxtended
Identifier Command 0x0310- Modify EMV Configuration (MAC, Contact Only).

Result codes:
0x0000 = Succes
0x0395 = Invalid Database Selector field

Example Request (Hex)

Header
Command Number 49
Data Length 07
Data
Extended Data Offset 0000
Extended Command Number 0311
Complete Extended Data Length 0001
Extended Data 00
Example Response (Hex)
Header
Result Code OA
Data Length 07
Data
Extended Data Offset 0000
Extended Result Code 0000
Complete Extended Data Length 0001
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Extended Data 01

iDynamo 6| Secure Card Reader Authenticatof Pr ogr ammer 8s Manual ( COMMANDS)

Pagel360f 275(D99820032425)



8 - Commands

8.4.17 Extended Command 0x0312- Modify Dynamic Reader LimitsConfiguration(MAC,
Contactless Only

Like all exterded commands, the host initiates this command by callolgmand 0x49- Send
Extended Command PacketExtended CommandgOnly), and receives a response as documented
there.

This command is used to modify EMV DynanfReader Limit configurations. Séstended Command
0x0313- Read Dynamic Reader LimitsConfiguration (Contactless Only and the application settings
for the relevant payment brand(s)Appendix D EMV Terminal and Application Settings (EMV

Only).

Configuration changes will be lost after a power cycle or reset unless the hodtsemdied
Command 0x030E- Commit Configuration after making all configuration changes.

Table 8-46 - Request Data forExtended Command 0x0312 Modify Dynamic Reader Limits Configuration
(MAC, Contactless Only)

Offset | Field Name

0 Type of MAC |00 = IS0 9797 MAC Algorithm 3, Padding Method 1.
EMV Dynamic Reader Limit Slot Number

1 Slot Number SeeAppendix D EMV Terminal and Application Settings (EMV Only) to
determine how many Dynamic Reader Limit slots the device has for the s€
database.

2 Operation 0x01 = Write Operation

0x01 =MCL (Reservedecause MasterCard does not use PRL
Database 0x02 = payWave

3 Selector 0x03 = Expresspay
0x04 = DPAS Reservedecause BPAS does not use DRL
Device Serial
4..19 Number 16 Bytes DSN
(DSN)
FA<len> /* container fogeneric data */
Objects to <tag><len><value>
20..n ! .
Write e
<tag><len><value>
MAC computed orDevice Serial Number(DSN) andObjects to Write fields.
See sectioB.4.1About MACs.
n..n+3 |MAC

(EMV Settings UnloclOnly)
If Property 0x72- EMV Configuration Security (EMV Settings Unlock
Only) is set toOEM Behavior, pad this field with zeroes.

Response DataNone. The response to this command aolytains a result code.

Result codes:
0x0000 = Success
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0x0390 = Device Has No Keys

0x0391 = Invalid Device Serial Number
0x0392 = Invalid Type of MAC field
0x0393 = Invalid Slot Number field

0x0394 = Invalid Operation field

0x0395 = Invalid Database Selecfield
0x0396 = Invalid Objects to Write field

0x0397 = Invalid MAC

Example Request (Hex)

Header
Command Number 49
Data Length 24
Data
Extended Data Offset 0000
Extended Command Number 0312
Complete Extended Data Length O00lE

Extended Data

000101@2nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnNnEX6A0102
XXXXXXXX

Where nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn is theytH
Device Serial Number (DSN) and xxxxxxxx is thdoyte MAC

Example Response (Hex)

Header

Result Code OA

Data Length 06

Data

Extended Data Offset 0000

Extended Result Code 0000

Complete Extended Data Length 0000

Extended Data Not Applicable
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