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CONFIDENTIAL

This document may not be reproduced or distributed. This document is for informational purposes only. Changes to
this document may occur without notice.

Table 0.1 - Revisions

Rev Number Date Notes

10 March 18, 2019 Initial Release

20 April 8, 2019 Updated screen images on pages 1,4, and 7, and added a note about the Reseller Portal does not
work with MPPG v1

30 May 6, 2019 Updated screen image in section 3.3.1 and 3.3.2

40 March 10, 2021 Updated Reseller Portal Latest features - On Board Merchant, Screens updated

50 Sep 14, 2021 Updated Reseller Portal Latest features - Associate Merchant with TokenExchange Connect based
on Reseller Information about TokenExchange

60 Oct 13, 2022 Updated to show transaction logs are using UTC time zone

70 April 16 2024 Updated Latest features Qwantum Login, Transactions Search, Users Search, Invite Portal user,
User Management, Void\Refund

600 Oct 2, 2025 Updated MPOC, Token Expiration message, 3DS, VOID/REFUND capability to include
AUTH/CAPTURE transactions, NET 8, DishOut, Unigate, the font size of Pie Graph, Login Page, OTC
Resend feature, Images updated

610 Feb 4, 2026 MasterReseller, Image updated, Replaced “Merchant Code” with “Customer Code” for consistency

Purpose of the document
The purpose of this document is to provide instructions for use of the Magensa Reseller Portal.
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1 Introduction
The Reseller Portal application is used to access existing merchant information, onboard merchants, update merchant
details, view transaction details, and custom reporting.

The Reseller Portal is organized as follows:

oo Dashboard
L] ]

E Accounts

$ Transactions

020
®®s )55

il Rreports

The Reseller Portal application features are explained in detail below. Only Resellers are authorized users of the
Reseller Portal application. Each Reseller can manage their own Merchants. Resellers can view only their specific
Merchant transactions and reports.
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2 First-Time Reseller Set-up and Login
After the account is created by the MagTek Account Admin Team, Resellers will receive an email with a Username and
a link to configure or create their login credentials. The screenshot below is a reference to such an email.

Your MagTek Reseller Portal credentials inbex x 2 B

@  noreply@magensa.net Wed, Sep 3, 10:29AM (1dayago) Y @ €
. to peterp.magtek01+37 «

MagTek Reseller Portal setup,

Use the link below to set up your login credentials. You'll need to enter your
mobile number to complete registration. After setup, you can log in anytime at:

https://reseller.magensa.net.

Your Username—

Complete Registration

Please note that this URL will expire after 72 hours if not used. If your URL has
expired and you require a new one, please reach out to us at

support@magensa.net, or contact your MagTek representative.
Best,

The MagTek & Magensa Team

Mag Tek & Magensa | 1710 Apollo Court Seal Beach, CA 90740

As the email describes, the Reseller needs to click on the link to complete their registration to create a Personal Access
Token for subsequent login sessions to the Reseller Portal.

Once the Reseller clicks on the link, they will be redirected to the below page, which on input of a valid mobile number,
will trigger an email or an SMS based on the configuration type in the Reseller set-up.
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. Y FROM

Reseller Portal
Create your account

Enter your mobile number to create your account
Mobile Number

012-345-6789
By providing your mobile phone number you agree to receive messages from

Magensa for the purpose of signing into your portal account.
Please see our Privacy Policy for more infermation

© 2025 Magensa, LLC is a subsidiary of MagTek, Inc.
1710 Apollo Court | Seal Beach, CA 90740 | support@magensa.net

Rev 1.1.6.5-Dev

The confirmation URL and token are generated for login.

Reseller Portal

A login URL & token has been sent to your email. Previously issued tokens have been expired.
If you already have a token, please click here to login with token.
If you need assistance setting up your account, please contact our support center:

E-mail us Call us

© 2025 Magensa, LLC is a subsidiary of MagTek, Inc.
1710 Apollo Court | Seal Beach, CA 90740 | support@magensa.net

Rev 11.6.5-Dev
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The email triggered will have the Personal Access Token needed for the Reseller to log-in to the Reseller Portal
application.

MAGENSA

=

Personal Access Token

Here is your Personal Access Tolen to securely enter the Magensa
Reseller Portal. i is far mare secure, and it replaces the nesd for a
traditional IserMame and Passwordl For your cormenisnos, you Can uke
any of the following ootians:

1. Click here to enter the Magensa Reseller Portal using yaur default

Droamser.

2. Sean the QR Code using your mabile device's camera to automatically
enter the Magensa Reseller Portal.

3. Simply copy your Personal Access Token and save it sormewhere safe,
oF yiou can paste it directly into the Magenss Resaller Partal.

SNERITE B

4. Open the attached PEPASS file an your 506 mabile devics and youcan
add your Personal Access Token 1o yaur Apobe Wallel This is a conven-
ik way o acoess any of these options for decurely entering the Magenda
Reseller Portal.

Your Personal Aocess Token is unigues 1o you, cantains no Persanally Iden-
tifiabhe Inforrmation (P and was ereated using Quweanturm Multi-Factar
Authentication™ a service, by MagTek™, Inc

The Magensa Team

© 2021 MagTek, Inc.

1710 Apollo Cowrt | Seal Beach, CA 50740 | 562-546-5400
SupportBMagensa.met | www.MagTek com

Qwantum Token Login Page
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MAGTEK'

Reseller Portal

This login page utilizes advanced security to prevent unauthorized access.
To learn more, click the information bubble. @

k:nter Your Personal Access Token

Remember Token for 100 days

Forgot Your Token?

On the login page, the web browser stores the Personal Access Token in its cache for a defined period.

2.1 Step One - Login

Open the Reseller Portal, enter a valid Username and Password, and click the [Login] button to use the traditional login
approach or the user can opt to use the Qwantum Multi-Factor Authentication (QMFA) login approach. To proceed with

the QMFA token login approach, the user should click on the [Continue with Token Login] button.

MAGTEK

Reseller Portal

Username

Password

O Remember me

Continue with Token Login

© 2026 Magensa, LLC is a subsidiary of MagTek, Inc.
1710 Apollo Court | Seal Beach, CA 90740 | support@magensa.net

10
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2.1.1 Traditional Login
Traditional login uses [Username] and [Password].

MAGTEK

Reseller Portal

Username

Password

O Remember me

Continue with Token Login

© 2026 Magensaq, LLC is a subsidiary of MagTek, Inc.
1710 Apolio Court | Seal Beach, CA 90740 | support@magensa.net

2.1.2 Qwantum Token Login
Qwantum Token login uses [Access Tokens].

Reseller Portal

This login page utilizes advanced security to prevent unauthorized access.

To learn more, click the information bubble.

Fnter Your Personal Access Token

Remember Token for 100 days

Forgot Your Token?

11
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On the login page, the web browser temporarily stores the personal access token in its cache for a defined period. If
the token has expired or been revoked, the following error message will be displayed.

Token Login L
v This token is no longer valid.

Please contact your
administrator for a new token

“Token Login. This token is no longer valid. Please contact your administrator for a new token”

By clicking the [Continue with Token Login] button from the landing login page, the user will navigate to the page
below. From here, the user must be validated through the Magensa [Validate OTC] screen. After the OTC is received via
SMS, the user should enter the OTC in the Magensa [Validate OTC] screen to land on the [Home] page. At the [Home]
page, the logged in user should click on [MPPG Service] to land on the [Dashboard] page.

A [Resend] feature is available to resend the OTC via SMS if the original message fails to deliver.

Reseller Portal

Your Magensa One-Time Code [

‘Your Magensa
Ono-Tm Gadals
T B Enter code

Cancel Validate
[sssnss)

Didn't receive a code? Resend

© 2025 Magensaq, LLC is a subsidiary of MagTek, Inc.
1710 Apollo Court | Seal Beach, CA 90740 | support@magensa.net

Rev 1.1.6.4-Dev

Hi ,
Your Magensa One-Time Code is

533176
VEEIE

12
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2.1.3 Master Reseller Login

Master Reseller is a high-level entity desighed to manage a hierarchy of multiple resellers. It allows a centralized
reseller user to oversee and access multiple normal (sub) resellers under a single organizational umbrella. The login
process remains identical to the previous version, apart from a final step: Master reseller users will now be prompted

with a reseller selection screen to proceed.

2131 Access Management

Upon logging into the Reseller Portal, a Master Reseller is presented with a list of their associated child resellers. Once
a child reseller is selected, the portal acts on behalf of that specific reseller.

After selecting your desired reseller, please ensure you click the “Select Reseller” button to proceed.

If a Master Reseller has many normal(sub) resellers, you can quickly narrow down the list using the search box. For
your convenience, pagination is also available to help you manage and navigate through multiple pages of results.

MAGTEK

Reseller Portal

Hello PeterMasterReseller!
You are currently logged in as PeterMasterReseller.

Please select one of the following sub-resellers:

Peter L

PeterReseller PeterReseller4

Code: PeterResellerCode Code: PeterResellerCoded

PeterReseller25

Code: PaeterResellerCoda2b

Sign out

13
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Code: PaterResallarCodes Code: PatarResaller2

PeterResellerd PeterResellers

Code: PaterResallarCoded Code: PeterResallerCodeb

' 2 Mext —

2.1.3.2 Navigation

Master Resellers can switch between child(normal) resellers at any time. To do this, click your username in the top
right corner and select the ‘On Behalf of {ResellerName} submenu. This will return you to the selection screen to
choose a different reseller.

MAG'TEK Reseller Portal Hello, QTRS_IN6527411! ~

On Behalf of PeterReseller

== .. . Select Service

2.1.3.3 Limitation

Master Resellers currently cannot host its own merchants directly. All merchants must be created and managed under

a separate normal reseller under this Master Reseller. Data across multiple normal resellers is not aggregated.

2.2 Step Two - Select Service

The menu options on the left-hand side of the page will be enabled only after selecting a service. After selecting a
service, [MPPG] in this case, the Reseller will see the [Dashboard] page of the selected service. The Reseller Portal
works with MPPG v2 and above.

14
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MAGTEK Reseller Portal

Select Service

Ewoms

€ 2025 Magensa, LLC is a subsidiary of MagTek, Inc.
1710 Apollc Court | Seal Beach, CA 80740 | support@magensa.net
Rev L18.5-Dav

Service Selection and Dashboard Screen

Hollo, (.

15
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2.3 Step Three - Select Dashboard

The [Dashboard] has three sections:
1. Transaction Type Summary
2. Active/Inactive Merchants
3. Active/inactive Users
4. Top 5 Merchants

MAG'TEK Reseller Portal Hello, QTRS_1T16527 | =

MPPG > Dashboard

== Dashboard Transaction Types Summary Yestarday Past 30 days
Transaction Type Amount Transaction Count
ﬁ Accounts
Sale $6.00 1
$ Transactions Auth 000 o
Capture $0.00 a
ﬁ Users
Force $0.00 o
Void $0.00 0
il Reports
Refund $0.00 0
EMVReject $0.00 i}
Token $0.00 4]
Active/Inactive Merchants Active/Inactive Users
Inactive 1 - Inactive -‘ -

Active Active
® Activesl @ Inactive2 @ Aciveisl @ Inactiver!
Top Merchants (Max 5) Vesterday Past 7 days Past 30 days
Merchant ID/Name Sale Auth Capture Veid Refund Force EMVReject Token

2019577 $6.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00 $0.00
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Active/Inactive Merchants

Inactive -
|

3 Accounts Details

\

® inactve

Active/Inactive Users

Inactive

Wiew in full screen

Print chart

Download PNG image

-

Download JPEG image

Download SVG vector image

@ inactiver]
Download C5V

Download X5

View data table

By clicking the [Accounts] option on the left menu, the Reseller is presented with the account search page to search for
accounts and view details or transaction details from search results, view /customize reports of a specific Merchant,

and onboard a new Merchant.

MPPG * Account Search

B8l ohpoard

] Account Search

Merchant Name

Customer Code

@ Accounts

merchant name

| PPMP

$ Transactions

ﬁ Users

Merchant Name

4 Merchant ID

+Add Merchant

Show entries

Customer Code

alil Reports Magensa

PPMPCust4

Showing 1to10of 1 entries

Previous Next

17
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31 Onboard Merchant

To onboard a Merchant, navigate to the [Account Search] page where an [Add Merchant] button will be available in the
upper-right corner. Clicking on the button will navigate to a new Merchant onboard page.

Before entering the details of a new Merchant, the Reseller will have options for selecting the Username and must

select the target processor. The radio button below the Username input field toggles between [Generate Username],
where a name is autogenerated, and [Input Username], where the reseller can create a username.

3.1.1 Username of choice
Reseller can opt for a Username of their choice (up to 37 characters - any combination of numbers and letters (not
case sensitive) and no special characters) by clicking [Input Username] and entering a value in the textbox. “MAG” will
automatically be appended on the front-end of the custom character string to create the complete Username.

Username*

O Generate Username Input Username

3.1.2 Reseller can opt for a Username to auto-generate.
Simply click the [Generate Username] radio button to toggle to that option. The Username will be automatically
generated, and the Reseller can move to the processor selection.

Username*

Generate Username (O Input Username

18
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3.1.3 Associate Onboarding Merchant with TokenExchange Connect Public Credential

If a Reseller has integrated Magensa TokenExchange Connect (client-side JavaScript for integrated manual entry or

e-Commerce), they can enable it during the Merchant onboarding process, The radio button will default to [Yes]
when a logged in Reseller has TokenExchange Connect already setup. The radio button will be defaulted to [No]
and will be disabled when a Reseller does not have TokenExchange Connect set-up.

A message will display, as “You are not currently setup for TokenExchange Connect”, when the Reseller logged
in has no TokenExchange Connect.

When adding or editing Merchants, TokenExchange Connect boarding will be based on the following conditions:

e Merchants will be enabled with TokenExchange Connect when [Yes] is selected during Adding or Editing a
Merchant.

e Merchant will not be enabled with TokenExchange Connect when [No] is selected.

Username*

ek e ol R g

Generate Username O Input Username

TokenExchange Connect Production

() Yes @ No

Processors*

==Select-- v

Username®

Generate Username O Input Username

TokenExchange Connect Production /"-————_______ R N -

Processors*

==Select-- i

3.1.4 Processor Selection
The [Processors*] selection drop down allows the Reseller to select a processor and enter the processor details.

19
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Processors®

Select A

Jet Pay
Rapid Connect
PayFlow

L amre

Based on the selected Processor, a specific set of input fields will be displayed. The reseller will enter the data for
the input fields based on corresponding information obtained from a Merchant VAR sheet supplied by the
Processor.

Profile Component Details

IndustryinfoType* Password TerminallD*

3.1.5 Merchant Information Capture

The Reseller enters the required basic account details for the merchant profile.
Merchant Account Information

Company Name* Address1*

Address2 City*

State* ZipCode*
Alabama v

Primary Contact* Phone*

Email*

3.1.6 Email Notifications
[Email address(es)] and [Subject] are required fields for sending the [Merchant Credentials] and [Set Password]
link to the Merchant to complete their account set-up. If the Reseller wants to send this notification to multiple
emails, they can by separating email addresses with commas.

When all required information is successfully entered, the Reseller selects [Add Merchant] in the lower-left corner
of the page below. A new Merchant Account Creation Email will be triggered and sent to the email(s) entered in the
Notification Email section to complete account activation.

If for some reason an error occurs when adding a new Merchant account, the Reseller can edit the Merchant
account and/or update Processor details as described in Section 3.3. In addition, the Reseller can send a
password reset link to the Merchant Email.

20
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o

l:ﬂ:] MPPG
MFPE » Accounts * Add Marchang
B oo Add Marchank Account
| 1]
] accoun . it .
Processor Information Motification Emdails
$ Transactiors Usemame® Matilication Email Address®
* Usars @ Genarate Usemome O input Usemarma A
’

TakenExchange Connest Froduction el i Frmcal Hak
il Fepoes & Yas Ho

Frocessors®

--Salect-- W

Apple & Tap To Pay

Enobée Apple Tap to Poy on iPhane?

DishOut Onboarding

Oniboard Dis hOut?

TEC 305 Onboarding

305 Status

Onbaard TEC/ 3052

mMerchantPortal Info

EnoblsMerchartPortal

Merchant Account information

Compony Marms* Addressi®

Address? City*

Stote™ ZipCode®
Alabarrea b4

Frimary Conboct® Fhone*

Emiail®

3.2 Accounts Search
By selecting the [Accounts] option from the left menu, the Reseller will navigate to [Account Search] page as shown
below. The Reseller can also perform a search by either [Merchant Name] or [Customer Code].
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MPPG > Account Search

== Dashboard Account Search +Add Merchant

@ Accounts Merchant Name Merchant Code

merchant ne

$ Transactions

% 0 Please enter Merchant Name or Merchant Code to get the resuilts.
sers

Wil Reports

After entering the search criteria, the results will appear as shown below:

MPPG > Account Search

== Dashboard Account Search +Add Merchant

E Accounts Merchant Name Customer Code

P

$ Transactions

ﬁ Users Show entries

Merchant Name +  MerchantID Customer Code
alil Reports Magensa 20195 PPMPCust
Magensa 20205 PPMPCust
Magensa 20205 PPMPCust
Magensa 20205 CUs0000
Magensa 20205 PPMPCust
Magensa 20205 PPMPCust
Magensa 20205 PPMPCust
Magensa 20205 PPMPCust
Magensa 20205 PPMPCust
Magensa 20206 PPMPCust
Showing 1to 10 of 60 entries Previous E’ 2 3 4 5 Next

3.3 Account Details
By selecting any of the Merchant names from the results list, an account [Details] page will be presented.
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By clicking the [Back] button, the Reseller will be returned to the previous [Account Search] page to select/search for

MAG‘TEK Reseller Portal

fﬂ_l\ MPPG

MPPG > Accounts > Magensa (Melchc:ht ID - 2023844) > Details

== Dashboard Details Transactions  Reports
Merchant Account Information
ﬁ Accounts User Name
MAGO31N549
$ Transactions
Name Address1 Address 2
Magensa 1710 Apollo CT
ﬁ Users
City State Zip code
Seal Beach CA 90740
il Reports
Primary Contact E-mail Blocked
[ ] S - () M ail.com Not Blocked
Phone DishOut 3Ds
(123) 123 - 1234 Not Onboarded Yet Merchant Onboarded
Notes
Note Text Note Author

Hello, QTRS_4815240504 ! ~

Customer Code
L J

Account Status
Active

Status

Active

MPOC
Profile Not Exist

Show entries

4 Note Created (UTC)

No records exist

No entries to show

£ 2025 Magensag, LLC is a subsidiary of MagTek, Inc.

1710 Apollo Court | Seal Beach, CA 90740 | support@magensa.net

Rev 11.6.4-Dev

other accounts. The Reseller can edit the details by clicking the [Edit] button at the bottom-left of this page. The
Reseller can do the following actions via the [Edit] Merchant screen:

1.

© 0N OE®WN

e
S NES)

Update Processor profile details

Send a Password Reset Link to the Merchant
Manage TEC ApplePAY

Manage Payment Request

Invite Portal User

Activate/Deactivate a User.

UnBlock a User

Associate TokenExchange Connect to Merchant
MerchantPortal permissions management

. Manage Unigate

. Onboarding DishOut

. Onboarding PAAY/3DS

. Onboarding MPOC/Apple TapToPay
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3.3.1 Update Processor Profile Details

MPPG > Accounts > Merchant ID - 20206

B8 ;oshboard Detalls
m pa—
Merchant Account Information
ﬁ Accounts
Name * Address1* Address 2 Customer Code
Magensa 1710 APOLLO CT EPRPCLE
$ Transactions
City * State Zip code * Account Status
ﬂ Users Seal Beach California v 90740 Active v
Primary Contact * E-mail * Phone * TokenExchange Connect
Production
Reports Peter magtek @gm
Yes No

Processor Name:Rapid Connect v3

DID GroupiD* MerchiD*

TermiD* TPPID*

Apple & Tap To Pay @

Enable Apple Tap to Pay on iPhone? [

DishOut Onboarding @

DishOutStatus  Not Onboarded Yet

Onboard Dishout? [

TEC/3DS Onboarding &

3Ds status Reseller's PAAY Profile has been initialized with Magensa as
PaayResellerName, Magensa LLC

3DS Merchant Status  Not Onboarded Yet

Onboard TEC/30? [

Manage PaymentRequest Manage Unigate

Notes
show |10 v|entries
Note Text Note Author 4 Note Created (UTC)
No records exist
No entries to show Previous  Next

MerchantPortal info

EnableMerchantPortal (]

soaren [ Jonow[1a_~]entres

MerchantPortal

Datecs Activate | Portal  void Manual  Reset Resend
email (urc) Stotus  Decctivate  Admin  Refund  Entry Token  invite

———— 3 Pending
™

MAGS34561 ———— Jaf2024 211 Active PO

&

——— 2[)/2024 Active
0:36:26 PM

MAGZIS035! ——— 7/5/2024 Actve
534 P

| Cr——— Active [—

MAGTE208 ———— 000 pending m m
0430 AM

MAGIT7362 S E———— Dedctivats [
8:07:26 PM

Maca4978 ——  5/5/2025 Pending
5751 Mt

e ——— Active e

MAG10785: ——— 0 2]]2026 Active [

5124 Pha

Showing 1to 10 of 10 entries pravious | 1 | Next
|
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3.3.2 Send a Password Reset Link to Merchant

Account — Search a Merchant — [Edit] button — [Password Reset] button — Enter an email address — [Send
Password Reset] button.

Manage PaymentRequest Manage Unigate

Notes

3.3.3 Manage TEC ApplePay
Account — Search a Merchant — [Edit] button —[Manage TEC ApplePay] button — Add a domain or Email Domain

Info

3Ds Merchant Status

Onboard TEC/3DS?

Manage InAppApplePay Manage PaymentRequest

Manage TEC ApplePay

Reset Password
peterp.magtek.paypal@gmail.com |

someone@email.com I

4 G L]

send Password Reset

Show entries

Mmte et LAY

Not$ V] Domain has been created ]
successfully

Maonage Unigate

Manage TEC ApplePay

Domain Information

PartnerinternalMerchantid

Domains

New Domain *

Email To

EmailcC

Email Comment

AP44T6B187

demo.magensa.net

;. il com

Email Domain Info
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3.34 Manage Payment Request
Account — Search a Merchant — [Edit] button —[Manage PaymentRequest] button — Update information.

R
T N T T

Manage PaymentRequest

PaymentRequest Information

Username * MAGTS7480403
Customer Code” LG98224866
Reseller Code * MogTek
Target MPPG CustomerCode *

Target MPPG Username *

Defoult Prompt For Tax * True w
Defoult Prompt For Tips * True -
Defoult Processor Name * Jat Pay -
Company Name * MogPeter
Logo URL
Primary Color

Secondary Color
‘Company Name Font Color

Default Terms And Transoction
info

Payment Request Merchant Active ~
StatusiD *

3.35 Invite Portal User
Account — Search a Merchant — [Edit] button — Click the EnableMerchantPortal checkbox — Enter an Email address
with specific feature (void/refund, Manual Entry and/or admin) — [Invite a Portal User] button.

Manage InAppApplePay Manoge PaymentRequest Manage TEC ApplePay

Notes
Show | 10w |entries
Note Text Note Author * Note Created (UTC)
No records exist
No entries to show Previous Next

MerchantPortal Info

EnableMerchantPortal

 ———— - B voidRefund B ManualEnt B Admi
b SRR G  Invite a Portal User VoidRefund ManualEntry Admin
Search: l:lSnow onirnes

MerchantPortal

DateCreated Activate | Portal Void Manual Rosot Resend change
UsarNarme Email {ure) Status Deoctivate Admin Refund Entry Token Invite Mobiles

Mo data available in table

Showing 0 to 0 of 0 entries Pravious Mext
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MerchantPortal Info

EnableMerchantPortal [

VoidRefund ManualEntry

gnag|d|@05|d|g|tall Invite a Portal User

Successfully invited a portal i
" user. Welcome email sent to:

gnagidi@ XXXXX.Com

Create your account message sent.

MAGENSA

Merchant Portal &
Create your account

Please enter your mobile number te create your account

Mobile Number

By providing your mobile phone number you agree to receive messages from Magensa for
the purpose of signing in to your portal account.
Please see our Privacy Policy for more information

@ Magensa, LLC is a subsidiary of MagTek, Inc.
1710 Apollo Court | Seal Beach, CA 80740 | support@magensa.net
Rev 1.1.7.2

Admin
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MAGENSA

Merchant Portal =

A URL to login to Merchant Portal has been sent to your email. If your URL has
expired and you require a new one, please reach out to us at
support@magensa.net or contact your Mag Tek representative.

@ Magensa, LLC is a subsidiary of MagTek, Inc
1710 Apollo Court | Seal Beach, CA 90740 | support@magensa.net
Rev 1.1.7.2
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Dear Magensa Merchant Portal User,

We are pleased to announce the release of the new Magensa Merchant Portal
which enables you to manage your MPPG customers. This new portal allows
custom reporting, activity tracking, void, refund and manual entry sales
transactions, and the ability to manage your customer’s information at any time.
You'll have deeper insight into how your merchants are doing, available 24/7,
simply by logging in.

A URL to create your login credentials can be found below. This link will take
you to a page where you will be asked to enter your mobile#. Once your mobile#
has been submitted, you will be redirected to the landing page where you can gain

access to the Magensa Merchant Portal.

CustomerCode - INEG_G_GG_G_—
Username - NN |

URL to create your credentials: Click here to complete the registration

Please note that this URL will expire after 72 hours if not used. If the URL has
expired, please reach out to your POS application provider to request a new one.

The Magensa Team

® 2021 MagTek, Inc.
1710 Apollo Court | Seal Beach, CA 90740 | 562-546-6400
support@magensa.net | www.MagTek.com
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Personal Access Token

Here is your Personal Access Token to securely enter the Magensa
Merchant Portal It is far more secure, and it replaces the need for &

traditional UserName and Pastword. For your convenience, you can use

any of the following options:

1. Click here to enter the Magensa Merchant Portal using your default

Drowser.

2. Scan the QR Code using your mobile device's camera to automatically
enter the Magensa Merchant Portal.

3. Simply copy your Personal Access Token and save it somewhere safe,
or you can paste it directly into the Magen<s Merchant Portal.

4. Open the attached PKPASS file on your 105 mobile device and you can
add your Personal Access Token to your Apple WalleL This is a conven-
ent way to access any of these options for securely entering the Magensa
Merchant Porta

Your Personal Access Token is unigue to you, contains no Personally Iden-
tifiable Information (Pil) and was created using Qwantum Multi-Factor
Authentication™ a service, by MagTek”, Inc.

The Magensa Team

© 2021 MagTek, Inc.

1710 Apollo Court | Seal Beach, CA 90740 | 562-546-6400
Support@Magensa.net | www MagTek com

PI'WQ.:}' | Ucentes | S\IM: | Terma of Senvice
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3.3.6 Deactivate User/Activate User

Manage PaymentRequest Manage Unigate

Reset Password

peterp.magtek paypal@gmail.com |

e

Deactivate/Activate users
happens on click of this button
on edit merchant page

someone@email.com I

Notes

4
Send Password Reset
Show entries

Elmbn Pk [ S PR O ]

ounts/EditMerchantAccount?merchantld=xpTIRUhcMLN5SwxuX%2FObJ... & A

. »

Address1* Address 2 Me¢

1710 APOLLO CT i

On [Deactivate User] [Success] in [Edit] Merchant page, [Dashboard] Active and Inactive Users graph will be affected
with results on subsequent [Dashboard] page landing.

Active/Inactive Users

@ Active134 @ Inactive:1
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3.3.7 Merchant Account Status Update

Details Transactions Reports

Merchant Account Information

Name * Address1* Address 2 Customer Code

Magensa 1710 APOLLO CT PPMPCuUs
City = State Zip code * Account Status

Seal Beach California s 90740 Active he
Primary Contact * E-mail * Phone * Lol

) Inactive
Peter magtek @gmail.c reflect on the
Dashboard Active /
Yes No

Inactive merchants
Section counts

[Account Status] updates will be reflected on the application dashboard Active\lnactive Merchants section.

Active/Inactive Merchants

1

@ Active:3¢ @ Inactive:3

32



Operation Manual - Magensa Reseller Portal |

D998200300-610.docx

3.3.8 Block \ Unblock User

Save Add New Note

Manage Unigate

Notes
Note Taxt Note Author

3.3.9 Associate TokenExchange Connect to Merchant

Merchant will be
blocked

4 Note Created (UTC)

Bassword Reset

Show entries

See section 3.1.3 Associate Onboarding Merchant with TokenExchange Connect Public Credential for details.

3.3.10 Merchant Portal Permission Management

Search: [show|10 v |entries
MerchantPortal
DateCreated Activate [ Portal Void Manual Reset Change
UserName Email (utc) Status Deactivate Admin Refund Entry Token Resend Invite Mobile#
macoseo71261 (R o moicom  6/2/2023 60112 Active ||
PM
VINLLGEPPEL I 000 O 4/22/2024 Active |
6:48:55 AM
Showing 1to 2 of 2 entries Previous ‘ 1 ‘ Next
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3.3.11 Manage Unigate

If the [Manage Unigate] button is available, Unigate is enabled for this merchant.

Manage PaymentRequest Manage Unigate Manage TEC ApplePay

Rlmbmn

If the [Manage Unigate] button is not visible, verify whether the Unigate feature is currently disabled. If you see the
[Enable Unigate] button, it indicates that the feature is disabled. In that case, please click the [Enable Unigate] button
to activate it.

Enable Unigate (| BT

If the [Manage Unigate] button is clicked, it displays the Customer’s Gateway configuration page.

Edit Customer Gateway Configurations

Is UnigateOnboarded? &5
ClientCert As Base&45tring
4
Encrypted Client Cert Password
Additional RequestData KVPs *
%
Transaction Type Merchant Transaction Input Detail KVPs *
Sale Transaction Merchant Transaction Input Detail KVPs
Authorize Transaction Merchant Transaction Input Detail KVPs
Capture Transaction Merchant Transaction Input Detail KVPs
Void Transaction T L T
Merchant Transaction Input Detail K
Refund Transaction Merct st C
erct ansaction pUL Detall k s
Force Transaction Merchant Tra ion Input Detail K
EMV Card/Reader Mere! e Detail KVPs
rejected Transaction
Token Transaction Merchant Transaction Input Detail KVPs
Get Report Merchant Transaction Input Detail KVPs
Tip Adjust I T

* KVP Format ex. [{ “key": "aad’, "value: "bbb" }, { "key": "cec”, “value™ "ddd" }]

Update Unigate
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If the [Is UnigateOnboarded] status is marked as [Not Yet], please contact your administrator to initiate the onboarding
process for Unigate processor. For Unigate, the additional Request Data field and the Merchant Transaction Input
Details field must be provided in Key-Value Pair(KVP) format,

such as:

[{ Ilkeyll: IlaaaII' llvaluell: Ilbbbll }, {Ilkeyll: "CCC“, Ilvaluell: lldddll }]

Since the KVP format can be complex, you can click the [Helper] button next to the input field for guidance.

B ) i
Authorize Transaction [Ckey™"a" "value""b"]

Add Key Walue Pair Convert to Json Close

To input a new key and value pair, please click the [Add Key Value Pair] button. Once adding a new key and value pair
is done, click the [Convert to JSON] button as the final step. To save your changes, click the [Update Unigate] button.

3.3.12 Onboarding DishOut
DishOut requires several fields to onboard an account; however, most of these fields are already required by the
Magensa system. Therefore, the only additional information needed is the DishOut Reseller ID, which is a mandatory
field. The DishOut Reseller ID must be provided by the Reseller for the initial DishOut Merchant onboarding. The
Magensa System will store the DishOut profile for future interactions with DishOut. Therefore, when onboarding new
merchants to DishOut in the future, it is not necessary to enter DishOutResellerid under the reseller.

niEalelVidelalelelelfellagle iR Check this box fo enable your infegration and support of Pax devices for this merchant.

Onboard DishOut?

DishOutRessllerld |

If the [DishOutResellerid] field is not enabled and the value is empty, please contact your Administrator for assistance.
If it has been onboarded, the DishOut status on the Account Details page will be marked as “Onboarded”.

Details onsactions reports

Merchant Account Information

User Name

MAGBE37414355

Name Address1

MagDish 1710 Apollo CT

City State

Seal Beach CA

Primary Contact E-mail

- @gmail.com
Phone DishOut

(123'] 123 - 1236 Onboarded

Notes
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3.3.13 Onboarding TEC/3DS
The Reseller must be onboarded to the PAAY 3DS system first. Upon successful onboarding, the PAAY 3DS system will
provide the PAAY Reseller ID, PAAY Reseller Name and PAAY Reseller Token to the Reseller. These credentials are
required for the Magensa system to communicate with the PAAY system. Therefore, the user must register the
Reseller's PAAY information into the Magensa system.

When the Reseller’'s PAAY information has been registered to the Magensa system successfully, the green success
message will be displayed.

TEC f 3DS Onboard ing [i} Check this box if you have integrated 3DS Fraud Detection for TokenExchange Connect and want to enable it for this
merchant.

3Ds Status Reseller's PAAY Profile has been initialized with Magensa as PaayResellerName,
Magensa LLC

3DS Merchant Status Not Gnboarded Yet

Onboard TEC/3DS5? O

When the Reseller’'s PAAY information has NOT been registered to the Magensa system, [Please set it up here] link will
be displayed.

TEC Jl' ElplRelploleloldellale iRl Check this box if you have integrated 3DS Fraud Detection for TokenExchange Connect and want to enabie it for this
merchant.

3DS Status 5 . X
= You have not yet initialized your PAAY Reseller Profile with Magensa

Please set it up here

Onboard TEC/3D5?

If the [Please set it up here] link is clicked, the registration section will be displayed. Please enter PAAY’s reseller ID
[PAAY Resellerid], PAAY’s Reseller Name, and a valid token for PAAY’s merchant API, [PAAY Reseller Token], also
referred to as whitelist API. Click [Register] to complete registration.

TEC/3DS Onboarding

3Ds Status P, .
You have not yet initialized your Paay Reseller Profile with Magensa.

Plea: et it up here

Onboard TEC/3DS?

Paay Resellerld
Paay ResellerName

Paay Reseller Token

If registration has been successfully completed, [Onboard TEC/3DS?] checkbox will be activated.
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V] Successfully built Paay profile %
Processor Name:Jet Pay for Magensa Reseller: [1117]

Terminal ID* Password Industry Info Type*

TESTMCCSITIX Password RETAIL

DishOut Onboarding

DishOutStatus  Not Onboarded Yet

Onboard Dishoute O

TEC/3DS Onboarding
3D Status Paay Reseller has been successfully registered to Magensa

3DS Merchant Status  Not Onboarded Yet

Onboard TEC/30s? O

All the required fields (at least one domain and Merchant Category Code) must be filled out and Card Information -
such as MID, BIN, Acquirer, Bank Country - is optional. When a card brand like MasterCard is selected, only the
corresponding fields for that brand will be opened and displayed while sections for other card brands will remain
collapsed.

TEC/3DS Onboarding

3DS Status Paay Reseller Profile has been initialized with Magensa.
Onboard TEC/3DS?
Merchant Category 5001
Code *
Domains * peterp.magensa.dev |7|
+ Add Domain
Card Infi N
ard Info Visa
Visa MID 4mmmmmn
Visa BIN 412345
Visa Acg.Bank United States v
Country
MasterCard

3.3.13.1 Manage PAAY API Keys

With initial onboarding of a new merchant to 3DS, an API key will be generated for use with TEC/3DS. The API key is a
required parameter to use the 3DS feature for TEConnect. To manage PAAY 3DS API keys, please click the [Manage
PAAY API Keys] button.

fSUS Unpodarding

305 Status Reseller's Paay Profile has b
Magensa LLC

3DS Merchant Status Merchant Onboarded

Update TEC/3DS?
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These keys are not stored in the Magensa merchant account. Therefore, add/edit/delete keys are done via PAAY API.

Paay API Key Information

APIKeys 64892840C736bfc50197 United States v us Dollar v n

Domains peterp.magensa.dev
s magensanet

New APIKey * United States v Us Dollar b

Domains

Add Key with Domains

3.3.13.1.1 Delete an API Key
If the [ x ] button is clicked, the specific APl Key will be deleted with all domains under the key.

3.3.13.1.2 Update the API Key

To change the currency or country, select the desired options from the dropdown menus and click the [Update Key and

Domains] button to apply the changes.

3.3.13.1.3 Delete / Add a Domain

When domains are added or removed from the API Key, the [Update Key and Domains] button must be clicked to apply

the changes. When a [Delete Domain] button is clicked, the following confirmation prompt will appear.

OInformation

Are you sure to delete this APl Key ? Please click PEECEQRILIIE" to delete
as well as update Key and other Domain info. Please click "

" to delete it but you need to update Key and Domain info manually
later for confirming the deletion.

Delete and Update

[Delete and Update]
This option triggers the update of all the changes.

[Delete without Update]
This option visually removes the domain from the page, but the change has not been finalized with the PAAY system.
This allows the user to cancel the update by simply not clicking the [Update Key and Domains] button.
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APl Keys 6488284ac736bic50f37 United States v US Dollar L n
Domains peterp.magensa.cev Delete Domain
svecdmagensanet

[ Update Kay and Domal ":.".]

To add a domain, click the [+ Add Domain ] button, enter the domain name and then click the [Add Key with Domains]
button to save the changes.

3.3.14 MPOC Apple Tap to Pay on iPhone

3.3.14.1 Enabling Apple Tap to Pay on iPhone

For new merchants, if the [Enable Apple Tap to Pay on iPhone?] checkbox Is selected, additional input fields will
appear. Both Merchant Category Code and Merchant Banner Name are required fields.

Apple @& Tap To Pay
Enable Apple Tap to Pay on iPhone?
Merchant Category Code *

Merchant Banner Name *

The Merchant Category Code is a required field. Users can either select a predefined 4-digit code from the dropdown
list or manually enter a specific 4-digit code that is not listed. For existing merchants, if the MPOC settings have never
been created, the MPOC field is marked as “Profile Not Exist”.
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Details Transactions Reports

Merchant Account Information

User Name
MAGO31M549
Name Address1 Address 2 Customer Code
Magensa 1710 Apolio €T )
City State Zip code Account Status
Seal Beach CA 90740 Active
Primary Contact E-mail Blocked Status
- G cilcom Mot Blocked Active
Phone DishOut 3Ds MPOC
(123) 123 - 1234 Mot Onboarded Yet Merchant Onboarded Profile Mot Exist
Notes
Show entries
Note Text Note Author 4 Note Created (UTC)

No records exist

No entries to show

“ ‘ 30(3(

Apple & Tap To Pay

Enable Apple Tap to Pay on iPhone?

Terms & Conditions Not Accepted

Email Address(es) for T&C *

Merchant Category Code * ~elect a MLC v

Merchant Banner Name *

When enabling Apple Tap to Pay on iPhone, the [Email Address(es) for T&C"] field is required for the Terms &
Conditions.

If the MPOC settings are successfully created, the MPOC field is marked as “Profile Exists”.
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S Hello, QTI
Update Success

The result of Onboarding this

merchant for MPOC : Apple Tap

To Pay MerchantSettings

Successfully Updated for

CustormerCode AZ90128795 and

MPPG > Accounts > Magensa (Merchant ID - 203 Userlicme MAG031111549 and an

email to accept the Terms &

Conditions has been sent to the

pa
w» Reseller Portal

Details Transactions Reports

list.

Merchant Account Information

User Name
MAGO31111549
Name Address1 Address 2 Customer Code
Magensa 1710 Apollo CT [ )
City State Zip code Account Status
Seal Beach CA a0740 Active
Primary Contact E-mail Blocked Status

- G i com Not Blocked Active
Phone DishOut 3Ds MPOC
(123] 123 - 1234 Not Onboarded Yet Merchant Onboarded Profile Exists

For Apple Tap to Pay on iPhone, merchants must accept the Terms & Conditions. This process begins with an email
sent from the Magensa system.

e For new merchants who have been onboarded to both the Magensa system and Apple Tap to Pay, an email
containing MPPG Credentials and a [Set Password] link will be sent. Clicking this link directs the merchant to
the MaMPassword portal, where they can set their password and accept the Terms & Conditions.

e For existing merchants who are newly onboarded to Apple Tap to Pay, a separate email will be sent specifically
for accepting the Terms & Condition. This email does not include a password setup. Clicking the link in this
email will also direct the merchant to the MaMPassword Portal to complete the acceptance process.

3.3.14.2 Updating Apple Tap to Pay on iPhone

For existing merchants, if MPOC Profile already exists, simple check the “Update Apple Tap to Pay on
iPhone” checkbox and update Merchant Category Code and/or Merchant Banner Name. An email to
accept the Terms and Conditions will be sent only when Email address(es) for T&C field has a valid
email address.

Apple @& Tap To Pay

Update Apple Tap to Pay on iPhone?

Terms & Conditions Mot Accepted

Ermail Address(es) for T&C An email to accept the Terms & Conditions will be sent only when
Notification Email field has a valid email address

Merchant Category Code * | 0763 - Agricultural co-operatives x v

Merchant Banner Name * MagMPOC57
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3.4 Accounts Transactions
To view the transactions of a particular Merchant, click on the [Transactions] tab.

3.4.1 Accounts Transactions Search

On the [Transaction Search] page, the Reseller can select/enter any of the search criteria, and then click [Search
Transaction] to see the results.

MAG‘TEK Reseller Portal

MPPG > Accounts > Magensa (Merchant ID - 2019577) > Transactions

[ 1]
11 Dashboard

@ Accounts

$ Transactions

og0
®®s yscrs

Wil Reports

Details  Transactions  Reports

Transaction Search

Pan Last4

Device Serial Number

Select Date Range:

From Transaction To Transaction Amount
Amount
MagTraniD Customer TransactionID

Transaction Types to include in Reports

SALE
REFUND

Search Transactions

AUTHORIZE

FORCE

Hello, PETERRESELLERUSER ! ~

Today

Authorization Code

CAPTURE VOID
EMV_REJECT TOKEN

Search Results

Pan

Show |10 v|entries

MagTraniD Transaction Df:te& e —— Authorized  Transaction AuthCode  Device
Type Time(UTC) Amount Message SN
No records exist
No entries to show
© 2024 Magensq, LLC is a subsidiary of MagTek, Inc.
1710 Apollo Court | Seal Beach, CA 90740 | support@magensa.net
Search results can be viewed in the Transactions listed below:
Search Results
show[10_ +]entries

MagTraniD 4 Transaction Type Date & Time Pan Last 4 Amount AuthCode Zz"ice
bac603ec-2a45-49b7- g e
S oheaasaEta TOKEN 2021-8-26 1:52 5533 $0.00
b s Sl o SALE 2021-9-217:04 seem $58.27 463030

ba79-002b24a5a548

42



Operation Manual - Magensa Reseller Portal |

D998200300-610.docx

3.4.2

Accounts Transactions Details

By clicking the MagTranID from any of the transaction search results, the Reseller will be presented with additional
details of the transaction. Date and Time stamp uses UTC (Coordinated Universal Time) time zone.

MAG'TEK Reseller Portal

Bl oshboard
[ | ]

Transaction Details

Customer Code

Customer Name

Hello, PETERRESELLERUSER | ~

@ Accounts PPMPCust4 Magensa
Date and Time Type Panlast4

$ Transactions 2024-4-18:20 SALE RN

202 Amount Auth Code MagMessage

w Les $1.00 [ ] Transaction Successfully Processed

I Mag Operation Mag Status Magne Print Score
R L

1] eports ProcessManualEntry 1000 N\A
Reference AuthCode Reference Transactionid Processor
N\A N\A Rapid Connect v3
Customer Transaction Id Is Replay? MagTranid
202441820 N\A 25b698b8-3dc9-4blc-b010-

bffbfa92ee96

TransactionlD Device SN Transaction Source
014102056607867G879 N\A Merchant Portal

Authorized Amount
1.00

Transaction Message
APPROVAL

© 2024 Magensaq, LLC is a subsidiary of MagTek, Inc.
1710 Apolle Court | Seal Beach, CA 90740 | support@magensa.net
Rev 11.5.2
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3.4.3 Accounts Transaction Reports
By clicking the [Reports] tab, the Reseller can generate a report based on chosen criteria [Run Report], save the report
[Save Report], and view/update saved reports [View Saved Reports].

To generate a custom report, click on the [Run Report] button by selecting the output column values and transaction
type. You will then be able to see the Summary Total and Transaction Details results.

MAG‘I EK Reseller Portal Hello, PETERRESELLERUSER | ~

MPPG > Accounts > Reports > Magensa

== Dashboard Details Transactions Reports

Magensa (Merchant ID - 2019577)

@ Accounts |

$ Transactions

View Saved Reports

Choose Report Output Columns SelectDateRange: ~ Yesterday v
el |
.. sers TransactionUTCTimestamp CustomerTransactionlD TransactionType Amount

Pa AuthorizedAmount P Processor P TransactionlD P TransactionStatus
il Reports | =2 (] (]

TransactionMessage AuthCode AVSResult CVVResult

MagOperation MagTranlD MagStatus MagMessage

MPScore IsReplay ReferenceTransaction|D ReferenceAuthCode

ZIP DeviceSN PANLast4 Transaction Source

CustomerDevicelD

Transaction Types to include in Reports

SALE AUTHORIZE CAPTURE VoID
REFUND FORCE EMV_REJECT TOKEN

Run Report | Save Report |

© 2024 Magensaq, LLC is a subsidiary of MagTek, Inc.
1710 Apollo Court | Seal Beach, CA 90740 | support@magensa.net

Rev 11.5.2
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MPPG > Accounts > Reports > Magensa

== Dashboard Details  Transactions Reports

ﬁ Accounts

Magensa (Merchant ID - 20195 )

view Saved Reports

$ Transactions
Choose Report Output Columns

TransactionUTCTimestamp CustomerTransactionlD

AuthorizedAmount Processor

Select Date Range:

TransactionType

TransactionlD

Yesterday

Amount

TransactionStatus

TransactionMessage AuthCode AVSResult - CVVResult
MagOperation MagTraniD MagStatus MagMessage
MPScore IsReplay ReferenceTransactioniD ReferenceAuthCode
bl DeviceSN PANLast4 Transaction Source
CustomerDavicelD Reader
Transaction Types to include in Reports
SALE AUTHORIZE CAPTURE VoI
REFUND FORCE EMV_REJECT TOKEN
e |

Summary Total

TRANSACTION TYPE AMOUNT TRANSACTION COUNT
SALE $6.00 1

AUTHORIZE $0.00 0

CAPTURE $0.00 0

VOoID $0.00 0

REFUND $0.00 0

FORCE $0.00 0

EMV REJECT $0.00 0

TOKEN $0.00 0

Transaction Details

TRANSACTION
MAG CUSTOMER TRANSACTION AUTHORI
4 utc AMOUNT
TRANID TRANSACTIONID TYPE AMOUNT
TIMESTAMP

ZED

PROCESSOR TRANSACTIONID

TRANSACTION

STATUS

Show

TRANSACTION  AUTH
MESSAGE CODE

AVS
RESULT

entries

cwv
RESU

No records exist

No entries to show

If transactions exist with the criteria of the report run, details in the Transaction Details results will be shown and can

be downloaded.

WAREET PR
- (L= =l o READAL B
LLED LRI B TR FERLNTAS NN =

Y TR BRI T

Download Report

AN, L AT

AT

] [T

A

P
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To save a custom report, select the required output columns and transaction type and click on the [Save Report]
button. Enter a name and description to save the report with the selected criteria.

Save Report

Name

Description

By clicking the [Views Saved Reports] button, you can view all previously saved reports.

MPPG > Accounts »* Reports > Magensa
[ | ] Details Transoctions  Reports
1 Dashboard P
Magensa (Merchant ID - 20195 )

@ Accounts [

View Saved Reports ]

$ Transactions

Choose Report Output Columns Select Date Range: Yesterday -

Users

ﬁ TransactionUTCTimestamp ‘CustomerTransactionlD TronsactionType Amount

AuthorizedAmount Processor TransactionlD TransactionStatus
alil reports

TransactionMessage AuthCode AVSResult CVVResult

MagOperation MagTraniD MagStatus Moghessage

MPScore IsReplay ReterenceTransactionlD ReferenceAuthCode

ZIP DeviceSN PANLast4 Transaction Source

CustomerDevicelD Reader

Transaction Types to include in Reports

SALE AUTHORIZE CAPTURE vaip
REFUND FORCE EMV_REJECT TOKEN

Run Report ‘ Save Report |

Saved Reports

Show entries
Report Nickname “  Description Date Created
PeterTestReport 2023-02-28T723:39:08.49
TestAuthoriedAmount Test Authoried Amount 2024-06-19T06:41:21.917
Showing 1to 2 of 2 entries Previous E’ Next

By clicking the saved report from the saved report results, you can run the report [Run Report], update a report [Save]
button, or create a new report [Save As] button.
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MPPG > Accounts > Reports > Magensa

Dashboard Details Transactions Reports

| |
Magensa (Merchant ID - 20195 )

@ Accounts
You are Currently Viewing : PeterTestReport | View Saved Reports

$ Transactions
Choose Report Output Columns

Select Date Range: Past 7 days
Users
ﬁ . TransactionUTCTimestamp CustomerTransactionlD . TransactionType Amount

AuthorizedAmount . Processor - Transaction|D . Transactionstatus

Reports
. TransactionMessage AuthCode AVSResult . CVVResult
MagOperation MagTraniD MaogStatus MagMessage
MPScore IsReplay ReferenceTransactioniD ReferenceAuthCode
il DeviceSN PANLast4 Transaction Source
l:l CustomerDevicelD l:l Reader

Transaction Types to include in Reports

voID

SALE AUTHORIZE CAPTURE
3 reruno FORCE EMV _REJECT

e — |

TOKEN

< J+ ]
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4 Transactions

4.1 Search Transactions

== Dashboard

@ Accounts

S Transactions

Fan Last4
Device Serial Number

Transaction Types

[ ]saE
REFUND

Transaction Search

From Transaction Amount

MagTranlD

AUTHORIZE

FORCE

To Transaction Amount Authorization Code

Custorner TransactionlD

B cepure

B e _ResecT

Select Date Range: Yesterday A

VOID
TOKEN

Search Results

Show entries

Pan - R
- . Ti tion UTC Auth d T ti
MagTraniD 4 Device SN Transaction Type Ircnsuc: on Last Amount Hhortze ransactorn AuthCode
Timestamp a Amount Message
54clcl7-9dd1-4eb3-
e=tele © REFUND 2025-9-30 0:04 $400  $0.00 Approved 092605

999a-1f6515bd7bb3

Showing 1to 1 of 1 entries

Previous E’ Next
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4.2 Transaction Details

== Dashboard

ﬁ Accounts

$ Transactions

ﬁ Users

ihil Reports

Transaction Details

Customer Code
1003

Date and Time
2024-12-20 22:54

Amount
35856

Mag Operation
ProcessToken

Reference AuthCode
NS A

Customer Transaction id
MfA

TransactionlD

MfA

Authorized Amount

58.56

Customer Name

Test Merchant 33

Type
CAPTURE

Auth Code
9409

Mag Status
1000

Reference Transactionid
NfA

Is Replay?
NfA
Device SN
NfA

Transaction Message
APPROVAL

Pan Last 4

*+4+5533

MaogMessage

Transaction Successfully Processed

Magne Print Score
NfA

Processor

Rapid Connect v3 - Production

MagTranid

49ee088f-0ef7-43ac-Bdaf-
000a739df772

Transaction Source
NfA

421 Void Transaction results

APPROVED ERROR

Void Transaction Approved Reversal Not Allowed.
2024-04-18 02:46:19
MagTranID: 8e6568c3-f506-

«/ 2024-04-18 02:50:49
MagTranlD: fafe3537-9ddb-
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4.2.2

APPROVED

Refund Transaction Approved

«/ 2024-04-18 02:57:17

MagTraniD: 1957fd54-563a-

Refund Transaction results

ERROR

Return Not Allowed.

v 2024-04-18 02:44:2]
MagTranID: d7244539-15de-

5 Users

5.1 Users List

MPPG > Customer List

B8 ;oshpoard i
HH User List

CustomerName Customer AAA
E Accounts CustomerCode AAA

Status Active

$ Transactions MerchantPortal Info

EnableMerchantPortal

g‘ Users

il Reports

MerchantPortal

Search: Show |10+ |entries

DateCreated Activate [ Portal Void Manual Reset Resend
UserName Email (urc) Status  Deactivate Admin Refund Entry Token Invite Change Mobile#
QT12345678  abc@mail.com 4/18/2024  Active 0 | set } [ | | chonge |
Showing 91 to 91 of 91 entries Previous 1 " 6 7 8 9 | 10 | Next

5.2 Users Customers List

MPPG > Customer List

BE o shboard User List
| | ]
CustomerName CustAAA
E Accounts CustomerCode AAA
Status Active

$ Transactions MerchantPortal Info

EnableMerchantPortal

@ Users

il reports

abc@mail.com ‘ Invite a Portal User

VoidRefund

ManualEntry

0O Admin

Search: Show |10 v | entries

MerchantPortal
DateCreated Activate | Portal Void Manual Reset Resend
UserName Email (urc) Status  Deactivate Admin Refund Entry Token Invite Change Mobile#
QT123 bbb@mail.com 4/18/2024 Active Deactivate RS [ Reset < W cn
6:23:32 AM . v L
showing 91to 81 of 91 entries Previous 1 6 7 8 9 10 Next
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6 Reports

To view all the Merchants’ information, the Reseller can click on [Reports] from the left navigation menu.

The Reseller is presented with two options:
1. Merchant List
2. Merchant Sales by Date
3. MPOC Transaction Summary

MAGTEK Reseller Portal

B Dashboard Select Report
@ Accounts
Merchant Sales i
Merchant List ' Transaction
$ Transactions By Date Summary
ﬁ Users
il reports

6.1 Reports: Merchant List
The Merchant List Report provides information related to the total number of Active and Inactive Merchants and their
details. The Reseller can download the Merchant information with the [Download Report] button.
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MAGTEK

alil reports

Reseller Portal

MPPG > Reports > Merchant List

Merchant List

Active Merchants

a2

Inactive Merchants

1

MerchantD/|

Name

Status

show [16 < |entri

Magensa
Magensas?

Magensa3a

Mage
Magensay?
MagensaBa
Magensass
Magensass
Magensas?

Magensass

Active

Active

Active

Active

Active

Active

Active

Active

Active

Active

Showing 1to 10 of 43 entries

3 a

s Nex

3

© 2024 Magensa, LLC is a subsidiory of MagTek, Inc

1710 Apollo Court | Seal Beach, CA 90740

6.2 Reports: Merchant Sales by Date

The Merchant Sales by Date Report gets the transaction type-related information based on a chosen date range
(Yesterday, Past 7 days, Past 30 days, Custom). By selecting, the Custom option from the date range drop-down, “From
Date” and “To Date” criteria will be displayed. This date range cannot exceed 120 days.

MAGTEK

Reseller Portal

Rev 1152

support@magensa.net

Hello, PETERRESELLERUSER | =

1 Download Report

1 Download Report

Hello, PETERRESELLERUSER | ~

MPPG > Reports > Merchant Sales By Date

Bl shpoard
Py

ﬁ Accounts

$ Transactions

% Users

llll Reports

Merchant Sales By Date

Select Date Range.

Start Date End Date
09/02/2020 5} 12/31/2020 B3
Show emtrie:
Merchant, Scles Sales Void Void Refund Refund Token Token Authorize Authorize Copture Caopture EMVReject EM\
1D Total Count Total Count Total Count Total Count Total Count Total Count Total Cou
2000597 $43,177.02 1122 $0.00 o $908.19 20 $0.00 1,130 $133.30 8 $14.30 6 $0.00 o
2000594 $38,508.33 1,056 $0.00 o $478.40 9 $0.00 1077 $665.81 21 $31.00 13 $0.00 o
2000596 $20,245.80 656 $128.32 2 $64.86 1 $0.00 675 $362.22 9 $233.90 7 $0.00 ]
2000595 $46.54 8 $0.05 1 $0.03 1 $0.00 9 $10.63 2 $0.00 0 £0.00 o
»
Showing 1to 4 of 4 entries Previous 1 Next

© 2024 Magensaq, LLC is a subsidiary of MagTek, Inc.

1710 Apollo Court | Seal Beach, CA 90740 | support@magensa.net

Rev 11.5.2

6.3 Reports: MPoC Apple TapToPay Transaction Summary by Date

MPoC Apple TapToPay Transaction Summary Report gets the transaction count information based on a chosen date

1 Download Report

range (Pacific Standard Time based). Choose a Date and then click the [Run Report] button to retrieve the data.
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ﬁ Accounts

$ Transactions

B poshboard
| |

MPPG > Reports > MPOC Apple TapToPay Transaction Summary

MPOC Apple TapToPay Transaction

Summary By Date

Choose a Date (PST*)

w

Whole Month v

* PET: Pacific Standard Time

Merchant Name

Reader |dentifier

Date (PST)

Show entries

Transaction Count

OffShore Reseller Merchants

OffShore Reseller Merchants

OffShore Reseller Merchants

OftShore Reseller Merchants

OffShore Reseller Merchants

OftShore Reseller Merchants

OffShore Reseller Merchants

OftShore Reseller Merchants

OffShore Reseller Merchants

OffShore Reseller Merchants

OA2B3CII0AZB3CII0AZB3CII0AZB3CTI

OAZB3C1I0AZB3C1I0A2B3CII0A2B3CT

OA2B3CNO0AZB3CII0A2B3CTI0AZBICT

O0A2B3C1I0A2B3C110A2B3CII0A2B3CT

OA2B3CN0AZB3CII0AZB3CTIDAZBICT

DA2B3C1I0DA2B3CII0A2BICII0AZBICT]

OA2B3CNOAZB3CII0A2B3CTI0AZBICT

OA2ZB3C1I0AZB3C110A2B3C110AZB3CT

OA2B3CII0AZB3CII0AZB3CII0AZB3CTI

OAZB3C1I0AZB3C1I0A2B3CII0A2B3CT

2024-12-03

2024-12-04

2024-12-06

2024-12-07

2024-12-08

2024-12-1

2024-12-12

2024-12-13

2024-12-14

2024-12-15

4

50

42

24

Showing 1to 10 of 141 entries

Previous m 2 3 4 ] 15 Next

1 Download Report

Each record has Merchant ID, Reader Identifier, PST based Date, and Transaction Count. To download a report, please
click the [Download Report] button. If one of Transaction Counts is clicked, all the transactions under the Merchant ID,
Reader ldentifier, and specific Date will be displayed.
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MPPG > Reports > MPOC Apple TapToPay Transaction Detail

Search Results for 2024-12-3

Merchant D : 2000535

Merchant Name : OffShore Reseller Merchants

Transaction

Transaction

Show entries

Authorized Transaction

MagTraniD Reader Identifier Type = Panlast4 Amount J—— Trne AuthCode
cc805c09-5ble-4

QAZB3CTIOAZEICTI0OAZB3CII0AZES 2024-12-3 DECLINED~
361-b9c3-156b3e SALE *+4+3455 s s

cn 951 oos
cdfaf5
6ba62d35-0145-4

DAZB3CTI0AZE3CTI0DAZBE3CIIDAZES 2024-12-3
95d-9e0f-2de489 en AUTHORIZE a59 *+++5584 $21.00 $21.00 APPROVAL 08855C
cBB66d .
b7etb433-Tefa-4

QAZB3CTIOAZEICTI0OAZB3CII0AZES 2024-12-31
af0-b029-{70add en AUTHORIZE 0:38 *+++5584 $1.00 $1.00 APPROVAL 840825
766cel .
53535fd7-cf91-4c

DAZB3CTI0AZE3CTI0DAZBE3CIIDAZES 2024-12-3
57-Bed43-0337022 en TOKEN 29:92 *+++5584 $0.00 $0.00 ooo

lc234

Showing 1to 4 of 4 entries
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