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10 Feb 9, 2018 Initial release from D100003048-15 
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redundant feature tags from section headings that implicitly 

inherit from parent sections; Section 4.3 add “C” as a 

security option; Throughout, clarify Security Level 2 
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Misc. clarifications and corrections. 

18 Mar 21, 2019 

Small delta derived from D998200215-17 to add information 

about Property 0x72 - EMV Configuration Security 

(OEM Features Only). 
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Add Apple VAS options in Extended Command 0x0300 - 
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Security Level 3.  

21 Nov 04, 2020 
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Rev Number Date Notes 

22 Jun 11, 2021 
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1.5 add features Pairing Mode Control, Apple VAS, 

Conserve DUKPT Keys, No EMV MSR Flow; Extended 

Command 0x0300 - Initiate EMV Transaction (EMV 
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LIMITED WARRANTY 
MagTek warrants that the products sold pursuant to this Agreement will perform in accordance with 

MagTek’s published specifications.  This warranty shall be provided only for a period of one year from 

the date of the shipment of the product from MagTek (the “Warranty Period”).  This warranty shall apply 

only to the “Buyer” (the original purchaser, unless that entity resells the product as authorized by 

MagTek, in which event this warranty shall apply only to the first repurchaser). 

 

During the Warranty Period, should this product fail to conform to MagTek’s specifications, MagTek 

will, at its option, repair or replace this product at no additional charge except as set forth below.  Repair 

parts and replacement products will be furnished on an exchange basis and will be either reconditioned or 

new.  All replaced parts and products become the property of MagTek.  This limited warranty does not 

include service to repair damage to the product resulting from accident, disaster, unreasonable use, 

misuse, abuse, negligence, or modification of the product not authorized by MagTek.  MagTek reserves 

the right to examine the alleged defective goods to determine whether the warranty is applicable. 

 

Without limiting the generality of the foregoing, MagTek specifically disclaims any liability or warranty 

for goods resold in other than MagTek’s original packages, and for goods modified, altered, or treated 

without authorization by MagTek. 

 

Service may be obtained by delivering the product during the warranty period to MagTek (1710 Apollo 

Court, Seal Beach, CA 90740).  If this product is delivered by mail or by an equivalent shipping carrier, 

the customer agrees to insure the product or assume the risk of loss or damage in transit, to prepay 

shipping charges to the warranty service location, and to use the original shipping container or equivalent.  

MagTek will return the product, prepaid, via a three (3) day shipping service.  A Return Material 

Authorization (“RMA”) number must accompany all returns.  Buyers may obtain an RMA number by 

contacting Technical Support at (888) 624-8350. 

 

EACH BUYER UNDERSTANDS THAT THIS MAGTEK PRODUCT IS 

OFFERED AS IS.  MAGTEK MAKES NO OTHER WARRANTY, EXPRESS OR 

IMPLIED, AND MAGTEK DISCLAIMS ANY WARRANTY OF ANY OTHER 

KIND, INCLUDING ANY WARRANTY OF MERCHANTABILITY OR FITNESS 

FOR A PARTICULAR PURPOSE. 

 

IF THIS PRODUCT DOES NOT CONFORM TO MAGTEK’S 

SPECIFICATIONS, THE SOLE REMEDY SHALL BE REPAIR OR 

REPLACEMENT AS PROVIDED ABOVE.  MAGTEK’S LIABILITY, IF ANY, 

SHALL IN NO EVENT EXCEED THE TOTAL AMOUNT PAID TO MAGTEK 

UNDER THIS AGREEMENT.  IN NO EVENT WILL MAGTEK BE LIABLE TO 

THE BUYER FOR ANY DAMAGES, INCLUDING ANY LOST PROFITS, LOST 

SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES 

ARISING OUT OF THE USE OF, OR INABILITY TO USE, SUCH PRODUCT, 

EVEN IF MAGTEK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 

DAMAGES, OR FOR ANY CLAIM BY ANY OTHER PARTY.  
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LIMITATION ON LIABILITY 
 

EXCEPT AS PROVIDED IN THE SECTIONS RELATING TO MAGTEK’S LIMITED WARRANTY, 

MAGTEK’S LIABILITY UNDER THIS AGREEMENT IS LIMITED TO THE CONTRACT PRICE OF 

THIS PRODUCT. 

 

MAGTEK MAKES NO OTHER WARRANTIES WITH RESPECT TO THE PRODUCT, EXPRESSED 

OR IMPLIED, EXCEPT AS MAY BE STATED IN THIS AGREEMENT, AND MAGTEK 

DISCLAIMS ANY IMPLIED WARRANTY, INCLUDING WITHOUT LIMITATION ANY IMPLIED 

WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. 

 

MAGTEK SHALL NOT BE LIABLE FOR CONTINGENT, INCIDENTAL, OR CONSEQUENTIAL 

DAMAGES TO PERSONS OR PROPERTY.  MAGTEK FURTHER LIMITS ITS LIABILITY OF ANY 

KIND WITH RESPECT TO THE PRODUCT, INCLUDING ANY NEGLIGENCE ON ITS PART, TO 

THE CONTRACT PRICE FOR THE GOODS. 

 

MAGTEK’S SOLE LIABILITY AND BUYER’S EXCLUSIVE REMEDIES ARE STATED IN THIS 

SECTION AND IN THE SECTION RELATING TO MAGTEK’S LIMITED WARRANTY. 
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FCC INFORMATION 
This device complies with Part 15 of the FCC Rules.  Operation is subject to the following two 

conditions:  (1) This device may not cause harmful interference, and (2) This device must accept any 

interference received, including interference that may cause undesired operation. 

 

Note: This equipment has been tested and found to comply with the limits for a Class B digital device, 

pursuant to part 15 of the FCC Rules.  These limits are designed to provide reasonable protection against 

harmful interference in a residential installation.  This equipment generates, uses and can radiate radio 

frequency energy and, if not installed and used in accordance with the instructions, may cause harmful 

interference to radio communications.  However, there is no guarantee that interference will not occur in a 

particular installation.  If this equipment does cause harmful interference to radio or television reception, 

which can be determined by turning the equipment off and on, the user is encouraged to try to correct the 

interference by one or more of the following measures: 

 Reorient or relocate the receiving antenna. 

 Increase the separation between the equipment and receiver. 

 Connect the equipment into an outlet on a circuit different from that to which the receiver is 

connected. 

 Consult the dealer or an experienced radio/TV technician for help. 

 

Caution: Any changes or modifications not expressly approved by the party responsible for 

compliance could void the user’s authority to operate this equipment.  RF Exposure: A 

distance of 20 cm shall be maintained between the antenna and users, and the transmitter 

may not be co-located with any other transmitter or antenna. 
 

CUR/UR 
This product is recognized per Underwriter Laboratories and Canadian Underwriter Laboratories 1950. 

 

CANADIAN DOC STATEMENT 
This digital apparatus does not exceed the Class B limits for radio noise from digital apparatus set out in 

the Radio Interference Regulations of the Canadian Department of Communications. 

 

Le présent appareil numérique n’émet pas de bruits radioélectriques dépassant les limites applicables aux 

appareils numériques de la classe B prescrites dans le Réglement sur le brouillage radioélectrique édicté 

par le ministère des Communications du Canada. 

 

This Class B digital apparatus complies with Canadian ICES-003. 

 

Cet appareil numérique de la classe B est conformé à la norme NMB-003 du Canada. 

 

CE STANDARDS 
Testing for compliance with CE requirements was performed by an independent laboratory.  The unit 

under test was found compliant with standards established for Class B devices. 
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UL/CSA 
This product is recognized per UL 60950-1, 2nd Edition, 2011-12-19 (Information Technology 

Equipment - Safety - Part 1: General Requirements), CSA C22.2 No. 60950-1-07, 2nd Edition, 

2011-12 (Information Technology Equipment - Safety - Part 1: General Requirements). 

 

ROHS STATEMENT 
When ordered as RoHS compliant, this product meets the Electrical and Electronic Equipment (EEE) 

Reduction of Hazardous Substances (RoHS) European Directive 2002/95/EC.  The marking is clearly 

recognizable, either as written words like “Pb-free,” “lead-free,” or as another clear symbol ( ). 

 

 



0 - Table of Contents 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 10 of 177 (D998200215-22) 

Table of Contents 
Limited Warranty .............................................................................................................................................. 6 

FCC Information ................................................................................................................................................ 8 

CUR/UR............................................................................................................................................................... 8 

CANADIAN DOC STATEMENT ........................................................................................................................... 8 

CE STANDARDS ................................................................................................................................................. 8 

UL/CSA ............................................................................................................................................................... 9 

RoHS STATEMENT ............................................................................................................................................. 9 

Table of Contents ............................................................................................................................................ 10 

1 Introduction ............................................................................................................................................. 14 

1.1 About This Document .................................................................................................................... 14 

1.2 About SDKs ..................................................................................................................................... 14 

1.3 About Terminology ......................................................................................................................... 15 

1.4 About Connections and Data Formats ........................................................................................ 16 

1.5 About Device Features .................................................................................................................. 18 

2 Connection Types .................................................................................................................................... 22 

2.1 How to Use USB Connections (USB Only) ................................................................................... 22 

2.1.1 About USB Reports, Usages, Usage Pages, and Usage IDs ............................................. 23 

2.1.2 How to Send Commands On the USB Connection ............................................................ 24 

2.1.3 How to Receive Data On the USB Connection (HID Only) ................................................ 26 

2.2 How to Use UART and RS-232 Connections (RS-232 Only | UART Only) .............................. 27 

3 Data Formats .......................................................................................................................................... 28 

3.1 How to Use HID Format (HID Only) .............................................................................................. 28 

3.2 How to Use SLIP Format (SLIP Only) ........................................................................................... 29 

3.2.1 Device-Initiated Messages In SLIP Format ........................................................................ 30 

3.2.1.1 Notification Messages In SLIP Format (Extended Notifications Only) ................... 31 

3.2.2 Commands and Responses In SLIP Format ...................................................................... 32 

4 Security Levels ........................................................................................................................................ 33 

4.1 About Message Authentication Codes (MAC) ............................................................................ 33 

4.2 Security Level 2 .............................................................................................................................. 33 

4.3 Security Level 3 .............................................................................................................................. 33 

4.4 Command Behaviors By Security Level ...................................................................................... 33 

5 Encryption, Decryption, and Key Management .................................................................................. 35 

5.1 About Encryption and Decryption ................................................................................................ 35 

5.2 How to Determine the Key ............................................................................................................ 35 

5.3 How to Decrypt Data ...................................................................................................................... 36 

6 Notification Messages Sent from Device to Host (Extended Notifications Only) .......................... 37 

6.1 About Notification Messages........................................................................................................ 37 

6.2 Notification Group 0x03 - EMV L2 (EMV Only) ........................................................................... 39 



0 - Table of Contents 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 11 of 177 (D998200215-22) 

6.2.1 Notification 0x0300 - Transaction Status / Progress Information ................................ 39 

6.2.2 Notification 0x0301 - Display Message Request .............................................................. 41 

6.2.3 Notification 0x0302 - Cardholder Selection Request (EMV Only) .................................. 42 

6.2.4 Notification 0x0303 - ARQC Message ................................................................................ 43 

6.2.5 Notification 0x0304 - Transaction Result Message ......................................................... 44 

6.2.6 Notification 0x0305 - PIN Required (External PIN Accessory Support Only) ................ 45 

7 Commands .............................................................................................................................................. 46 

7.1 About Commands .......................................................................................................................... 46 

7.2 About Result Codes ........................................................................................................................ 47 

7.3 General Commands ....................................................................................................................... 48 

7.3.1 Command 0x00 - Get Property ............................................................................................ 48 

7.3.2 Command 0x01 - Set Property (MAC) ................................................................................. 49 

7.3.3 Command 0x02 - Reset Device (MAC) ............................................................................... 50 

7.3.4 Command 0x09 - Get Current TDES DUKPT KSN ............................................................. 51 

7.3.5 Command 0x15 - Get / Set Security Level (MAC) ............................................................. 52 

7.3.6 Command 0x49 - Send Extended Command Packet (Extended Commands Only) .... 53 

7.3.7 Command 0x4A - Get Extended Response (Extended Commands Only)...................... 55 

7.4 Command Group 0x03 - EMV L2 (EMV Only, Extended Commands Only) ............................ 56 

7.4.1 About MACs............................................................................................................................. 56 

7.4.2 About EMV L2 Transaction Flows (EMV Only) .................................................................... 56 

7.4.3 Extended Command 0x0300 - Initiate EMV Transaction (EMV Only) ............................ 61 

7.4.4 Extended Command 0x0302 - Cardholder Selection Result .......................................... 65 

7.4.5 Extended Command 0x0303 - Online Processing Result / Acquirer Response (EMV 

Only) 67 

7.4.6 Extended Command 0x0304 - Cancel Transaction (EMV Only) ...................................... 69 

7.4.7 Extended Command 0x0305 - Modify Terminal Configuration (MAC) .......................... 70 

7.4.8 Extended Command 0x0306 - Read Terminal Configuration ......................................... 72 

7.4.9 Extended Command 0x0307 - Modify Application Configuration (MAC) ...................... 74 

7.4.10 Extended Command 0x0308 - Read Application Configuration .................................... 76 

7.4.11 Extended Command 0x0309 - Modify Acquirer Public Key CAPK (MAC, EMV ODA 

Only) 78 

7.4.12 Extended Command 0x030A - Read Acquirer Public Key CAPK (EMV ODA Only) ....... 81 

7.4.13 Extended Command 0x030B - Read EMV Kernel Information ....................................... 83 

7.4.14 Extended Command 0x030C - Set Date and Time (MAC) ............................................... 85 

7.4.15 Extended Command 0x030D - Read Date and Time ....................................................... 87 

7.4.16 Extended Command 0x030E - Commit Configuration ..................................................... 89 

7.4.17 Extended Command 0x0312 - Modify Dynamic Reader Limits Configuration (MAC, 

Contactless Only) .................................................................................................................................... 91 



0 - Table of Contents 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 12 of 177 (D998200215-22) 

7.4.18 Extended Command 0x0313 - Read Dynamic Reader Limits Configuration 

(Contactless Only) ................................................................................................................................... 93 

7.4.19 Extended Command 0x0314 - Get EMV Transaction Status (OEM Features Only) ..... 95 

7.4.20 Extended Command 0x0315 - Get Overall Contactless Checksum (Comprehensive 

Checksums Only) .................................................................................................................................... 96 

8 Properties ................................................................................................................................................. 97 

8.1 About Properties ............................................................................................................................. 97 

8.2 Property 0x00 - Firmware ID ........................................................................................................ 97 

8.3 Property 0x01 - USB Serial Number (HID Only | KB Only) ....................................................... 98 

8.4 Property 0x02 - USB Polling Interval (HID Only | KB Only) ...................................................... 99 

8.5 Property 0x03 - Device Serial Number ...................................................................................... 100 

8.6 Property 0x04 - MagneSafe Version Number .......................................................................... 101 

8.7 Property 0x07 - ISO Track Mask ................................................................................................ 102 

8.8 Property 0x0A - USB HID Max Packet Size (HID Only) ............................................................ 103 

8.9 Property 0x10 - Interface Type ................................................................................................... 104 

8.10 Property 0x52 - Host Poll Timeout (HID Only | KB Only) .................................................... 105 

8.11 Property 0x67 - EMV Data Encryption Variant (EMV Only) ................................................. 106 

8.12 Property 0x6E - Mask Service Code (Set Mask Service Code Only) ................................. 107 

8.13 Property 0x72 - EMV Configuration Security (OEM Features Only)................................... 108 

8.14 Property 0x73 - Application Selection Behavior (Application Selection Options Only) . 109 

8.15 Property 0x75 - Apple VAS Support (Apple VAS Only) ........................................................ 111 

Appendix A Examples ............................................................................................................................... 112 

A.1 Command Examples .................................................................................................................... 112 

A.1.1 Example: Configuring a Device Before Encryption Is Enabled (HID Only) ................... 113 

A.1.2 Example: Changing from Security Level 2 to Security Level 3 ..................................... 114 

A.2 About the SDKs and Additional Examples ............................................................................... 116 

Appendix B EMV Message Formats (EMV Only) ................................................................................... 117 

B.1 ARQC Messages (EMV Only) ....................................................................................................... 117 

B.1.1 ARQC Message Format Security Level 2 .......................................................................... 117 

B.1.2 ARQC Message Format Security Level 3 .......................................................................... 120 

B.2 ARPC Response from Online Processing (EMV Only) ............................................................. 122 

B.3 Transaction Result Messages (EMV Only) ................................................................................ 123 

B.3.1 Transaction Result Message Format Security Level 2 ................................................... 124 

B.3.2 Transaction Result Message Format Security Level 3 ................................................... 125 

B.4 Contactless Magnetic Stripe Data (MSD) Tags (Contactless Only) ....................................... 127 

Appendix C EMV Terminal and Application Settings (EMV Only) ....................................................... 128 

C.1 EMV Common Settings ................................................................................................................ 128 

C.1.1 EMV Common Terminal Settings and Defaults ............................................................... 128 

C.1.2 EMV Common Application Settings and Defaults........................................................... 129 

C.2 MCL Settings (Contactless Only) ................................................................................................ 130 

C.2.1 MCL Terminal Settings and Defaults (Contactless Only) ............................................... 130 



0 - Table of Contents 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 13 of 177 (D998200215-22) 

C.2.2 MCL Application Settings and Defaults (Contactless Only) ........................................... 134 

C.3 payWave Settings (Contactless Only) ........................................................................................ 152 

C.3.1 payWave Terminal Settings and Defaults (Contactless Only) ....................................... 152 

C.3.2 payWave Application Settings and Factory Defaults (Contactless Only) .................... 157 

C.3.3 payWave Dynamic Reader Limit Settings and Defaults (Contactless Only) ............... 163 

C.4 Expresspay Settings (Contactless Only) .................................................................................... 165 

C.4.1 Expresspay Terminal Settings and Defaults (Contactless Only) ................................... 165 

C.4.2 Expresspay Application Settings and Defaults (Contactless Only) ............................... 168 

C.4.3 Expresspay Dynamic Reader Limit Settings and Defaults (Contactless Only) ........... 169 

C.5 D-PAS Settings (Contactless Only) ............................................................................................. 170 

C.5.1 D-PAS Terminal Settings and Defaults ............................................................................. 170 

C.5.2 D-PAS Application Settings and Factory Defaults .......................................................... 173 

C.6 UnionPay QuickPass Settings (Contactless Only, QuickPass Support Only) ....................... 175 

C.6.1 UnionPay QuickPass Terminal Settings and Defaults .................................................... 175 

C.6.2 UnionPay QuickPass Application Settings and Factory Defaults ................................. 177 

 

  



1 - Introduction 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 14 of 177 (D998200215-22) 

1 Introduction 

1.1 About This Document 
This document describes how to communicate with Secure Card Reader Authenticator (SCRA) devices 

which implement MagneSafe V5. 

1.2 About SDKs 
MagTek provides convenient SDKs and corresponding documentation for many programming languages 

and operating systems.  The API libraries included in the SDKs wrap the details of the connection in an 

interface that conceptually parallels the device’s internal operation, freeing software developers to focus 

on the business logic, without having to deal with the complexities of platform APIs for connecting to the 

various available connection types, communicating using the various available protocols, and parsing the 

various available data formats.  Information about using MagTek wrapper APIs is available in separate 

documentation, including D99875535 Secure Card Reader Authenticator API PROGRAMMING 

REFERENCE MANUAL. 

 

The SDKs and corresponding documentation include: 

 Functions for sending the direct commands described in this manual 

 Wrappers for commonly used commands that further simplify development 

 Sample source code to demonstrate how to communicate with the device using the direct commands 

described in this manual 

 

To download the SDKs and documentation, search www.magtek.com for “SDK” and select the SDK and 

documentation for the programming languages and platforms you need, or contact MagTek Support 

Services for assistance. 

 

Software developers also have the option to revert to direct communication with the device using libraries 

available in the chosen development framework.  For example, custom software written in Visual Basic 

or visual C++ may make API calls to the standard Windows USB HID driver.  This document provides 

information and support for developing host software using that method. 

 

MagTek has also developed software that demonstrates direct communication with the device, which 

software developers can use to test the device and to which provides a starting point for developing other 

software.  For more information, see the MagTek web site, or contact your reseller or MagTek Support 

Services. 

 

  

http://www.magtek.com/
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1.3 About Terminology 
The general terms “device” and “host” are used in different, often incompatible ways in a multitude of 

specifications and contexts.  For example, “host” may have different a meaning in the context of USB 

communication than in the context of networked financial transaction processing.  In this document, 

“device” and “host” are used strictly as follows: 

 

 Device refers to the Secure Card Reader Authenticator (SCRA) that receives and responds to the 

command set specified in this document.  Devices include Dynamag, eDynamo, and so on. 

 Host refers to the piece of general-purpose electronic equipment the device is connected or paired to, 

which can send data to and receive data from the device.  Host types include PC and Mac 

computers/laptops, tablets, smartphones, teletype terminals, and even test harnesses.  In many cases 

the host may have custom software installed on it that communicates with the device.  When “host” 

must be used differently, it is qualified as something specific, such as “acquirer host” or “USB host.” 

 

Similarly, the word “user” is used in different ways in different contexts.  This document separates users 

into more descriptive categories: 

 The cardholder 

 The operator (such as a cashier, bank teller, customer service representative, or server), and  

 The developer or the administrator (such as an integrator configuring the device for the first time). 

 

Because some connection types, payment brands, and other vocabulary name spaces (notably Bluetooth 

LE, EMV, smart phones, and more recent versions of Windows) use very specific meanings for the term 

“Application,” this document favors the term software to refer to software on the host that provides a user 

interface for the operator. 

 

The combination of device(s), host(s), software, firmware, configuration settings, physical mounting and 

environment, user experience, and documentation is referred to as the solution. 
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1.4 About Connections and Data Formats 
MagneSafe V5 products transmit data using a set of common data formats across a variety of physical connection layers, which can include universal 

serial bus (USB) acting as a keyboard (“USB KB”), USB acting as a vendor-defined HID device (“USB HID”), RS-232, Apple iAP (Lightning or 

USB), bidirectional audio connectors, Bluetooth, Bluetooth LE, and so on.  The set of available physical connection types and the data formats 

available on each connection type is device-dependent.  Table 1-1 shows the physical connection types available on each product, and the data formats 

supported on each connection type for that device.  Details about connection types and formats can be found in section 2 Connection Types and 

section 3 Data Formats.  Section headings in this document include tags that indicate which connection types and/or data formats they apply to. 

Table 1-1 - Device Connection Types / Data Formats 

Product / 

Connection 
Audio 

Bluetooth 
LE GATT 

Bluetooth 
LE GATT 

KB 
Bluetooth 

iAP1 
Lightning 

iAP2 
Lightning 

iAP2 USB 
RS-232 / 

UART 
SPI USB HID USB KB 

BulleT KB    
Streaming 

(MSR data) 
     HID  

BulleT SPP    Streaming        

cDynamo     Streaming       

Dynamag,  
Dynamag Duo,  
USB Enc 
IntelliHead V5 

         HID Streaming 

DynaMAX  GATT Streaming       HID  

DynaPAD          HID Streaming 

DynaWave        SLIP  HID  

eDynamo  GATT        HID  

iDynamo 5     Streaming       

iDynamo 5 
(Gen II) 

     Streaming      

iDynamo 6      SLIP SLIP   HID  

kDynamo      SLIP      
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Product / 

Connection 
Audio 

Bluetooth 
LE GATT 

Bluetooth 
LE GATT 

KB 
Bluetooth 

iAP1 
Lightning 

iAP2 
Lightning 

iAP2 USB 
RS-232 / 

UART 
SPI USB HID USB KB 

mDynamo          HID  

P-series and  
I-65 w/V5 

         HID Streaming 

pDynamo  GATT        HID  

sDynamo      Streaming      

SPI Enc 
IntelliHead V5 

        Streaming   

tDynamo  GATT        HID  

UART Enc 
IntelliHead V5 

       Streaming    

uDynamo TLV         HID  
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1.5 About Device Features 
The information in this document applies to multiple devices.  When developing solutions that use a specific device or set of devices, integrators must 

be aware of each device’s connection types, data formats, features, and configuration options, which affect the availability and behavior of some 

commands.  Table 1-2 provides a list of device features that may impact command availability and behavior.  All section headings in this document 

include tags that indicate which features they apply to. 

Table 1-2 - Device Features 

Feature / Product 
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MSR Swipe Y Y Y Y Y Y N Y Y Y Y Y N N Y Y Y Y Y Y 

MSR Insert N N N N N N N N N N N N N Y N N N N N N 

MSR 3 Tracks Y Y Y Y Y N N Y Y Y Y Y N Y Y Y Y Y Y  

MSR Disable N Y N N N N N N Y N N N N N N N N N N N 

MSR Swap Tracks 1/3 N N Y N N N N N N N N N N N N N N N N N 

MSR Embedded V5 Head N N N N N N N N N Y Y Y N N N Y N Y N N 

MSR Configurabe MSR Variants  Y Y Y Y  N Y Y Y Y Y Y  Y Y  Y   

MSR Configurable MP Variants  N N N Y  N Y N N Y Y Y  Y N  Y   

MSR SureSwipe  N Y Y Y Y N Y N N N N N Y N N N N N N 

MSR JIS Capable  Y Y3 N N N N N Y N N N N N N Y Y N Y  

MSR SHA-1  N Y Y Y Y N Y N N N N N  Y N  N   

MSR SHA-256  N N N N N N N N N N N N N N N  N   

MSR Configurable SHA  N N N Y  N Y N N N N N   N  N   

MSR MagneSafe 2.0       N Y  N N N   N   N   

Configurable Encryption Algorithm N N N N N N N N N N Y N N N N N  N N N 

Set Mask Service Code N N Y2 N N N Y N N N N N N Y2 N N Y2 N N N 

Never Mask Service Code   N2    N Y Y Y Y Y Y N2  Y N2 Y   
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Feature / Product 
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EMV Contact N N N N N N N Y N N Y Y Y N N N N Y N N 

EMV Contactless N N N N N N Y N N N Y Y N N N N N Y N N 

EMV ODA N N N N N N Y Y N N N Y Y N N N N Y N N 

EMV MSR Flow N N N N N N N N N N Y Y N N N N N Y N N 

No EMV MSR Flow Y Y Y Y Y Y Y Y Y Y N N Y Y Y Y Y N Y Y 

EMV Contact Quick Chip N N N N N N N Y4 N N Y Y Y4 N N  N Y N N 

EMV Contactless Quick Chip N N N N N N Y N N N Y Y N N N N N Y N N 

Comprehensive Checksums N N N N N N Y N N N N N N N N N N N N N 

Conserve DUKPT Keys N N N N N N N Y7 N N N N Y7 N N N N N N N 

QuickPass Support N N N N N N Y N N N N N N N N N N N N N 

Apple VAS N N N N N N Y N N N N N N N N N N N N N 

Application Selection Options N N N N N N Y N N N Y Y N N N N N Y N N 

External PIN Accessory Support N N N N N N Y N N N Y N N N N N N N N N 

Keypad Entry N N N N N Y N N N N N N N N N N N N N N 

Fixed Key N N N N N N N N N N N N Y N N N N N N N 

MSR Secondary DUKPT Key N N N N Y N Y Y N N N N Y N Y N N N N Y 

Power Mgt Scheme (PM#) 1 N N N 2 N N 3 N N 7 5 N N 6 N N 5 N 4 

Battery-Backed RTC       N Y  N N N N     N   

OEM Features N N N N N N Y N N N N N N N N N N N N N 

Transaction Validation N N N N N N N N N N N N N N Y N N N N N 

Display N N N N N Y* N N N N N N N N Y N N N N N 

Multi-Language N N N N N N Y N N N Y Y N N N N N Y N N 

Tamper N N N N N N N Y N N N N N N N N N N N N 
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Feature / Product 
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Extended Commands N N N N N N Y Y N N Y Y Y N N N N Y N N 

Extended Notifications N N N N N N Y Y N N Y Y Y N N N N Y N N 

Dual USB Ports N N N N N N N N N N Y N N N N N N Y N N 

Pairing Modes N N N N N N N Y5 N N N N N N Y N N Y N N 

Pairing Mode Control N N N N N N N N N N N N N N N N N Y N N 

Custom Advertising N N N N N N N Y6 N N N N N N Y N N Y N N 

Configurable iAP FID N Y N N N N N N N Y Y Y N N N N N N N N 

Auxiliary Ports N N N N N N N N N N N N Y N N N N N N N 

Configurable Baud Rate N N N N N N N N N N N N N N N N N N Y N 

Configurable Pushbutton N N N N N N N N N N N Y N N N N N Y N N 

External LED Control N N N N N N N N N N N N Y1 N N N N N N N 

Encrypt Bulk Data (b) 120 120 24 24 24 N N 24 120 N N N 24 N N N 120 N 12 24 
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Feature / Product 
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1) This feature is available in mDynamo firmware revision 1000003358D00 (released August 2017) and newer. 

2) This feature was introduced in SPI Encrypting IntelliHead V5 in firmware version 21042876C01 released July 2017, P-series and I-

65 w/V5 in firmware version 21165822E01 released March 2018, Dynamag and USB Encrypting IntelliHead V5 in firmware 

version 21042840K00 released January 2019. 

3) This feature is available in Dynamag and USB Enc IntelliHead V5 firmware version 21042840K00 (released January 2019) and 

newer. 

4) EMV Contact Quick Chip is available in mDynamo firmware revision 1000003358F01 (released December 2017), eDynamo 

firmware revision 1000003354F00 (released October 2018), and newer. 

5) Pairing Modes feature is available in eDynamo firmware revision 1000002650B01 and newer, except Bluetooth LE Property 0x13 

which was added in 1000002650C01. 

6) Custom Advertising feature is available in eDynamo firmware revision 1000002650C02 and newer, except Bluetooth LE Property 

0x08 Configuration Bits “Never Advertise” and “USB Power Not Exit Airplane Mode” which were added in 1000002650C01. 

7) This feature is only supported by the eDynamo starting with firmware revision 1000003354J00 and mDynamo starting with 

firmware revision 1000003358G01. 
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2 Connection Types 
Table 1-1 on page 16 includes a list of connection types available for each device.  The following 

subsections provide details developers will need to communicate with the device using each connection 

type. 

2.1 How to Use USB Connections (USB Only) 
These USB devices conform to the USB specification revision 1.1.  They also conform to the Human 

Interface Device (HID) class specification version 1.1.  This document assumes the reader is familiar with 

USB HID class specifications, which are available at www.usb.org.  MagTek strongly recommends 

becoming familiar with that standard before trying to communicate with the device directly via USB. 

 

These devices are full-speed, high-powered USB devices that draw power from the USB bus they are 

connected to.  They enter and wake up from Suspend mode when directed to do so by the USB host.  

They do not support remote wakeup. 

 

When connecting via USB, MagneSafe V5 devices connect to the USB host either as a vendor-defined 

HID device (“HID”) or as an HID Keyboard Emulation device (“KB”), depending on the device type and 

configuration.  Details for using the device in each of these modes are provided in the sections that 

follow.  In addition to connecting to the USB host as different USB device types depending on their 

mode, the device can transmit data in different formats (see section 3 Data Formats).  To decode data 

coming from HID devices, see section 3.1 How to Use HID Format (HID Only). 

 

The devices have an adjustable endpoint descriptor polling interval value that can be set to any value in 

the range of 1ms to 255ms.  To change the setting, use Property 0x02 - USB Polling Interval (HID 

Only | KB Only). 

 

MagneSafe V5 devices identify themselves to the host with MagTek’s vendor ID 0x0801 and a Product 

ID (PID) from this list: 

 tDynamo reports 0x001C. 

 kDynamo reports 0x001D. 

 DynaWave reports 0x001E. 

 MSR Swipe devices report PID 0x0011 when in HID mode. 

 MSR Insert devices report PID 0x0013 when in HID mode. 

 Audio devices report PID 0x0017 when in HID mode. 

 Devices that implement a combination of EMV Contact / EMV Contactless / MSR swipe report PID 

0x0019 when in HID mode. 

 EMV-only devices (such as mDynamo and DynaWave) report PID 0x001A when in HID mode. 

 All devices report PID 0x0001 when in KB mode. 

 Wireless USB device dongles report PID 0x0011 when in HID mode. 

 Wireless USB device dongles report PID 0x0001 when in KB mode. 

 Wireless USB devices report PID 0x0014 when plugged directly into the host with a USB cable. 

 

  

http://www.usb.org/
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2.1.1 About USB Reports, Usages, Usage Pages, and Usage IDs 

All USB HID devices send and receive data using Reports.  Each report can contain several sections, 

called Usages, each of which has its own unique four-byte (32-bit) identifier.  The two most significant 

bytes of a usage are called the usage page, and the two least significant bytes are called the usage ID.  

Vendor-defined HID usages must have a usage page in the range 0xFF00 - 0xFFFF, and it is common 

practice for related usage IDs share the same usage page.  For these reasons, all usages for MagneSafe V5 

devices use vendor-defined usage page 0xFF00, Magnetic Stripe Reader. 

 

HID reports used by the host can be divided into two types: 

 Feature Reports, which the host uses to send commands to the device.  Feature reports can be further 

subdivided into Get Feature and Set Feature types.  MagneSafe V5 devices only use one feature 

report. 

 Input Reports are used by the device to send unsolicited notifications to the host when the device’s 

state changes, or to send asynchronous responses to the host when a command completes.  The device 

commonly uses input reports when reporting unpredictable cardholder interactions, or when a 

command takes more time for the device to process than is reasonable for the host to wait on a 

blocking call for the device to acknowledge completion. 

 

For information about using feature reports to send commands to the device and receive responses from 

the device, see section 2.1.2 How to Send Commands On the USB Connection.  For information about 

receiving unsolicited data from the device via Input Reports, see section 2.1.3 How to Receive Data On 

the USB Connection (HID Only). 
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2.1.2 How to Send Commands On the USB Connection 

Because many MagneSafe V5 devices support connection types beyond USB, this documentation 

abstracts host-device communication by referring to Commands, which are most often a pairing of a 

Request from the host and a corresponding Response from the device  This section explains how these 

terms apply when using the USB HID connection. 

 

When the device is connected to the host via USB, regardless of whether it identifies and operates as a 

vendor-defined HID device or as a keyboard, the host sends a Set Feature Report to the device to send 

the requests for Commands, and sends a Get Feature Report to the device to retrieve a synchronous 

response when appropriate.  All reports use Usage Page 0xFF00, Usage ID 0x20, and no Feature Report 

ID (Extended Commands Only) or, on devices that support Extended Commands, Feature report ID 0x01. 

 

The host should send both Feature Report types using the default Control pipe using a blocking call to the 

operating system’s native USB libraries.  The device NAKs the Status page of a Set Feature Report until 

it finishes the requested operation, and if it does not respond, the operating system will generally time out 

and report failure.  This method ensures that as soon as the device has fulfilled the command request 

embedded in the Set Feature Report, the host software can immediately call a follow-up Get Feature 

Report to retrieve the command response, if one is required, and that the host software will not hang on a 

blocking call indefinitely. 

 

The host should follow this general command sequence to send a request and receive a response: 

1) Choose the command to invoke from section 7 Commands.  Every command has a corresponding 

Command Number listed in the header of its documentation section. 

2) Construct a Command Request Data value using the Request table in the documentation for the 

command. 

3) Determine the length of the Command Request Data value, referred to as the Command Request 

Data Length. 

4) Examine the device’s Report Descriptor to determine what payload length the device expects for a 

Set Feature Report and Get Feature Report (the operating system libraries may refer to this length 

as the “Report Length” or “Report Count”). 

5) Pad the Command Request Data value with 0x00 so the total length of the payload is consistent 

with the Set Feature Report’s Report Length / Report Count. 

6) Construct a Set Report Structure using Table 7-1 in section 7.1 About Commands. 

7) Send a Set Feature Report containing the finalized padded Set Report Structure.  The call to send 

the report may succeed, fail on a timeout, or fail for some other reason. 

8) If the call succeeds, send a Get Feature Report to retrieve the device’s response in the Get Report 

Structure shown in Table 7-2 in section 7.1 About Commands. 

9) Parse the Get Report Structure, and truncate the Command Response Data field to the provided 

Command Response Data Length. 

10) Examine the Result Code, which is a one-byte value the device sends to indicate success or the 

failure mode of the command.  See section 7.2 About Result Codes for more detail. 

11) Parse the truncated Command Response Data field using the Response table in the documentation 

for the command. 

 

In very rare cases, the host may simply send a Get Feature Report directly without a preceding Set 

Feature Report.  The Commands documentation specifies these special cases if they exist. 

 

(Extended Commands Only) 
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Commands that use two-byte Command Numbers are called Extended Commands.  Generally these are 

commands that require a Data Length that is longer than the number of bytes available in a single report.  

The host must call these commands using Command 0x49 - Send Extended Command Packet 

(Extended Commands Only).  Similarly, commands that send responses greater than the number of 

bytes available in a single report require the host to use Command 0x4A - Get Extended Response 

(Extended Commands Only) to retrieve Extended Responses.  See the documentation for those two 

commands for details about how Extended Commands and Extended Responses work. 
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2.1.3 How to Receive Data On the USB Connection (HID Only) 

When the device communicates with the host as a vendor-defined HID device, it sends unsolicited 

messages such as card data to the host via one or more Input Reports, which are asynchronous data 

packets (i.e., events) sent from the device to the host using the USB Interrupt IN pipe.  Events occur 

when the device state changes or when an asynchronous command (such as a command that requires 

cardholder interaction) has reached a pre-defined event, such as completion.  Per the USB HID standard, 

the host polls the device on a regular Polling Interval to see if it has input data available to send.  If the 

device does not, it responds to the poll with a USB NAK. 

 

(Extended Notifications Only) 

The remainder of this section provides important information about compatibility between 

host software designed for other MagneSafe V5 devices and this device. 
 

Devices that support Notification Messages Sent from Device to Host (Extended Notifications Only) 

implement a HID input report specifically for sending notification message packets.  Because the USB 

HID specification requires any device with more than one report of the same type to use HID report 

identifiers, such devices include a report identifier with every report: 

 Notification Messages Sent from Device to Host (Extended Notifications Only) use Input Report 

ID 2 for asynchronous notifications [see section 6]. 

 

Host software written for devices that support notification messages must specify these report identifiers 

when sending or retrieving reports to communicate with the device.  Some pre-existing host software for 

Windows may expect to see report identifier zero, which the platform APIs may send when report IDs are 

not in use; this may need to change for compatibility with devices that use Extended Notifications. 

 

The host can determine the size of notification message packet Input Reports by looking at the HID report 

descriptor.  Notification message packet reports are generally 63 bytes long.  If a notification message 

can’t fit into one packet, the device sends multiple packets, each containing the notification message 

packet format in Table 6-2 and partial notification message data. 

 

The host can locate a specific data element in a notification input report by finding the corresponding 

Usage and interpreting its contents as binary data.  For example, upon receiving an input report with ID 2, 

the host software can find the message payload as follows: 

1) Knowing from section 2.1.1 that the device uses usage page 0xFF00, and knowing from the “Where 

to Find Value” column in the first table of section 6.1 that the desired data is found in the usage with 

Usage ID 0x0020, call the platform’s USB SDK to retrieve the data from usage 0xFF000020 in 

the input report. 

2) Interpret the blob of data from that Usage according to the second table in section 6.1. 
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2.2 How to Use UART and RS-232 Connections (RS-232 Only | UART Only) 
When the device is communicating with the host via a serial connection [RS-232 UART or logic level 

UART, see Property 0x10 - Interface Type], it uses one of two formats.  See section 1.4 About 

Connections and Data Formats to determine which of these format rules the device uses: 

 Devices identified in Table 1-1 as using SLIP format use that format to send and receive commands 

and send command responses.  See section 3.2 How to Use SLIP Format. 
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3 Data Formats 

3.1 How to Use HID Format (HID Only) 
When the device and host are communicating in vendor-defined HID mode, data comes from the device 

as described in section 2.1.3 How to Receive Data On the USB Connection (HID Only).  The host 

software can retrieve the incoming data by examining the various usages in the report(s).  For details 

about which usages to examine and how to interpret the data, see section 6 Notification Messages Sent 

from Device to Host (Extended Notifications Only). 
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3.2 How to Use SLIP Format (SLIP Only) 
When the host and device exchange data using SLIP format, all messages are composed of a series of 

binary values between 0x00 and 0xFF. 

 

The SLIP format is defined in Part D, Section 3 of Specification of the Bluetooth System, Host 

Controller Interface, Volume 4, which is available at 

https://www.bluetooth.org/Technical/Specifications/adopted.htm.  Note the reference to bluetooth.org is 

intentional, and the specification does indeed apply to other device connection types. 

 

Host software should begin and end commands with SLIP’s frame delimiter C0, and must take into 

account SLIP escape sequences that deal with occurrences of C0 inside the SLIP data frame: 

 If outbound data contains the byte value C0, software should encode it into SLIP as DB DC; if 

inbound SLIP data contains the byte sequence DB DC, software should decode it to C0. 

 If outbound data contains the byte value DB, software should encode it into SLIP as DB DD; if 

inbound SLIP data contains the byte sequence DB DD, software should decode it to DB. 

 

The data size for command data and card data may increase with firmware updates, so the 

host software should be able to adapt to this.  Adapting can be as simple as ignoring any 

extra data bytes that are not understood or expected. 
 

  

https://www.bluetooth.org/Technical/Specifications/adopted.htm
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3.2.1 Device-Initiated Messages In SLIP Format 

When using SLIP format, the device may send Notification Messages Sent from Device to Host 

(Extended Notifications Only) in either normal or Run-Length Encoded (RLE) compressed format, 

depending on whether RLE would help compress the data or not.  The host software should understand 

both formats.  The first byte of the incoming message is a message type field, which indicates what type 

of data the device is sending and whether the data is RLE compressed, as follows: 

 0x02 = Notification Uncompressed, which indicates the Notification Data contains an uncompressed 

notification message [see section 6 Notification Messages Sent from Device to Host (Extended 

Notifications Only)]. 

 0x03 = Notification RLE, which indicates the Notification Data contains a run-length-encoded 

compressed notification message [see section 6 Notification Messages Sent from Device to Host 

(Extended Notifications Only) and the information below about RLE decoding]. 

 

The device implements RLE encoding of Notification Message data as follows: 

1) Any byte that is repeated more than once consecutively is run length encoded.  Bytes that are not 

repeated stay as-is. 

2) Repeated bytes are run-length encoded by repeating the byte twice, followed by the number of times 

the byte was repeated in the original data. 

3) The maximum length of an encoded run is 255, so runs larger than 255 bytes are encoded as multiple 

runs of 255 bytes each until the last run. 

 

For example, the data 0x44 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x55 0x055 0x66 

0x00 0x00 is encoded as 0x44 0x55 0x55 0x09 0x66 0x00 0x00 0x02.  A run of 260 

0x00 bytes would be encoded as 0x00 0x00 0xFF 0x00 0x00 0x05. 
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3.2.1.1 Notification Messages In SLIP Format (Extended Notifications Only) 

Uncompressed Notification Messages Sent from Device to Host (Extended Notifications Only) are 

wrapped in the following block: 

Table 3-1 - SLIP Format Notification Uncompressed Wrapper 

Bit  7 6 5 4 3 2 1 0 

Byte 0 SLIP frame delimiter = 0xC0 

Byte 1 Message Type = 0x02 Notification Uncompressed 

Bytes 2..3 Length of Notification Message field, in big endian order 

Bytes 4..n Notification Message as defined in section 6.1 About Notification Messages 

Byte n+1  SLIP frame delimiter = 0xC0 

 

RLE encoded Notification Messages Sent from Device to Host (Extended Notifications Only) are 

wrapped in the following block: 

Table 3-2 - SLIP Format Notification RLE Wrapper 

Bit  7 6 5 4 3 2 1 0 

Byte 0 SLIP frame delimiter = 0xC0 

Byte 1 Message Type = 0x03 = Notification RLE 

Bytes 2..3 Length of uncompressed Notification Message field, in big endian order 

Bytes 4..n 
RLE encoded Notification Message as defined in section 6.1 About Notification 

Messages 

Byte n+1  SLIP frame delimiter = 0xC0 
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3.2.2 Commands and Responses In SLIP Format 

When the device and host are using SLIP format for commands and responses, the host software should 

wrap all commands in the following block: 

Table 3-3 - SLIP Format Command Request Wrapper 

Bit  7 6 5 4 3 2 1 0 

Byte 0 SLIP frame delimiter = 0xC0 

Byte 1 Message Type = 0x05 Command Request 

Bytes 2..3 Length of Command Request Message field, in big endian order 

Bytes 4..n Command Request Message from Table 7-1 in section 7.1 About Commands 

Byte n+1  SLIP frame delimiter = 0xC0 

 

The device wraps all command responses in the following block: 

Table 3-4 - SLIP Format Command Response Wrapper 

Bit  7 6 5 4 3 2 1 0 

Byte 0 SLIP frame delimiter = 0xC0 

Byte 1 
Message Type = 0x04 Command Response Normal, which indicates the payload contains 

an uncompressed command response message. 

Bytes 2..3 Length of Command Response Message field, in big endian order 

Bytes 4..n Command Response Message from Table 7-2 in section 7.1 About Commands 

Byte n+1  SLIP frame delimiter = 0xC0 
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4 Security Levels 
Devices can be configured to operate at different Security Levels, which affects the host software’s ability 

to modify Properties, and the host software’s ability to execute certain Commands.  The Security Level 

can be increased by sending commands to the device, but can never be decreased.  The sections below 

provide details about how each security level affects device behavior. 

4.1 About Message Authentication Codes (MAC) 
Commands in this manual that are tagged “MAC” are privileged commands.  If the device is set to a 

Security Level higher than Security Level 2, the host software must calculate and append a four-byte 

Message Authentication Code (“MAC”) to the Data field of the message, extending the length of the field 

by 4 bytes, to prove the sender is authorized to execute that command.  If the device is set to Security 

Level 2, the device ignores the MAC field and the Device Serial Number field and the host can set them 

to all zeroes.  If a MAC is required but not present or incorrect, the device returns 0x07. 

 

In most cases, the host must calculate the MAC using the current DUKPT Key (which can be retrieved 

using Command 0x09 - Get Current TDES DUKPT KSN to get a reference to the key).  In some cases, 

documented in the commands that are affected by it, the host must compute the MAC using the UIK 

installed in the device.  In cases where only MagTek knows the UIK, MagTek must be involved to 

populate the MAC field. 

 

The host must calculate the MAC over the whole command per ISO 9797-1, MAC Algorithm 3, Padding 

Method 1, using the Message Authentication, request or both ways variant as specified in ANS X9.24-

1:2009, Annex A.  Data supplied to the MAC algorithm should be provided in raw binary form, not 

converted to ASCII-hexadecimal. 

 

Upon successfully completing a MACed command that used the DUKPT key, the device advances the 

DUKPT Key. 

 

The serial number value included with MACs is always 16 bytes long.  The 16th byte always contains 

0x00.  If the serial number is less than 15 bytes, it is left-justified and padded with binary zeroes. 

4.2 Security Level 2 
Security Level 2 is the least secure mode.  In this mode, keys are loaded but the device does not require 

the host software to use them for most operations:  Keys are used/needed to load new keys and to move to 

Security Level 3 or 4, but all other properties and commands are freely usable.  The host can use 

Command 0x15 - Get / Set Security Level (MAC) to determine the device’s current security level. 

4.3 Security Level 3 
At Security Level 3, many commands require security; most notably Command 0x01 - Set Property 

(MAC).  See section 4.1 About Message Authentication Codes (MAC) for details.  The host can use 

Command 0x15 - Get / Set Security Level (MAC) to determine the device’s current security level. 

 

Security Level 3 also enables encryption of data and inclusion of encrypted data where it may have been 

left out at a lower security level.  For a list of specific data the device encrypts at this security level and 

how the host can decrypt it, see section 5 Encryption, Decryption, and Key Management. 

4.4 Command Behaviors By Security Level 
Table 4-1 shows the commands that are affected by the device’s security level.  Commands that are not 

affected by the security level are not listed.  The key is as follows: 

 Y means the command can run at the specified security level. 
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 N means the command is prohibited at the specified security level. 

 C means the customer may specify Y or S for that command when ordering. 

 S means the command is secured [may require MACing, see section 4.1 About Message 

Authentication Codes (MAC)]. 

 * indicates Command 0x02 - Reset Device has special behavior.  If an Authentication sequence has 

failed, only a correctly MACed Command 0x02 - Reset Device (MAC) can be used to reset the 

device.  This is to prevent a dictionary attack on the keys and to minimize a denial of service (DoS) 

attack. 

Table 4-1 - Command Behaviors At Each Security Level 

Command Level 2 Level 3 

Any command that is not listed in this table works the same at all Security 

Levels. 
Y Y 

Command 0x01 - Set Property (MAC) Y S 

Command 0x02 - Reset Device (MAC) Y * 

Command 0x15 - Get / Set Security Level (MAC) S S 

Extended Command 0x0300 - Initiate EMV Transaction (EMV Only) N Y 

Extended Command 0x0302 - Cardholder Selection Result N Y 

Extended Command 0x0303 - Online Processing Result / Acquirer Response 

(EMV Only) 
N Y 

Extended Command 0x0304 - Cancel Transaction (EMV Only) N Y 

Extended Command 0x0305 - Modify Terminal Configuration (MAC) N S 

Extended Command 0x0307 - Modify Application Configuration (MAC) N S 

Extended Command 0x0309 - Modify Acquirer Public Key CAPK (MAC, 

EMV ODA Only) 
N S 

Extended Command 0x030C - Set Date and Time (MAC) N S 

Extended Command 0x030E - Commit Configuration N Y 
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5 Encryption, Decryption, and Key Management 

5.1 About Encryption and Decryption 
Some data exchanged between the device and the host is encrypted.  This includes parts of the ARQC 

Messages (EMV Only) and Transaction Result Messages (EMV Only).  To decrypt this data, the host 

must first determine what key to use, then decrypt the data. 

5.2 How to Determine the Key 
When the device and the host are using TDES DUKPT key management and the device is encrypting data 

(see Security Levels), the host software must do the following to generate a key (the “derived key”) to 

use for decryption: 

1) Determine the value of the Initial Key loaded into the device.  The lookup methods the host 

software uses depend on the overall solution architecture, and are outside the scope of this document.  

However, most solutions do this in one of two ways, both of which use the Initial Key Serial Number 

that arrives with the encrypted data (see Command 0x09 - Get Current TDES DUKPT KSN for 

details about interpreting the KSN): 

a) Look up the value of the Base Derivation Key using the Initial KSN portion of the current KSN 

as an index value, then use TDES DUKPT algorithms to calculate the value of the Initial Key; or  

b) Look up the value of the Initial Key directly, using the Initial KSN portion of the current KSN as 

an index value. 

2) Derive the current key.  Apply TDES DUKPT algorithms to the Initial Key value and the encryption 

counter portion of the KSN that arrives with the encrypted data. 

3) Determine which variant of the current key the device used to encrypt.  The variants are defined 

in ANS X9.24-1:2009 Annex A, which programmers of host software must be familiar with.  Which 

variant the host should use depends on the type of data the host is decrypting or encrypting, and on 

device settings: 

a) EMV data is encrypted according to the setting in Property 0x67 - EMV Data Encryption 

Variant (EMV Only). 

4) Use the variant algorithm with the current key to calculate that variant. 

5) Decrypt the data according to the steps in section 5.3 How to Decrypt Data. 
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5.3 How to Decrypt Data 
For encrypted EMV data in ARQC Messages (EMV Only) and Transaction Result Messages (EMV 

Only), the device begins by encrypting the first 8 bytes of clear text track data.  The 8-byte result of this 

encryption is placed in an encrypted data buffer.  The process continues using the DES CBC (Cipher 

Block Chaining) method with the encrypted 8 bytes XORed with the next 8 bytes of clear text.  That 

result is placed in next 8 bytes of the encrypted data buffer, and the device continues until all clear text 

bytes have been encrypted.  If the final block of clear text contains fewer than 8 bytes, the device pads the 

end of the block to make 8 bytes.  After the final clear text block is XORed with the prior 8 bytes of 

encrypted data, the device encrypts it and places it in the encrypted data value.  No Initial Vector is used 

in the process. 

 

The host must decrypt the data in 8 byte blocks, ignoring any final unused bytes in the last block.  When a 

value consists of more than one block, the host should use the CBC method to decrypt the data by 

following these steps: 

1) Start decryption on the last block of 8 bytes (call it block N) using the key. 

2) XOR the result of the decryption with the next-last block of 8 bytes (block N-1). 

3) Repeat until reaching the first block. 

4) Do not XOR the first block with anything. 

5) Concatenate all blocks. 

6) Determine the expected length of the decrypted data.  In some cases this may be a standard field 

length, and in other cases the expected data length may accompany the encrypted data.  When 

decrypting track data where no length is available, the host software can use the End Sentinel to find 

the actual end of the data (ignoring the padding at the end, which contains all zeroes). 

7) Truncate the end of the decrypted data block to the expected data length, which discards the padding 

at the end. 
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6 Notification Messages Sent from Device to Host (Extended 

Notifications Only) 

6.1 About Notification Messages 
This section provides detail about unsolicited generic notification messages the device sends to the host.  

Each subsection is tagged with the features, connection types, and data formats for which it is relevant. 

 

Notification messages may be split into multiple packets, each containing a portion of the complete 

notification message.  This allows notification messages to exceed the maximum packet sizes of the 

connection type and data format.  After the host receives a complete notification message, it will have a 

notification identifier, a complete data length, and a complete notification message data field. 

 

How the host interprets incoming packets to find the data detailed in this section depends on the 

connection type (see section 2 Connection Types) and the data format (see section 3 Data Formats).  All 

packets arrive at the host in the format-dependent structure shown in Table 6-1.  Each incoming packet 

can be interpreted using Table 6-2.  The notification message can be interpreted by first assembling all 

packets pertaining to the notification message, then looking up the corresponding Notification Identifier 

in the sections that follow. 

Table 6-1 - How Notification Message Packets Arrive 

Format Where to Find Value 

HID Report identifier 2, Usage identifier 0x20 

Streaming N/A 

TLV N/A 

GATT/SLIP For SLIP, see section 3.2 How to Use SLIP Format (SLIP Only). 

Table 6-2 - Structure of Packets That Form a Notification Message 

Offset Field Name Description 

0..1 
Partial Data 

Length 

The length of the Data field contained in the current message.  This field is in 

big endian format.  If this value is not equal to the Complete Data Length, the 

device is sending the notification using multiple packets. 

2..3 Data Offset 

The offset position in bytes within the entire assembled notification where the 

first byte of the current packet’s Data field is located.  This field is in big endian 

format.  The first byte of the entire notification’s Data is at offset zero. 

4..5 
Notification 

Identifier 

The type of notification being sent.  This field is in big endian format.  The 

value corresponds to the notification identifier numbers in the headings of the 

subsections of section 6 Notification Messages Sent from Device to Host 

(Extended Notifications Only).  In many cases, two-byte notification identifiers 

are assigned such that the high byte indicates a group of related commands, and 

the low byte specifies a command within that group. 

6..7 
Complete 

Data Length 

The total length of data for the entire notification message, summing all Partial 

Data Lengths for multiple packets.  This field is in big endian format.  If this 

value is not equal to the Partial Data Length of the current packet, the device is 

sending the data using multiple packets. 
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Offset Field Name Description 

8..n Data 
May contain part or all of the notification data.  The size of this field is 

contained in the Partial Data Length field. 
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6.2 Notification Group 0x03 - EMV L2 (EMV Only) 
Notification Group 0x03 is reserved for EMV L2 notifications that support Command Group 0x03 - 

EMV L2 (EMV Only, Extended Commands Only).  For more information about the general flow of 

EMV transactions, see section 7.4 Command Group 0x03 - EMV L2 (EMV Only, Extended 

Commands Only). 

6.2.1 Notification 0x0300 - Transaction Status / Progress Information 

The device sends the host this notification to report progress during an EMV transaction the host has 

initiated using Extended Command 0x0300 - Initiate EMV Transaction (EMV Only).  The granularity 

of notifications is designed to give specific information about transaction steps that involve interaction 

with either the cardholder or the host.  More information about when the device sends this notification to 

the host can be found in the documentation for that command. 

 

Some devices also send this notification outside the context of an EMV transaction to more generally 

notify the host that a card has been removed. 

Notification Data 

Offset Field Name Value 

0 Event 

Indicates the event that triggered this notification: 

0x00 = No events since start of transaction 

0x01 = Reserved 

0x02 = Payment Method Communication Error / Data Error 

0x03 = Transaction Progress Change 

0x04 = Waiting for Cardholder Response 

0x05 = Timed Out 

0x06 = End of Transaction 

0x07 = Host Cancelled Transaction 

0x08 = Reserved 

 

(Contactless Only) 

0x09 = Contactless Token Detected, Powering Up Card 

1 
Current Operation 

Time remaining 

Indicates the remaining time available, in seconds, for the indicated 

operation to complete.  The host specifies this timeout when calling 

Extended Command 0x0300 - Initiate EMV Transaction (EMV Only). 
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Offset Field Name Value 

2 

Current 

Transaction 

Progress Indicator 

This one-byte field indicates the current processing stage for the 

transaction: 

0x00 = No Transaction In Progress 

0x01 = Waiting for Cardholder to Present Payment 

0x02 = Powering Up Card / Reading Magnetic Stripe 

0x03 = Selecting the Application 

0x04 = Reserved 

0x05 = Waiting for Cardholder Application Selection 

0x06 = Initiating Application 

0x07 = Reading Application Data 

0x08 = Offline Data Authentication 

0x09 = Process Restrictions 

0x0A = Cardholder Verification 

0x0B = Terminal Risk Management 

0x0C = Terminal Action Analysis 

0x0D = Generating First Application Cryptogram 

0x0E = Card Action Analysis 

0x0F = Online Processing 

0x10 = Waiting for Online Processing Response 

0x11 = Transaction Complete 

0x12 = Transaction Error 

0x13 = Transaction Approved 

0x14 = Transaction Declined 

0x15 = Reserved 

0x16 = Reserved 

0x17 = Reserved 

0x18 = Reserved 

0x19 = Reserved 

0x1A = Empty Candidate List 

0x1B = Application Blocked 

0x91 = Host Canceled EMV Transaction Before Card Was Presented 

 

(Contactless Only) 

0x1C = Start Emulating Contactless LED.  When using devices that do not 

have a four integrated LEDs, the host can use this event to begin showing 

an emulated LED sequence, implementing EMV contactless user interface 

guidelines using the host’s display or external LEDs. 

0x28 = Contactless Application Selection Failed 

0x29 = Contactless Remove Card 

0x2A = Collision Detected 

0x2B = Refer to Mobile.  The cardholder’s mobile device is prompting for 

additional cardholder interaction. 

0x2C = Contactless Transaction Complete 

0x2D = Reserved 

0x2E = Wrong Card Type (MSD or EMV) 

0x2F = No Application Interchange Profile (Tag 82) Received 

3..4 Final Status TBD 
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6.2.2 Notification 0x0301 - Display Message Request 

The device sends this notification to request that the host display a message for the cardholder.  The host 

should display the message. 

Notification Data 

Offset Field Name Value 

0 Message 

This is an array of bytes that should be displayed by the host on its display 

exactly as received.  If the message is too long to fit on a single line it may be 

split to multiple lines if the host wishes.  Messages are limited to 1024 bytes.  If 

the message is zero length, this is a request for the host to clear the display. 
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6.2.3 Notification 0x0302 - Cardholder Selection Request (EMV Only) 

This notification is used to inform the host that a cardholder selection is needed before the device can 

continue processing the current transaction.  The host should prompt the cardholder to select an item from 

the menu, then send Extended Command 0x0302 - Cardholder Selection Result to inform the device 

that the transaction can proceed with the selected result. 

 

Offset Field Name Value 

0 
Selection 

Type 

This field specifies what kind of selection request this is: 

0x00 = Application Selection 

0x01 = Language Selection 

1 Timeout 

Specifies the maximum time, in seconds, allowed to complete the selection 

process.  If this time is exceeded, the host should send Extended Command 

0x0302 - Cardholder Selection Result with the Selection Status field set to 

0x02 (Cardholder Selection Request aborted, timeout) after which the 

transaction is aborted and an appropriate Transaction Status is available.  

Value 0 (Cardholder Selection Request completed) is not allowed in this case. 

2 Menu Items 

This field is variable length and is a collection of null-terminated strings 

(maximum 17 strings).  The maximum length of each string is 20 characters, 

not including a Line Feed (0x0A) character that may be in the string.  The 

last string may not have the Line Feed character. 

 

The first string is a title and should not be considered for selection. 

 

It is expected that the host displays the menu items to the cardholder, then, 

after the cardholder makes a selection, call Extended Command 0x0302 - 

Cardholder Selection Result to return the number of the item the cardholder 

selected, which should be between 1 and the number of menu selection items 

being displayed.  The first item, 0, is the title only. 
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6.2.4 Notification 0x0303 - ARQC Message 

The device uses this notification to send ARQC data for the host to process.  After the host processes the 

ARQC data, it should send Extended Command 0x0303 - Online Processing Result / Acquirer 

Response to inform the device it can proceed with the transaction. 

Table 6-3 - Notification Data, ARQC Message 

Offset Field Name Value 

0 
Message 

Length 

Two byte binary, most significant byte first.  This gives the total length of the 

ARQC message that follows, excluding padding and CBC-MAC. 

2 
ARQC 

Message 

See Property 0x68 – EMV Message Format and Appendix B.1 ARQC 

Messages (EMV Only).  The host is expected to use this data to process a 

request. 

 

  



6 - Notification Messages Sent from Device to Host (Extended Notifications Only) 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 44 of 177 (D998200215-22) 

6.2.5 Notification 0x0304 - Transaction Result Message 

The device sends this notification to provide the host with final information from the transaction.  It 

usually includes data and an indication of whether a signature is required. 

Table 6-4 - Notification Data, Transaction Result Message 

Offset Field Name Value 

0 
Signature 

Required 

This field indicates whether a cardholder signature is required to complete the 

transaction: 

0x00 = No signature required 

0x01 = Signature required 

 

If a signature is required, the host should acquire the signature from the 

cardholder as part of the transaction data. 

1 Data Length 
Two byte binary, most significant byte first.  This gives the total length of the 

Data message that follows, excluding padding and CBC-MAC. 

3 Data 

See Appendix B.3 Transaction Result Messages  and Property 0x68 – EMV 

Message Format.  It is expected that the host will save this data as a record of 

the transaction. 
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6.2.6 Notification 0x0305 - PIN Required (External PIN Accessory Support Only) 

The device sends this notification when running Extended Command 0x0300 - Initiate EMV 

Transaction (EMV Only) if its communication with card indicates the transaction requires the 

cardholder to enter a PIN.  In response, the host should coordinate PIN entry from the cardholder using an 

external PIN entry accessory, and use that PIN data in its communication with the payment processor.  

The host should not share the PIN information with the device. 

 

This notification does not apply to transactions where the cardholder has swiped a magnetic stripe card.  

In this case, the card verification method (CVM) requirements must be determined and enforced by the 

host software. 

Notification Data 

Offset Field Name Value 

0 Reserved Reserved for future use 

1 
Application 

Name 

Contains the application name (often the payment brand name) reported by the 

card, terminated with a line feed (0x0A).  The value is based on the contents of 

tag 9F12 (Application Preferred Name) if available, or tag 50 (Application 

Label) if 9F12 is not available. 
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7 Commands 
This section describes the commands available on the device.  Each command’s section heading indicates 

the Connection Types, Data Formats, and device features (see section 1.5 About Device Features) that 

are relevant to it. 

7.1 About Commands 
Regardless of connection type and data format, all MagneSafe V5 devices use common structures to 

receive command request messages from the host and to send command response messages back.  For 

information about connection-specific wrappers for these commands, see section 2 Connection Types. 

Table 7-1 - Command Request Message (Host Sends to Device to Initiate a Command) 

Offset Field Name 

0 Command Number 

1 Command Request Data Length 

2..n 

Maximum / fixed length depends on device and connection type. 
Command Request Data 

 

Command Number is a one byte value that contains the requested command number.  Section 7 

Commands lists all available commands. 

 

Command Request Data Length is a one byte value that contains the length of the Command Request 

Data field. 

 

Command Request Data contains command data as defined in the documentation for the selected 

command in section 7 Commands. 

Table 7-2 - Command Response Message (Host Sends to Device to Retrieve Data or Responses) 

Offset Field Name 

0 Result Code 

1 Command Response Data Length 

2..n Command Response Data 

 

Result Code is a one-byte value the device sends to indicate success or the failure mode of the command.  

Section 7.2 About Result Codes provides more detail. 

 

Command Response Data Length is a one byte value that contains the length of the Command 

Response Data field. 

 

Command Response Data contains response data as defined in the documentation for the selected 

command in section 7 Commands. 
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7.2 About Result Codes 
There are two types of  Result Code values the device can return in its response:  Generic result codes 

(listed in Table 7-3), which have the same meaning for all commands, and command-specific result 

codes, which can have different meanings for different commands, and are listed with every command in 

this section.  Generic result codes always have the most significant bit set to zero, and command-specific 

result codes always have the most significant bit set to one. 

Table 7-3 - Generic Result Codes 

Value 

(Hex) 
Result Code Description 

0x00 Success The command completed successfully. 

0x01 Failure The command failed. 

0x02 Bad Parameter 
The command failed due to a bad parameter or 

command syntax error. 

0x03 Redundant The command is redundant. 

0x04 Bad Cryptography A bad cryptography operation occurred. 

0x05 Delayed 
The request is refused because the device is delaying 

requests as a defense against brute-force hacking. 

0x06 No Keys No keys are loaded. 

0x07 Invalid Operation Depends on the context of the command. 

0x08 Response not available The response is not available. 

0x09 Not enough power The battery is too low to operate reliably. 

0x0A 
Extended response first packet 

(Extended Commands Only) 

The device is returning the first (and possibly only) 

packet of an Extended Response. 

0x0B 
Extended command pending 

(Extended Commands Only) 

An extended command is pending and the device is 

waiting for more data. 

0x0C 
Extended command notification 

(Extended Commands Only) 
Deprecated 

0x0D Not implemented The command is not implemented. 

0x0E Reserved Reserved 

0x0F Reserved Reserved 

0x55 Reserved Reserved 
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7.3 General Commands 

7.3.1 Command 0x00 - Get Property 

This command gets a property from the device.  For details about properties, see section 8 Properties. 

 

Most properties have a firmware default value that may be changed during manufacturing or the order 

fulfillment process to support different customer needs. 

Table 7-4 - Request Data for Command 0x00 - Get Property 

Data Offset Value 

0 Property ID 

Table 7-5 - Response Data for Command 0x00 - Get Property 

Data Offset Value 

0..n Property Value 

 

Property ID is a one-byte value that identifies the property.  A full list of properties can be found in 

section 8 Properties. 

 

Property Value consists of the multiple-byte value of the property.  The number of bytes in this value 

depends on the type of property and the length of the property.  Table 7-6 describes the available property 

types. 

Table 7-6 - Property Types 

Property Type Description 

Byte This is a one-byte value.  The range of valid values depends on the property. 

String 

This is a null-terminated ASCII string.  Its length can be zero to a maximum 

length that depends on the property.  The length of the string does not include the 

terminating NULL character. 

 

The result codes for the Get Property command can be any of the generic result codes listed in Table 7-3 

on page 47. 
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7.3.2 Command 0x01 - Set Property (MAC) 

This command sets a property in the device.  For security purposes, this command is privileged.  When 

the Security Level is set to higher than 2 (see section 4 Security Levels), this command must be MACed 

to be accepted [see section 4.1 About Message Authentication Codes (MAC)].  The command is 

logically paired with Command 0x00 - Get Property.  For details about properties, see section 8 

Properties. 

 

Some properties require the device to be reset using Command 0x02 - Reset Device (MAC) or power 

cycled to take effect.  In those cases, the documentation for the property indicates what is required. 

Table 7-7 - Request Data for Command 0x01 - Set Property (MAC) 

Data Offset Value 

0 Property ID 

1..n Property Value 

 

Response Data:  None 

 

The result codes for the Set Property command can be any of the generic result codes listed in Table 7-3 

on page 47.  If the Set Property command gets a result code of 0x07, it means the required MAC was 

absent or incorrect. 

 

Property ID is a one-byte value that identifies the property.  A full list of properties can be found in 

section 8 Properties. 

 

Property Value consists of multiple bytes containing the value of the property.  The number of bytes in 

this value depends on the property.  Table 7-4 describes the available property types. 

Table 7-8 - Response Data for Command 0x01 - Set Property (MAC) 

Property Type Description 

Byte This is a one-byte value.  The range of valid values depends on the property. 

String 

This is a multiple-byte ASCII string.  Its length can be zero to a maximum length 

that depends on the property.  The data length listed in the tables for each 

property does not include the terminating NULL character. 
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7.3.3 Command 0x02 - Reset Device (MAC) 

This command is used to reset the device, and can be used to make property changes take effect without 

power cycling the device. 

 

(USB Only) 

When resetting a device that is using the USB connection, the device automatically does a USB Detach 

followed by an Attach.  After the host sends this command to the device, it should close the USB port, 

wait a few seconds for the operating system to handle the device detach followed by the attach, then re-

open the USB port before trying to communicate further with the device. 

 

In rare instances, devices may optionally be configured at the manufacturer to require a MAC for every 

Reset Device command call, not just when anti-hack behavior is active. 

 

Request Data Field:  None 

 

Response Data Field:  None 

 

Result codes: 

0x00 = Success 

0x07 = Incorrect MAC, or authentication sequence is pending 

Example Request (Hex) 

Cmd Num Data Len Data 

02 00  

Example Response (Hex) 

Result Code Data Len Data 

00 00  
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7.3.4 Command 0x09 - Get Current TDES DUKPT KSN 

The host uses this command to get the current Triple Data Encryption Standard (TDES) DUKPT Key 

Serial Number (KSN) on demand. 

 

This 80-bit value contains the TDES DUKPT Key Serial Number (KSN) associated with encrypted 

values included in the same message.  The rightmost 21 bits are the current value of the encryption 

counter.  The leftmost 59 bits are the device’s Initial KSN, which is a combination of the Key Set ID that 

identifies the Base Derivation Key (BDK) injected into the device during manufacture, and the device’s 

serial number (DSN); how those two values are combined into the 59 bit Initial KSN is defined by a 

convention the customer defines when architecting the solution, with support from MagTek.  For 

example, one common scheme is to concatenate a 7 hex digit (28 bit) Key Set ID, a 7 hex digit (28 bit) 

Device Serial Number, and 3 padding zero bits.  In these cases, the key can be referenced by an 8-digit 

MagTek part number (“key ID”) consisting of the 7 hex digit Key Set ID plus a trailing “0.” 

 

Request Data:  None 

Table 7-9 - Response Data for Command 0x09 - Get Current TDES DUKPT KSN 

Offset Field Name Description 

0 Current Key Serial Number 80-bit TDES DUKPT KSN 

 

Result codes: 

0x00 = Success 

0x02 = Bad Parameter - The Data field in the request is not the correct length.  The request command 

contains no data, so the Data Length must be 0. 

Example Request (Hex) 

Cmd Num Data Len Data 

09 00 None 

 

Example Response (Hex) 

Result Code Data Len Data 

00 0A FFFF 9876 5432 10E0 0001 
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7.3.5 Command 0x15 - Get / Set Security Level (MAC) 

This command is used to set or get the device’s current Security Level (see section 4 Security Levels).  

The host can use this to raise the Security Level, but can not lower it. 

 

When using this command to set the device’s security level, the host should include the specified data in 

the request, and the device will not return an explicit response.  When using this command to get the 

device’s current security level, the host should include no data, and the device will return a response. 

Table 7-10 - Request Data for Command 0x15 - Get / Set Security Level (MAC) 

Offset Field Name Description 

0 Security Level 
Optional: if present must be either 0x03 or 0x04.  If absent, this is a query 

for the current Security Level. 

1 MAC 

Four byte MAC to secure the command [see section 4.1 About Message 

Authentication Codes (MAC)].  If the host does not include a value for 

Security Level, it should not include the MAC value. 

Table 7-11 - Response Data for Command 0x15 - Get / Set Security Level (MAC) 

Offset Field Name Description 

0 
Security 

Level 

Only present if there was no Data in the request.  This value gives the current 

Security Level. 

 

Result codes: 

0x00 = Success 

0x02 = Bad Parameters.  The Data field in the request is not a correct length OR the specified Security 

Level is invalid; OR the current Security Level is 4. 

0x07 = Incorrect MAC; command not authorized 

Example Set Security Level Request (Hex) 

Cmd Num Data Len Data 

15 05 03 xx xx xx xx, where xx xx xx xx is a valid MAC 

Example Set Security Level Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Data 

15 00  

Example Get Security Level Response (Hex) 

Result Code Data Len Data 

00 01 03 
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7.3.6 Command 0x49 - Send Extended Command Packet (Extended Commands Only) 

The host uses this command to send extended commands to the device as one or more data packets.  

This extended commands protocol doubles the command number namespace to two bytes, doubles the 

result code namespace to two bytes, and supports commands and responses which require larger data 

payloads than those available for standard commands (shown in Table 7-1 and Table 7-2 in section 7.1 

About Commands). 

 

If the required command data is 52 bytes or shorter, the host can send the entire command using a single 

extended command packet.  If the command data is longer than 52 bytes, the host should split the data 

into multiple packets of 52 or fewer bytes, and send multiple extended command packets.  Assuming 52-

byte packets, the first packet the host sends should specify Extended Data Offset = 0, the next packet 

should specify Extended Data Offset = 52, and so on, until the host has sent all the command data.  The 

device’s response to each packet contains either an extended command result code or a standard result 

code for the command that was sent: 

 Result Code 0x0B - Extended Protocol Request Pending indicates the device is buffering the 

incoming data and expects the host to send subsequent packets. 

 Result Code 0x0A - Extended Command Response indicates the device has received the complete 

data set and has executed the command.  If the device has 52 bytes or fewer to return to the host, that 

concludes the round trip of the command.  If the response data is greater than 52 bytes, the host must 

retrieve additional data by continuing to call Command 0x4A - Get Extended Response until it has 

retrieved all response data. 

 Standard Result Code.  When using this command to invoke a standard command (as opposed to an 

extended command), see the Result Codes in the documentation for the command the host is 

invoking. 

 

To simplify the development of custom host software, developers who are working exclusively with 

devices that support extended commands may choose to send all commands, including the single-byte 

commands described in this manual, using the extended commands protocol. 

Table 7-12 - Request Data for Command 0x49 - Send Extended Command Packet (Extended Commands 

Only) 

Offset Field Name Description 

0..1 
Extended 

Data Offset 

This field is in big endian format.  It indicates the byte offset position of this 

packet’s Extended Data field, relative to the complete extended data field being 

sent as multiple packets.  The Extended Data Offset of Packet 0 is 0. 

2..3 

Extended 

Command 

Number 

This field is in big endian format and contains the number of the command to 

execute.  For one-byte command numbers, the high byte should be set to zero. 

4..5 

Complete 

Extended 

Data Length 

This field is in big endian format and gives the total length of the Extended Data 

field the host is sending as multiple packets. 

6..n 
Extended 

Data 

This field contains either part or all of the extended data request the host is 

sending to the device.  The size of this Extended Data field can be determined 

by subtracting the Extended Data field’s offset within the request (6) from the 

request’s total data length (N).  In most cases the request’s complete data 

payload can have a maximum value of 58 (for example see section 2.1.2 How 

to Send Commands On the USB Connection), so this field can have a 

maximum length of 58 - 6 = 52 bytes. 
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Table 7-13 - Response Data for Command 0x49 - Send Extended Command Packet (Extended Commands 

Only) 

Offset Field Name Description 

0..1 
Extended Data 

Offset 

This field is in big endian format.  It indicates the byte offset position of this 

packet’s Extended Data field, relative to the complete extended data field 

being sent as multiple packets.  The first byte is offset zero. 

1..2 
Extended 

Result Code 

This field is in big endian format.  For one-byte result codes, the high byte is 

set to zero. 

4..5 

Complete 

Extended Data 

Length 

This field is in big endian format and gives the total length of the extended 

data field the host is sending as multiple packets. 

6..n Extended Data 

This field contains either part or all of the complete Extended Data response 

the device is sending to the host.  The size of this Extended Data field can be 

determined by subtracting the Extended Data field’s offset within the response 

(6) from the response’s total data length (N).  In most cases the response’s 

complete data payload can have a maximum length of 58 (for example see 

section 2.1.2 How to Send Commands On the USB Connection), so this 

field can have a maximum length of 58 - 6 = 52 bytes. 

 

Result Codes: 

See command description. 

Example Request (Hex) 

Cmd Num Data Len Data 

49 06 
00 00 03 0D 00 00 [Extended Command 

0x030D - Read Date and Time] 

Example Response (Hex) 

Result Code Data Len Data 

0A 0D 
00 00 00 00 00 07 06 14 11 00 00 00 01 

(6/20/2009 5:00pm) 
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7.3.7 Command 0x4A - Get Extended Response (Extended Commands Only) 

The host uses this command to retrieve additional response data longer than the current connection type’s 

maximum packet size.  After calling a command, if the device returns generic result code 0x0A Extended 

response first packet (see Table 7-3 - Generic Result Codes on page 47), the host software should 

begin buffering the complete Extended Response starting with the initial response, then call this 

command repeatedly until it has retrieved the complete Extended Response. 

 

The response data from the device follows the same Extended Data Offset rule as Command 0x49 - Send 

Extended Command Packet from the host:  The first packet the device sends to the host specifies 

Extended Data Offset = 0, and subsequent packets, if any, specify Extended Data Offset = 52 (or other 

packet length depending on connection type), then 104, 156, and so on, until the device has sent all the 

response data.  The host should continue sending this command to the device and buffering the returned 

Extended Data until the Extended Data Offset plus the length of the Extended Data equals the Complete 

Extended Data Length. 

 

Request Data:  None 

Table 7-14 - Response Data for Command 0x4A - Get Extended Response (Extended Commands Only) 

Offset Field Name Description 

0..1 
Extended Data 

Offset 

This field is in big endian format.  It indicates the byte offset position of this 

packet’s Extended Data field, relative to the complete extended data field 

being sent as multiple packets.  The first byte is offset zero. 

2..3 
Extended 

Result Code 

This field is in big endian format.  For one byte result codes, the high byte is 

set to zero. 

4..5 

Complete 

Extended Data 

Length 

This field is in big endian format and gives the total length of the extended 

data field the device is returning to the host in multiple packets.  If the 

complete extended data fits in a single packet, this field is equal to the Data 

Length field minus 6. 

6..n Extended Data 

This field contains either part or all of the extended data the device is sending 

to the host.  The size of this Extended Data field can be determined by 

subtracting the Extended Data field’s offset within the response (6) from the 

response’s total data length (N).  In most cases the response’s complete data 

payload can have a maximum value of 58 (for example see section 2.1.2 How 

to Send Commands On the USB Connection), so this field can have a 

maximum length of 58 - 6 = 52 bytes. 

 

Result Codes: Same as defined in Command 0x49 - Send Extended Command Packet. 

Example Request (Hex) 

Cmd Num Data Len Data 

4A 00  

Example Response (Hex) 

Result Code Data Len Data 

0A 09 
00 34 00 00 00 37 35 36 37 

(Last 3 bytes of extended data out of 55 bytes) 
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7.4 Command Group 0x03 - EMV L2 (EMV Only, Extended Commands Only) 
When calling Command 0x49 - Send Extended Command Packet (Extended Commands Only), a 

value of 0x03 in the most significant byte of the Extended Command Number is reserved for EMV L2 

commands, which are documented in this section. 

7.4.1 About MACs 

Many commands in this command group require a MAC field, which the host must populate using the 

UIK loaded into the device.  For details, see section 4.1 About Message Authentication Codes (MAC). 

7.4.2 About EMV L2 Transaction Flows (EMV Only) 

The general flow of an EMV L2 transaction is as follows (bear in mind the device does not have a 

display, so in these steps the host drives the user interface for both the terminal operator / cashier and for 

the cardholder / customer): 

1) The terminal operator / cashier performs steps external to the transaction, generally resulting in a total 

balance owed, and directs the host software to initiate a transaction.  If the device supports Quick 

Chip and the system is designed to use that feature, the host may skip this step and instead start the 

transaction with a default amount as a placeholder, which is generally a pre-determined non-zero 

value that is consistent with the system’s payment processing environment.  Further differences 

pertaining to Quick Chip transactions are included in the steps below. 

2) The host software sends the device Extended Command 0x0300 - Initiate EMV Transaction 

(EMV Only).  If the host is using Quick Chip, it must specify Quick Chip operation in the Options 

field. 

3) From this point until the host sends the device transaction results to the transaction processor, the host 

may cancel the EMV transaction by sending Extended Command 0x0304 - Cancel Transaction 

(EMV Only) and the device sends report Notification 0x0300 - Transaction Status / Progress 

Information to report End of Transaction / Host Canceled EMV Transaction Before Card Was 

Presented. 

4) If the cardholder has not already presented payment, the device sends the host Notification 0x0300 - 

Transaction Status / Progress Information to report Waiting for Cardholder Response / Waiting 

for Cardholder to Present Payment, followed by Notification 0x0301 - Display Message Request 

to prompt the cardholder to PRESENT CARD .  The device waits until the cardholder presents 

payment, pending a timeout.  (Contactless Only) If the cardholder presents more than one chip card or 

contactless payment device at the same time, the device sends Notification 0x0301 - Display 

Message Request to prompt the cardholder to PLEASE PRESENT ONE CARD ONLY . 

5) Upon chip card insertion or contactless tap, the device sends Notification 0x0300 - Transaction 

Status / Progress Information to report Card Inserted (or Contactless Token Detected) / 

Powering Up Card. 

6) (Contactless Only) If the device and the contactless payment device (such as a smartphone) mutually 

support Mobile CVM, and the contactless payment device’s conditions for requiring Mobile CVM 

occur, the device sends the host Notification 0x0301 - Display Message Request with the message 

SEE PHONE FOR INSTRUCTIONS .  Upon withdrawing the contactless payment device from the 

NFC field, the device sends the host Notification 0x0301 - Display Message Request with the 

message PRESENT CARD AGAIN .  Simultaneously, the contactless payment device prompts the 

cardholder to enter a PIN.  The cardholder should enter a PIN on the contactless payment device, then 

re-tap. 

7) The device negotiates with the card to determine which payment application to use as follows: 

a) (Application Selection Options Only) If the card holds more than one mutually supported 

payment application, the device proceeds based on the setting of Property 0x73 - Application 

Selection Behavior (Application Selection Options Only).  If the property is set to Prompt 
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Cardholder, the device follows the same steps as below.  If the property is set to a different 

value, the device deviates from the steps below as documented in that property’s description. 

b) The device sends the host Notification 0x0300 - Transaction Status / Progress Information to 

report Transaction Progress Change / Selecting the Application, followed by Notification 

0x0301 - Display Message Request to prompt the cardholder to PLEASE WAIT . 

c) If the card holds only one mutually supported payment application, the device proceeds to use 

that application.  If the card holds more than one mutually supported application: 

i) The device sends the host Notification 0x0302 - Cardholder Selection Request to prompt 

the cardholder to Select Application  with a list of available applications, followed by 

Notification 0x0300 - Transaction Status / Progress Information to report Waiting for 

Cardholder Response / Waiting for Cardholder Application Selection. 

ii) After the cardholder selects an application, the host passes the selection to the device by 

sending Extended Command 0x0302 - Cardholder Selection Result. 

d) The device sends Notification 0x0300 - Transaction Status / Progress Information to report 

Transaction Progress Change / Initiating Application. 

8) The device initiates communication with the card and sends the host Notification 0x0300 - 

Transaction Status / Progress Information reporting Transaction Progress Change/ Reading 

Application Data.  If an error or other type of failure occurs during this step, the device sends the 

host Notification 0x0300 - Transaction Status / Progress Information to report Data Error / 

Transaction Error, followed by Notification 0x0301 - Display Message Request to the host with 

the message TRANSACTION TERMINATED , followed by Notification 0x0304 - Transaction 

Result Message. 

9) (Contactless Only) The device sends the host Notification 0x0301 - Display Message Request with 

message CARD READ OK, REMOVE CARD  to notify the cardholder the card can be removed, , 

followed by Notification 0x0300 - Transaction Status / Progress Information to report event 

Contactless Powered Up / Contactless Remove Card. 

10) Depending on the capabilities of the card and the device, the device authenticates the card data using 

SDA, DDA, or CDA.  The device sends the host Notification 0x0300 - Transaction Status / 

Progress Information to report Transaction Progress Change/ Offline Data Authentication. 

11) The steps from here through Card Action Analysis below are collectively referred to as the Risk 

Management process. 

12) The device checks to make sure the selected application is valid for the transaction, and is compatible 

with the device (such as application version number, application usage control, and application 

effective / expiration date), and sends the host Notification 0x0300 - Transaction Status / Progress 

Information to report Transaction Progress Change/ Process Restrictions. 

13) The device uses the cardholder verification related data in the card or contactless payment device to 

determine which cardholder verification method (CVMs) to use.  The device sends the host 

Notification 0x0300 - Transaction Status / Progress Information to report Transaction Progress 

Change/ Cardholder Verification. 

14) (External PIN Accessory Support Only) If the device determines the transaction requires the 

cardholder to enter a PIN, it sends the host Notification 0x0305 - PIN Required.  In response, the 

host should coordinate PIN entry with an external PIN entry device, and use that data in its 

communication with the payment processor.  The host should not share the PIN information back to 

the device. 

15) The device performs terminal risk management procedures, which involves floor limit checking, 

velocity checking, and periodically forcing online authorization to protect against fraud, and sends the 

host Notification 0x0300 - Transaction Status / Progress Information to report Transaction 

Progress Change/ Terminal Risk Management. 
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16) The device analyzes the results of the previous steps and sends the host Notification 0x0300 - 

Transaction Status / Progress Information to report Transaction Progress Change / Terminal 

Action Analysis. 

17) The device rolls up the results of the previous Risk Management process: 

a) If the Risk Management process encounters an error or determines the transaction or payment 

method fails to meet required criteria, the device sends the host Notification 0x0300 - 

Transaction Status / Progress Information to report Data Error / Transaction Error, 

followed by Notification 0x0301 - Display Message Request to the host with the message 

TRANSACTION TERMINATED , followed by Notification 0x0304 - Transaction Result 

Message, and terminates the transaction  

b) If the Risk Management process determines the transaction is too risky to approve, the device 

sends the host Notification 0x0300 - Transaction Status / Progress Information to report Data 

Error / Transaction Error, followed by Notification 0x0304 - Transaction Result Message, 

followed by Notification 0x0301 - Display Message Request with message DECLINED  to 

notify the cardholder, and terminates the transaction. 

18) The device sends the host Notification 0x0300 - Transaction Status / Progress Information to 

report Transaction Progress Change / Generating First Application Cryptogram.  The device 

sends the host Notification 0x0300 - Transaction Status / Progress Information reporting 

Transaction Progress Change/ Card Action Analysis. 

19) If the device is NOT configured as Online-Only Terminal Type [see Appendix C EMV Terminal 

and Application Settings (EMV Only)] and the Risk Management processes determined the 

transaction is OK to perform offline, the device reports the transaction result to the host as follows: 

a) The device sends the host Notification 0x0300 - Transaction Status / Progress Information to 

report Transaction Progress Change / Transaction Complete. 

b) The device sends the host Notification 0x0300 - Transaction Status / Progress Information to 

report End of Transaction and either Transaction Approved or Transaction Declined, then 

sends the host Notification 0x0301 - Display Message Request with message APPROVED  or 

DECLINED  to notify the cardholder. 

c) The device ends the transaction by sending the host Notification 0x0304 - Transaction Result 

Message, which contains transaction details the host should save for later verification. The 

transaction result message indicates whether the host must prompt the cardholder to provide a 

signature. 

20) If the device is configured as an Online Only Terminal Type [see Appendix C EMV Terminal and 

Application Settings (EMV Only)] or the Risk Management processes determined the transaction 

must be performed online, the device reports the transaction result to the host as follows: 

a) The device sends the host Notification 0x0300 - Transaction Status / Progress Information to 

report Transaction Progress Change/ Online Processing, followed by Notification 0x0303 - 

ARQC Message. 

b) The next event depends on whether the device supports the Contact Quick Chip feature or 

Contactless Quick Chip feature (see Table 1-2) and whether the host specified Quick Chip as an 

Option when it started the transaction: 

c) If Quick Chip operation is supported and in effect: 

i) The device immediately constructs its own internal ARPC Response, with tag 8A set to ‘Z3’ 

to coordinate the transaction with the card or other payment method, and sends the host 

Notification 0x0300 - Transaction Status / Progress Information to report Transaction 

Progress Change / Transaction Complete, followed by Notification 0x0300 - Transaction 

Status / Progress Information to report End of Transaction / Transaction Declined. 
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ii) The device sends the host Notification 0x0301 - Display Message Request with message 

REMOVE CARD  to notify the cardholder the card can be removed. 

iii) The host should then process the ARQC Message data, including replacing the default 

amount with the final transaction amount, and should coordinate with the transaction 

processor to retrieve a final transaction result.  Because in this case the device is not involved 

in determining the final transaction result, it does not send a notification to the host to show 

APPROVED  or DECLINED .  Instead, the host should display an appropriate message (such 

as QUICK CHIP APPROVED  / QUICK CHIP DECLINED ) to the cardholder based on the 

final transaction result. 

iv) The device ends the transaction by sending the host Notification 0x0304 - Transaction 

Result Message, which contains transaction details the host should save for later verification. 

The transaction result message indicates whether the host must prompt the cardholder to 

provide a signature. 

d) If Quick Chip operation is NOT supported or is not in effect: 

i) The device sends the host Notification 0x0300 - Transaction Status / Progress 

Information to report Transaction Progress Change/ Waiting for Online Processing 

Response. 

ii) The host processes the ARQC Message data and uses it to coordinate with the transaction 

processor to receive an ARPC Response, which it processes and sends to the device using 

Extended Command 0x0303 - Online Processing Result / Acquirer Response (EMV 

Only). 

iii) The device communicates with the chip card to determine whether to approve or decline the 

transaction, then sends the host Notification 0x0300 - Transaction Status / Progress 

Information to report Transaction Progress Change / Transaction Complete. 

iv) The device sends the host Notification 0x0300 - Transaction Status / Progress 

Information to report End of Transaction and either Transaction Approved or 

Transaction Declined, then and sends the host Notification 0x0301 - Display Message 

Request with message APPROVED  or DECLINED  to notify the cardholder of the 

transaction result. 

v) The device ends the transaction by sending the host Notification 0x0304 - Transaction 

Result Message, which contains transaction details the host should save for later verification. 

The transaction result message indicates whether the host must prompt the cardholder to 

provide a signature. 
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Figure 7-1 - Simplified EMV Transaction Flow 
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7.4.3 Extended Command 0x0300 - Initiate EMV Transaction (EMV Only) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

 

After the host receives Notification 0x0304 - Transaction Result Message at the end of a 

transaction, it is very important to keep the device fully powered for at least 3 seconds.  

Disconnecting the device’s power while it is advancing DUKPT keys after a transaction 

can corrupt the device’s non-volatile memory and render the device unusable. 

 

The host uses this command to start an EMV transaction sequence, which flows as described in section 

7.4.2 About EMV L2 Transaction Flows (EMV Only).  The command provides all the data the device 

needs to start the transaction, and the device returns a response to the host to indicate whether the 

transaction will proceed.  If the input fields for the command are not formatted correctly and within 

defined limits, the response message returns an error code indicating why the command could not 

proceed.  If the device is set to a lower security level than Security Level 3, the device refuses this 

command, unless the device is an mDynamo, which accepts this command at Security Level 2. 

 

If the command proceeds, the response indicates the transaction is proceeding.  During transaction 

processing, the device may generate several notification messages.  Some of these notifications may 

require the host to process data and initiate new commands.  Whenever this happens, there is an 

associated timeout that causes the device to abandon the transaction with an error code if it occurs. 

 

The device’s system date and time must be set prior to sending this command: 

 Devices that have a battery-backed real time clock (see Table 1-2 - Device Features) would typically 

have the date and time set at the factory. 

 Devices without a battery-backed real time clock require the host to set the date and time using 

Extended Command 0x030C - Set Date and Time (MAC) every time the device is power cycled or 

reset. 

 

After the host sends this command, the device is busy performing the EMV transaction.  Until the 

transaction is complete or terminated, the host should only send commands to the device that directly 

pertain to the EMV transaction: 

 Extended Command 0x0302 - Cardholder Selection Result 

 Extended Command 0x0303 - Online Processing Result / Acquirer Response 

 Extended Command 0x0304 - Cancel Transaction (EMV Only) 

 Extended Command 0x0305 - Modify Terminal Configuration (MAC) 
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Table 7-15 - Request Data for Extended Command 0x0300 - Initiate EMV Transaction (EMV Only) 

Offset Field Name Value 

0 
Transaction 

Flow Time 

Specifies the maximum time, in seconds, for cardholder interaction events to 

complete while processing a transaction.  Values from 0x01 to 0xFF are allowed 

(1 to 255 seconds). 

 

The timer starts at the beginning of each event.  If the cardholder action does not 

occur within the specified time, the transaction proceeds as follows: 

 Cardholder present payment timeout:  The transaction terminates. 

 

(OEM Features) A value of 0x00 directs the device to initiate an EMV 

transaction and wait indefinitely until a cardholder presents payment, or the host 

issues Extended Command 0x0304 - Cancel Transaction (EMV Only) or the 

device is power cycled or reset.  This allows the host to drive a loop in 

unattended solutions that idle until the next cardholder initiates a transaction by 

swiping, inserting, or tapping. 

1 
Card Type to 

Read 

Card Type to Read (OR the following values together): 

0x01 = Reserved 

0x02 = Reserved 

0x04 = Contactless chip card / payment device (Contactless Only) 

2 Options 

0x00 = Normal 

0x01 = Reserved for Bypass PIN 

0x02 = Reserved for Force Online 

 

(Apple VAS Only) 

0x40 = VAS App AND Payment Mode (Dual Mode).  The device reads both 

Apple VAS data and EMV payment data from a tapped smartphone, or reads 

EMV payment data from a tapped card.  The host must set the Card Type to 

Read parameter to only Contactless chip card / payment device.  Other 

parameters can use any available options.  When the device sends ARQC 

Message Format Security Level 3 to the host to conclude the transaction, it 

includes EMV payment data in container FC and includes VAS data, if 

available, in container FE. 

 

0x41 = VAS App Only Mode (VAS Mode).  The device reads only Apple VAS 

data from a tapped smartphone, and does not read data from a tapped card.  The 

host must set the Card Type to Read parameter to only Contactless chip card / 

payment device.  Other parameters can use any available options.  If the tapped 

smartphone does not support VAS, the device does not detect or read from the 

smartphone.  When the device sends ARQC Message Format Security Level 3 

to conclude the transaction, it includes VAS data in container FE and does not 

include EMV payment data in container FC. 
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Offset Field Name Value 

0x42 = VAS App OR Payment Mode (Single Mode).  The device reads only 

Apple VAS data from a tapped smartphone, or reads EMV payment data from a 

tapped card.  The host must set the Card Type to Read parameter to only 

Contactless chip card / payment device.  Other parameters can use any 

available options.  When the device sends ARQC Message Format Security 

Level 3 to conclude the transaction, it only includes either EMV payment data in 

container FC for cards, or includes VAS data in container FE for smartphones. 

 

0x44 = Payment Only Mode (Payment Mode).  The device operates the same 

as when this parameter is set to Normal.  It reads only EMV payment data from 

a tapped smartphone or a tapped card.  The host must set the Card Type to 

Read parameter to only Contactless chip card / payment device.  Other 

parameters can use any available options.  When the device sends ARQC 

Message Format Security Level 3 to conclude the transaction, it includes EMV 

payment data in container FC and does not include VAS data in container FE. 

 

(Quick Chip Only | Contactless Quick Chip Only) 

To use Quick Chip mode, set the most significant bit to ‘1’.  For example: 

0x80 = Normal, Use Quick Chip 

3..8 
Amount 

Authorized 

Amount Authorized (EMV Tag 9F02, format n12, 6 bytes).  For Transaction 

Type Refund (0x20), this must contain the refund amount. 

9 
Transaction 

Type 

0x00 = Purchase (covers transaction types Payment, Goods, and Services) 

0x02 or 0x09 = Cash back (0x09 only supported when using contactless) 

0x20 = Refund.  If the specified Card Type to Read does not formally support 

refunds, the host can still use Refund to retrieve card data it needs to process a 

refund transaction, but internally and in its responses to the host, the device 

forces Transaction Type to Purchase and replaces Amount Authorized with 

0.00. 

10..15 Cash Back 
Cash back amount (if non-zero, EMV Tag 9F03, format n12, 6 bytes).  For 

Transaction Type Refund (0x20) this must be 0.00. 

16..17 

Transaction 

Currency 

Code 

Transaction Currency Code (EMV Tag 5F2A, format n4, 2 bytes) 

Valid values are the numerical codes from ISO 4217 Codes for the 

representation of currencies, for example: 

0x0000 = Use Selected Application’s Currency Code Terminal Setting 

0x0840 = US Dollar 

0x0978 = Euro 

18 
Reporting 

Option 

This single byte field indicates the level of Transaction Status notifications the 

host wants the device to send during the transaction: 

0x00 = Termination status only (normal termination, payment method 

communication or data error, timeout, host cancel) 

0x01 = Reserved 

0x02 = All status changes (documents the entire transaction flow) 

 

Response Data:  None.  The response to this command only contains a result code. 

 

Result codes: 

0x0000 = Success, the transaction process has been started 
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0x0381 = Failure, DUKPT scheme is not loaded 

0x0382 = Failure, DUKPT scheme is loaded but all of its keys have been used 

0x0383 = Failure, DUKPT scheme is not loaded (Security Level not 3 or 4) 

0x0384 = Invalid Total Transaction Time field 

0x0385 = Invalid Card Type field 

0x0386 = Invalid Options field 

0x0387 = Invalid Amount Authorized field 

0x0388 = Invalid Transaction Type field 

0x0389 = Invalid Cash Back field 

0x038A = Invalid Transaction Currency Code field 

0x038E = Invalid Reporting Option 

0x038F = Transaction Already In Progress 

0x0391 = Invalid Device Serial Number 

0x0396 = Invalid System Date and Time 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 19 

Data 

Extended Data Offset 0000 

Extended Command Number 0300 

Complete Extended Data Length 0013 

Extended Data 3C020000000000150000000000000000084002 

 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0000 

Extended Data Not Applicable 
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7.4.4 Extended Command 0x0302 - Cardholder Selection Result 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

The host uses this command to respond to Notification 0x0302 - Cardholder Selection Request.  After 

the device sends Notification 0x0302 - Cardholder Selection Request to the host, it expects the host to 

display the specified menu items to the cardholder, then, after the cardholder makes a selection, call 

Extended Command 0x0302 - Cardholder Selection Result to return the number of the item the 

cardholder selected.  The number should be between 1 and the number of menu selection items being 

displayed.  The first item, 0, is the title only. 

Table 7-16 - Request Data for Extended Command 0x0302 - Cardholder Selection Result 

Offset Field Name Value 

0 
Selection 

Status 

Indicates the status of Cardholder Selection: 

0x00 = Cardholder Selection Request completed, see Selection Result 

0x01 = Cardholder Selection Request cancelled by cardholder, Transaction 

Aborted 

0x02 = Cardholder Selection Request timed out, Transaction Aborted 

0x03 = Cardholder Selection Request timed out, Use Device Defaults 

(FEATURE TAG) 

 

The behavior of the device to each of the responses is dictated by EMV rules. 

1 
Selection 

Result 

Indicates the menu item selected by the cardholder.  This is a single byte binary 

value. 

 

Response Data:  None.  The response to this command only contains a result code. 

 

Result codes: 

0x0000 = Success, the Selection Result was received 

0x038B = Invalid Selection Status 

0x038C = Invalid Selection Result 

0x038D = Failure, no transaction currently in progress 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 08 

Data 

Extended Data Offset 0000 

Extended Command Number 0302 

Complete Extended Data Length 0002 

Extended Data 0001 
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Example Response (Hex) 

Header 

Result Code 0A 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0000 

Extended Data Not Applicable 
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7.4.5 Extended Command 0x0303 - Online Processing Result / Acquirer Response (EMV 

Only) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

The host uses this command to inform the device of the result of on-line processing.  It usually contains 

an ARPC and optionally Issuer Script 1 / Issuer Script 2 data. 

Table 7-17 - Request Data for Extended Command 0x0303 - Online Processing Result / Acquirer Response 

(EMV Only) 

Offset Field Name Value 

0 
Message 

Length 

Two byte binary, most significant byte first.  This gives the total length of the 

ARPC message that follows, excluding padding and CBC-MAC. 

2..n 

Acquirer 

Response 

Message 

This is the response from the acquirer.  See Appendix B.2 ARPC Response 

from Online Processing for details. 

 

Response Data:  None.  The response to this command only contains a result code. 

 

Result codes: 

0x0000 = Success, the Selection Result was received 

0x038D = Failure, no transaction currently in progress 

0x038F = Failure, transaction already in progress 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 39 

Data 

Extended Data Offset 0000 

Extended Command Number 0303 

Complete Extended Data Length 003C 

Extended Data 

003AF92EDFDF540A00000000000000000000DFDF550182DFD

F250F423335453243443038303131364141FA0670048A0230300

0 

Example Response (Hex) 

Header 

Result Code 0B 

Data Length 00 

Data 

Extended Data Offset Not Applicable 
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Extended Result Code Not Applicable 

Complete Extended Data Length Not Applicable 

Extended Data Not Applicable 

Example Request Following Up For Packet 0 (Hex) 

Header 

Result Code 49 

Data Length 0F 

Data 

Extended Data Offset 0033 

Extended Result Code 0303 

Complete Extended Data Length 003C 

Extended Data 000000000000000000 

Example Response Following Up For Packet 0 (Hex) 

Header 

Result Code 0A 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0000 

Extended Data Not Applicable 
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7.4.6 Extended Command 0x0304 - Cancel Transaction (EMV Only) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

The host uses this command to cancel a transaction while the device is waiting for the cardholder to 

present payment. 

 

Request Data:  None 

 

Response Data:  None 

 

Result codes: 

0x0000 = Success, the transaction was cancelled 

0x038D = Failure, no transaction currently in progress 

0x038F = Failure, transaction in progress, cardholder already presented payment 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Command Number 0304 

Complete Extended Data Length 0000 

Extended Data Not Applicable 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0000 

Extended Data Not Applicable 
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7.4.7 Extended Command 0x0305 - Modify Terminal Configuration (MAC) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

The host uses this command is used to directly modify tags in the device’s EMV Terminal configuration.  

See Extended Command 0x0306 - Read Terminal Configuration and the Terminal Configuration 

subsections in Appendix C EMV Terminal and Application Settings (EMV Only). 

 

Configuration changes will be lost after a power cycle or reset unless the host sends Extended 

Command 0x030E - Commit Configuration after making all configuration changes. 

Table 7-18 - Request Data for Extended Command 0x0305 - Modify Terminal Configuration (MAC) 

Offset Field Name Value 

0 Type of MAC 
MAC algorithm designator 

0x00 = ISO 9797 MAC Algorithm 3, Padding Method 1. 

1 Slot Number EMV Terminal Slot Number.  Must be 0x01. 

2 Operation 

0x01 = Write Operation 

0xFF = Set to Factory Defaults (sets all items, Terminal, Applications, and 

Application Public Keys to factory default values) 

3 
Database 

Selector 

(Contactless Only) 

0x01 = MCL 

0x02 = payWave 

0x03 = Expresspay 

0x04 = D-PAS 

0x05 = UnionPay QuickPass (QuickPass Support Only) 

4..19 

Device Serial 

Number 

(DSN) 

16 Bytes DSN 

20..n 
Objects To 

Write 

Note: Not needed if Operation is 0xFF Set to Factory Defaults. 

FA<len> /* container for generic data */ 

  <tag><len><value> 

  … 

  <tag><len><value> 

n..n+3 MAC 

MAC computed on Device Serial Number (DSN) and Objects to Write fields.  

See section 7.4.1 About MACs. 

 

(OEM Features Only) 

If Property 0x72 - EMV Configuration Security (OEM Features Only) is set 

to OEM Behavior, pad this field with zeroes. 

 

Response Data:  None.  The response to this command only contains a result code. 

 

Result codes: 

0x0000 = Success 

0x0390 = Device Has No Keys 

0x0391 = Invalid Device Serial Number 
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0x0392 = Invalid Type of MAC field 

0x0393 = Invalid Slot Number field 

0x0394 = Invalid Operation field 

0x0395 = Invalid Database Selector field 

0x0396 = Invalid Objects to Write field 

0x0397 = Invalid MAC 

0x0399 = Object Write Protected 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 2A 

Data 

Extended Data Offset 0000 

Extended Command Number 0305 

Complete Extended Data Length 0024 

Extended Data 

00010100nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnFA0A9F160731

323334353637xxxxxxxx 

 

Where nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn is the 16-byte 

Device Serial Number (DSN) and xxxxxxxx is the 4-byte MAC 

 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0000 

Extended Data Not Applicable 
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7.4.8 Extended Command 0x0306 - Read Terminal Configuration 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

This command is used to read EMV Terminal configuration data.  See Extended Command 0x0305 - 

Modify Terminal Configuration (MAC) and the Terminal Configuration subsections in Appendix C 

EMV Terminal and Application Settings (EMV Only). 

Table 7-19 - Request Data for Extended Command 0x0306 - Read Terminal Configuration 

Offset Field Name Value 

0 Slot Number EMV Terminal Slot Number.  Must be 0x01. 

1 Operation 
0x00 = Read Operation 

0x0F = Read All Tags of selected slot 

2 
Database 

Selector 

(Contactless Only) 

0x01 = MCL 

0x02 = payWave 

0x03 = Expresspay 

0x04 = D-PAS 

0x05 = UnionPay QuickPass (QuickPass Support Only) 

3.. Tags to Read 

Note: Not needed if Operation is 0x0F Read All Tags of selected slot. 

 

FA<len> /* container for generic data */ 

  <tag> 

  … 

  <tag> 

 

Tag DFDF47 cannot be read individually.  This tag can only be retrieved using 

the ‘Read All Tags’ option. 
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Table 7-20 - Response Data for Extended Command 0x0306 - Read Terminal Configuration 

Offset Field Name Value 

0..1 
Message 

Length 

Two byte binary, most significant byte first.  This gives the total length of the 

EMV Terminal Configuration message that follows. 

2.. Tags Read 

FA<len> /* container for generic data */ 

  <tag><len><value> 

  … 

  <tag><len><value>   

 

When reading all tags for the selected slot, the last two tags are: 

DFDF26, the Configuration Label 

DFDF47, the Database Checksum 

 

Result codes: 

0x0000 = Success 

0x0393 = Invalid Slot Number field 

0x0394 = Invalid Operation field 

0x0395 = Invalid Database Selector field 

0x0396 = Invalid Tags to Read field 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 0D 

Data 

Extended Data Offset 0000 

Extended Command Number 0306 

Complete Extended Data Length 0007 

Extended Data 010000FA029F1A 

 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 11 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 000B 

Extended Data 0009FA8200059F1A020840 
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7.4.9 Extended Command 0x0307 - Modify Application Configuration (MAC) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

This command is used to modify EMV Application configurations.  See Extended Command 0x0308 - 

Read Application Configuration and the Application Settings subsections in Appendix C EMV 

Terminal and Application Settings (EMV Only). 

 

Configuration changes will be lost after a power cycle or reset unless the host sends Extended 

Command 0x030E - Commit Configuration after making all configuration changes. 

Table 7-21 - Request Data for Extended Command 0x0307 - Modify Application Configuration (MAC) 

Offset Field Name Value 

0 Type of MAC 
MAC algorithm designator 

0x00 =  ISO 9797 MAC Algorithm 3, Padding Method 1. 

1 Slot Number 

EMV Application Slot Number 

See Appendix C EMV Terminal and Application Settings (EMV Only) to 

determine how many application slots the device has for the selected database. 

2 Operation 0x01 = Write Operation 

3 
Database 

Selector 

(Contactless Only) 

0x01 = MCL 

0x02 = payWave 

0x03 = Expresspay 

0x04 = D-PAS 

0x05 = UnionPay QuickPass (QuickPass Support Only) 

0x06 = Apple VAS (Apple VAS Only) 

4..19 

Device Serial 

Number 

(DSN) 

16 Bytes DSN 

20..n 
Objects to 

Write 

FA<len> /* container for generic data */ 

  <tag><len><value> 

  … 

  <tag><len><value> 

n..n+3 MAC 

MAC computed on Device Serial Number (DSN) and Objects to Write fields.  

See section 7.4.1 About MACs. 

 

(OEM Features Only) 

If Property 0x72 - EMV Configuration Security (OEM Features Only) is set 

to OEM Behavior, pad this field with zeroes. 

 

Response Data:  None.  The response to this command only contains a result code. 

 

Result codes: 

0x0000 = Success 

0x0390 = Device Has No Keys 

0x0391 = Invalid Device Serial Number 
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0x0392 = Invalid Type of MAC field 

0x0393 = Invalid Slot Number field 

0x0394 = Invalid Operation field 

0x0395 = Invalid Database Selector field 

0x0396 = Invalid Objects to Write field 

0x0397 = Invalid MAC 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 27 

Data 

Extended Data Offset 0000 

Extended Command Number 0307 

Complete Extended Data Length 0021 

Extended Data 

00010100nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnFA079F1B0400

002710xxxxxxxx 

 

Where nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn is the 16-byte 

Device Serial Number (DSN) and xxxxxxxx is the 4-byte MAC 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0000 

Extended Data Not Applicable 
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7.4.10 Extended Command 0x0308 - Read Application Configuration 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

This command is used to read back EMV Application configurations.  See Extended Command 0x0307 

- Modify Application Configuration (MAC). 

Table 7-22 - Request Data for Extended Command 0x0308 - Read Application Configuration 

Offset Field Name Value 

0 Slot Number 

EMV Application Slot Number 

See Appendix C EMV Terminal and Application Settings (EMV Only) to 

determine how many application slots the device has for the selected database. 

1 Operation 
0x00 = Read Operation 

0x0F = Read All Tags of selected slot 

2 
Database 

Selector 

(Contactless Only) 

0x01 = MCL 

0x02 = payWave 

0x03 = Expresspay 

0x04 = D-PAS 

0x05 = UnionPay QuickPass (QuickPass Support Only) 

0x06 = Apple VAS (Apple VAS Only) 

3.. Tags to Read 

Note: Not needed if Operation is 0x0F Read All Tags of selected slot. 

 

FA<len> /* container for generic data */ 

  <tag> 

  … 

  <tag> 

Table 7-23 - Response Data for Extended Command 0x0308 - Read Application Configuration 

Offset Field Name Value 

0 
Message 

Length 

Two byte binary, most significant byte first.  This gives the total length of the 

EMV Application Configuration message that follows. 

2.. Tags Read 

FA<len> /* container for generic data */ 

  <tag><len><value> 

  … 

  <tag><len><value>   

 

Result codes: 

0x0000 = Success 

0x0393 = Invalid Slot Number field 

0x0394 = Invalid Operation field 

0x0395 = Invalid Database Selector field 

0x0396 = Invalid Tags to Read field 



7 - Commands 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 77 of 177 (D998200215-22) 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 0D 

Data 

Extended Data Offset 0000 

Extended Command Number 0308 

Complete Extended Data Length 0007 

Extended Data 010000FA029F06 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 15 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 000F 

Extended Data 000DFA8200099F0606A00000002501 
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7.4.11 Extended Command 0x0309 - Modify Acquirer Public Key CAPK (MAC, EMV ODA 

Only) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

This command is used to modify CA Public Keys, which are specified by each of the payment brands and 

which the device can use to perform offline data authentication (ODA) to authenticate data from a chip 

card or contactless card or payment device on its own, in cases where network access to a payment 

processor is not available.  See Extended Command 0x030A - Read Acquirer Public Key CAPK 

(EMV ODA Only) for details about storage of keys. 

 

Configuration changes will be lost after a power cycle or reset unless the host sends Extended 

Command 0x030E - Commit Configuration after making all configuration changes. 

Table 7-24 - Request Data for Extended Command 0x0309 - Modify Acquirer Public Key CAPK (MAC, 

EMV ODA Only) 

Offset Field Name Value 

0 Type of MAC 
MAC algorithm designator 

0x00 = MSV5 MSCI CBC-MAC 

1 Slot Number 

CA Public Key Slot Number = Any value from 0x01 to 0x33 inclusive 

0xFF = Next Available (slot with RID TLV length set to zero) 

If the Operation field is set to Erase All, this field is not used and can be set to 

any value. 

2 Operation 

0x00 = Erase All (Erases all tags in all CAPK slots).  This sets the TLV length 

of every TLV data object in each slot to 1 and the value to 0.  A slot is 

considered erased and available for use by the Next Available Slot Number 

(0xFF) if its RID TLV length is set to 1 and its value is set to 0. 

0x01 = Writes a CA Public Key.  To erase a single slot, write all of the slot’s 

tags’ TLV lengths to 1 and values to 0. 

3 
Database 

Selector 

(Contactless Only) 

0x01 = MCL 

0x02 = payWave 

0x03 = Expresspay 

0x04 = D-PAS 

0x05 = UnionPay QuickPass (QuickPass Support Only) 

4..19 

Device Serial 

Number 

(DSN) 

16 Bytes DSN 

20..n 
Objects to 

Write 

Note: Not needed if Operation is 0x00 Erase All. 

 

FA<len> /* container for generic data */ 

  < DFDF79><len><value> /* RID */ 

  < DFDF7A><len><value>/* Index */ 

  < DFDF7B><len><value>/* Modulus */ 

  < DFDF7C><len><value>/* Key Exponent */ 

  < DFDF7D><len><value> /* Checksum */ 
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Offset Field Name Value 

n..n+3 MAC 

MAC computed on Device Serial Number (DSN) and Objects to Write fields.  

See section 7.4.1 About MACs. 

 

(OEM Features Only) 

If Property 0x72 - EMV Configuration Security (OEM Features Only) is set 

to OEM Behavior, pad this field with zeroes. 

 

Table 7-25 - Response Data for Extended Command 0x0309 - Modify Acquirer Public Key CAPK (MAC, 

EMV ODA Only) 

Offset Field Name Value 

0 Slot Number 
When the Next Available slot number (0xFF) is used, this field returns the next 

available slot used if successful, otherwise this field is omitted. 

 

Result codes: 

0x0000 = Success 

0x0390 = Device Has No Keys 

0x0391 = Invalid Device Serial Number 

0x0392 = Invalid Type of MAC field 

0x0393 = Invalid Slot Number field 

0x0394 = Invalid Operation field 

0x0395 = Invalid Database Selector field 

0x0396 = Invalid Objects to Write field 

0x0397 = Invalid MAC 

0x0398 = No Slots Available 

0x039B = Invalid CAPK Checksum 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 39 

Data 

Extended Data Offset 0000 

Extended Command Number 0309 

Complete Extended Data Length 0033 

Extended Data 

00010100nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnFA19DFDF7901

00DFDF7A0100DFDF7B0100DFDF7C0100DFDF7D0100xxxxx

xxx 

 

Where nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn is the 16-byte 

Device Serial Number and xxxxxxxx is the 4-byte MAC 
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Example Response (Hex) 

Header 

Result Code 0A 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0000 

Extended Data Not Applicable 
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7.4.12 Extended Command 0x030A - Read Acquirer Public Key CAPK (EMV ODA Only) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

This command is used to read back CA Public Keys.  For details about the purpose of these keys, see 

Extended Command 0x0309 - Modify Acquirer Public Key CAPK (MAC, EMV ODA Only). 

 

Each CAPK database contains up to 51 key slots, each formatted as shown in Table 7-26. 

Table 7-26 - Certificate Authority Public Key Slots 1 to 51 Data 

Tag Value (hex) Length (bytes) Max Length Description 

DFDF79 00 0x01 0x05 CA Public Key RID 

DFDF7A 00 0x01 0x01 CA Public Key Index 

DFDF7B 00 0x01 0xF8 CA Public key Modulus 

DFDF7C 00 0x01 0x03 CA Public Key Exponent 

DFDF7D 00 0x01 0x14 CA Public Key Checksum 

 

Table 7-27 - Request Data for Extended Command 0x030A - Read Acquirer Public Key CAPK (EMV ODA 

Only) 

Offset Field Name Value 

0 Slot Number CA Public Key Slot Number = Any value from 0x01 to 0x33 inclusive 

1 Operation 
0x00 = Read Operation 

0x0F = Read All Tags of selected slot 

2 
Database 

Selector 

(Contactless Only) 

0x01 = MCL 

0x02 = payWave 

0x03 = Expresspay 

0x04 = D-PAS 

0x05 = UnionPay QuickPass (QuickPass Support Only) 

3.. Tags to Read 

Note: Not needed if Operation is 0x0F Read All Tags of selected slot. 

 

FA<len> /* container for generic data */ 

  <tag> 

  … 

  <tag> 
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Table 7-28 - Request Data for Extended Command 0x030A - Read Acquirer Public Key CAPK (EMV ODA 

Only) 

Offset Field Name Value 

0..1 
Message 

Length 

Two byte binary, most significant byte first.  This gives the total length of the 

message that follows. 

2.. Tags Read 

FA<len> /* container for generic data */ 

  <tag><len><value> 

  … 

  <tag><len><value> 

 

Result codes: 

0x0000 = Success 

0x0393 = Invalid Slot Number field 

0x0394 = Invalid Operation field 

0x0395 = Invalid Database Selector field 

0x0396 = Invalid Tags to Read field 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 09 

Data 

Extended Data Offset 0000 

Extended Command Number 030A 

Complete Extended Data Length 0003 

Extended Data 010F00 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 25 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 001F 

Extended Data 
001DFA820019DFDF790100DFDF7A0100DFDF7B0100DFDF7

C0100DFDF7D0100 
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7.4.13 Extended Command 0x030B - Read EMV Kernel Information 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

This command is used to read kernel information. 

Table 7-29 - Request Data for Extended Command 0x030B - Read EMV Kernel Information 

Offset Field Name Value 

0 Mode 

(Contactless Only) 

0x02 = Version of payWave Kernel 

0x21 = Checksum of payWave Kernel 

0x22 = Checksum of payWave Kernel Configuration 

 

0x03 = Version of MCL Kernel 

0x31 = Checksum of MCL Kernel 

0x32 = Checksum of MCL Kernel Configuration 

 

0x04 = Version of ExpressPay Kernel 

0x41 = Checksum of ExpressPay Kernel 

0x42 = Checksum of ExpressPay Kernel Configuration 

 

0x05 = Version of D-PAS Kernel 

0x51 = Checksum of D-PAS Kernel 

0x52 = Checksum of D-PAS Kernel Configuration 

 

(QuickPass Support Only) 

0x06 = Version of UnionPay QuickPass Kernel 

0x61 = Checksum of UnionPay QuickPass Kernel 

0x62 = Checksum of UnionPay QuickPass Kernel Configuration 

Table 7-30 - Response Data for Extended Command 0x030B - Read EMV Kernel Information 

Offset Field Name Value 

0 
Response 

Data 

Requested kernel version or checksum.  The kernel version is a human-readable 

string describing the kernel and its version, and the checksums are 40-character 

hexadecimal strings. 

 

0x0000 = Success 

0x0386 = Invalid Mode 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 07 

Data 

Extended Data Offset 0000 
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Extended Command Number 030B 

Complete Extended Data Length 0001 

Extended Data 01 

 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 1E 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0018 

Extended Data 
6544796E616D6F204C32204B65726E656C20526576204135 

(eDynamo L2 Kernel Rev A5) 
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7.4.14 Extended Command 0x030C - Set Date and Time (MAC) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

This command is used to set the device’s date and time.  See Extended Command 0x030D - Read Date 

and Time. 

 

Devices with a battery-backed real time clock (see Table 1-2 - Device Features) have the date and time 

set by the manufacturer, so this command may not need to be used after that.  Devices that do not have a 

battery-backed real time clock must use this command frequently because (a) the clock must be set before 

the device can process EMV transactions, and (b) the host software must use this command every time the 

device is power cycled or reset. 

Table 7-31 - Request Data for Extended Command 0x030C - Set Date and Time (MAC) 

Offset Field Name Value 

0 Type of MAC 
MAC algorithm designator 

0x00 =  ISO 9797 MAC Algorithm 3, Padding Method 1. 

1..16 
Device Serial 

Number 

16 Bytes Device Serial Number. 

Devices except the following can set this field to all zeroes. 

 eDynamo with firmware part number 1000003354 revisions earlier than G02 

 eDynamo with firmware part number 1000002649 

17 Month Value from 0x01..0x0C 

18 Day Value from 0x01..0x1F (less depending on month) 

19 Hour Value from 0x00..0x17 

20 Minute Value from 0x00..0x3B 

21 Second Value from 0x00..0x3B 

22 Unused Value from 0x00..0x06  

23 Year Value from 0x00 (2008)..0x44 (2076) 

24..27 MAC 

MAC computed over all preceding fields except Type of MAC. 

 

Devices except the following can set this field to all zeroes. 

 eDynamo with firmware part number 1000003354 revisions earlier than G02 

 eDynamo with firmware part number 1000002649 

 

Response Data:  None.  The response to this command only contains a result code. 

 

Result codes: 

0x0000 = Success 

0x0390 = Device Has No Keys 

0x0391 = Invalid Device Serial Number 

0x0392 = Invalid Type of MAC field 

0x0396 = Invalid Date / Time data 

0x0397 = Invalid MAC 
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Example Request (Hex) 

Header 

Command Number 49 

Data Length 22 

Data 

Extended Data Offset 0000 

Extended Command Number 030C 

Complete Extended Data Length 001C 

Extended Data 

0000000000000000000000000000000000021C0F380B0009xxxx

xxxx 

Where xxxxxxxx is the 4-byte MAC 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0000 

Extended Data Not Applicable 
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7.4.15 Extended Command 0x030D - Read Date and Time 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

The host uses this command to get the date / time from the device’s internal clock.  See Extended 

Command 0x030C - Set Date and Time (MAC). 

 

Request Data:  None 

Table 7-32 - Response Data for Extended Command 0x030D - Read Date and Time 

Offset Field Name Value 

0 Month Value from 0x01..0x0C 

1 Day Value from 0x01..0x1F (less depending on month) 

2 Hour Value from 0x00..0x17 

3 Minute Value from 0x00..0x3B 

4 Second Value from 0x00..0x3B 

5 Unused 0x00 

6 Year Value from 0x00 (2008)..0xFF (2263) 

 

Result codes: 

0x0000 = Success 

0x0396 = Invalid Date / Time data (Date / Time has not been set yet) 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Command Number 030D 

Complete Extended Data Length 0000 

Extended Data Not Applicable 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 0D 

Data 

Extended Data Offset 0000 
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Extended Result Code 0000 

Complete Extended Data Length 0007 

Extended Data 0204130D340009 
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7.4.16 Extended Command 0x030E - Commit Configuration 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

This command is used to commit configuration changes to non-volatile memory so they remain in place 

after a power cycle or reset.  If this command is not sent after changing the configuration, the changes are 

lost on power cycle or reset. 

 

Because non-volatile memory has limited erase/write cycles, the host should send this 

command after all configuration changes have been made.  It should not be sent after each 

configuration change out of many. 

Table 7-33 - Request Data for Extended Command 0x030E - Commit Configuration 

Offset Field Name Value 

0 
Database 

Selector 

(Contactless Only) 

0x01 = MCL 

0x02 = payWave 

0x03 = Expresspay 

0x04 = D-PAS 

0x05 = UnionPay QuickPass (QuickPass Support Only) 

0x06 = Apple VAS (Apple VAS Only) 

 

Response Data:  None 

 

Result codes: 

0x0000 = Success 

0x0001 = Failure 

0x0395 = Invalid Database Selector field 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 07 

Data 

Extended Data Offset 0000 

Extended Command Number 030E 

Complete Extended Data Length 0001 

Extended Data 00 

 

Example Response (Hex) 

Header 

Result Code 0A 
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Data Length 06 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0000 

Extended Data Not Applicable 
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7.4.17 Extended Command 0x0312 - Modify Dynamic Reader Limits Configuration (MAC, 

Contactless Only) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

This command is used to modify EMV Dynamic Reader Limit configurations.  See Extended Command 

0x0313 - Read Dynamic Reader Limits Configuration (Contactless Only) and the application settings 

for the relevant payment brand(s) in Appendix C EMV Terminal and Application Settings (EMV 

Only). 

 

Configuration changes will be lost after a power cycle or reset unless the host sends Extended 

Command 0x030E - Commit Configuration after making all configuration changes. 

Table 7-34 - Request Data for Extended Command 0x0312 - Modify Dynamic Reader Limits Configuration 

(MAC, Contactless Only) 

Offset Field Name Value 

0 Type of MAC 
MAC algorithm designator 

0x00 =  ISO 9797 MAC Algorithm 3, Padding Method 1. 

1 Slot Number 

EMV Dynamic Reader Limit Slot Number 

See Appendix C EMV Terminal and Application Settings (EMV Only) to 

determine how many Dynamic Reader Limit slots the device has for the selected 

database. 

2 Operation 0x01 = Write Operation 

3 
Database 

Selector 

0x01 = MCL (Reserved because MasterCard does not use DRL) 

0x02 = payWave 

0x03 = Expresspay  

0x04 = D-PAS (Reserved because D-PAS does not use DRL) 

0x05 = UnionPay QuickPass (QuickPass Support Only, Reserved because 

UnionPay does not use DRL) 

4..19 

Device Serial 

Number 

(DSN) 

16 Bytes DSN 

20..n 
Objects to 

Write 

FA<len> /* container for generic data */ 

  <tag><len><value> 

  … 

  <tag><len><value> 

n..n+3 MAC 

MAC computed on Device Serial Number (DSN) and Objects to Write fields.  

See section 7.4.1 About MACs. 

 

(OEM Features Only) 

If Property 0x72 - EMV Configuration Security (OEM Features Only) is set 

to OEM Behavior, pad this field with zeroes. 

 

Response Data:  None.  The response to this command only contains a result code. 

 

Result codes: 
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0x0000 = Success 

0x0390 = Device Has No Keys 

0x0391 = Invalid Device Serial Number 

0x0392 = Invalid Type of MAC field 

0x0393 = Invalid Slot Number field 

0x0394 = Invalid Operation field 

0x0395 = Invalid Database Selector field 

0x0396 = Invalid Objects to Write field 

0x0397 = Invalid MAC 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 24 

Data 

Extended Data Offset 0000 

Extended Command Number 0312 

Complete Extended Data Length 001E 

Extended Data 

00010102nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnFA049F5A0102

xxxxxxxx 

 

Where nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn is the 16-byte 

Device Serial Number (DSN) and xxxxxxxx is the 4-byte MAC 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0000 

Extended Data Not Applicable 
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7.4.18 Extended Command 0x0313 - Read Dynamic Reader Limits Configuration 

(Contactless Only) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

This command is used to read back EMV Dynamic Reader Limit configurations.  See Extended 

Command 0x0312 - Modify Dynamic Reader Limits Configuration (MAC, Contactless Only) and 

the application settings for the relevant payment brand(s) in Appendix C EMV Terminal and 

Application Settings (EMV Only). 

Table 7-35 - Request Data for Extended Command 0x0313 - Read Dynamic Reader Limits Configuration 

(Contactless Only) 

Offset Field Name Value 

0 Slot Number 

EMV Dynamic Reader Limit Slot Number 

See Appendix C EMV Terminal and Application Settings (EMV Only) to 

determine how many Dynamic Reader Limit slots the device has for the selected 

database. 

1 Operation 
0x00 = Read Operation 

0x0F = Read All Tags of selected slot 

2 
Database 

Selector 

0x01 = MCL (Reserved) 

0x02 = payWave 

0x03 = Expresspay 

0x04 = D-PAS (Reserved) 

0x05 = UnionPay QuickPass (QuickPass Support Only, Reserved because 

UnionPay does not use DRL) 

3.. Tags to Read 

Note: Not needed if Operation is 0x0F Read All Tags of selected slot. 

 

FA<len> /* container for generic data */ 

  <tag> 

  … 

  <tag> 

 

Table 7-36 - Response Data for Extended Command 0x0313 - Read Dynamic Reader Limits Configuration 

(Contactless Only) 

Offset Field Name Value 

0 
Message 

Length 

Two byte binary, most significant byte first.  This gives the total length of the 

EMV Application Configuration message that follows. 

2.. Tags Read 

FA<len> /* container for generic data */ 

  <tag><len><value> 

  … 

  <tag><len><value>   

 

Result codes: 

0x0000 = Success 

0x0393 = Invalid Slot Number field 
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0x0394 = Invalid Operation field 

0x0395 = Invalid Database Selector field 

0x0396 = Invalid Tags to Read field 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 0D 

Data 

Extended Data Offset 0000 

Extended Command Number 0313 

Complete Extended Data Length 0007 

Extended Data 010002FA029F5A 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 10 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 000A 

Extended Data 0008FA8200049F5A0101 
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7.4.19 Extended Command 0x0314 - Get EMV Transaction Status (OEM Features Only) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

The host uses this command to determine whether the device is in the midst of processing an EMV 

transaction the host initiated using Extended Command 0x0300 - Initiate EMV Transaction (EMV 

Only). 

 

Request Data:  None 

 

Response Data:  None 

 

Result codes: 

0x038F = EMV Transaction In Progress 

0x038D = No EMV Transaction In Progress 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Command Number 0314 

Complete Extended Data Length 0000 

Extended Data Not Applicable 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Result Code 038F 

Complete Extended Data Length 0000 

Extended Data Not Applicable 
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7.4.20 Extended Command 0x0315 - Get Overall Contactless Checksum (Comprehensive 

Checksums Only) 

Like all extended commands, the host initiates this command by calling Command 0x49 - Send 

Extended Command Packet (Extended Commands Only), and receives a response as documented 

there. 

 

The host can use this command to retrieve a CRC32 checksum the device calculates across all of its 

contactless databases, which the host can compare to the checksum from a “gold” / baseline / known-

good device to ensure that any given device contains the desired configuration.  The device recalculates 

this value when the host uses Extended Command 0x0305 - Modify Terminal Configuration (MAC), 

Extended Command 0x0307 - Modify Application Configuration (MAC), or Extended Command 

0x0309 - Modify Acquirer Public Key CAPK (MAC, EMV ODA Only) to load settings into any 

contactless database. 

 

Result codes: 

0x0000 = Success 

Example Request (Hex) 

Header 

Command Number 49 

Data Length 06 

Data 

Extended Data Offset 0000 

Extended Command Number 0315 

Complete Extended Data Length 0000 

Extended Data N/A 

Example Response (Hex) 

Header 

Result Code 0A 

Data Length 0A 

Data 

Extended Data Offset 0000 

Extended Result Code 0000 

Complete Extended Data Length 0004 

Extended Data 9F5A0101 
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8 Properties 

8.1 About Properties 
MagneSafe V5 devices have a number of programmable configuration properties stored in non-volatile 

memory.  Most of the programmable properties pertain to data formats other than vendor-defined HID, 

but some of the properties deal with the device regardless of format (for information about changing 

formats and making format-specific properties visible, see Property 0x10 - Interface Type).  These 

properties can be configured at the factory or by an administrator using software tools supplied by 

MagTek.  Changing these configuration properties requires low-level communication with the device.  

Details for communicating with the device to read or change programmable properties are provided in 

section 7.3.1 Command 0x00 - Get Property and section 7.3.2 Command 0x01 - Set Property (MAC). 

8.2 Property 0x00 - Firmware ID 
Property ID: 0x00 

Property Type: String 

Length: Fixed at 11 bytes 

Get Property: Yes 

Set Property: No 

Default Value: Part number of installed firmware 

 

This is an 11 or 13 byte read-only property that identifies the firmware part number and revision installed 

on the device.  The first 8 or 10 bytes represent the part number, the next byte represents the firmware 

major revision number, and the final two bytes represent an internal build number.  For example, this 

property might be “21042812D01”. 

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 00 

Example Get Response (Hex) 

Result Code Data Len Property Value 

00 0B 32 31 30 34 32 38 31 32 44 30 31 
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8.3 Property 0x01 - USB Serial Number (HID Only | KB Only) 
Property ID: 0x01 

Property Type: String 

Length: 0 - 15 bytes 

Get Property: Yes 

Set Property: Yes 

Default Value: Null string / ASCII device serial number set when the device is configured. 

 

The value contains the USB serial number, from 0 to 15 bytes long.  The device sends the value of this 

property (if any) to the host during USB device enumeration.  This is useful for distinguishing between 

devices when more than one of the same kind of device is attached to the host. 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

Example Set Request (Hex) 

Cmd Num Data Len Property ID Property Value 

01 04 01 31 32 33 

Example Set Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 01 

Example Get Response (Hex) 

Result Code Data Len Property Value 

00 03 31 32 33 
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8.4 Property 0x02 - USB Polling Interval (HID Only | KB Only) 
Property ID: 0x02 

Property Type: Byte 

Length: 1 byte 

Get Property: Yes 

Set Property: Yes 

Default Value: 0x01 

 

This one-byte value contains the device’s polling interval in milliseconds for the Interrupt In Endpoint, 

can be between 1 - 255.  The device sends the value of this property (if any) to the host during USB 

device enumeration, and the host can use it to determine how often to poll the device for USB Input 

Reports [see section 2.1.3 How to Receive Data On the USB Connection (HID Only)].  For example, if 

the polling interval is set to 10, the host polls the device for Input Reports every 10ms.  This property can 

be used to speed up or slow down the time it takes to send Input Reports to the host.  The trade-off is that 

speeding up the polling interval increases the USB bus bandwidth used by the device. 

 

If the USB host hardware is configured to use a small keyboard buffer, the device may drop characters 

and host software developers may use this setting to reduce the device’s transmission speed to 

compensate.  However, a better solution is to increase the host hardware’s keyboard buffer size.  For 

example, on a USB host with a buffer size of 100 bytes, increasing the buffer size to 1000 may allow 

much shorter polling intervals resulting in faster transmission speeds without reducing reliability.  For 

details about adjusting keyboard buffer size, see the documentation about “Keyboard Buffer Size” for the 

specific host hardware. 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

Example Set Request (Hex) 

Cmd Num Data Len Property ID Property Value 

01 02 02 0A 

Example Set Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 02 

Example Get Response (Hex) 

Result Code Data Len Property Value 

00 01 01 
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8.5 Property 0x03 - Device Serial Number 
Property ID: 0x03 

Property Type: String 

Length: 0 - 15 bytes 

Get Property: Yes 

Set Property: Yes (Once) 

Default Value: Null string / ASCII device serial number set when the device is configured. 

 

The property contains the device serial number, and is 0 to 15 bytes long.  The device sends the value of 

this property (if any) to the host in ARQC Messages (EMV Only), ARPC Response from Online 

Processing (EMV Only), and Transaction Result Messages (EMV Only).  This property may be Set 

only once; attempts to Set the property again fail with RC = 0x07 (Sequence Error).  Note this value does 

not necessarily have the same value as Property 0x01 - USB Serial Number (HID Only | KB Only), 

which is used mostly for differentiating identical devices after USB enumeration. 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

Example Set Request (Hex) 

Cmd Num Data Len Property ID Property Value 

01 04 03 31 32 33 

Example Set Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 03 

Example Get Response (Hex) 

Result Code Data Len Property Value 

00 03 31 32 33 
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8.6 Property 0x04 - MagneSafe Version Number 
Property ID: 0x04 

Property Type: String 

Length: 0 - 7 bytes 

Get Property: Yes 

Set Property: No 

Default Value: “V05” 

 

This is a maximum 7-byte read-only property that identifies the MagneSafe Feature Level supported on 

this device.  Attempts to set this property fail with RC = 0x01. 

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 04 

Example Get Response (Hex) 

Result Code Data Len Property Value 

00 03 56 30 35 
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8.7 Property 0x07 - ISO Track Mask 
Property ID: 0x07 

Property Type: String 

Length: 6 bytes 

Get Property: Yes 

Set Property: Yes 

Default Value: “04040Y” 

 

This property specifies how the device should mask data on ISO/ABA type cards:  Each byte in the 

sequence has the following meaning: 

 

Offset Description 

0..1 
These bytes are an ASCII representation of a decimal value that specifies how many of the 

leading characters of the PAN the device sends unmasked.  The range is from “00” to “99”. 

2..3 
These bytes are an ASCII representation of a decimal value that specifies how many of the 

trailing characters of the PAN the device sends unmasked.  The range is from “00” to “99”. 

4 

Masking Character.  This byte specifies which character the device uses for masking.  If this 

byte contains the uppercase letter ‘V’, the following rules apply: 

1) The device masks the PAN using character ‘0’ 

2) The device leaves all data after the PAN unmasked, leaving Discretionary Data (“DD”) and 

other non-PAN data available for the host to read. 

5 

This byte specifies whether the device applies Mod 10 Correction to the PAN.  “Y” means Yes, 

“N” means No.  This option is only effective if the Masking Character specified by this 

command is “0”. 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

 

  



8 - Properties 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 103 of 177 (D998200215-22) 

8.8 Property 0x0A - USB HID Max Packet Size (HID Only) 
Property ID: 0x0A 

Property Type: Byte 

Length: 1 byte 

Get Property: Yes 

Set Property: Yes (Read-Only on some devices) 

Default Value: 0x08 for all devices except eDynamo, kDynamo, mDynamo, DynaWave, and tDynamo, 

which use 0x40 

 

The value is a byte that contains the device’s maximum packet size for the USB Interrupt In endpoint 

when using the HID data format [see section 2.1.3 How to Receive Data On the USB Connection (HID 

Only)].  The device sends the value of this property to the host during USB device enumeration.  The 

value can be set in the range of 1 - 64 and has units of bytes.  For example, if the maximum packet size is 

set to 8, the device sends HID reports in multiple packets of 8 bytes each, possibly fewer bytes for the last 

packet of the report.  This property can be used to speed up or slow down the time it takes to send data to 

the host.  Larger packet sizes speed up communications and smaller packet sizes slow down 

communications.  The trade-off is that speeding up the data transfer rate increases the USB bus bandwidth 

used by the device. 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

Example Set Request (Hex) 

Cmd Num Data Len Property ID Property Value 

01 02 0A 08 

Example Set Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 0A 

Example Get Response (Hex) 

Result Code Data Len Property Value 

00 01 08 
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8.9 Property 0x10 - Interface Type 
Property ID: 0x10 

Property Type: Byte 

Length: 1 byte 

Get Property: Yes 

Set Property: Yes (No for devices that switch connections automatically) 

Default Value: N/A 

 

This property represents the device’s current connection type (see section 2 Connection Types) and data 

format (see section 3 Data Formats): 

 Valid values for this property are 

o 0x00 = USB HID (HID Only) 

o 0x02 = iAP / RS-232 / UART (RS-232 Only | UART Only | iAP Only) 

 On devices that have only one possible value for this property, the property is read-only. 

 On devices that support multiple values for this property and do not handle connection switching 

automatically, the host can use this property to change the device’s behavior.  MagTek strongly 

recommends the host set this property before setting other properties, and immediately power cycle or 

reset the device (see Command 0x02 - Reset Device), because it changes which other properties are 

available. 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

Example Set Request (Hex) 

Cmd Num Data Len Property ID Property Value 

01 02 10 00 

Example Set Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 10 

Example Get Response (Hex) 

Result Code Data Len Property Value 

00 01 00 
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8.10 Property 0x52 - Host Poll Timeout (HID Only | KB Only) 
Property ID: 0x52 

Property Type: Byte 

Length: 1 byte 

Get Property: Yes 

Set Property: Yes 

Default Value: 0x02 (2 seconds) 

 

The host can use this property to adjust the device’s host poll timeout.  The property can be set to 0 to 

disable the timeout, or it can be set to a value in the range of 1 to 60 seconds. 

 

If the host fails to retrieve a USB HID input report from the device within the timeout period, the device 

discards the report.  The intent of this timeout is to avoid having the device lock up while trying to send a 

report to a host that is failing to retrieve it due to error conditions or because the host is not ready to 

receive. 

 

Not all devices have such a timeout, and not all readers implement this property to adjust it. 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

Example Set Request (Hex) 

Cmd Num Data Len Property ID Data 

01 02 52 02 

Example Set Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 52 

Example Get Response (Hex) 

Result Code Data Len Data 

00 01 02 
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8.11 Property 0x67 - EMV Data Encryption Variant (EMV Only) 
Property ID: 0x67 

Property Type: Byte 

Length: 1 byte 

Get Property: Yes 

Set Property: Yes 

Default Value: 0x01 (Data Variant) 

 

This property specifies which variant of the current DUKPT Key the device uses to encrypt EMV Data. 

 0x00 = Use the PIN Encryption variant. 

 0x01 = Use the Data Encryption, request or both ways variant. 

 

The device uses this value to determine how to create the correct Derived Key to encrypt data involved in 

EMV transactions (see section 5 Encryption, Decryption, and Key Management).  The algorithms for 

creating the Derived Key fitting each of the possible variants are fully specified in ANS X9.24-1:2009. 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

Example Set Request (Hex) 

Cmd Num Data Len Property ID Data 

01 02 67 01 

Example Set Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 67 

Example Get Response (Hex) 

Result Code Data Len Data 

00 01 01 
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8.12 Property 0x6E - Mask Service Code (Set Mask Service Code Only) 
Property ID: 0x6E 

Property Type: Byte 

Length: 1 byte 

Get Property: Yes 

Set Property: Yes 

Default Value: 0x01 

 

This property controls masking of the service code on ISO card tracks 1 and 2 in ARQC Messages 

(EMV Only) and Transaction Result Messages (EMV Only).  If this property is set to 1, the device 

masks the service code.  If this property is set to 0, the device does not mask the service code. 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

Example Set Request (Hex) 

Cmd Num Data Len Property ID Property Value 

01 02 6E 01 

Example Set Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 6E 

Example Get Response (Hex) 

Result Code Data Len Property Value 

00 01 01 
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8.13 Property 0x72 - EMV Configuration Security (OEM Features Only) 
Property ID: 0x72 

Property Type: Byte 

Length: 1 byte 

Get Property: Yes 

Set Property: No (Manufacturer Only) 

Default Value: 0x00 (MAC required) 

 

The host uses this property to change the security behavior of a subset of the device’s EMV configuration 

commands.  The non-default setting allows OEMs, acquirers, and field technicians to update EMV 

configuration settings that change frequently, without requiring access to the device UIK key, or network 

connectivity to request a signed command from a remote service, or pre-generated signed commands. 

 

Valid property values are: 

 0x00 = Standard behavior (UIK MAC required) 

 0x01 = OEM Behavior (no MAC required) 
 

When the device is configured to OEM Behavior, the host should transmit padding in place of the MAC 

when it invokes any of the affected commands, which are: 

 Extended Command 0x0305 - Modify Terminal Configuration (MAC) 

 Extended Command 0x0307 - Modify Application Configuration (MAC) 

 Extended Command 0x0309 - Modify Acquirer Public Key CAPK (MAC, EMV ODA Only) 

 Extended Command 0x0312 - Modify Dynamic Reader Limits Configuration (MAC, 

Contactless Only) 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

Example Set Request (Hex) 

Cmd Num Data Len Property ID Data 

01 01 72 01 

Example Set Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 72 

Example Get Response (Hex) 

Result Code Data Len Data 

00 01 00 
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8.14 Property 0x73 - Application Selection Behavior (Application Selection 

Options Only) 
Property ID: 0x73 

Property Type: Byte 

Length: 1 byte 

Get Property: Yes 

Set Property: Yes 

Default Value: 0x00 

 

The host uses this property to set the device’s behavior for payment brand selection.  See About EMV L2 

Transaction Flows (EMV Only). 

 

Valid property values are: 

 0x00 = Card preference.  The device automatically chooses the application that is mutually 

supported by the card and the terminal, based on the priority order specified by the card.  This is the 

default and is standard EMV transaction flow behavior. 

 0x01 = Prompt cardholder.  The sends the host Notification 0x0302 - Cardholder Selection 

Request to request that the cardholder select from a list of available applications.  After the 

cardholder selects an application, the host passes the selection to the device using Extended 

Command 0x0302 - Cardholder Selection Result.  Note that if the device is configured to use this 

option, the cardholder must hold the card or contactless payment device in contact with the device for 

until cardholder application selection is complete, otherwise the device will report the transaction 

failed.  For this reason, MagTek does not recommend using this setting. 

 0x02 = Default to US Common Debit.  The device automatically uses the US Common Debit 

application if it is available. 

 

This property will only affect device behavior when all of these conditions occur: 

1) The cardholder presents a card or payment device loaded with one of the following payment brand 

applications for US Common Debit: 

a) DNA US Common Debit AID: A0 00 00 06 20 06 20 

b) Discover US Common Debit AID: A0 00 00 01 52 40 10 

c) MasterCard US Common Debit AID: A0 00 00 00 04 22 03 

d) Visa US Common Debit AID: A0 00 00 00 98 08 40 

e) UnionPay US Common Debit AID: A0 00 00 03 33 01 01 08 

2) The device’s configuration has that same AID loaded into one of the Application Settings slots 

described in Appendix C EMV Terminal and Application Settings (EMV Only). 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

Example Set Request (Hex) 

Cmd Num Data Len Property ID Data 

01 02 73 01 
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Example Set Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 73 

Example Get Response (Hex) 

Result Code Data Len Data 

00 01 01 
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8.15 Property 0x75 - Apple VAS Support (Apple VAS Only) 
Property ID:  0x75 

Property Type: Byte 

Length: 1 byte 

Get Property: Yes 

Set Property: Yes 

Default Value: 0x00 (Disable Apple VAS) 

 

The host can use this property to enable / disable the device’s support for Apple Value Added Service 

Protocol (Apple VAS). 

 

 0x00 = Disable Apple VAS.  The device processes transactions without Apple VAS data. 

 0x01 = Enable Apple VAS.  The device supports Apple VAS and places all Apple VAS tags in TLV 

data object FE when it sends ARQC Message Format Security Level 3 to the host. 

 

This property is stored in non-volatile memory, so it persists when the device is power cycled.  When this 

property is changed, the device must be reset (see Command 0x02 - Reset Device) or powered off for at 

least 30 seconds, then powered on, before the changes will take effect. 

Example Set Request (Hex) 

Cmd Num Data Len Property ID Data 

01 02 75 00 

Example Set Response (Hex) 

Result Code Data Len Data 

00 00  

Example Get Request (Hex) 

Cmd Num Data Len Property ID 

00 01 75 

Example Get Response (Hex) 

Result Code Data Len Data 

00 01 00 
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Appendix A Examples 
This section includes direct command examples and information about using demonstration software.  In 

addition to the examples here, source code with detailed comments is included with the demo software 

and can be used as a guide for custom software development. 

 

The book USB Complete by Jan Axelson is also a good guide for software developers, especially the 

chapter “Human Interface Devices: Host Applications.” 

A.1 Command Examples 
This section provides examples of command sequences and cryptographic operations.  Each example 

shows a sequence as it actually runs, so developers of custom software can check their code against the 

examples step-by-step to make sure the software is parsing and computing values correctly. 
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A.1.1 Example: Configuring a Device Before Encryption Is Enabled (HID Only) 

This example configures the device to use the USB-HID data format (see section 2.1.3 How to Receive 

Data On the USB Connection). 

 

; This script demonstrates configuration commands for HID mode. 

; It assumes the device is at Security Level 2 and that the Device 

; Serial Number has never been set. 

00 01 10     ; Get current interface 

Request      : CMND=00, LEN=01, DATA=10 

Response     : RC=  00, LEN=01, DATA=01 

 

01 02 10 00  ; Set Interface to HID 

Request      : CMND=01, LEN=02, DATA=10 00 

Response     : RC=  00, LEN=00, DATA= 

 

02 00        ; Reset so changes take effect 

Request      : CMND=02, LEN=00, DATA= 

Response     : RC=  00, LEN=00, DATA= 

 

Delay        : (waited 5 seconds) 

 

00 01 10     ; Get current interface (should return 0) 

Request      : CMND=00, LEN=01, DATA=10 

Response     : RC=  00, LEN=01, DATA=00 
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A.1.2 Example: Changing from Security Level 2 to Security Level 3 

; This script demonstrates changing from Security Level 2 to Security 

Level 3. 

; It assumes the device is at Security Level 2 with the ANS X9.24 

Example 

; key loaded and the KSN counter set to 1. 

09 00        ; Get current KSN (should be FFFF9876543210E00001) 

Request      : CMND=09, LEN=00, DATA= 

Response     : RC=  00, LEN=0A, DATA=FF FF 98 76 54 32 10 E0 00 01 

 

; For KSN 1, MAC Key: 042666B4918430A3 68DE9628D03984C9 

; 

; The command to change Security Level looks like: 15 05 03 nnnnnnnn 

;  where nnnnnnnn is the MAC. 

; 

; The data to be MACd is: 15 05 03 

; Data to be MACd must be in blocks of eight bytes, so we left justify 

and 

; zero fill the block to get: 15 05 03 00 00 00 00 00 (This is the 

block to MAC) 

; For convenience show it as the compacted form: 1505030000000000 

; 

; The MAC algorithm run with this data uses the following 

cryptographic 

; operations: 

; 

;  Single DES Encrypt the data to be MACd with the left half of the 

MAC Key: 

;     1505030000000000 1DES Enc with 042666B4918430A3 = 

BFBA7AE4C1597E3D 

; 

;  Single DES Decrypt the result with the right half of the MAC Key: 

;     BFBA7AE4C1597E3D 1DES Dec with 68DE9628D03984C9 = 

DA91AB9A8AD9AB4C 

; 

;  Single DES Encrypt the result with the left half of the MAC Key: 

;     DA91AB9A8AD9AB4C 1DES Enc with 042666B4918430A3 = 

E7E2FA3882BB386C 

; 

; The leftmost four bytes of the final result are the MAC = E7E2FA38 

; 

; Send the MACd Set Security Level command 

15 05 03 E7E2FA38 

Request      : CMND=15, LEN=05, DATA=03 E7 E2 FA 38 

Response     : RC=  00, LEN=00, DATA= 

 

02 00        ; Reset so changes take effect 

Request      : CMND=02, LEN=00, DATA= 

Response     : RC=  00, LEN=00, DATA= 

 

Delay        : (waited 5 seconds) 
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09 00        ; Get current KSN (should be FFFF9876543210E00002) 

Request      : CMND=09, LEN=00, DATA= 

Response     : RC=  00, LEN=0A, DATA=FF FF 98 76 54 32 10 E0 00 02 

 

15 00        ; Get current Security Level (Should be 03) 

Request      : CMND=15, LEN=00, DATA= 

Response     : RC=  00, LEN=01, DATA=03 
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A.2 About the SDKs and Additional Examples 
MagTek provides SDKs and corresponding documentation for many programming languages and 

operating systems that enable software developers to quickly develop custom host software that 

communicates with this device, without having to deal with the complexities of platform APIs for direct 

communication across the various available connection types, connecting using the various available 

communication protocols, and parsing the various available data formats. 

 

The SDKs and corresponding documentation include: 

 Functions for sending the direct commands described in this manual 

 Wrappers for commonly used commands and properties that further simplify development 

 Detailed compilable examples of processing incoming payment data and using the direct commands 

and properties described in this manual 

 

To download the SDKs and documentation, search www.magtek.com for “SDK” and select the SDK and 

documentation for the programming languages and platforms you need, or contact MagTek Support 

Services for assistance. 
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Appendix B EMV Message Formats (EMV Only) 

B.1 ARQC Messages (EMV Only) 
This section gives the format of the ARQC Message delivered in Notification 0x0303 - ARQC Message.  

The contents of the ARQC Message is slightly different depending on whether the device is set to 

Security Level 2 (not encrypting) or Security Level 3 (encrypting).  Support for EMV transactions at 

Security Level 2 is only available on mDynamo. 

B.1.1 ARQC Message Format Security Level 2 

When the device is set to Security Level 2 (not encrypting), the ARQC Message TLV data object 

contains the following: 

 

F9<len> /* container for MAC structure and generic data */ 

  DFDF54(MAC KSN)<len><val>  

  DFDF55(MAC Encryption Type)<len><val> 

  DFDF25(IFD Serial Number)<len><val> 

  FA<len>/* container for generic data */ 

   70<len> /*container for ARQC */ 

    DFDF53<len><value> /*fallback indicator */ 

    5F20<len><value> /*cardholder name */ 

    5F30<len><value> /*service code */ 

    DFDF4D<len><value> /* Masked T2 PICC/ICC Data */ 

    DFDF52<len><value> /* card type */ 

    <tags defined by DFDF02 > 

 

(Buffer if any to be a multiple of 8 bytes) 

 

CBC-MAC (4 bytes reserved, not calculated) 

 

If the device is configured to prefer MSD data, it includes that data in additional TLV data objects in TLV 

data object 70.  See section B.4 Contactless Magnetic Stripe Data (MSD) Tags (Contactless Only). 

 

The device populates TLV data object DFDF53 with one of the following fallback indicators: 

 0x00 = No fallback or missing tag 

 0x01 = Reserved 

 0x81 = Reserved 

 

The device populates TLV data object DFDF52 with one of the following card types: 

 0x00 = Other 

 0x01 = Financial 

 0x02 = AAMVA 

 0x03 = Manual 

 0x04 = Unknown 

 0x05 = ICC 

 0x06 = Contactless ICC - EMV 

 0x07 = Financial MSR and ICC 

 0x08 = Contactless ICC - MSD 
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The device constructs the contents of tag DFDF4D, using EMV transaction data to emulate track 2 data as 

though it came from an ISO/ABA magnetic stripe card.  Much of the data is masked; the device sends a 

specified mask character instead of the actual character from the transaction.  The device provides 

masking settings in Property 0x07 - ISO Track Mask, which allows the host software to specify 

masking details for the Primary Account Number, the masking character to be used, and whether a 

correction should be applied to make the Mod 10 (Luhn algorithm) digit at the end of the PAN be correct. 

 

Table 8-1 provides an example of track 2 data as it would appear if the device sent it in the clear.  Table 

8-2 shows the same data as it might appear with a specific set of masking rules applied. 

Table 8-1 – Sample ISO/ABA Swiped Track Data, Clear Text / Decrypted 

Sample ISO/ABA Swiped Track Data, Clear Text / Decrypted 

Track 2 ;6011000995500000=15121015432112345678? 

Table 8-2 – Sample ISO/ABA Swiped Track Data, Masked 

Sample ISO/ABA Swiped Track Data, Masked 

Track 2 ;6011000020000000=15120000000000000000? 

 

 

Table 8-3 shows an example of track 2 data using unmasked placeholders to make it easier to see the 

relative positions of the values embedded in the track data, and can be interpreted as follows: 

 ?  and ;  are Sentinels / delimiters. 

 The string of 5s is the Account Number / PAN. 

 The string of 3s is the Expiration Date. 

 The string of 8s is the Service Code. 

 The remaining characters (0s, 4s, and 6 ) are Discretionary Data, which is of varying length and 

content and comes from the card, and must be interpreted according to the standards established by 

issuers, payment brands, and so on. 

Table 8-3 – Example Generic ISO/ABA Track Data Format 

Generic ISO/ABA Track Data Format 

Track 2 Data ;5555555555555555=33338880004444006? 

 

The device masks the data as follows: 

 The number of initial characters and trailing characters specified by Property 0x07 - ISO Track 

Mask is sent unmasked.  If Mod 10 correction is specified (see Property 0x07 - ISO Track Mask), 

all but one of the intermediate characters of the PAN are set to zero; one of them is set such that last 

digit of the PAN calculates an accurate Mod 10 check of the rest of the PAN as transmitted.  If the 

Mod 10 correction is not specified, all of the intermediate characters of the PAN are set to the 

specified mask character. 

 The Expiration Date is transmitted unmasked. 

 The Service Code is always unmasked on newer devices. 

 All Field Separators are sent unmasked. 



Appendix B - EMV Message Formats (EMV Only) 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 119 of 177 (D998200215-22) 

 All other characters are set to the specified mask character. 
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B.1.2 ARQC Message Format Security Level 3 

When the device is set to Security Level 3 (encrypting), the ARQC Message TLV data object contains 

the following: 

 

F9<len> /* container for MAC structure and generic data */ 

  DFDF54(MAC KSN)<len><val>            

  DFDF55(MAC Encryption Type)<len><val> 

  DFDF25(IFD Serial Number)<len><val>    

  FA<len>/* container for generic data */ 

   70<len> /*container for ARQC */ 

    DFDF53<len><value> /*fallback indicator */ 

    5F20<len><value> /*cardholder name */ 

    5F30<len><value> /*service code */ 

    DFDF4D<len><value> /* Masked T2 PICC/ICC Data */ 

    DFDF52<len><value> /* card type */ 

    F8<len> /*container tag for encryption */ 

     DFDF59(Encrypted Data 

Primitive)<len><Encrypted Data val (Decrypt data to read tags)> 

     DFDF56(Encrypted Transaction Data 

KSN)<len><val> 

     DFDF57(Encrypted Transaction Data 

Encryption Type)<val> 

     DFDF58(# of bytes of padding in 

DFDF59)<len><val> 

 

(Buffer if any to be a multiple of 8 bytes) 

CBC-MAC (4 bytes reserved, not calculated) 

 

The values inside tags DFDF52, DFDF53, and DFDF4D are fully described in section B.1.1. 

 

The device encrypts the Value inside data container DFDF59 using the Data Encryption, request or 

both ways variant [or other variant depending on Property 0x67 - EMV Data Encryption Variant 

(EMV Only)] of the current DUKPT Key used in the relevant transaction.  As a requirement for using the 

DUKPT TDES encryption algorithm, the device pads it so the length of its value is a multiple of 8 bytes.  

The device uses tag DFDF58 to report how many bytes of tag DFDF59 are padding.  After the host 

decrypts it, DFDF59 contains a list of TLV data objects defined by terminal setting DFDF02 or DFDF08 

is card type is contactless-MSD.  For example: 

 

    FC<len>/* container for encrypted generic data * 

     <tags defined by DFDF02 or DFDF08> 

     F4<len>/* container tag for encrypted MSR 

data */ 

      DFDF36 <EncT1status><len><val> 

      DFDF37 <EncT1data><len><val> 

      DFDF38 <EncT2status><len><val> 

      DFDF39 <EncT2data><len><val> 

      DFDF3A <EncT3status><len><val> 

      DFDF3B <EncT3data><len><val> 

      DFDF3C <Encrypted Magneprint 

Data><len><val> 
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      DFDF43 <Magneprint Status 

Data><len><val> 

      DFDF50(MSR KSN Data)<len><val> /*sent 

in the clear*/ 

      DFDF51(MSR EncryptionType)<len><val> 

 

    <Padding to force DFDF59 plus padding to be a 

multiple of 8 bytes> 

 

If the device is configured to prefer MSD data, it includes that data in additional TLV data objects in TLV 

data object FC.  See section B.4 Contactless Magnetic Stripe Data (MSD) Tags (Contactless Only). 

 

(Apple VAS Only) 

If Apple VAS is enabled by Property 0x75 - Apple VAS Support (Apple VAS Only) and the host 

invoked Extended Command 0x0300 - Initiate EMV Transaction (EMV Only) with options that 

enable Apple VAS support for the current transaction, the ARQC message also includes Apple VAS data 

in TLV data object FE after TLV data object F8. 

 

    FE<len>/* container for Apple VAS data * 

     9F27<len><val> /*Mobile Token */ 

     9F2A<len><val> /*VAS Data */ 
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B.2 ARPC Response from Online Processing (EMV Only) 
This section specifies the format of the data for Extended Command 0x0303 - Online Processing 

Result / Acquirer Response (EMV Only).  The host sends this request to the device in response to 

Notification 0x0303 - ARQC Message. 

 

An ARPC Response is a TLV data object with the following contents: 

F9<len> /* container for MAC structure and generic data */ 

 DFDF54 (MAC KSN)<len><val> 

 DFDF55 (Mac Encryption Type><len><val> 

 DFDF25 (IFD Serial Number)<len><val> 

FA<len> /* Container for generic data */ 

 70 04 8A 02 30 30 

 (ARPC padding, if any, to be a multiple of 8 bytes) 

CBC-MAC (4 bytes, reserved, must be sent to the device, however, the 

device does not check for the properly calculated CBC-MAC) 
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B.3 Transaction Result Messages (EMV Only) 
This section specifies the format for data the device sends using Notification 0x0304 - Transaction 

Result Message.  The format is controlled by Property 0x68 – EMV Message Format. 

 

TLV data object DFDF1A contains one of the following Transaction Status values: 

 0x00 = Approved 

 0x01 = Declined 

 0x02 = Error 

 0x10 = Cancelled by Host 

 0x1E = Manual Selection Cancelled by Host 

 0x1F = Manual Selection Timeout 

 0x21 = Waiting for Card Cancelled by Host 

 0x22 = Waiting for Card Timeout 

 0x23 = Reserved 

 0xFF = Unknown 

 

(Contactless Only) If data object DFDF1A reports 0x02 Error, data object DFDF1B may contain 

additional information about the error using one of the following values: 

 0x50 = Select application error 

 0x51 = Application initiation error 

 0x52 = Read record error 

 0x53 = Offline Data Authentication error 

 0x54 = Process restriction error 

 0x55 = Cardholder verification error 

 0x56 = Risk management error 

 0x57 = 1st terminal action analysis error 

 0x58 = 1st generate AC error 

 0x59 = 1st card action analysis error 

 0x5A = Online processing error 

 0x5B = Online response process error 

 0x5C = 2nd card action analysis error 

 

The format of Transaction Result messages depends on whether the device is set to Security Level 2 (not 

encrypting) or Security Level 3 (encrypting).  Support for EMV transactions at Security Level 2 is only 

available on mDynamo. 

 

  



Appendix B - EMV Message Formats (EMV Only) 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 124 of 177 (D998200215-22) 

B.3.1 Transaction Result Message Format Security Level 2 

When the device is set to Security Level 2 (not encrypting), the Transaction Result TLV data object 

contains the following: 

F9<len> /* container for MAC structure and generic data */ 

 DFDF54(MAC KSN)<len><val>  

 DFDF55(MAC Encryption Type)<len><val> 

 DFDF25(IFD Serial Number)<len><val> 

 FA<len>/* container for generic data */ 

  F0<len> /* Transaction Results */ 

   F1<len> /* container for Status Data */ 

    /* Status Data tags */ 

    DFDF1A - Transaction Status 

    DFDF1B - Additional Transaction Information 

 

   F2<len>/* container for Transaction Data */ 

    /* Data tags (defined by DFDF17) */ 

 

   F3<len>/* container for Reversal Data, if any */ 

    /* Reversal Data tags (defined by DFDF05)*/ 

 

   F7<len>/* container for Merchant Data */ 

    /* Merchant Data tags */ 

    5F25<len> /* Application Effective Date */ 

    5F24<len> /* Application Expiration Date */ 

    89<len> /* Authorization Code */ 

    5F2A<len> /* Transaction Currency Code */ 

    9F02<len> /* Amount, Authorized */ 

    9F03<len> /* Amount, Other */ 

    9F06<len> /* Application Identifier */ 

    9F12<len> /* Application Preferred Name */ 

    9F1C<len> /* Terminal Identification */ 

    9F39<len> /* POS Entry Mode */ 

    9C<len> /* Transaction Type */ 

    9F34<len> /* Cardholder Verification Results */ 

    5F57<len> /* Account Type */ 

    5F20<len> /* Cardholder Name */ 

    DFDF4D<len> /* Masked T2 PICC/ICC Data */ 

 

(Buffer if any to be a multiple of 8 bytes) 

CBC-MAC (4 bytes reserved, not calculated) 

 

The value inside tag DFDF4D is fully described in section B.1.1. 

 

If the device is configured to prefer MSD data, it includes that data in additional TLV data objects in TLV 

data object F2.  See section B.4 Contactless Magnetic Stripe Data (MSD) Tags (Contactless Only). 
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B.3.2 Transaction Result Message Format Security Level 3 

When the device is set to Security Level 3 (encrypting), the Transaction Result TLV data object contains 

the following: 

F9<len> /* container for MAC structure and generic data */ 

 DFDF54(MAC KSN)<len><val>            

 DFDF55(MAC Encryption Type)<len><val> 

 DFDF25(IFD Serial Number)<len><val>    

 FA<len>/* container for generic data */ 

  F0<len> /* Transaction Results */ 

 

   F1<len> /* container for Status Data */ 

    … /* Status Data tags */ 

    DFDF1A - Transaction Status 

    DFDF1B - Additional Transaction Information 

 

   F8<len> /* container tag for encryption */ 

    DFDF59(Encrypted Data Primative)<len><Encrypted 

Data val (Decrypt data to read tags)> 

    DFDF56(Encrypted Transaction Data KSN)<len><val> 

    DFDF57(Encrypted Transaction Data Encryption 

Type)<val> 

    DFDF58(# of bytes of padding in DFDF59)<len><val> 

 

   F7<len>/* container for Merchant Data */ 

    /* Merchant Data tags */ 

    5F25<len> /* Application Effective Date */ 

    5F24<len> /* Application Expiration Date */ 

    89<len> /* Authorization Code */ 

    5F2A<len> /* Transaction Currency Code */ 

    9F02<len> /* Amount, Authorized */ 

    9F03<len> /* Amount, Other */ 

    9F06<len> /* Application Identifier */ 

    9F12<len> /* Application Preferred Name */ 

    9F1C<len> /* Terminal Identification */ 

    9F39<len> /* POS Entry Mode */ 

    9C<len> /* Transaction Type */ 

    9F34<len> /* Cardholder Verification Results */ 

    5F57<len> /* Account Type */ 

    5F20<len> /* Cardholder Name */ 

    DFDF4D<len> /* Masked T2 PICC/ICC Data */ 

 

(Buffer if any to be a multiple of 8 bytes) 

CBC-MAC (4 bytes reserved, not calculated) 

 

The value inside tag DFDF4D is fully described in section B.1.1. 

 

The device encrypts the Value inside data container DFDF59 using the Data Encryption, request or 

both ways variant [or other variant depending on Property 0x67 - EMV Data Encryption Variant 

(EMV Only)] of the current DUKPT Key used in the relevant transaction.  As a requirement for using the 

DUKPT TDES encryption algorithm, the device pads it so the length of its value is a multiple of 8 bytes.  

The device uses tag DFDF58 to report how many bytes of tag DFDF59 are padding.  After the host 
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decrypts it, DFDF59 contains a list of TLV data objects defined by terminal setting DFDF17 and 

DFDF05.  For example: 

 

  FC<len>/* container for encrypted generic data */ 

   F2<len>/* container for Transaction Data */ 

    … /* Data tags (defined by DFDF17) */ 

   F3<len>/* container for Reversal Data, if any */ 

    … /* Reversal Data tags (defined by DFDF05)*/ 

 

If the device is configured to prefer MSD data, it includes that data in additional TLV data objects in TLV 

data object F2.  See section B.4 Contactless Magnetic Stripe Data (MSD) Tags (Contactless Only). 
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B.4 Contactless Magnetic Stripe Data (MSD) Tags (Contactless Only) 
Some solutions may require the device to send ISO Track 1 and Track 2 equivalent data (“MSD mode” 

data) during contactless transactions, for compatibility with legacy hosts and back-end systems that are 

designed to use magnetic stripe data.  Most payment methods (contactless cards and payment devices) 

support both MSD and EMV data modes, and the device’s kernel configuration(s) can be set to prefer 

MSD and to direct the payment method to provide it during a transaction. 

 

If the device is configured to prefer MSD data, it includes that data in additional TLV data objects, listed 

in Table 8-4 and Table 8-5, when it sends the host ARQC Messages (EMV Only) data container FA, or 

Transaction Result Messages (EMV Only) data container F2. 

 

The device’s MSD preference is set differently for each payment brand.  See the following tags to set or 

to determine the setting for each brand: 

 D-PAS Settings (Contactless Only) and payWave Settings (Contactless Only) use tag 9F66 in 

Terminal Configuration. 

 MCL Settings (Contactless Only) use tag DF811B in Application Configuration. 

 Expresspay Settings (Contactless Only) use tag 9F6E in Terminal Configuration. 

 QuickPass does not support MSD (QuickPass Support Only) 

Table 8-4 - MCL MSD Data Tags 

Tag Description 

56 MSD Track 1 

9F6B 

MSD Track 2 

Although the payment method’s MCL application may send Track 2 equivalent data to the 

device using data container 57, the device re-wraps it and sends it to the host using this 

data container instead. 

 

Table 8-5 - payWave, Expresspay and D-PAS MSD Data Tags 

Tag Description 

DFDF4B 
MSD Track 1 

Expresspay payment methods will not include the Longitudinal Redundancy Code (LRC). 

DFDF4C 
MSD Track 2 

Expresspay payment methods will not include the Longitudinal Redundancy Code (LRC). 
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Appendix C EMV Terminal and Application Settings (EMV Only) 

C.1 EMV Common Settings 
This section lists settings that are common across all EMV databases on the device. 

C.1.1 EMV Common Terminal Settings and Defaults 

This section lists the default EMV Terminal Settings shared across all terminal databases on the device.  

For information about reading and changing these settings, see section 7.4.8 Extended Command 

0x0306 - Read Terminal Configuration and section 7.4.7 Extended Command 0x0305 - Modify 

Terminal Configuration. 

Table 8-6 - EMV Common Terminal Settings 

Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

5F2A 08 40 0x02 MagTek 

Transaction Currency Code. 

Valid values are the numerical codes from 

ISO 4217 Codes for the representation 

of currencies, for example: 

 0x0000 = Use Selected Application’s 

Currency Code Terminal Setting 

 0x0840 = US Dollar 

 0x0978 = Euro 

5F36 02 0x01 MagTek Transaction Currency Exponent 

9F1A 08 40 0x02 MagTek 

Terminal Country Code.  The device’s 

terminal country codes are numeric and 

derived from ISO 3166-1, for example: 

 0840 = United States 

 0250 = France 

 0380 = Italy 

 0724 = Spain 

 0276 = Germany 

9F1C 
31 31 32 32 33 33 34 

34 
0x08 MagTek Terminal Identification 

9F4E 30 30 30 30 30 30 30 0x28 MagTek Merchant Name and Location 

DFDF14 00 00 75 30 0x04 MagTek Socket Timeout for Online Processing (ms) 

DFDF15 00 00 00 01 0x04 MagTek 
Socket Retries (number of connection 

retries in Online Processing) 
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Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

DFDF19 65 6E 0x02 MagTek 

(Multi-Language Only) 

Default Terminal Language.  The device’s 

terminal language codes are ASCII strings 

based on alpha-2, derived from ISO 

3166-1, for example: 

 656E = English (en) 

 6672 = French (fr) 

 6974 = Italian (it) 

 6465 = German (de) 

 6573 = Spanish (es) 

DFDF2D 65 6E 64 65 0x0A Read Only 

(Multi-Language Only) 

Supported Terminal Languages.  The 

device’s terminal language codes are 

ASCII strings based on alpha-2, derived 

from ISO 3166-1, for example: 

 656E = English (en) 

 6672 = French (fr) 

 6974 = Italian (it) 

 6465 = German (de) 

 6573 = Spanish (es) 

 

C.1.2 EMV Common Application Settings and Defaults 

There are no default EMV Application Settings shared across all application databases on the device. 
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C.2 MCL Settings (Contactless Only) 
This section lists factory defaults for the configurable tags supported by the MCL Kernel.  Details about 

the tag set in this section are provided in MagStripe Technical Specifications v3.3 and MasterCard 

Contactless Reader Specification Version 3.1.1. 

 

The MCL 3.1.x database has 17 application slots available. 

 

The host sets the Transaction Currency code as part of Extended Command 0x0300 - Initiate EMV 

Transaction (EMV Only). 

C.2.1 MCL Terminal Settings and Defaults (Contactless Only) 

For information about reading and changing these settings, see Extended Command 0x0306 - Read 

Terminal Configuration and Extended Command 0x0305 - Modify Terminal Configuration. 

Table 8-7 -MCL Terminal Factory Defaults 

Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

 

All EMV Common Terminal Settings from section C.1.1 

 

9F15 00 01 0x02 MagTek Merchant Category Code 

9F16 313233343536 0x0F MagTek Merchant Identifier 

9F1E xx xx xx xx xx xx xx xx 0x08 Read Only IFD Serial Number 

9F33 

Terminal and Application tags 

DF8117, DF8118 and DF811F are 

closely related to the value of this 

tag. 

 

00 28 08 for devices with only 

contactless functions 

 

60 28 08 for devices that have 

MSR, contact and contactless 

functions 

0x03 MagTek Terminal Capabilities 

9F53 52 0x01 MagTek Transaction Category Code 

9F6D 00 01 0x02 MagTek 
MagStripe Application 

Version Number 

9F7C 
4D 61 67 54 65 6B 00 00 00 00 00 

00 00 00 00 00 00 00 00 00 
0x14 MagTek 

Merchant Custom Data / 

Customer Exclusive Data 

DF49 xx xx xx xx 0x04 Read Only 

(Comprehensive Checksums 

Only) 

EMV Terminal/App 

Checksum - CRC32 

DF4A xx xx xx xx 0x04 Read Only 
(Comprehensive Checksums 

Only) 
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Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

CAPK Checksum - CRC32 

DF60 00 0x08 MagTek DS Input (Card) 

DF62 00 0x01 MagTek DS ODS Info 

DF63 00 0xA0 MagTek DS ODS Term 

DF8104 00 00 00 00 00 00 0x06 MagTek 
Balance Read Before Gen 

AC 

DF8105 00 00 00 00 00 00 0x06 MagTek Balance Read After Gen AC 

DF8108 00 0x01 MagTek DS AC Type 

DF8109 00 0x08 MagTek DS Input (Term) 

DF810A 00 0x01 MagTek DS ODS Info for Reader 

DF810D 00 0x04 MagTek DSVN Term 

DF8117 00 0x01 MagTek Card Data Input Capability 

DF811A 9F6A04 0x03 MagTek Default UDOL 
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Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

DFDF01 

A000000004F8000010A000000004

F8000011A000000004F8000101A0

00000004F8000110A000000004F8

000111A000000004F8001000A000

000004F8001001A000000004F800

1010A000000004F8001011A00000

0004F8001100A000000004F80011

01A000000004F8001110A0000000

04F8001111A000000004F8010000

A000000004F8010001A000000004

F8010010A000000004F8010011A0

00000004F8010100A000000004F8

010101A000000004F8010111A000

000004F8011000A000000004F801

1001A000000004F8011010A00000

0004F8011011A000000004F80111

00A000000004F8011101A0000000

04F8011110A000000004F8011111

A000000004F8100000A000000004

F8100001B012345678F8000010B0

12345678F8000011B012345678F8

000101B012345678F8000110B012

345678F8000111B012345678F800

1000B012345678F8001001B01234

5678F8001010B012345678F80010

11B012345678F8001100B0123456

78F8001101B012345678F8001110

B012345678F8001111B012345678

F8010000B012345678F8010001B0

12345678F8010010B012345678F8

010011B012345678F8010100B012

345678F8010101B012345678F801

0111B012345678F8011000B01234

5678F8011001B012345678F80110

10B012345678F8011011B0123456

78F8011100B012345678F8011101

B012345678F8011110B012345678

F8011111B012345678F8100000B0

12345678F8100001 

0x0220 MagTek Revoked Certificate Lists 

DFDF02 

9F029F039F265F2482505A5F349F

129F369F079F099F279F34849F1E

9F109F119F249F339F1A9F359557

9F535F2A9A9C9F37 

0x80 MagTek 
Authorization Request Tags 

EMV(ARQC) 

DFDF08 
5056849F119F129F6E9F6B9F1E9

F6D 
0x80 MagTek 

Authorization Request Tags 

MSD (ARQC) 
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Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

DFDF0A 

9F029F039F265F2482505A5F349F

129F369F099F279F34849F1EDFD

F259F109F119F339F1A9F3595579

F535F2A9A9C9F37F5 

0x80 MagTek Clearing Tags EMV 

DFDF0D 509F12849F119F6D9F24569F6B 0x80 MagTek 
MSD Transaction Result 

Message Tags 

DFDF0E 
700E5A08373737345678904F5F34

0100 
0x20 MagTek Exception List 

DFDF16 00 00 00 80 0x04 MagTek Issuer Script Max Size 

DFDF17 
DFDF6ADFDF6BDF8129DF8115

DF8116FF8105FF8106 
0x0100 MagTek 

EMV Transaction Result 

Message Tags 

DFDF1C 09 0x01 MagTek 
MCL Default Transaction 

Type 

DFDF21 11 0x01 Compile Only Number of Applications 

DFDF25 xx xx xx xx xx xx xx xx 0x10 Read Only IFD Serial Number (binary) 

DFDF26 
4D434C20332E312E31204442 

(Variable up to 16 characters) 
0x10 MagTek 

Reader Application Database 

Label 

DFDF27 Calculated  - 20 bytes 0x14 Read Only 
Reader Application Database 

Checksum 

DFDF2F 4D434C20332E312E31 0x1E Read Only Kernel Version 

DFDF6F 

5056575A5F245F255F285F305F34

5F2D6F7077808284878C8E8F909

2949F059F079F089F0D9F0E9F0F

9F109F119F129F179F1F9F209F24

9F269F279F329F369F389F3B9F42

9F449F469F479F489F4A9F4B9F4

C9F4D9F509F519F549F5B9F5D9

F5E9F5F9F609F619F629F639F649

F659F669F679F699F6B9F6E9F6F

9F709F719F729F739F749F759F76

9F779F789F799F7D9F7FA5BF0C

DF4BDF8101DF8102DF8302DF83

03DF8304DF8305 

0x0100 MagTek Updateable RA 
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C.2.2 MCL Application Settings and Defaults (Contactless Only) 

There are 17 slots supported.  For information about reading and changing these settings, see Extended 

Command 0x0308 - Read Application Configuration and Extended Command 0x0307 - Modify 

Application Configuration. 

Table 8-8 - MCL Application Slot 1 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000041010 0x10 MagTek Application DF Name 

9C 00 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 00 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek Mag-Stripe CVM Capability - CVM Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No 

On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000001000 0x06 MagTek Reader CVM Required Limit 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 

 

Table 8-9 - MCL Application Slot 2 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000041010 0x10 MagTek Application DF Name 

9C 01 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 00 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek Mag-Stripe CVM Capability - CVM Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No On-

Device CVM) 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000020000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 

 

Table 8-10 - MCL Application Slot 3 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000041010 0x10 MagTek Application DF Name 

9C 09 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 00 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek Mag-Stripe CVM Capability - CVM Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No On-

Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000020000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 

 

Table 8-11 - MCL Application Slot 4 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000041010 0x10 MagTek Application DF Name 

9C 17 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 00 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek Max Lifetime of Torn Transaction Log Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 20 0x01 MagTek Mag-Stripe CVM Capability - CVM Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No On-

Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000020000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 

 

Table 8-12 - MCL Application Slot 5 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000041010 0x10 MagTek Application DF Name 

9C 20 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 00 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek Max Lifetime of Torn Transaction Log Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek Mag-Stripe CVM Capability - CVM Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No On-

Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000020000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 

 

Table 8-13 - MCL Application Slot 6 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000041010 0x10 MagTek Application DF Name 

9C 21 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 6CFF000000000000 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek 
Mag-Stripe CVM Capability - CVM 

Required 

DF811F 08 0x01 MagTek Security Capability 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No 

On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000020000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 

 

Table 8-14 - MCL Application Slot 7 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000043060 0x10 MagTek Application DF Name 

9C 00 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 44FF800000000000 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 



Appendix C - EMV Terminal and Application Settings (EMV Only) 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 141 of 177 (D998200215-22) 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF811E 10 0x01 MagTek 
Mag-Stripe CVM Capability - CVM 

Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No 

On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000030000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 

 

Table 8-15 - MCL Application Slot 8 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000043060 0x10 MagTek Application DF Name 

9C 01 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 44FF800000000000 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction 

Log Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek 
Mag-Stripe CVM Capability - CVM 

Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit 

(No On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit 

(On-Device CVM) 

DF8126 000000030000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No 

CVM Required 

 

Table 8-16 - MCL Application Slot 9 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000043060 0x10 MagTek Application DF Name 

9C 09 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 44FF800000000000 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek 
Mag-Stripe CVM Capability - CVM 

Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No 

On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000030000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 

 

Table 8-17 - MCL Application Slot 10 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000043060 0x10 MagTek Application DF Name 

9C 12 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 44FF800000000000 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek 
Mag-Stripe CVM Capability - CVM 

Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No 

On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000025000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 

 

Table 8-18 - MCL Application Slot 11 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000043060 0x10 MagTek Application DF Name 

9C 17 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 44FF800000000000 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E F0 0x01 MagTek 
Mag-Stripe CVM Capability - CVM 

Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No 

On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000030000 0x06 MagTek Reader CVM Required Limit 

DF812C F0 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 

 

Table 8-19 - MCL Application Slot 12 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000043060 0x10 MagTek Application DF Name 

9C 20 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

9F1D 44FF800000000000 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek 
Mag-Stripe CVM Capability - CVM 

Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No 

On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000030000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 

 

Table 8-20 - MCL Application Slot 13 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 B012345678 0x10 MagTek Application DF Name 

9C 00 0x01 MagTek Transaction Type 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 00 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek Mag-Stripe CVM Capability - CVM Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit (No 

On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit (On-

Device CVM) 

DF8126 000000001000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 
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Table 8-21 - MCL Application Slot 14 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 B012345678 0x10 MagTek Application DF Name 

9C 01 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 00 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek 
Mag-Stripe CVM Capability - CVM 

Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit 

(No On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit 

(On-Device CVM) 

DF8126 000000010000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 
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Table 8-22 - MCL Application Slot 15 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 B012345678 0x10 MagTek Application DF Name 

9C 09 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 00 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek 
Mag-Stripe CVM Capability - CVM 

Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit 

(No On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit 

(On-Device CVM) 

DF8126 000000010000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 
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Table 8-23 - MCL Application Slot 16 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 B012345678 0x10 MagTek Application DF Name 

9C 17 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 00 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek 
Mag-Stripe CVM Capability - CVM 

Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit 

(No On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit 

(On-Device CVM) 

DF8126 000000010000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 
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Table 8-24 - MCL Application Slot 17 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 B012345678 0x10 MagTek Application DF Name 

9C 20 0x01 MagTek Transaction Type 

9F01 000000000000 0x06 MagTek Acquirer ID 

9F09 0002 0x02 MagTek Application Version 

9F1D 00 0x08 MagTek Terminal Risk Management Data 

9F35 21 0x01 MagTek Terminal Type 

9F40 0000000000 0x05 MagTek Additional Terminal Capabilities 

9F7E 01 0x01 MagTek Mobile Support Indicator 

DF810C 02 0x01 MagTek Kernel ID 

DF8118 28 0x01 MagTek CVM Capability - CVM Required 

DF8119 08 0x01 MagTek CVM Capability - No CVM Required 

DF811B 00 0x01 MagTek Kernel Configuration 

DF811C 0000 0x02 MagTek 
Max Lifetime of Torn Transaction Log 

Record 

DF811D 00 0x01 MagTek 
Max Number of Torn Transaction Log 

Records 

DF811E 10 0x01 MagTek 
Mag-Stripe CVM Capability - CVM 

Required 

DF811F 08 0x01 MagTek Security Capability 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DF8123 000000010000 0x06 MagTek Reader Contactless Floor Limit 

DF8124 000000030000 0x06 MagTek 
Reader Contactless Transaction Limit 

(No On-Device CVM) 

DF8125 000000050000 0x06 MagTek 
Reader Contactless Transaction Limit 

(On-Device CVM) 

DF8126 000000010000 0x06 MagTek Reader CVM Required Limit 

DF812C 00 0x01 MagTek 
Mag-Stripe CVM Capability - No CVM 

Required 
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C.3 payWave Settings (Contactless Only) 

This section lists factory defaults for the configurable tags supported by the payWave Kernel.  Details 

about the tag set in this section are provided in Visa Contactless Specifications v2.2. 

 

The payWave database has 8 application and 5 Dynamic Reader Limit slots available.  payWave 

application slots 7-8 and Dynamic Reader slot 5 are empty. 

C.3.1 payWave Terminal Settings and Defaults (Contactless Only) 

For information about reading and changing these settings, see Extended Command 0x0306 - Read 

Terminal Configuration and Extended Command 0x0305 - Modify Terminal Configuration. 

Table 8-25 - payWave Terminal Factory Defaults 

Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

 

All EMV Common Terminal Settings from section C.1.1 

 

9F15 30 30 0x02 MagTek Merchant Category Code 

9F1B 00 00 00 00 0x04 MagTek Application Floor Limit 

9F33 

00 28 88 Contactless, Signature, 

No CVM, SDA, and DDA for 

devices with only contactless 

functions 

 

60 28 88 MSR, Contact, 

Contactless, Signature, No CVM, 

SDA, and DDA for devices that 

have MSR, contact, and 

contactless functions 

0x03 MagTek Terminal Capabilities 

9F35 21 0x01 MagTek Terminal Type 

9F66 

22 80 C0 00 for devices with only 

contactless functions 

 

32 80 C0 00 for devices that have 

contact and contactless functions 

0x04 MagTek 
payWave Terminal 

Transaction Qualifier (TTQ) 

DF00 000000015000 0x06 MagTek 

payWave Default Reader 

Contactless Transaction Limit. 

On devices that support it, 

setting this value writes the 

same value to all payWave 

Application Settings and 

Factory Defaults 

(Contactless Only). 

DF01 000000005000 0x06 MagTek 
payWave Default Reader 

Contactless CVM Limit. 
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Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

On devices that support it, 

setting this value writes the 

same value to all payWave 

Application Settings and 

Factory Defaults 

(Contactless Only). 

DF02 000000008000 0x06 MagTek 

payWave Default Reader 

Contactless Floor Limit. 

On devices that support it, 

setting this value writes the 

same value to all payWave 

Application Settings and 

Factory Defaults 

(Contactless Only). 

DF49 xx xx xx xx 0x04 Read Only 

(Comprehensive Checksums 

Only) 

EMV Terminal/App 

Checksum - CRC32 

DF4A xx xx xx xx 0x04 Read Only 

(Comprehensive Checksums 

Only) 

CAPK Checksum - CRC32 

DFDF01 Empty 0x1B MagTek Revoked  Certificate Lists 

DFDF02 

575A8295999A9C5F205F245F2

A5F349F029F039F109F1A9F249

F269F279F369F379F399F5B9F5

D9F669F6ECF 

0x80 MagTek 
Authorization Request Tags 

(EMV and CVN17) 

DFDF16 00000080 0x04 MagTek Issuer Script Max Size 

DFDF17 

575A8295999A9C5F205F245F2

A5F349F029F039F109F1A9F249

F269F279F369F379F399F5B9F5

D9F669F6EDFDF2C 

0x0100 MagTek 
EMV and CVN17 Transaction 

Result Message Tags 

DFDF1E 

38: 

 

Bit 0 Format Track 1 Support 

0 = Disabled 

1 = Enabled 

 

Bit 1 Format Track 2 Support 

0 = Disabled 

1 = Enabled 

 

Bit 2 CVN17 Support 

0 = Disabled 

1 = Enabled 

0x01 MagTek PW Reader Features 
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Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

 

Bit 3 Revocation Support 

0 = Disabled 

1 = Enabled 

 

Bit 4 Exception File Support 

0 = Disabled 

1= Enabled 

 

Bit 5 Display of Available Offline 

Spending Amount (AOSA) is 

enabled 

0 = Disabled 

1= Enabled 

 

Bit 6 Transaction is declined 

offline when fDDA fails 

0 = Disabled 

1= Enabled 

 

Bit 7 Transaction is forwarded 

online when fDDA fails 

0 = Disabled 

1= Enabled 

DFDF1F 

7B C0 

 

Byte 1: 

Bit 0 Status Check is enabled  in 

default Reader Limit Set 

0 = Disabled 

1 = Enabled 

 

Bit 1 Amount Authorized Zero 

Check in default Reader Limit Set 

0 = Disabled 

1 = Enabled 

 

Bit 2 Amount Authorized Zero 

Check Option 2 else Option 1 is 

enabled in default Reader Limit 

Set 

0 = Disabled 

1 = Enabled 

 

0x02 MagTek PW Reader Risk Parameter 
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Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

Bit 3 Reader Contactless 

Transaction Limit Check is 

enabled in default Reader Limit 

Set 

0 = Disabled 

1 = Enabled 

 

Bit 4 Reader CVM Required 

Limit Check is enabled in default 

Reader Limit Set 

0 = Disabled 

1 = Enabled 

 

Bit 5 Reader Contactless Floor 

Limit Check is enabled in default 

Reader Limit Set 

0 = Disabled 

1 = Enabled 

 

Bit 6 Dynamic Reader Limit 

(DRL) check is supported.  This 

bit can not be changed from its 

value of 1. 

0 = Disabled 

1 = Enabled 

 

Bit 7 – Reserved 

 

Byte 2: 

Bits 0 to 5 are reserved 

 

Bit 6 Application Usage Control - 

Manual Cash Transactions are 

enabled.  This bit can not be 

changed from its value of 1. 

0 = Disabled 

1 = Enabled 

 

Bit 7 Application Usage Control - 

Manual Cash Transactions are 

enabled.  This bit can not be 

changed from its value of 1. 

0 = Disabled 

1 = Enabled 

DFDF21 08 0x01 Compile Only Number of Applications 

DFDF25 xx xx xx xx xx xx xx xx 0x10 Read Only IFD Serial Number (binary) 



Appendix C - EMV Terminal and Application Settings (EMV Only) 

 

DynaWave| OEM Contactless NFC Module | Programmer’s Manual (COMMANDS) 

 

Page 156 of 177 (D998200215-22) 

Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

DFDF26 
7061795761766520322E3220444

2 
0x10 MagTek 

Reader Application Database 

Label 

DFDF27 Calculated  - 20 bytes 0x14 Read Only 
Reader Application Database 

Checksum 

DFDF2A 08 0x01 Compile Only Number of DRL 

DFDF2C 07 0x01 MagTek POS Entry Mode 

DFDF2F 5061797761766520322E32 0x1E Read Only Kernel Version 
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C.3.2 payWave Application Settings and Factory Defaults (Contactless Only) 

For information about reading and changing these settings, see Extended Command 0x0308 - Read 

Application Configuration and Extended Command 0x0307 - Modify Application Configuration. 

Table 8-26 - payWave Application Slot 1 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000031010 0x10 MagTek Application DF Name 

9F06 A0000000031010 0x10 MagTek Application AID 

DF00 000000015000 0x06 MagTek 

payWave Application Contactless 

Transaction Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF01 000000005000 0x06 MagTek 

payWave Application Contactless 

CVM Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF02 000000008000 0x06 MagTek 

payWave Application Contactless 

Floor Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 
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Table 8-27 - payWave Application Slot 2 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000000999090 0x10 MagTek Application DF Name 

9F06 A0000000999090 0x10 MagTek Application AID 

DF00 000000015000 0x06 MagTek 

payWave Application Contactless 

Transaction Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF01 000000005000 0x06 MagTek 

payWave Application Contactless 

CVM Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF02 000000008000 0x06 MagTek 

payWave Application Contactless 

Floor Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 
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Table 8-28 - payWave Application Slot 3 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A00000999901 0x10 MagTek Application DF Name 

9F06 A00000999901 0x10 MagTek Application AID 

DF00 000000015000 0x06 MagTek 

payWave Application Contactless 

Transaction Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF01 000000005000 0x06 MagTek 

payWave Application Contactless 

CVM Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF02 000000008000 0x06 MagTek 

payWave Application Contactless 

Floor Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 
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Table 8-29 - payWave Application Slot 4 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A000000003 0x10 MagTek Application DF Name 

9F06 A000000003 0x10 MagTek Application AID 

DF00 000000015000 0x06 MagTek 

payWave Application Contactless 

Transaction Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF01 000000005000 0x06 MagTek 

payWave Application Contactless 

CVM Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF02 000000008000 0x06 MagTek 

payWave Application Contactless 

Floor Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 
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Table 8-30 - payWave Application Slot 5 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A00000000310 0x10 MagTek Application DF Name 

9F06 A00000000310 0x10 MagTek Application AID 

DF00 000000015000 0x06 MagTek 

payWave Application Contactless 

Transaction Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF01 000000005000 0x06 MagTek 

payWave Application Contactless 

CVM Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF02 000000008000 0x06 MagTek 

payWave Application Contactless 

Floor Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 
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Table 8-31 - payWave Application Slot 6 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 
A000000009080706

0504 
0x10 MagTek Application DF Name 

9F06 
A000000009080706

0504 
0x10 MagTek Application AID 

DF00 000000015000 0x06 MagTek 

payWave Application Contactless 

Transaction Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF01 000000005000 0x06 MagTek 

payWave Application Contactless 

CVM Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 

DF02 000000008000 0x06 MagTek 

payWave Application Contactless 

Floor Limit. 

On devices that support it, the host 

can change this setting in each 

individual application slot, and the 

device automatically empties the 

corresponding value in payWave 

Terminal Settings and Defaults 

(Contactless Only). 
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C.3.3 payWave Dynamic Reader Limit Settings and Defaults (Contactless Only) 

For information about reading and changing these settings, see Extended Command 0x0313 - Read 

Dynamic Reader Limits Configuration (Contactless Only) and Extended Command 0x0312 - 

Modify Dynamic Reader Limits Configuration (MAC, Contactless Only). 

Table 8-32 - payWave Dynamic Reader Limit Slot 1 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

9F5A 01 0x10 MagTek payWave Program ID 

DF00 000000002000 0x06 MagTek 
payWave Default Reader 

Contactless Transaction Limit 

DF01 000000000500 0x06 MagTek 
payWave Default Reader 

Contactless CVM Limit 

DF02 000000001000 0x06 MagTek 
payWave Default Reader 

Contactless Floor Limit 

DFDF1F 

78 C0 

Note: Byte 1 bit 6 

and Byte 2 bits 6 and 

7 are fixed as ‘1’ and 

can not be changed. 

0x02 MagTek payWave Reader Risk Parameter 

 

Table 8-33 - payWave Dynamic Reader Limit Slot 2 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

9F5A 02 0x10 MagTek payWave Program ID 

DF00 000000010000 0x06 MagTek 
payWave Default Reader 

Contactless Transaction Limit 

DF01 000000015000 0x06 MagTek 
payWave Default Reader 

Contactless CVM Limit 

DF02 000000020000 0x06 MagTek 
payWave Default Reader 

Contactless Floor Limit 

DFDF1F 

44 C0 

Note: Byte 1 bit 6 

and Byte 2 bits 6 and 

7 are fixed as ‘1’ and 

can not be changed. 

0x02 MagTek payWave Reader Risk Parameter 

 

Table 8-34 - payWave Dynamic Reader Limit Slot 3 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

9F5A 03 0x10 MagTek payWave Program ID 
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Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF00 000000002000 0x06 MagTek 
payWave Default Reader 

Contactless Transaction Limit 

DF01 000000000500 0x06 MagTek 
payWave Default Reader 

Contactless CVM Limit 

DF02 000000001000 0x06 MagTek 
payWave Default Reader 

Contactless Floor Limit 

DFDF1F 

48 C0 

Note: Byte 1 bit 6 

and Byte 2 bits 6 and 

7 are fixed as ‘1’ and 

can not be changed. 

0x02 MagTek payWave Reader Risk Parameter 

 

Table 8-35 - payWave Dynamic Reader Limit Slot 4 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

9F5A 04 0x10 MagTek payWave Program ID 

DF00 000000030000 0x06 MagTek 
payWave Default Reader 

Contactless Transaction Limit 

DF01 000000035000 0x06 MagTek 
payWave Default Reader 

Contactless CVM Limit 

DF02 000000040000 0x06 MagTek 
payWave Default Reader 

Contactless Floor Limit 

DFDF1F 

50 C0 

Note: Byte 1 bit 6 

and Byte 2 bits 6 and 

7 are fixed as ‘1’ and 

can not be changed. 

0x02 MagTek payWave Reader Risk Parameter 
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C.4 Expresspay Settings (Contactless Only) 

This section lists factory defaults for the configurable tags supported by the Expresspay Kernel.  Details 

about the tag set in this section are provided in Expresspay Terminal Specification v3.1. 

 

The Expresspay database has 3 application slot available. Slot 2 and 3 are empty. This database also has 2 

DRL slots that are empty as the factory default. 

C.4.1 Expresspay Terminal Settings and Defaults (Contactless Only) 

For information about reading and changing these settings, see Extended Command 0x0306 - Read 

Terminal Configuration and Extended Command 0x0305 - Modify Terminal Configuration. 

Table 8-36 - Expresspay Terminal Factory Defaults 

Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

 

All EMV Common Terminal Settings from section C.1.1 

 

9F15 4112 0x02 MagTek Merchant Category Code 

9F16 4D616754656B2054657374 0x0F MagTek Merchant Identifier 

9F1E xx xx xx xx xx xx xx xx 0x08 Read Only IFD Serial Number 

9F33 

Contactless, Signature, No CVM, 

SDA and DDA, 00 28 88 for 

devices with only contactless 

functions 

 

MSR, Contact, Contactless, 

Signature, No CVM, SDA and 

DDA, 60 28 88 for devices that 

have MSR, contact and contactless 

functions 

0x03 MagTek Terminal Capabilities 

9F35 21 0x01 MagTek Terminal Type 

9F40 E0 00 00 A0 01 0x05 MagTek 
Additional Terminal 

Capabilities 

9F6D C0 0x01 MagTek 
Contactless Reader 

Capabilities 

9F6E 

58 A0 40 00 for devices with only 

contactless functions 

 

D8 A0 40 00 for devices with 

contact and contactless functions 

0x04 MagTek 
Enhanced Contactless 

Reader Capabilities 

DF49 xx xx xx xx 0x04 Read Only 

(Comprehensive 

Checksums Only) 

EMV Terminal/App 

Checksum - CRC32 
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Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

DF4A xx xx xx xx 0x04 Read Only 

(Comprehensive 

Checksums Only) 

CAPK Checksum - CRC32 

DF8130 0A 0x01 MagTek Hold Time Value 

DFDF01 

A00000002501001000A000000025

01110001A00000002501000010A0

0000002501000011A00000002501

000101A00000002501000110A000

00002501000111A0000000250100

1001A00000002501001010A00000

002501001011A000000025010011

00A00000002501001101A0000000

2501001110A00000002501001111

A00000002501010000A000000025

01010001A00000002501010010A0

0000002501010011A00000002501

010100A00000002501010101A000

00002501010111A0000000250101

1000A00000002501011001A00000

002501011010A000000025010110

11A00000002501011100A0000000

2501011101A00000002501011110

A00000002501011111A000000025

01100000 

0x0200 MagTek Revoked Certificate List 

DFDF02 

828E5F245F259F069F079F0D9F0

E9F0F9F109F269F279F36959B9F

359F2656579C9F339F349F379F40

9F5B 

0x80 MagTek 
Authorization Request Tags 

EMV 

DFDF08 
5056849F119F129F6E9F6B9F1E9

F6DDFDF4BDFDF4C 
0x80 MagTek 

Authorization Request Tags 

MSD 

DFDF0D 
DFDF28DFDF29959B9F359F2656

57 
0x80 MagTek 

MSD Transaction Result 

Message Tags 

DFDF0E 
700E5A08373737345678904F5F34

0100 
0x20 MagTek Exception List 

DFDF16 00000080 0x04 MagTek Issuer Script Max Size 

DFDF17 

828E5F245F259F069F079F0D9F0

E9F0F9F109F269F279F36959B9C

9F339F349F379F40FF0DFF0EFF0

F9F5B 

0x0100 MagTek 
EMV Transaction Result 

Message Tags 

DFDF21 03 0x01 Compile Only Number of Applications 

DFDF25 xx xx xx xx xx xx xx 0x08 Read Only 
IFD Serial Number 

(Binary) 
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Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

DFDF26 
45787072657373706179332E3120

4442 
0x10 MagTek 

Reader Application 

Database Label 

DFDF27 20 Bytes - calculated 0x14 MagTek 
Reader Application 

Database Checksum 

DFDF2A 02 0x01 Compile Only Number of DRL 

DFDF2E 3C 0x01 MagTek 
AMEX Unpredictable 

Number 

DFDF2F 45787072657373706179332E31 0x1E Read Only Kernel Version 
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C.4.2 Expresspay Application Settings and Defaults (Contactless Only) 

For information about reading and changing these settings, see Extended Command 0x0308 - Read 

Application Configuration and Extended Command 0x0307 - Modify Application Configuration. 

Table 8-37 - Expresspay Application Slot 1 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A00000002501 0x10 MagTek Application DF Name 

97 5F2403 0x03 MagTek TDOL - Application 

9F01 000000000001 0x06 MagTek Acquirer ID - Application 

9F06 A00000002501 0x10 MagTek Application AID 

9F09 0001 0x02 MagTek Application Version 

9F1B 00002710 0x04 MagTek Application Floor Limit 

9F49 
9F37045A085F3

4019A03 
0x0A MagTek DDOL - Application 

DF00 000000015000 0x06 MagTek 
Reader Contactless Transaction 

Limit 

DF01 000000005000 0x06 MagTek Reader Contactless CVM Limit 

DF02 000000010000 0x06 MagTek 
Default Reader Contactless Floor 

Limit 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DFDF23 01 0x01 MagTek 
ASI (Application Select 

Indicator) 

DFDF6D 01 0x01 MagTek Terminal CVM Supported 
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C.4.3 Expresspay Dynamic Reader Limit Settings and Defaults (Contactless Only) 

For information about reading and changing these settings, see Extended Command 0x0313 - Read 

Dynamic Reader Limits Configuration (Contactless Only) and Extended Command 0x0312 - 

Modify Dynamic Reader Limits Configuration (MAC, Contactless Only) 
 

There are 2 Dynamic Reader Limit Slots available that are set to empty as the factory default. 

Table 8-38 - Expresspay Dynamic Reader Limit Slot 1 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF00 Empty 0x06 MagTek 
Expresspay Default Reader Contactless 

Transaction Limit 

DF01 Empty 0x06 MagTek 
Expresspay Default Reader Contactless CVM 

Limit 

DF02 Empty 0x06 MagTek 
Expresspay Default Reader Contactless Floor 

Limit 

DFDF1F 4000 0x02 MagTek Expresspay Reader Risk Parameter 

DFDF2B Empty 0x10 MagTek Program ID (Application ID) 

 

Table 8-39 - Expresspay Dynamic Reader Limit Slot 2 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

DF00 Empty 0x06 MagTek 
Expresspay Default Reader Contactless 

Transaction Limit 

DF01 Empty 0x06 MagTek 
Expresspay Default Reader Contactless CVM 

Limit 

DF02 Empty 0x06 MagTek 
Expresspay Default Reader Contactless Floor 

Limit 

DFDF1F 4000 0x02 MagTek Expresspay Reader Risk Parameter 

DFDF2B Empty 0x10 MagTek Program ID (Application ID) 
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C.5 D-PAS Settings (Contactless Only) 

This section lists factory defaults for the configurable tags supported by the D-PAS Kernel.  Details about 

the tag set in this section are provided in Discover Contactless D-PAS: Terminal Application 

Specifications, v1.0. 

 

The D-PAS database has 5 application slots.  D-PAS Application slots 3 through 5 are blank. 

C.5.1 D-PAS Terminal Settings and Defaults 

For information about reading and changing these settings, see Extended Command 0x0306 - Read 

Terminal Configuration and Extended Command 0x0305 - Modify Terminal Configuration. 

Table 8-40 - D-PAS Terminal Factory Defaults 

Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

 

All EMV Common Terminal Settings from section C.1.1 

 

9F15 

0001 

 

To avoid issues with D-PAS cards, 

keep this value the same as DF15. 

0x02 MagTek Merchant Category Code 

9F16 4D616754656B2054657374 0x0F MagTek Merchant Identifier 

9F33 

Contactless, Signature, No CVM, 

SDA and DDA 00 28 88 for devices 

with only contactless functions 

 

MSR, Contact, Contactless, 

Signature, No CVM, SDA and DDA 

60 28 88 for devices that have MSR, 

contact and contactless functions 

0x03 MagTek Terminal Capabilities 

9F35 21 0x01 MagTek Terminal Type 

9F40 E0 00 00 A0 01 0x05 MagTek 
Additional Terminal 

Capabilities 

9F66 

A2 80 C0 00 for devices with only 

contactless functions 

 

B2 80 C0 00 for devices that have 

contact and contactless functions 

0x04 MagTek 

D-PAS Terminal 

Transaction Qualifier 

(TTQ) 

DF15 

0001 

 

To avoid issues with D-PAS cards, 

keep this value the same as 9F15. 

0x02 MagTek Merchant Category Code 

DF70 51 0x01 MagTek Loyalty Program ID 

DF49 xx xx xx xx 0x04 Read Only 
(Comprehensive 

Checksums Only) 
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Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

EMV Terminal/App 

Checksum - CRC32 

DF4A xx xx xx xx 0x04 Read Only 

(Comprehensive 

Checksums Only) 

CAPK Checksum - 

CRC32 

DF8130 0A 0x01 MagTek Hold Time Value 

DFDF02 

9A9F025A899F109F169F4E828E5F

245F259F069F079F0D9F0E9F0F9F

269F279F369C9F339F349F379F399

F40959B9F5BF59F1E9F1A5F2A9F

019F21DFDF4BDFDF4C 

0x80 MagTek 
Authorization Request 

Tags EMV 

DFDF06 8A91 0x02 MagTek 
Authorization Response 

Tags 

DFDF08 DFDF4BDFDF4C 0x80 MagTek 
Authorization Request 

Tags MSD 

DFDF0D DFDF4BDFDF4C 0x80 MagTek 
MSD Transaction Result 

Message Tags 

DFDF0E 
700E5A0860111111111111255F340

101 
0x20 MagTek Exception List 

DFDF17 

828E5F245F259F069F079F0D9F0E

9F0F9F109F269F279F36959B9C9F

339F349F379F40FF0DFF0EFF0F9F

5B 

0x0100 MagTek 
EMV Transaction Result 

Message Tags 

DFDF21 05 0x01 Compile Only Number of Applications 

DFDF26 446973636F766572312E30204442 0x10 MagTek 
Reader Application 

Database Label 

DFDF27 Calculated  - 20 bytes 0x14 Read Only 
Reader Application 

Database Checksum 

DFDF2F 446973636F766572312E31 0x1E Read Only Kernel Version 

DFDF5B 0C 0x01 MagTek 
Terminal Capabilities for 

Purchase Transaction 

DFDF5C 03 0x01 MagTek 
Terminal Capabilities for 

Cashback Transaction 

DFDF5D 20 0x01 MagTek 
Terminal Capabilities for 

Cash Advance Transaction 

DFDF5E 0C 0x01 MagTek 
Terminal Capabilities for 

Refund Transaction 

DFDF5F FC00 0x02 MagTek Terminal Features 
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C.5.2 D-PAS Application Settings and Factory Defaults 

There are 5 D-PAS Application Slots.  Only 2 have factory defaults programmed. 

Table 8-41 - D-PAS Application Slot 1 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000001523010 0x10 MagTek Application DF Name 

9F01 000000000001 0x06 MagTek Acquirer ID - Application 

9F06 A0000001523010 0x10 MagTek Application AID 

9F09 0100 0x02 MagTek Application Version 

9F1B 00003A98 0x04 MagTek Application Floor Limit 

DF00 000000030000 0x06 MagTek 
Reader Contactless Transaction 

Limit 

DF01 000000002000 0x06 MagTek Reader Contactless CVM Limit 

DF02 000000015000 0x06 MagTek Reader Contactless Floor Limit 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DFDF23 01 0x01 MagTek 
ASI (Application Select 

Indicator) 
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Table 8-42 - D-PAS Application Slot 2 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000003241010 0x10 MagTek Application DF Name 

9F01 000000000001 0x06 MagTek Acquirer ID - Application 

9F06 A0000003241010 0x10 MagTek Application AID 

9F09 0100 0x02 MagTek Application Version 

9F1B 00003A98 0x04 MagTek Application Floor Limit 

DF00 000000030000 0x06 MagTek 
Reader Contactless Transaction 

Limit 

DF01 000000002000 0x06 MagTek Reader Contactless CVM Limit 

DF02 000000015000 0x06 MagTek Reader Contactless Floor Limit 

DF8120 0000000000 0x05 MagTek Terminal Action Code - Default 

DF8121 0000000000 0x05 MagTek Terminal Action Code - Denial 

DF8122 0000000000 0x05 MagTek Terminal Action Code - Online 

DFDF23 01 0x01 MagTek 
ASI (Application Select 

Indicator) 
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C.6 UnionPay QuickPass Settings (Contactless Only, QuickPass Support 

Only) 

This section lists factory defaults for the configurable tags supported by the QuickPass Kernel.  Details 

about the tag set in this section are provided in UnionPay Contactless QuickPass: Transit Terminal 

Technical Guide, v1.0. 

C.6.1 UnionPay QuickPass Terminal Settings and Defaults 

For information about reading and changing these settings, see Extended Command 0x0306 - Read 

Terminal Configuration and Extended Command 0x0305 - Modify Terminal Configuration. 

Table 8-43 - QuickPass Terminal Factory Defaults 

Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

 

All EMV Common Terminal Settings from section C.1.1 

 

9F15 30 30 0x02 MagTek Merchant Category Code 

9F16 4D616754656B2054657374 0x0F MagTek Merchant Identifier 

9F1B 00 00 00 00 0x04 MagTek Application Floor Limit 

9F33 

Contactless, Online PIN, No CVM 

and DDA 00 48 40 for devices with 

only contactless functions 

0x03 MagTek Terminal Capabilities 

9F35 24 0x01 MagTek Terminal Type 

9F40 FF 80 00 50 01 0x05 MagTek 
Additional Terminal 

Capabilities 

9F66 
26 C0 40 00 for devices with only 

contactless functions 
0x04 MagTek 

QuickPass Terminal 

Transaction Qualifier 

(TTQ) 

DF00 00 00 00 01 50 00 0x06 MagTek 

Default Reader 

Contactless Transaction 

Limit 

DF01 00 00 00 00 50 00 0x06 MagTek 
Default Reader 

Contactless CVM Limit 

DF02 00 00 00 00 10 00 0x06 MagTek 
Default Reader 

Contactless Floor Limit 

DF49 xx xx xx xx 0x04 Read Only 

(Comprehensive 

Checksums Only) 

EMV Terminal/App 

Checksum - CRC32 

DF4A xx xx xx xx 0x04 Read Only 

(Comprehensive 

Checksums Only) 

CAPK Checksum - 

CRC32 
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Tag Default Value (Hex) 
Max. 

Length 
Configurable Tag Description 

DFDF02 

5A82959C5F205F245F2A5F349F02

9F039F109F1A9F249F269F279F36

9F379F399F5D9F669F6E9F7CDFD

F6B 

0x80 MagTek 
Authorization Request 

Tags EMV 

DFDF17 

5A82959C5F205F245F2A5F349F02

9F039F109F1A9F249F269F279F36

9F379F399F5D9F669F6E9F7C9F5

BDFDF6B 

0x0100 MagTek 
EMV Transaction Result 

Message Tags 

DFDF21 03 0x01 Compile Only Number of Applications 

DFDF26 
4D 41 47 54 45 4B 20 44 45 46 41 

55 4C 54 
0x10 MagTek 

Reader Application 

Database Label 

DFDF27 Calculated  - 20 bytes 0x14 Read Only 
Reader Application 

Database Checksum 

DFDF2F TBD 0x1E Read Only Kernel Version 

DFDF5F 0032 0x02 MagTek Terminal Features 
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C.6.2 UnionPay QuickPass Application Settings and Factory Defaults 

There are 3 UnionPay QuickPass Application Slots. 

Table 8-69 - UnionPay QuickPass Application Slot 1 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 A0000003330101 0x10 MagTek Application DF Name 

9F06 A0000003330101 0x10 MagTek Application AID 

9F09 0020 0x02 MagTek Application Version 

 

Table 8-70 - UnionPay QuickPass Application Slot 2 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 00 00 00 00 00 0x10 MagTek Application DF Name 

9F06 00 00 00 00 00 0x10 MagTek Application AID 

9F09 0020 0x02 MagTek Application Version 

 

Table 8-71 - UnionPay QuickPass Application Slot 3 Defaults 

Tag 
Default Value 

(Hex) 

Max. 

Length 
Configurable Tag Description 

 

All EMV Common Application Settings and Defaults from section C.1.2 

 

84 00 00 00 00 00 0x10 MagTek Application DF Name 

9F06 00 00 00 00 00 0x10 MagTek Application AID 

9F09 0020 0x02 MagTek Application Version 
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