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SOFTWARE LICENSE AGREEMENT

IMPORTANT: YOU SHOULD CAREFULLY READ ALL THE TERMS, CONDITIONS AND
RESTRICTIONS OF THIS LICENSE AGREEMENT BEFORE INSTALLING THE SOFTWARE
PACKAGE. YOUR INSTALLATION OF THE SOFTWARE PACKAGE PRESUMES YOUR
ACCEPTANCE OF THE TERMS, CONDITIONS, AND RESTRICTIONS CONTAINED IN THIS
AGREEMENT. IF YOU DO NOT AGREE WITH THESE TERMS, CONDITIONS, AND
RESTRICTIONS, PROMPTLY RETURN THE SOFTWARE PACKAGE AND ASSOCIATED
DOCUMENTATION TO THE ADDRESS ON THE FRONT PAGE OF THIS DOCUMENT,
ATTENTION: CUSTOMER SUPPORT.

TERMS, CONDITIONS, AND RESTRICTIONS
MagTek, Incorporated (the "Licensor") owns and has the right to distribute the described software and
documentation, collectively referred to as the "Software."

LICENSE: Licensor grants you (the "Licensee") the right to use the Software in conjunction with
MagTek products. LICENSEE MAY NOT COPY, MODIFY, OR TRANSFER THE SOFTWARE IN
WHOLE OR IN PART EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENT. Licensee
may not decompile, disassemble, or in any other manner attempt to reverse engineer the Software.
Licensee shall not tamper with, bypass, or alter any security features of the software or attempt to do so.

TRANSFER: Licensee may not transfer the Software or license to the Software to another party without
the prior written authorization of the Licensor. If Licensee transfers the Software without authorization,
all rights granted under this Agreement are automatically terminated.

COPYRIGHT: The Software is copyrighted. Licensee may not copy the Software except for archival
purposes or to load for execution purposes. All other copies of the Software are in violation of this
Agreement.

TERM: This Agreement is in effect as long as Licensee continues the use of the Software. The Licensor
also reserves the right to terminate this Agreement if Licensee fails to comply with any of the terms,
conditions, or restrictions contained herein. Should Licensor terminate this Agreement due to Licensee's
failure to comply, Licensee agrees to return the Software to Licensor. Receipt of returned Software by
the Licensor shall mark the termination.

LIMITED WARRANTY: Licensor warrants to the Licensee that the disk(s) or other media on which
the Software is recorded are free from defects in material or workmanship under normal use.

THE SOFTWARE IS PROVIDED AS IS. LICENSOR MAKES NO OTHER WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Because of the diversity of conditions and PC hardware under which the Software may be used, Licensor
does not warrant that the Software will meet Licensee specifications or that the operation of the Software
will be uninterrupted or free of errors.

IN NO EVENT WILL LICENSOR BE LIABLE FOR ANY DAMAGES, INCLUDING ANY LOST
PROFITS, LOST SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE, OR INABILITY TO USE, THE SOFTWARE. Licensee's sole remedy in
the event of a defect in material or workmanship is expressly limited to replacement of the Software
disk(s) if applicable.
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GOVERNING LAW: If any provision of this Agreement is found to be unlawful, void, or
unenforceable, that provision shall be removed from consideration under this Agreement and will not
affect the enforceability of any of the remaining provisions. This Agreement shall be governed by the
laws of the State of California and shall inure to the benefit of MagTek, Incorporated, its successors or
assigns.

ACKNOWLEDGMENT: LICENSEE ACKNOWLEDGES THAT HE HAS READ THIS
AGREEMENT, UNDERSTANDS ALL OF ITS TERMS, CONDITIONS, AND RESTRICTIONS, AND
AGREES TO BE BOUND BY THEM. LICENSEE ALSO AGREES THAT THIS AGREEMENT
SUPERSEDES ANY AND ALL VERBAL AND WRITTEN COMMUNICATIONS BETWEEN
LICENSOR AND LICENSEE OR THEIR ASSIGNS RELATING TO THE SUBJECT MATTER OF
THIS AGREEMENT.

QUESTIONS REGARDING THIS AGREEMENT SHOULD BE ADDRESSED IN WRITING TO
MAGTEK, INCORPORATED, ATTENTION: CUSTOMER SUPPORT, AT THE ADDRESS LISTED
IN THIS DOCUMENT, OR E-MAILED TO SUPPORT@MAGTEK.COM.
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1 - Introduction

1 Introduction

This document provides instructions to use the MTUSDK Java Demo with a DynaFlex device. It is part
of a larger library of documents designed to assist Secure Card Readers implementers, which includes the
following documents available from MagTek:

e D998200385 MAGTEK UNIVERSAL SDK PROGRAMMER'S MANUAL ( JAVA)
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2 - How to Connect to MTUSDK Java Demo

2 How to Connect to MTUSDK Java Demo

To connect via an interface follow these steps:

2.1 Connect via USB Interface
1) Connect the DynaFlex device to the USB port of the Windows PC.
2) Launch the MTUSDK Java Demo and press the button to display a list of available devices.

Cutput || MSR " ARCQC " Transaction Result || TLV Parser " Configuraticn |

116

Send Command

Send Extended Command

[USE DynaFlex] B613784 -

3) Select the device from the list box and press the button to open the device.

Qutput || MSR || ARGQC || Transaction Result || TLV Parser || Configuration |

116

Connecting... Send Command
[ConnectionState : connected]

Send Extended Command

Parse TLV

PPV (/B DynaFlex] B61378A  ~ _m-

MagTek Universal SDK| Demo Manual ( Java)

Page 7



3 - How to use the MTUSDK Java Demo

3 How to use the MTUSDK Java Demo

The following instructions detail how to use the MTUSDK Java Demo with a DynaFlex on Windows PC
via USB interface. Same instructions apply to the other interface types where applicable.

MTUSDK Java Demo queries for device features upon connecting. Some demo features are disabled
based on what is supported on the device.

3.1 Send Command

1) To send a command to the device, input custom command in the command text box and press the
'Send Command| button. Example Echo: A20081040100DF018407DF018103313233

MAGTEK Amount:

Credit/Debit

X Cancel

Cutput ||ﬁ" ARCQC " Transaction Result || TLV Parser " Configuraticn

AADDB1040100DF018407

Send Command
[OperationStatus : operation_done, 0000DF)1,Operation Done,00000000] Send Command
[DeviceResponse : AADDS1048200DF018204000000008407DF018103313233]

Send Extended Command

Parse TLV
- [ D2
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3 - How to use the MTUSDK Java Demo

3.2 EMV Transaction
1) To perform an EMV transaction, select the desired card types and EMV options, then press the

Credit/Debit| button to start the transaction.

MAGTEK Amount:

Credit/Debit

@:pm:f

2) Follow any instructions on the device or demo software.

3) After the transaction, the status will be displayed in the tab, and you can also view more
detail information in the [Transaction Result| tab.

Output | M5R | ARQC || Transaction Result | TLV Parser | Configuration

FDFDF4D2736353332353030303035303030333435353030303030303030230303030303030303
0303030303F00000000009EEFE62 E] Send Command
[Signature :
235821531F4D10D471B42193D183A173719351E37243B2D3F36453FAR4TAE4ES2535457565A5
650545E505F4ASE4250345E2661266728702CTA3285388E3F97449E4PAIACAB4DABLDFFFF]
[DeviceMotification : AAODS104830001058204100207035]
[TransactionStatus : quick_chip_deferred]

[DeviceMotification : AAODS10483000101820410010300] Parse TLY
[TransactionStatus : card_removed]

Send Extended Command

[USE DynaFlex] BE1378A

CQutput | MSR | ARQC | Transaction Result § TLV Parser | Configuration

63063204E6DE486FBEBADEFTT 2405CCAFRFFOCE4E4FEEDOAAFACITDFO3TOEF3972C1D085475 1
1022013 1B0D8C29E3780873FEOFIC2493D4B4807DE2DEDGTOSED3 1FO0D5B350340E4C6277 Send Command
22D9E28200332A63CT1BC256DAGC5AG6D(P25TFID3ATF25BD6D698E2DEBSTAT51A8440BE7D
115D0A6520E1216247C
DFDF56 : FFFF98T76543210200034
DFDF5T: 80
DFDF58: 07
DFDF1A: 1
DFDF1B: 00

NS [USB DynaFlex] B61378A A

Send Extended Command

Parse TLY
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3 - How to use the MTUSDK Java Demo

3.3 TLV Parser
To parse custom TLV blob, follow these steps.

1) Press the tab.

 Output | MSR | ARQC | Transaction Resulf | TLV Parser

Send Command

Send Extended Command
Parsed TLV:

[USB DynaFlex] B61378A -

2) Copy and paste the TLV you want to parse to the text box, then press the button.
The result will show in the text box.

| Cutput || MSR || ARCQC || Transaction Result || TLV Parser || Configuraticn |
Input:

F982027DDFDFS40AFFFFO8T6543210200054DFDF550182DFDF250742363 13337384 1FA82025
BF0820257F182000ADFDF140101DFDF1B0100FE8201760FDF508201586DAE4A40BFFO95D05 Send Command
AABAZE289CDF25F 1804961489500 1A4F076412DFDTEOFSTA 1F264592EEE6BCCCFS0A4BERS e
Parsed TLV:
DFDF57 : 80
DFDFS8 : 07
DFDF1A: 01
DFDF1B: 00

Y™ (1B DynaFlex] B61378A  ~ _m_
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3 - How to use the MTUSDK Java Demo

3.4 Device Info

1) To view the device information, press the tab, then press button. An example of
requesting device’s information is shown below.

Cutput " MSR " ARCQC " Transaction Result ” TLV Parser || Configuraticn |

getCennectioninfo...
DeviceType - MM3 Send Command
ConnectionType - USB
Address -
Whihid#®vid_08018&pid_2020868:83172d08080000#%{4d 1e55b2-F16f-11cf-88cb-001111000030}
getDevicelnfo..
Mame - BG13784
Meodel - DynaFlex
Serial - B613784

Send Extended Command

2) To clear the screen, press the button.

Cutput || MSR || ARGC || Transaction Result ” TLV Parser || Configuration

Send Command

Send Extended Command

Parse TLY

[USB DynaFlex] B613784A

3) To close the device, press the button.

Output || MSR || ARGQC || Transaction Result || TLV Parser || Configuration |

Disconnecting...
[ConnectionState : disconnected] Send Command

Send Extended Command

Parze TLY

1US8 DynaFie] 8613780 [ Cer |
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3 - How to use the MTUSDK Java Demo

3.5 Configuration

The following describes how to load and display images. An image replaces the Welcome screen when
the device is in an idle connected state.

Please make sure the image you are trying to send to the device is in bitmap format, with 16-bit Depth
and X1 R5 G5 B5 mode.

BMP Options X | BMP Advanced Modes X

16 bit
O X1R5G585

Cancel

Dapth RS G6 85

X4 R4 G4 B4

24 bit
RS G8 88

32 bit
X8 RS G8 88

Flip row order Advanced Modes Flip row order Basic Modes

3.5.1 Show Image
1) To show an image immediately already uploaded to the device, press the tab

Output | MSR | ARQC | Transaction Result | TLV Parser

Image ID: Show Image

Image ID: Send Image . Send Command

Image ID: Set Display Image Send Extended Command
File ID: 00000100 Send File ...
File ID: 00000100 Send Secure File ...

File I 00000100 Get File ...

3

[USB DynaFlex] B613784A -

2) Select an ID number from the list. Press the button.
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3 - How to use the MTUSDK Java Demo

Cutput | MSR | ARQC | Transaction Result | TLV Parser Configuratiun|

Show Image |

H Send Command

B Set Display Image

File IC: | noo Send File ...

File ID: 00000100 Get File ...
€ |

|

[ |

File ID: | 00000100 Send Secure File .. |
|
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3 - How to use the MTUSDK Java Demo

3) The image will be displayed on the device if equipped with a touch screen.

3.5.2 Send Image

1) To upload an image into the device, select an ID number from the [mage ID| list. Press the
button.

Output | MSR | ARQC || Transaction Result | TLV Parser | Configuration

Image ID: 1 - Show Image
Image ID: - Send Image ... agd Copmpand

. - W Send Extended Command
Image 1LY I < 5

File I 3 100 Send File ...

File ID: | 4 100 Send Secure File ...

File ID: 00000100 Get File ... Parse TLV

<

NS [USB DynaFlex] B61373A

2) Navigate to an image bitmap file, select the file, then press the button.

Organize v Mew folder =~ ™ @
» PicDerno "~ Name Date Type Size Tags ™
> ProcessExplorer @ imagel.bmp 31772021 9:04 AM BMP File 2KB

ProcessMon @ image2.bmp 31772021 9:04 AM BMP File 2 KB
» | Program Files [&] image3.bmp 3/17/2021 8:05 AM BMP File 2KB
. My : :
- Program Files (x26) @ imaged.bmp 3/17/2021 9:05 AM BMP File 2 KB v
< >
File name: |imagel.bmp v | Bitmap Image File "bmp) |
| Open | | Cancel |

3) View the progress of sending an image by selecting the tab. When completed the result will
be similar to what is shown below.

Cutput || MSR | ARQC | Transaction Result | TLV Parser | Configuration

R

o]
[OnProgress(87)] Send Command
[OnProgress(91)]
[OnProgress(95)]
[OnProgress(100)]

Send Extended Command

[OperationStatus : operation_done 00000812 Operation Done, 00000000]
[OnResult{SUCCESS)]

sendlmage(1 filedata) -> 0 Parse TLYV
[DeviceResponse : AAD0E1045200D812820400000000]

N

(BTSN [USB DynaFlex] B61373A

MagTek Universal SDK| Demo Manual ( Java)

Page 14



3 - How to use the MTUSDK Java Demo

3.5.3 Set Display Image
1) To set which image is to replace the Welcome screen, press the tab.

| Cutput " MSR || ARQC ” Transaction Result " T Parser[Configuratiun1

Image ID: | 1 | | Show Image | =

Image ID: | 1 | Sendimage. | Send Command
Image ID: | 1 | | Set Display Image | Send Extended Command
File ID: 00000100 | | Send File ... |

File ID: 00000100 | = SendSecureFile.. |

File ID: 00000100 | | Get File ... |

L

[USB DynaFlex] B613784A

Show Image |

Send Image ... Send Command

File 1D
File ID:

SErE T

Send Secure File ...

Get File ...

Parse TLY

L

| Cutput || MSR || ARCC ” Transaction Result || TLV Parser || Configuration |

File ID:

00000100
01
0000

Get File .. |

| Send Command

Display Message

Send Extended Command
Get Challenge |

| Get/Set Configuration |

Parse TLV

[USB DynaFlex] B61378A

4) After the device resets, press the button. The image will be displayed on the device’s idle

screen.

5) If the display image is set to an ID that was not loaded previously, the change will not take effect.
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3 - How to use the MTUSDK Java Demo

6) To set the device back to the Welcome screen, select ID [0] from the [mage ID] list, press the
Display Image| button, then press the button. After the reset, press the Connect

button.

Qutput | MSR | ARQC | Transaction Result | TLV Parser | Configuration

Image ID: 1 - Show Image
Send Command

I, : >

| Image ID: - Set Display Image Send Extended Command

File I0: o0 BEna e
File ID: 100 Send Secure File ...

2
File ID: | 3 Get File ... Parse TLV
4

DV [USE DynaFlex] B613784 -

3.5.4 Send File
1) Tosend a configuration file to the device, enter the and then press the button.

Cutput | MSR | ARQC || Transaction Result | TLV Parser | Configuration

Image ID: - Show Image

Image ID: Send Image ... Send Command

Image ID: B Send Extended Command
frile 1D: 00000100 Send File .. B |

File ID: 00000100 Send Secure File ...

File ID: 00000100 Get File ...
<

[USB DynaFlex] B613784A -

2) Select the file associated with that same file 1D and press the button.

Organize * MNew folder =« [H o
4 Downloads *  Name Date Type Size Tags ~
IJ Music Em'lm.bir‘l 8/17/2020 1215 PM BIM File 2KB
[&] Pictures E firmware.bin 9/29/2020 1:28 PM BIM File 713 KB
i Videos E firmware-1000...  8/16/2021 3:07 PM BIM File 771 KB
5 0S(C) E frimware-ber_g...  9/2/2021 11:23 AM BIM File 786 KB v
= v < >
File name: 00000100.bin v|  Configuration File (*.bin) v/
| Open | | Cancel |

3) The will show the result of the file sent to the device.
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3 - How to use the MTUSDK Java Demo

Output" MSR || ARQC ” Transaction Result || TLV Parser || Configuration |

i sy

[OnProgress(80)] ™ 1

[OnProgress(85)] Send Command
[OnProgre=s(90)] Send Extended Command
[OnProgress(95)]

[OnProgress(100)]

[OperationStatus : operation_done 00000812 Operation Done, 00000000]
[OnResult{SUCCESS,)] T
[DeviceResponse : AADDE1048200D812820400000000]
sendFile(00000100 filedata) -» 0

.

Parse TLV

3.5.5 GetFile
1) To get a configuration file from the device, enter the and then press the button

| Cutput " MSR || ARQC ” Transaction Result " TLV Parser " Configuraticm]

Set Display Image

Image ID: | 0 - |

| .

Send Command

File ID: 00000100 | | Send File .. |
| Send Extended Command

File ID: 00000100 Send Secure File ...
File ID: 00000100 Get File ...

0 | Display Message |

ID: 0000 | GetChallenge |

[USB DynaFlex] B613784A

2) Fromthe tab, the file data is shown within the event.

Cutput " MSR || ARQC ” Transaction Result " TLV Parser || Configuration |

1021 =

[OnResult{SUCCESS 4D47544841503130C 10400000100 CER204CTAAGS00B31B4B4E2TEDCEAD
AS848F729EDDESGBDO2BOFF33739F0106F 200000000004 HEFAO000000041010DF7EO1019F0902
20030000000000DF21050000000000

DF220500000000009F1 B04000000000DF700100DFEE03000000DF6FO100DFO10100DF7100DF02
0100DF7 2003F2A0200005F360100FF33739F0106F200000000004F07 A0000000042203DFFEQTOD
19F090200000F110100DF120100DF1301000F140100DF1501000F200500000000000F2105000 ||
0000000DF2205300000000009F1B0400000000DF700100DFEEO3000000DFGFO100DFO10100DFT

100DF020100DF7 2005F2A0200005F360100FF33739F0106F200000000004F07 AQD00000043060

DF7E01019F090200000F1 10100DF1201000DF130100DF140100DF1501000F20050000000000D
F2NS0NONNNNNNNANE2 205 0NNNNNNNNNGAF 1 RAANNNNNNNNNE7NNTNNNFRENINNNNNNNFAFNTNNMEN 2

Send Command

Send Extended Command

[USB DynaFlex] B613784A

3.5.6 Display Image

3) To display a message on the device’s screen, enter a value for the message in the ID| box, then press
the Display Message] button. Values range from 1 to 40 and represent fixed transaction related
messages.

MagTek Universal SDK| Demo Manual ( Java)

Page 17



3 - How to use the MTUSDK Java Demo

| Cutput || MSR || ARQC ” Transaction Result || TLV Parser || Configuration |

File I VUL UL | 2end ke .. | ~

File ID: 00000100 | |  SendSecurefile.. |
00000100

Send Command

File 1D: Get File ...

Send Extended Command

1 Display Message

Get Challenge

| Get/Set Configuration |

Parse TLV

N e |

3.5.7 Get Challenge
1) To request a challenge code from the device, enter a challenge ID in the |ID| box, then press the

Challenge]| button.

| Cutput || MSR || ARQC ” Transaction Result || TLV Parser || Configuration |

File ID: 00000100 | | Get File ... |

Send Command

1Dz 1 | Display Message |
Send Extended Command
[o: 0000 Get Challenge ]
| Get/Set Configuration |

| Update Firmware |

[USBE DynaFlex] BE1378A

2) The challenge token will be shown in the tab.

Cutput || MSR || ARQC ” Transaction Result || TLV Parser || Configuraticn |

Get Challenge

[OperationStatus : operation_done,0000E001, Operation Done,00000000] Send Command
[DeviceResponse
AADOBT1048219E0018204 0000000084 16A2148102E0018204B61378A0530836TEG2 1CF512F430]
getChallengeToken(0000) -> 367EB21CF512F439

Send Extended Command

Parse TLV

DY || /cE DynaFlex] BE1378A _m- |

3.5.8 Get/Set Configuration
1) To get or set a configuration value, press the |Get/Set Configuration| button.
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3 - How to use the MTUSDK Java Demo

| Cutput || MSR || ARQC ” Transaction Result || TLV Parser || Configuration |

File ID: 00000100 | | Get File .. |

Send Command

| Display Message |

Send Extended Command

Get Challenge

Parse TLV

2) Select an [Action|, enter the value, then press the |OK| button.

B Configuration | *

Action:

@ Get Configuration
Set Configuration
Get Key Information
Update Key Information

Value:

E108E206E204E202C200

| QK | Cancel

3) The result will be shown in the tab.
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3 - How to use the MTUSDK Java Demo

Qutput || MSR | ARQC | Transaction Result | TLV Parser | Configuration

et et o nfiguraticn N
[OperationStatus : operation_done, 00000101, Operation Done,00000000]
[DeviceResponse
AADOB1048210D1018204000000008482002701018501028920E11EE21CE21AE218C2163130303
03030383230322D050726542312D5052440000]
getConfiginfo(2,E108E206E204E202C200) - =
ET1EE21CE21AE218C216313030303030383230322D5072654231205052440000

Send Command

Send Extended Command

Parze TLV

S

NS [USB DynaFlex] B61378A

3.5.9 Update Firmware
Do Not power cycle or remove the device from the PC during firmware update.

Firmware update is only applicable for a higher firmware revision and not for the same revision.

1) To update the device’s firmware, press the Update Firmware| button.

Qutput | MSR | ARQC | Transaction Result | TLV Parser | Configuration

File ID: 00000100 Get File ...
Send Command
Display Message
Send Extended Command
Get Challenge

[USB DynaFlex] B613784A

2) Select the firmware file, then press the button.

Organize + Mew folder =~ [ @
_ 3D Objects ~  MName Date -
I Desktop ) D000DT00.bin 8/17/2020 12:15 PM
Documents j firmware.bin 9/29/2020 1:28 PM
; Downloads
D Music v
o v £ >
File name: | firmware.bin ~ | Firmware File (*.bin) e
o ]
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3 - How to use the MTUSDK Java Demo

3) The device’s screen will display that download is in progress. Afterwards, it will display complete.

The result will be shown in the tab.

Output | MsR |

ARQC ” Transaction Result || TLV Parser || Configuration |

s b e £ 1] 5 n

[OnProgress(58)]
[OnProgress(59)]
[OnProgress(60)]
[OnProgress(66)]
[OnProgress(68)]
[OnProgress(99)]
[OnProgress(100)]
[OnResult{SUCCESS )]

[ConnectionState : disconnected] | |

. o ~

Send Command

Send Extended Command

Parse TLV
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