MAGENSA

=

Magensa Web Service

Magensa Decrypt
Code Samples

June 24, 2019

Manual Part Number:
D998200320-10

REGISTERED TO ISO 9001:2015



Magensa Web Service| Decrypt 2.0 Operations | Decrypt 2.0 Programming Manual

Copyright © 2006 - 2019 MagTek, Inc.
Printed in the United States of America

Information in this publication is subject to change without notice and may contain technical inaccuracies or
graphical discrepancies. Changes or improvements made to this product will be updated in the next publication
release. No part of this document may be reproduced or transmitted in any form or by any means, electronic or
mechanical, for any purpose, without the express written permission of MagTek, Inc.

MagTek® is a registered trademark of MagTek, Inc.
MagnePrint® is a registered trademark of MagTek, Inc.
Magensa™ is a trademark of MagTek, Inc.

MagneSafe® is a registered trademark of MagTek, Inc.
DynaPro™ and DynaPro Mini™ are trademarks of MagTek, Inc.
IPAD® is a trademark of MagTek, Inc.

iPhone®, iPod®, and Mac® are registered trademarks of Apple Inc., registered in the U.S. and other countries.
App StoreSM is a service mark of Apple Inc., registered in the U.S. and other countries. iOS is a trademark or
registered trademark of Cisco in the U.S. and other countries and is used by Apple Inc. under license. iPad™ is a
trademark of Apple. Inc.

The WIi-Fi® is a registered trademark of Wi-Fi Alliance.

Bluetooth® is a registered trademark of Bluetooth SIG.

Microsoft® and Windows® are registered trademarks of Microsoft Corporation.

All other system names and product names are the property of their respective owners.

Table 0.1 - Revision
Rev Number Date By Notes
10 June 24, 2019 Rod Vesling Initial Release

CONFIDENTIAL

NOTICE

The information contained herein is confidential and proprietary to:
Magensa LLC
1710 Apollo Court
Seal Beach, CA 90740
562-546-6500

Purpose of the document
The purpose of this document is to provide the code sample details.
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1 Introduction

This document covers pre-built code samples that use Magensa’s Decrypt Service. These code samples
are intended to present examples on how to call and utilize Magensa’s Decrypt Service. These samples are
not meant for production code and should only be used as examples. Code samples are provided in the below
languages. All code samples are basic console applications, including a WinForms app for .NET Framework.

> .NET
>  Python
> NodelS
> Java

2 .Net Console Application

2.1 Prerequisites

1) Install .NET Core 2.1
2) Visual Studio IDE
3) Generate publish folder

2.2 Process

Double click on the “DecryptServiceApp” executable application file in the publish folder.

“ode_Samples » DecryptService » publish - | +y | Search publish o
@ Open Mew folder =~ O '@'
Mame . Date modified Type Size ai
|%| dbgshim.dll 6,/6,/2018 1:58 PM Application extens... 152 KB
- || DecryptServicefpp.deps.json 3/27/201912:33 PM JSON File 55 KB
%) DecryptServicedpp.dil 327720191233 PM Application extens... 21 KB
[m] Decryptiervicelpp % 3/27/201912:33 PM Application 135 KB
|| Decryp@ervicebpp.pdb 3/27/201912:33 P PDB File 8 KB
|| DecryptServicefpp.runtimeconfig.json 3/27/201912:33 PM JSON File 1KE i
%] hostfer.dll 6/6/2018 204 PM  Application extens... 390 KB N
%) hostpolicy.dll 6,/6/2018 2:04 PM Application extens... 572 KB
|%| Microseft.Csharp.dll 6,6/2018 1:58 PM Application extens... 155 KB

In the console window it will ask for the specific operation of the service.
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B ChUsers\skarrit\Desktop' Performance publish\DecryptServicefpp.exe

Pleazse Select an option or service operation
Enter Option number <1 : DecryptCardSwipe, 2:GenerateMac . 3: DeccryptDatalperat
ion>

Select any of the operations and provide the required properties; you should then be able to see the service
response shown below:
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B 7 ChUsersiskarn\Uesktop\Performancelpublishi\Magtek.Websennices. s5ampleApp.exe [ [V | —c—

Service Url for DecryptService:https:/sdevwaf _magensa.netsDecryptl2/Decrypt_suvc?
wadl

Pleaze Select an option or service operation

Enter Option number (1: DecryptCardSwipe, 2: GenerateMac . 3: DeccryptDataOperat
ion>1

Flease enter the BillingLabel value
5}

FPlease enter the CustomerlransactionID value

Pleasze enter the CustomerCode value

DSHAGTEK

Pleasze enter the Password value

Of f ShoreTestDecryptlUserPU

Pleasze enter the Username value

Of fShoreTestDecryptlzer

Pleasze enter the DeviceSH value

B487DBCAZ22117AA

FPleasze enter the KSEH value

7811400848 YDECABEAEAD

Please enter the KeuType value

Pin

Pleaze enter the MagnePrint value

73224508 2FADDD66ATA1ICFAD?AFS 3ASHESRECA2ZBCS53BERBEF? 478 BFD YD1 2D7BDEF4D323642 761 AB5E
B27ANBABADAYEGCEBC?699FCF40A8Ca3E

Pleaze enter the MagnePrintStatus value

614813606

FPleaze enter the Trackl wvalue

2F1FCC4n1 FBE1 4AFA4281YF2A24286E8582E5235A9B2D280 21644343 DF6CSBADACDA P26 7PEBB S 729
LAIAS310ABB5 272329 1AZ8EAEF3ISACDL Y Y DEBZED31AD1 28ABD1SECES5BFY3C19279416 B2 76 4ACF7C

Please enter the Track2 value

CE?6CBYEAISALE4383ABSFA2342E352A7284B473F7ESFFAB4D35D8353448B1 36 D377 CFF6253332F7

Please enter the Trackld value
CE?6CBYEAISA1E43A3AB5FAZ2342E352AFABBE42C183@FB? Y 7A7C4236 ECS 74841 4BADD4A??BBDF292A
CB726406527C62992CD3IA3BYAABA2 72FCB6DEF15FCEBDFSBAA12A3BI?9D3A2AFFA3?DA1LADEAB3SDFL
2F6 34749 F S F26?F?FFEAAS CCIIANY3IAB1IBAF2ECIFB Y85 Y2247E3AGEA115B4F

==Request building End=

==Responze Start

SHIDvOLEcHMH3ERppSTU. /2 Pde L3k 1U1ME 1pEf iLSEmQ =
MagnePrintScore: B.0933188
CustomerTransactionld: @
MagTranId: 1422Ff79bh—24h?-45%e5-96d1—-al485e8767df
IsReplay: True
MagnePrint: B200205CC64DF?F833956EE3434E8144DB5D3FE37IAASCSDEECA1SDABEIAAB 789847
18A2D3AFCYD?221EYBC14685288DESCYA?42DC6H1 8088
EEEEE%: #»B4919621234567893008"FIREMAN-TEST D “1618181875 7600000088760
Track2: ;4819621234567823000-161016016075768090087
Track3: ;4817621234567823000=1234000000ARAHNHNAREAAARAARAARAANEERRAAAAAAADNNBAARARAAAAA
ARARIIADPBPBPRPERARRRENERERARRRAAAAEA?
Rezponze End

Note: For more details on how to generate the publish folder, as well as additional information, please see the
.Net help document.

3 .Net Winform Application
3.1 Prerequisites

1) Install .NET framework 4.5
2) Visual Studio professional 2017

3.2 Process

In the project, navigate to the Debug folder and double click on the executable application file.
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A window will open with the 3 possible operations of the Decrypt service.

- DecryptServiceForm

Choose any operation and click the ‘Ok’ buton. A new window will open with the service input

Please Select an option or service operation

Ok

properties, as shown below:

O Decrypt Card Swipe (O GenerateMac

Cloze

O Deccrypt Data Operation

Decrypt Card Swipe Request Decrypt Card Swipe Response

Billing] abel lo |
CustomerTransactionID |0 |
CustomerCode * [osmaaTEK |
Password * |Oﬂ$hareTengecwthserPW |
Username * |0ﬁShnreTeleecwptLlser |
DeviceSN * [B487DAg022115m8 |
KSN * [90114008487DA%000007 |
K"?YTYPQ 2 |P\n |
MagnePrint * [A4C4870970E452710FCBFDED338BECC21 |
MagnePrintStatus * [enotam |
S4EE 1021 145033EC55772CECDIBIDICES
Trackl BCE1B0266E6483F D76FB0243AES 128659
. B1560B60856F AD392C0C3023745053FC
Track? 1701836FB35B37EDS1BEET7ES446ES7B3

Track3 Submit Clear Cancel
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Enter all the required fields and click on the ‘Submit’ button. You should then be able to see the response on the
right side of the window. This window also contains the ‘Clear’ and ‘Cancel’ options as well.

Decrypt Card Swipe Request Decrypt Card Swipe Response
BillingLabel o | [cardID : uISIftyObtbZIRbjfwl WjMrdOIOEs+r4LiGgZh45U1E=
: CustomerTransactionId : 0
CustomerTransactionID |D | IsReplay : True
MagnePrintScore : 0.7584068
CustomerCode * [oSWAGTEK | MagTranld : 123accaf-00fa-4e70-b54e-0d1600fcae?
Password * |OHSh0reTestDecrythserP‘.“a' | [}ecrypted Card SWIDE 2
MagnePrint :
Username * |OHShoreTestDecrythser | 020020882CDC25063DA83890AB3E736FCT879F510AEBFDGF150B4D87D8B94E9BCDE760932E0CED36C
0702909E6D03808DF16D0026ACEDD0D
aeahl [BesTDASZ21 198 | Trackl : %B5325614800013455 ~CONTACTLESS/MAGTEK D~1909201001000F 006690000007
Track2 : ;5325614800013455=19092010010066910000?
KSN * [s011400B487D25000007 | Track3 :
KeyType* [P |
Ma gnePri.nt * |MC4E\7D5?DE45271 OFCBFDED3388ECC21 |
MagnePrintStatus * |EMD14DD |
B4EE1021145099EC55772C6C00BODICER
Trackl BCE1B0266E6483FD76FB0243AE9128659
. B156DB6D856FAD592C0C029745053F5C
Track2 1701836FB35887E0S1BEET7E3446E5 78S
Track3 Submit Clear Cancel

4 Python Console Applications

4.1 Prerequisites

1) Install python
2) Add Environment Variables
3) Install required files for Python

4.2 Process

Open the command prompt from the project folder, and type the following command:
> python program.py

Choose an operation and provide the required input properties to see the response shown below:
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B C:\Windows\System3Z\cmd.exe - python program.py hd

J@BCABS1F74EBAC

14DEF766BB4@CBFE2F4BO1AR

- £50PM
Q Type here to search ' NS NO P e B

Note: For any further details for the python console application please consult the Python help document.

5 Java Console Applications

5.1 Prerequisites
1) Install required Java version
2) Add Environment Variables

5.2 Process
Select project, then right click and choose the “Run As Java Application” option.

Select the operation and provide the required input parameters; you should then see this response:
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8] eclipse-werkspace - Eclipse IDE

File Edit MNavigate Search Project Run Window Help

(=g 2iw| SR -0~ Q- Q™S &5~ v
t5 Project Bxplorer 2 =]
== - £ |48
+ [ DecryptClientApp
B\ JRE System Library [JavaSE B Console 13 |[£] Problems [i) Debug Shell ] BH =)l =
(= e DecryptMain (1) [Java Application] CA\Program Files\Java\jre1.8.0_211\bin\javaw.exe (May 2, 2018, 5:09:56 P)
=\ Referenced Libraries Select Operation Choic
& lib 1:DecryptCardSwipeOp 2: GenerateMac 3: DecryptDataOperation
- config.properties
Enter Billinglabel for Decrypt
Enter CustomerTransactionID
Enter CustemerCode
Enter Password
Enter Username
Enter EncryptedData
Enter KSH
Enter KeyType
P Detail:
CustomerTransactionId: {}
DecryptedData: F(820182F28200F 1 831EB31FB35F24031989305F 25031711019F B687ARG006600418189F0782FFCB9FADBSEC SBBLREREIFREDSE
IsReplay: true

MagTranId: ldc8c3e7-a0d6-4876-9d1d-229c568269F9
Detail

would u like to to continue(yes/no)

H O Type here to search o

@

=

511 PM
5/2/2019

B

Note: For any further details on the Java console application, please review the Java help documentation.

6 NodelS Console Applications

6.1 Prerequisites

1) Install python
2) Add Environment Variables
3) Install required files for Python

6.2 Process

Open the command prompt from the project folder, and type the following command:

> node app.js

EX C:\Windows\System32\cmd.exe - node app.js
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Choose the operation and provide the required input properties to see the following response:

442PM
5/2/2019 B

O Type here to search 4 : " ~ D P

Note: For any further details for the Node JS console application please review the Node JS help document.
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