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Table 0-1 - Revisions

Rev Number
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1 Overview

1  Overview
This document is intended to be used with the MagTek Reader Management System Windows
Application.

RMS Windows
e  Windows Application (PN 1000009734)
e For use with DynaPro Go and oDynamo devices.

1.1 Purpose

This document provides instructions for updating the Certificate Authority Public Keys (CAPKSs) securely
stored in DynaPro Go and oDynamo devices. CAPKs are used in EMV (Europay, Mastercard, and Visa)
payment systems to verify the authenticity of card transactions. Each CAPK is associated with a specific
issuing bank or payment network and has an expiration date, after which it must be updated in the device.
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2 EMV Tags/CAPKs

2 EMV Tags/CAPKs

Updating EMV Tags/CAPKs requires the RMS Windows application. Download and install the MagTek
Reader Management System.

2.1 Update
1. Launch the RMS application and select as the Interface,

2. Select the device type either for DynaPro Go devices, or for oDynamo

devices.

=

MAGTEK READER MANAGEMENT SYSTEM WINDOWS V2 X

File  Utilities Help .
Type: [DynaFlex/DynaProx_~ | Interface: USB v MAGTEK
. DynaFlex/DynaProx :
e
Mﬂ“&s:’-'. ODynamO :
f MagTek Test
Details: A
v
Command: -
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2 EMV Tags/CAPKs

3. Click to scan for USB devices.
4. Available devices will appear in the Devices field. Select the desired device and click Open|.

MAGTEK READER MAMNAGEMENT SYSTEM WINDOWS V2 i X

File  Utilities Help

e (ot - et 5 - ERENMAGTEK'
Devices: LISB://391B38AB0912040F . | |

Address- ‘

MagTek Production

Details: A,

Command: -
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2 EMV Tags/CAPKs

5. Check EMV Tags/CAPKs and click Update|.

MAGTEK READER MANAGEMENT SYSTEM WINDOWS V2 =

File Utilities Help

Devices: 1/SB://991B88A80912040F -

Address:

Device Updates
Profle:  MagTek_Production ;

Configurations: v

Details:

X

@ EMV Tags/CAPKs

s s  Check Carfy

Command:

Output:

01/29/2025 16:20:54 Device is connected
0172972025 16:20:54

Serial Number: $91B88A80912040F
Maodel: DynaPro Go
FirmwarelD: 1000004554-C3-PCI

e o | hiesoutput:field. will

indicate if the device
IS connected.
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2 EMV Tags/CAPKs

6. The update status bar will appear in green at the bottom of the window, and log the update and
results.

MAGTEK READER MANAGEMENT SYSTEM WINDOWS V2 o b
File Utilities Help
Type: DymaPro Interface: USE

Devices: 1ISB://9951B88AB0912040F

Add'm:_

Device Updates

Profle:  MagTek_Production Firmwar
- B EMV Tags/CAPKs
Configurations: v

O revrasn oty

Details: A
v
ot

Serial Number: 951B88AB0912040F
Model: DynaPro Go
FimwarelD: 1000004554-C3-PC|

01/25/2025 16:21:27

NN N YN

01/259/2025 16:21:27 The cument configuration CONTACT_L2 EMVis out of date. A new
01/29/2025 16:21:27

01/29/2025 16:21:27 Start Erasing MagTek Default Contact Tags and CAP

ion is available
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2 EMV Tags/CAPKs

7. Once the update has finished loading, the Output log will display "SUCCESS," confirming that
all updates have been applied and the process is complete.

MAGTEK READER MANAGEMENT SYSTEM WINDOWS V2 == X

File Utilities Help

Type: DynaPro Interface: USE - MAG'TEK
SECURTY FROM THE NSIDE
Devices: 1/SB://951B88A80912040 - .
Address:

Device Updates
Profle:  MagTek_Production Fim

@ EMV Tags/CAPKs

Configurations: s
0 o o ST
Detals:  Done Loading MagTek Default Contact Tags and CAPK =
v
Command: Send

pu‘tj

01/25/2025 16:21:27 The cument configuration CONTACT_L2_EMV is out of date. A newer version is available

01/29/2025 16:21:27 .

01/29/2025 16:21:27 Start Erasing MagTek Default Contact Tags and CAPK...
01/28/2025 16:21:41 Done Loading MagTek Default Contact Tags and CAPK

01/29/2025 16:21:41 EMV Tags Update [CONTACT_L2_EMV]... SUCCESS
01/29/2025 16:21:42 ======zzzzzszzzzsszsszzszzszsssz=ssz=sssszsssszssz=z=s

01/25/2025 16:21:42 Tags/EMV Configuration update results for device [ 391888A80512040F ]
01/29/2025 16:21:42
EMV Tags Update [CONTACT_L2_EMV]... SUCCESS - runtime: 13 seconds.

D‘] fafzﬂzs 15.‘21 .42 T YT EN TR REE
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Appendix A - Warranty and Software License

Appendix A Warranty and Software License

A.1 Limited Warranty

MagTek warrants that the products sold pursuant to this Agreement will perform in accordance with
MagTek’s published specifications. This warranty shall be provided only for a period of one year from
the date of the shipment of the product from MagTek (the “Warranty Period”). This warranty shall apply
only to the “Buyer” (the original purchaser, unless that entity resells the product as authorized by
MagTek, in which event this warranty shall apply only to the first repurchaser).

During the Warranty Period, should this product fail to conform to MagTek’s specifications, MagTek
will, at its option, repair or replace this product at no additional charge except as set forth below. Repair
parts and replacement products will be furnished on an exchange basis and will be either reconditioned or
new. All replaced parts and products become the property of MagTek. This limited warranty does not
include service to repair damage to the product resulting from accident, disaster, unreasonable use,
misuse, abuse, negligence, or modification of the product not authorized by MagTek. MagTek reserves
the right to examine the alleged defective goods to determine whether the warranty is applicable.

Without limiting the generality of the foregoing, MagTek specifically disclaims any liability or warranty
for goods resold in other than MagTek’s original packages, and for goods modified, altered, or treated
without authorization by MagTek.

Service may be obtained by delivering the product during the warranty period to MagTek (1710 Apollo
Court, Seal Beach, CA 90740). If this product is delivered by mail or by an equivalent shipping carrier,
the customer agrees to insure the product or assume the risk of loss or damage in transit, to prepay
shipping charges to the warranty service location, and to use the original shipping container or equivalent.
MagTek will return the product, prepaid, via a three (3) day shipping service. A Return Material
Authorization (“RMA”) number must accompany all returns. Buyers may obtain an RMA number by
contacting MagTek Support Services at support@magtek.com

EACH BUYER UNDERSTANDS THAT THIS MAGTEK PRODUCT IS
OFFERED AS-IS. MAGTEK MAKES NO OTHER WARRANTY, EXPRESS OR
IMPLIED, AND MAGTEK DISCLAIMS ANY WARRANTY OF ANY OTHER
KIND, INCLUDING ANY WARRANTY OF MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE.

IF THIS PRODUCT DOES NOT CONFORM TO MAGTEK’S
SPECIFICATIONS, THE SOLE REMEDY SHALL BE REPAIR OR
REPLACEMENT AS PROVIDED ABOVE. MAGTEK’S LIABILITY, IF ANY,
SHALL IN NO EVENT EXCEED THE TOTAL AMOUNT PAID TO MAGTEK
UNDER THIS AGREEMENT. IN NO EVENT WILL MAGTEK BE LIABLE TO
THE BUYER FOR ANY DAMAGES, INCLUDING ANY LOST PROFITS, LOST
SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OF, OR INABILITY TO USE, SUCH PRODUCT,
EVEN IF MAGTEK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES, OR FOR ANY CLAIM BY ANY OTHER PARTY.
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Appendix A - Warranty and Software License

Limitation On Liability

EXCEPT AS PROVIDED IN THE SECTIONS RELATING TO MAGTEK’S LIMITED WARRANTY,
MAGTEK’S LIABILITY UNDER THIS AGREEMENT IS LIMITED TO THE CONTRACT PRICE OF
THIS PRODUCT.

MAGTEK MAKES NO OTHER WARRANTIES WITH RESPECT TO THE PRODUCT, EXPRESSED
OR IMPLIED, EXCEPT AS MAY BE STATED IN THIS AGREEMENT, AND MAGTEK
DISCLAIMS ANY IMPLIED WARRANTY, INCLUDING WITHOUT LIMITATION ANY IMPLIED
WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

MAGTEK SHALL NOT BE LIABLE FOR CONTINGENT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES TO PERSONS OR PROPERTY. MAGTEK FURTHER LIMITS ITS LIABILITY OF ANY
KIND WITH RESPECT TO THE PRODUCT, INCLUDING NEGLIGENCE ON ITS PART, TO THE
CONTRACT PRICE FOR THE GOODS.

MAGTEK’S SOLE LIABILITY AND BUYER’S EXCLUSIVE REMEDIES ARE STATED IN THIS
SECTION AND IN THE SECTION RELATING TO MAGTEK’S LIMITED WARRANTY.

MagTek Reader Management System (RMS)| Windows Application | EMV Tag and CAPK Update Instructions for DynaPro Go and
oDynamo

Page 12 of 14 (D998200698-100)



Appendix A - Warranty and Software License

A.2 SOFTWARE LICENSE AGREEMENT

IMPORTANT: YOU SHOULD CAREFULLY READ ALL THE TERMS, CONDITIONS AND
RESTRICTIONS OF THIS LICENSE AGREEMENT BEFORE INSTALLING THE SOFTWARE
PACKAGE. YOUR INSTALLATION OF THE SOFTWARE PACKAGE PRESUMES YOUR
ACCEPTANCE OF THE TERMS, CONDITIONS, AND RESTRICTIONS CONTAINED IN THIS
AGREEMENT. IF YOU DO NOT AGREE WITH THESE TERMS, CONDITIONS, AND
RESTRICTIONS, PROMPTLY RETURN THE SOFTWARE PACKAGE AND ASSOCIATED
DOCUMENTATION TO THE ADDRESS IN THIS DOCUMENT, ATTENTION: CUSTOMER
SUPPORT.

TERMS, CONDITIONS, AND RESTRICTIONS
MagTek, Incorporated (the "Licensor") owns and has the right to distribute the described software and
documentation, collectively referred to as the "Software."

LICENSE: Licensor grants you (the "Licensee") the right to use the Software in conjunction with
MagTek products. LICENSEE MAY NOT COPY, MODIFY, OR TRANSFER THE SOFTWARE IN
WHOLE OR IN PART EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENT. Licensee
may not decompile, disassemble, or in any other manner attempt to reverse engineer the Software.
Licensee shall not tamper with, bypass, or alter any security features of the software or attempt to do so.

TRANSFER: Licensee may not transfer the Software or license to the Software to another party without
the prior written authorization of the Licensor. If Licensee transfers the Software without authorization,
all rights granted under this Agreement are automatically terminated.

COPYRIGHT: The Software is copyrighted. Licensee may not copy the Software except for archival
purposes or to load for execution purposes. All other copies of the Software are in violation of this
Agreement.

TERM: This Agreement is in effect as long as Licensee continues the use of the Software. The Licensor
also reserves the right to terminate this Agreement if Licensee fails to comply with any of the terms,
conditions, or restrictions contained herein. Should Licensor terminate this Agreement due to Licensee's
failure to comply, Licensee agrees to return the Software to Licensor. Receipt of returned Software by
the Licensor shall mark the termination.

LIMITED WARRANTY: Licensor warrants to the Licensee that the disk(s) or other media on which
the Software is recorded are free from defects in material or workmanship under normal use.

THE SOFTWARE IS PROVIDED AS IS. LICENSOR MAKES NO OTHER WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Because of the diversity of conditions and hardware under which the Software may be used, Licensor
does not warrant that the Software will meet Licensee specifications or that the operation of the Software
will be uninterrupted or free of errors.

IN NO EVENT WILL LICENSOR BE LIABLE FOR ANY DAMAGES, INCLUDING ANY LOST
PROFITS, LOST SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE, OR INABILITY TO USE THE SOFTWARE. Licensee's sole remedy in

the event of a defect in material or workmanship is expressly limited to replacement of the Software
disk(s) if applicable.
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Appendix A - Warranty and Software License

GOVERNING LAW: If any provision of this Agreement is found to be unlawful, void, or
unenforceable, that provision shall be removed from consideration under this Agreement and will not
affect the enforceability of any of the remaining provisions. This Agreement shall be governed by the
laws of the State of California and shall inure to the benefit of MagTek, Incorporated, its successors or
assigns.

ACKNOWLEDGMENT: LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS
AGREEMENT, UNDERSTANDS ALL OF ITS TERMS, CONDITIONS, AND RESTRICTIONS, AND
AGREES TO BE BOUND BY THEM. LICENSEE ALSO AGREES THAT THIS AGREEMENT
SUPERSEDES ANY AND ALL VERBAL AND WRITTEN COMMUNICATIONS BETWEEN
LICENSOR AND LICENSEE OR THEIR ASSIGNS RELATING TO THE SUBJECT MATTER OF
THIS AGREEMENT.

QUESTIONS REGARDING THIS AGREEMENT SHOULD BE ADDRESSED IN WRITING TO
MAGTEK, INCORPORATED, ATTENTION: CUSTOMER SUPPORT, AT THE ADDRESS LISTED
IN THIS DOCUMENT, OR E-MAILED TO SUPPORT@MAGTEK.COM.

DEMO SOFTWARE / SAMPLE CODE: Unless otherwise stated, all demo software and sample code
are to be used by Licensee for demonstration purposes only and MAY NOT BE incorporated into any
production or live environment. The PIN Pad sample implementation is for software PIN Pad test
purposes only and is not PCI compliant. To meet PCI compliance in production or live environments, a
third-party PCI compliant component (hardware or software-based) must be used.
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