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1 Overview

1  Overview

This document is intended to describe onboarding for Selectable Card Data Encryption (SCDE) available
on DynaFlex II GO devices. This feature is intended to allow the user to view card data outside of a
transaction scenario. It is accessible using the MagTek Reader Management System (RMS) Application
available in the Apple App Store.

i0OS System Requirements for SCDE
The feature will work only with the RMS 10S app compatible with iPhone, iPad, and iPod touch, iPad
OS.

RMS iOS Application
e i0S Application (PN 1000009755)

o Compatible with Bluetooth Low Energy (BLE) connected readers, as well as WLAN enabled
readers.

o SCDE is supported for MagTek DynaFlex I GO devices only.

Installation and User Interface
Refer to D998200681 MagTek Reader Management System (RMS) iOS Application Installation and
Operation Manual for detailed instructions on how to install the RMS app and how to use it.
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2 User Instructions

2  User Instructions
The user must load the most current DynaFlex II GO firmware before beginning. Follow these steps to
update your DynaFlex I GO Firmware:

2.1 Set Profile to SmartTab
From the tab, ensure the Profile Name is set to SmartTab and Tap on the you want to
connect to.

Reader Management System - V2

MAGTEK

SECURITY FROM THE INSIDE
API Key:
Profile Name: SmartTab

Select Reader:

DF Il Go-B54F0EQ

DF Il Go-B568DAF

DF Il Go-BEOOOE4

No Reader Connected

@ Connect (__) Device iS5 Configs Commands @ About
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2 User Instructions

2.2 Update Firmware
After Connecting a DynaFlex I GO to RMS, press the tab. To update device firmware, check the

option only, and press the Update| button. Only the updates that are checked will be loaded to
the device. A prompt will appear asking the user not to manually turn off the screen, press .

12417PM Wed Jan 15

Reader Management System - V2

MAGTEK"

SECURITY FROM THE INSIDE

No Reader Connected. Please go 1o Connect 1ab and establish connection.
Device cannacted - DF || Go-BS574031
Checking fifmiare.

Checking &
Updating Firmware
Please do not turn off your iPhonefiPad
screen manually.

[] Force Update

Clear Log

Cancel OK

Firmware [) EMV Tags/CAPKS

Update

@

(L 2
Device About

Cenneet

dii
(B8

b
B
g
:

2.2.1 LogData
The log will indicate:

e If current configurations are up to date,
e Ifupdates have succeeded,

e Ifupdates have failed
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2 User Instructions

12:17PM Wed Jan 15

Reader Management System - V2

MAGTEK"
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AAD0B1048208DB2 1820400000000 B=63DA2 181 0400000300 AZ2581D40000DBEDB201 046320D26 D204 308 7OS0DBE 2336006E 034

52D30312D2039203 137343435
[Checking the Main fimware update...]

fimware ehecking 11000008421-A81-PCH
Firmware reliieved from (he device is 1000009421-AB1-FCI
Sorial number retrieved from the device is B574061

firmware checking 2
The installed 1000008421 firmware is up to date
Done Ghecking the Main fimware update

firmware checking 1 1000009327-AA0-PCI
Firtware retrigved fram the device is 1000000327-AA0-PCI
Serial number retrieved from the device is B574051

fimmuare checking 2
The installed 1000008327 firmware is up 1o date

Clear Log [0 Force Update

2.3 Load Selectable Card Data Encryption Key
To update or change your device’s configurations to include SCDE, begin by loading the SCDE Key:

e Tap on LoadSelectableCardDataEncryptionKeyl first.

e Press the Refresh| 0 to refresh the list of available configurations if
LLoadSelectableCardDataEncryptionKey| does not appear.
e Press the Update| button to load the key.

The log will indicate if the configuration update is successful or if it has failed.

Reader Management System - V2

MAGTEK

SECURITY FROM THE INSIDE

Reader Management System - V2

MAGTEK"

SECURITY FROM THE INSIDE

o Reader Connected. Please go to Connect tab and establish connection.
Device connected - DF | Go-B571D76
Response received wrile fetohing contig list: Success

Command sent: AAOOB04012 1 EF 1 1B406EF 1181021081, response receiven

Command sen: AAG0B1040121EF 11 2406118102201 . rasponsa raceivad
1 AT1700058571D)

Wait for § secands,
Command sent:

184820 1

24373

045!

4631224,

AAQCE 1048200EFD1620400000000
Koy injoctiun successiull

[J Force Update

Clear Log [ Force Update Clear Log

Select One Config: ) Select One Config: ©

LoadSelectableCardDataEncryptionKey
Load SmartTab AES128-DUKPT Selectable Card Data Encryption Key: A1170005

LoadSelectableCardDataEncryptionKey
Load SmartTah AE$128-DUKFT Selectable Card Data Encryption Key; A1170005

SCDEEnableNameExpirationDateServiceCode
Selectable Card Data Encryption Enabled:Name, Service Code, and Expiration Date for SmartTab

83 connect & Device i Configs Commands @ About

SCDEEnableNameExpirationDateServiceCode

Selectable Card Data Encryption Enabled:Name, Service Code, and Expiration Date for SmartTab

@ Gonnect & Device i Configs Commands @ About
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2 User Instructions

2.4 Load SCDE Enable Name Expiration Date Service Code
To load SCDE Enable Name Expiration Date Service Code:

e Tap on SCDEEnableNameExpirationDateServiceCode | first.

e Press the Refresh| o to refresh the list of available device updates if

'SCDEEnableNameExpirationDateServiceCode |does not appear.

e Press the Update| button to load the update.

The log will indicate if the configuration update is successful or if it has failed.

Reader Management System - V2

MAGTEK"

SECURITY FROM THE INSIDE

o Reader Connected. Please go to Connect tab and establish connetion.
Device cannected - DF || Go-BS71076
Response received while fstching canfig list Success

Clear Log [J Force Update

Select One Config: €

LoadSelectableCardDataEncryptionKey
Load SmartTab AES128-DUKPT Selectable Card Data Encryption Key: A1170005

SCDEEnableNameExpirationDateServiceCode

Selectable Card Data Encryptian Enabled:Name, Service Code, and Expiration Date for SmartTab

& Connect & Device i Configs 55 commands (D About

Reader Management System - V2

MAGTEK"

SECURITY FROM THE INSIDE

SCOEEnabloNameExpiratiorDateServicaGode starting. Command sent: AADDS1040113E0018406E0018102F012, response
receiver: AAO0S 104 IDTE0B308C 17291 EDASBOERSE
Commard sent: AAOGS1040121EF | 1B406EF 1181021111, response recaived:
ARODE1048221EF 1182 1040211108

132313654323

11102002000

Wail for 5 seconcs
Cammand sent:

AMG0B1040101D112845D) l i1 729
1EDASBG 104 AED:

DB99433C1 2F8, response received:

AR00B1048201D11 D1 501 01890C 1020000
Upata successiull

Clear Log [J Force Update

Select One Config: €

LoadSelectableCardDataEncryptionKey
Load SmartTah AES128-DUKPT Selectable Card Data Encryption Key: A1170005

SCDEEnableMameExpirationDateServiceCode
Selectable Card Data Encryption Enabled:Name, Service Cade, and Expiration Date for SmartTab

@ Gonnect & Device i, Configs Commands @ About

After completing the steps in Sections 2.3 and 2.4, the device will support Selectable Card Data
Encryption, allowing the user to view card data outside of a transaction scenario.
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Appendix A - Glossary of Terms

Appendix A Glossary of Terms

e API - Application Programming Interface
e EMYV —Europay, MasterCard® and Visa®
e FAQs — Frequently Asked Questions

e KSN - Key Serial Number

e MUT - MagTek Update Token

e SDK — Software Developer’s Kit

e SN - Serial Number

e UIK - Unique Identifier Key
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Appendix B - Related Documentation

Appendix B Related Documentation

To view or download any of the documents mentioned in this manual, visit
https://www.magtek.com/support.

B.1 Installation and Operation Manuals

D998200595 - DYNAFLEX II GO SECURE CARD READER AUTHENTICATOR INSTALLATION
AND OPERATION MANUAL

D998200681 - MAGTEK READER MANAGEMENT SYSTEM (RMS), IOS APPLICATION,
INSTALLATION AND OPERATION MANUAL

B.2 Programmers Manuals

D998200383-DYNAFLEX PRODUCTS THREE-WAY SECURE CARD READER
AUTHENTICATORS PROGRAMMER'S MANUAL (COMMANDS)
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Appendix C - Warranty and Software License

Appendix C Warranty and Software License

C.1 Limited Warranty

MagTek warrants that the products sold pursuant to this Agreement will perform in accordance with
MagTek’s published specifications. This warranty shall be provided only for a period of one year from
the date of the shipment of the product from MagTek (the “Warranty Period”). This warranty shall apply
only to the “Buyer” (the original purchaser, unless that entity resells the product as authorized by
MagTek, in which event this warranty shall apply only to the first repurchaser).

During the Warranty Period, should this product fail to conform to MagTek’s specifications, MagTek
will, at its option, repair or replace this product at no additional charge except as set forth below. Repair
parts and replacement products will be furnished on an exchange basis and will be either reconditioned or
new. All replaced parts and products become the property of MagTek. This limited warranty does not
include service to repair damage to the product resulting from accident, disaster, unreasonable use,
misuse, abuse, negligence, or modification of the product not authorized by MagTek. MagTek reserves
the right to examine the alleged defective goods to determine whether the warranty is applicable.

Without limiting the generality of the foregoing, MagTek specifically disclaims any liability or warranty
for goods resold in other than MagTek’s original packages, and for goods modified, altered, or treated
without authorization by MagTek.

Service may be obtained by delivering the product during the warranty period to MagTek (1710 Apollo
Court, Seal Beach, CA 90740). If this product is delivered by mail or by an equivalent shipping carrier,
the customer agrees to insure the product or assume the risk of loss or damage in transit, to prepay
shipping charges to the warranty service location, and to use the original shipping container or equivalent.
MagTek will return the product, prepaid, via a three (3) day shipping service. A Return Material
Authorization (“RMA”) number must accompany all returns. Buyers may obtain an RMA number by
contacting MagTek Support Services at support@magtek.com

EACH BUYER UNDERSTANDS THAT THIS MAGTEK PRODUCT IS
OFFERED AS-IS. MAGTEK MAKES NO OTHER WARRANTY, EXPRESS OR
IMPLIED, AND MAGTEK DISCLAIMS ANY WARRANTY OF ANY OTHER
KIND, INCLUDING ANY WARRANTY OF MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE.

IF THIS PRODUCT DOES NOT CONFORM TO MAGTEK’S
SPECIFICATIONS, THE SOLE REMEDY SHALL BE REPAIR OR
REPLACEMENT AS PROVIDED ABOVE. MAGTEK’S LIABILITY, IF ANY,
SHALL IN NO EVENT EXCEED THE TOTAL AMOUNT PAID TO MAGTEK
UNDER THIS AGREEMENT. IN NO EVENT WILL MAGTEK BE LIABLE TO
THE BUYER FOR ANY DAMAGES, INCLUDING ANY LOST PROFITS, LOST
SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE OF, OR INABILITY TO USE, SUCH PRODUCT,
EVEN IF MAGTEK HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES, OR FOR ANY CLAIM BY ANY OTHER PARTY.
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Appendix C - Warranty and Software License

Limitation On Liability

EXCEPT AS PROVIDED IN THE SECTIONS RELATING TO MAGTEK’S LIMITED WARRANTY,
MAGTEK’S LIABILITY UNDER THIS AGREEMENT IS LIMITED TO THE CONTRACT PRICE OF
THIS PRODUCT.

MAGTEK MAKES NO OTHER WARRANTIES WITH RESPECT TO THE PRODUCT, EXPRESSED
OR IMPLIED, EXCEPT AS MAY BE STATED IN THIS AGREEMENT, AND MAGTEK
DISCLAIMS ANY IMPLIED WARRANTY, INCLUDING WITHOUT LIMITATION ANY IMPLIED
WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

MAGTEK SHALL NOT BE LIABLE FOR CONTINGENT, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES TO PERSONS OR PROPERTY. MAGTEK FURTHER LIMITS ITS LIABILITY OF ANY
KIND WITH RESPECT TO THE PRODUCT, INCLUDING NEGLIGENCE ON ITS PART, TO THE
CONTRACT PRICE FOR THE GOODS.

MAGTEK’S SOLE LIABILITY AND BUYER’S EXCLUSIVE REMEDIES ARE STATED IN THIS
SECTION AND IN THE SECTION RELATING TO MAGTEK’S LIMITED WARRANTY.
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Appendix C - Warranty and Software License

C.2 SOFTWARE LICENSE AGREEMENT

IMPORTANT: YOU SHOULD CAREFULLY READ ALL THE TERMS, CONDITIONS AND
RESTRICTIONS OF THIS LICENSE AGREEMENT BEFORE INSTALLING THE SOFTWARE
PACKAGE. YOUR INSTALLATION OF THE SOFTWARE PACKAGE PRESUMES YOUR
ACCEPTANCE OF THE TERMS, CONDITIONS, AND RESTRICTIONS CONTAINED IN THIS
AGREEMENT. IF YOU DO NOT AGREE WITH THESE TERMS, CONDITIONS, AND
RESTRICTIONS, PROMPTLY RETURN THE SOFTWARE PACKAGE AND ASSOCIATED
DOCUMENTATION TO THE ADDRESS IN THIS DOCUMENT, ATTENTION: CUSTOMER
SUPPORT.

TERMS, CONDITIONS, AND RESTRICTIONS
MagTek, Incorporated (the "Licensor") owns and has the right to distribute the described software and
documentation, collectively referred to as the "Software."

LICENSE: Licensor grants you (the "Licensee") the right to use the Software in conjunction with
MagTek products. LICENSEE MAY NOT COPY, MODIFY, OR TRANSFER THE SOFTWARE IN
WHOLE OR IN PART EXCEPT AS EXPRESSLY PROVIDED IN THIS AGREEMENT. Licensee
may not decompile, disassemble, or in any other manner attempt to reverse engineer the Software.
Licensee shall not tamper with, bypass, or alter any security features of the software or attempt to do so.

TRANSFER: Licensee may not transfer the Software or license to the Software to another party without
the prior written authorization of the Licensor. If Licensee transfers the Software without authorization,
all rights granted under this Agreement are automatically terminated.

COPYRIGHT: The Software is copyrighted. Licensee may not copy the Software except for archival
purposes or to load for execution purposes. All other copies of the Software are in violation of this
Agreement.

TERM: This Agreement is in effect as long as Licensee continues the use of the Software. The Licensor
also reserves the right to terminate this Agreement if Licensee fails to comply with any of the terms,
conditions, or restrictions contained herein. Should Licensor terminate this Agreement due to Licensee's
failure to comply, Licensee agrees to return the Software to Licensor. Receipt of returned Software by
the Licensor shall mark the termination.

LIMITED WARRANTY: Licensor warrants to the Licensee that the disk(s) or other media on which
the Software is recorded are free from defects in material or workmanship under normal use.

THE SOFTWARE IS PROVIDED AS IS. LICENSOR MAKES NO OTHER WARRANTY OF ANY
KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Because of the diversity of conditions and hardware under which the Software may be used, Licensor
does not warrant that the Software will meet Licensee specifications or that the operation of the Software
will be uninterrupted or free of errors.

IN NO EVENT WILL LICENSOR BE LIABLE FOR ANY DAMAGES, INCLUDING ANY LOST
PROFITS, LOST SAVINGS, OR OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES
ARISING OUT OF THE USE, OR INABILITY TO USE THE SOFTWARE. Licensee's sole remedy in

the event of a defect in material or workmanship is expressly limited to replacement of the Software
disk(s) if applicable.
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Appendix C - Warranty and Software License

GOVERNING LAW: If any provision of this Agreement is found to be unlawful, void, or
unenforceable, that provision shall be removed from consideration under this Agreement and will not
affect the enforceability of any of the remaining provisions. This Agreement shall be governed by the
laws of the State of California and shall inure to the benefit of MagTek, Incorporated, its successors or
assigns.

ACKNOWLEDGMENT: LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS
AGREEMENT, UNDERSTANDS ALL OF ITS TERMS, CONDITIONS, AND RESTRICTIONS, AND
AGREES TO BE BOUND BY THEM. LICENSEE ALSO AGREES THAT THIS AGREEMENT
SUPERSEDES ANY AND ALL VERBAL AND WRITTEN COMMUNICATIONS BETWEEN
LICENSOR AND LICENSEE OR THEIR ASSIGNS RELATING TO THE SUBJECT MATTER OF
THIS AGREEMENT.

QUESTIONS REGARDING THIS AGREEMENT SHOULD BE ADDRESSED IN WRITING TO
MAGTEK, INCORPORATED, ATTENTION: CUSTOMER SUPPORT, AT THE ADDRESS LISTED
IN THIS DOCUMENT, OR E-MAILED TO SUPPORT@MAGTEK.COM.

DEMO SOFTWARE / SAMPLE CODE: Unless otherwise stated, all demo software and sample code
are to be used by Licensee for demonstration purposes only and MAY NOT BE incorporated into any
production or live environment. The PIN Pad sample implementation is for software PIN Pad test
purposes only and is not PCI compliant. To meet PCI compliance in production or live environments, a
third-party PCI compliant component (hardware or software-based) must be used.
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