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Purpose of the document 
The purpose of this document is to describe the Instructions on support for PayPal\Venmo and their 
required or optional input & output parameters. It also provides sample SOAP request & response as 
reference for client developers. 
 

Prerequisite:  
 

• Merchant onboarded to MPPG and PayPal 
• PayPal mobile app to generate new QRCs 

 
MPPGv4’s ProcessData and MPPGv3’s ProcessEMVSRED operations support “SALE” transaction-type 
for PayPal QRC. And their ProcessReferenceID operation supports “VOID” and “REFUND” transaction-
types. 
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1 Instructions for Process QRC-based transactions 
MPPGv4’s ProcessData and MPPGv3’s ProcessEMVSRED operations support “SALE” transaction-type 
for PayPal QRC. And their ProcessReferenceID operation supports “VOID” and “REFUND” transaction-
types. 
 
In ALL PayPal QRC-based transactions, in addition to the MPPG Authentication fields, ProcessorName 
and TransactionType, the client must provide a key-value pair in AdditionalRequestData with 
“ForHeader_PayPal-Request-Id” as the key. Its value will be sent to PayPal as PayPal-Request-Id (As per 
PayPal’s documentation, this is a ‘Unique request id. To be used for idempotency checks if necessary. 
This is the idempotency id to be used in the Cancel request.’). 
 
In the case of “SALE” transaction-type, the merchant-assigned store-Id must be provided as a key-value 
pair in TransactionInputDetails with “point_of_sale_details.store_details.external_id” as the key. 
 
As for PayPal QRCs, they can be input as clear-text string or as encrypted data from a MagTek reader 
capable of scanning QRCs. When a clear-text string, the QRC must be provided as a key-value pair in 
TransactionInputDetails with “credential_info.customer.qr_code” as the key. However, 
when input as encrypted reader data, the corresponding DataInput/EMVSREDInput fields must be 
populated. 
 
For “VOID” transaction-type, the PayPal-Request-Id of the original “SALE” transaction must be 
provided as a key-value pair in TransactionInputDetails with “original_request_idempotency_key” as the 
key. 
 
Finally, for “REFUND” transaction-type, the merchant-assigned store-id must be provided as a key-value 
pair in TransactionInputDetails with “store_details.external_id” as the key. In addition, the transaction-Id 
of the original “SALE” transaction must be provided as input ReferenceTransactionID. 
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2 Processing Requests 
 

2.1 Sale with Clear-text QRC 
<soapenv:Envelope 
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:mpp="http://www.magensa.net/MPPGv4/" 
xmlns:mpp1="http://schemas.datacontract.org/2004/07/MPPGv4WS.Core" 
xmlns:sys="http://schemas.datacontract.org/2004/07/System.Collections.
Generic"> 
   <soapenv:Header/> 
   <soapenv:Body> 
      <mpp:ProcessData> 
         <mpp:ProcessDataRequests> 
            <mpp1:ProcessDataRequest> 
               <mpp1:AdditionalRequestData> 
                  <sys:KeyValuePairOfstringstring> 
                     <sys:key>ForHeader_PayPal-Request-Id</sys:key> 
                     <sys:value>12345</sys:value> 
                  </sys:KeyValuePairOfstringstring> 
               </mpp1:AdditionalRequestData> 
               <mpp1:Authentication> 
                  
<mpp1:CustomerCode>{CustomerCode}</mpp1:CustomerCode> 
                  <mpp1:Password>{Password}</mpp1:Password> 
                  <mpp1:Username>{Username}</mpp1:Username> 
               </mpp1:Authentication> 
               
<mpp1:CustomerTransactionID>12345</mpp1:CustomerTransactionID> 
               <mpp1:DataInput> 
                  <mpp1:Data></mpp1:Data> 
                  <mpp1:DataFormatType>NONE</mpp1:DataFormatType> 
                  <mpp1:IsEncrypted>false</mpp1:IsEncrypted> 
   <mpp1:PaymentMode>None</mpp1:PaymentMode> 
               </mpp1:DataInput> 
               <mpp1:TransactionInput> 
                  <mpp1:Amount>1.00</mpp1:Amount> 
                  <mpp1:ProcessorName>PayPalQRC </mpp1:ProcessorName> 
                  <mpp1:TransactionInputDetails> 
                     <sys:KeyValuePairOfstringstring> 
                        
<sys:key>credential_info.customer.qr_code</sys:key> 
                        <sys:value>791234567890</sys:value> 
                     </sys:KeyValuePairOfstringstring> 
                     <sys:KeyValuePairOfstringstring> 
                        
<sys:key>point_of_sale_details.store_details.external_id</sys:key> 
                        <sys:value>123 </sys:value> 
                     </sys:KeyValuePairOfstringstring> 
                  </mpp1:TransactionInputDetails> 
                  <mpp1:TransactionType>SALE</mpp1:TransactionType> 
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               </mpp1:TransactionInput> 
            </mpp1:ProcessDataRequest> 
         </mpp:ProcessDataRequests> 
      </mpp:ProcessData> 
   </soapenv:Body> 
</soapenv:Envelope> 

 
 

2.2 Sale with Encrypted QRC 
<soapenv:Envelope 
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:mpp="http://www.magensa.net/MPPGv4/" 
xmlns:mpp1="http://schemas.datacontract.org/2004/07/MPPGv4WS.Core" 
xmlns:sys="http://schemas.datacontract.org/2004/07/System.Collections.
Generic"> 
   <soapenv:Header/> 
   <soapenv:Body> 
      <mpp:ProcessData> 
         <mpp:ProcessDataRequests> 
            <mpp1:ProcessDataRequest> 
               <mpp1:AdditionalRequestData> 
                  <sys:KeyValuePairOfstringstring> 
                     <sys:key>ForHeader_PayPal-Request-Id</sys:key> 
                     <sys:value>12345</sys:value> 
                  </sys:KeyValuePairOfstringstring> 
               </mpp1:AdditionalRequestData> 
               <mpp1:Authentication> 
                  
<mpp1:CustomerCode>{CustomerCode}</mpp1:CustomerCode> 
                  <mpp1:Password>{Password}</mpp1:Password> 
                  <mpp1:Username>{Username}</mpp1:Username> 
               </mpp1:Authentication> 
               
<mpp1:CustomerTransactionID>12345</mpp1:CustomerTransactionID> 
               <mpp1:DataInput> 
                  <mpp1:Data>{Data}</mpp1:Data> 
                  <mpp1:DataFormatType>TLV</mpp1:DataFormatType> 
                  <mpp1:EncryptionInfo> 
                     
<mpp1:EncryptionType>{EncryptionType}</mpp1:EncryptionType> 
                     <mpp1:KSN>{KSN}</mpp1:KSN> 
                     
<mpp1:NumberOfPaddedBytes>{NumberOfPaddedBytes}</mpp1:NumberOfPaddedBy
tes> 
                  </mpp1:EncryptionInfo> 
                  <mpp1:IsEncrypted>true</mpp1:IsEncrypted> 
 <mpp1:PaymentMode>EMV</mpp1:PaymentMode> 
               </mpp1:DataInput> 
               <mpp1:TransactionInput> 
                  <mpp1:Amount>1.00</mpp1:Amount> 
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                  <mpp1:ProcessorName>PayPalQRC </mpp1:ProcessorName> 
                  <mpp1:TransactionInputDetails> 
                     <sys:KeyValuePairOfstringstring> 
                        
<sys:key>point_of_sale_details.store_details.external_id</sys:key> 
                        <sys:value>123</sys:value> 
                     </sys:KeyValuePairOfstringstring> 
                  </mpp1:TransactionInputDetails> 
                  <mpp1:TransactionType>SALE</mpp1:TransactionType> 
               </mpp1:TransactionInput> 
            </mpp1:ProcessDataRequest> 
         </mpp:ProcessDataRequests> 
      </mpp:ProcessData> 
   </soapenv:Body> 
</soapenv:Envelope> 

2.3 Void QRC Transaction 
<soapenv:Envelope 
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:mpp="http://www.magensa.net/MPPGv4/" 
xmlns:mpp1="http://schemas.datacontract.org/2004/07/MPPGv4WS.Core" 
xmlns:sys="http://schemas.datacontract.org/2004/07/System.Collections.
Generic"> 
   <soapenv:Header/> 
   <soapenv:Body> 
      <mpp:ProcessReferenceID> 
         <mpp:ProcessReferenceIDRequests> 
            <mpp1:ProcessReferenceIDRequest> 
               <mpp1:AdditionalRequestData> 
                  <sys:KeyValuePairOfstringstring> 
                     <sys:key>ForHeader_PayPal-Request-Id</sys:key> 
                     <sys:value>12345</sys:value> 
                  </sys:KeyValuePairOfstringstring> 
               </mpp1:AdditionalRequestData> 
               <mpp1:Authentication> 
                  
<mpp1:CustomerCode>{CustomerCode}</mpp1:CustomerCode> 
                  <mpp1:Password>{Password}</mpp1:Password> 
                  <mpp1:Username>{Username}</mpp1:Username> 
               </mpp1:Authentication> 
               
<mpp1:CustomerTransactionID>12345</mpp1:CustomerTransactionID> 
               <mpp1:TransactionInput> 
                  <mpp1:ProcessorName>PayPalQRC </mpp1:ProcessorName> 
                  <mpp1:TransactionInputDetails> 
                     <sys:KeyValuePairOfstringstring> 
                        
<sys:key>original_request_idempotency_key</sys:key> 
                        <sys:value>1234</sys:value> 
                     </sys:KeyValuePairOfstringstring> 
                  </mpp1:TransactionInputDetails> 
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                  <mpp1:TransactionType>VOID</mpp1:TransactionType> 
                  
<mpp1:ReferenceTransactionID></mpp1:ReferenceTransactionID> 
               </mpp1:TransactionInput> 
            </mpp1:ProcessReferenceIDRequest> 
         </mpp:ProcessReferenceIDRequests> 
      </mpp:ProcessReferenceID> 
   </soapenv:Body> 
</soapenv:Envelope> 

 

2.4 REFUND QRC Transaction 
 
<soapenv:Envelope 
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" 
xmlns:mpp="http://www.magensa.net/MPPGv4/" 
xmlns:mpp1="http://schemas.datacontract.org/2004/07/MPPGv4WS.Core" 
xmlns:sys="http://schemas.datacontract.org/2004/07/System.Collections.
Generic"> 
   <soapenv:Header/> 
   <soapenv:Body> 
      <mpp:ProcessReferenceID> 
         <mpp:ProcessReferenceIDRequests> 
            <mpp1:ProcessReferenceIDRequest> 
               <mpp1:AdditionalRequestData> 
                  <sys:KeyValuePairOfstringstring> 
                     <sys:key>ForHeader_PayPal-Request-Id</sys:key> 
                     <sys:value>12345</sys:value> 
                  </sys:KeyValuePairOfstringstring> 
               </mpp1:AdditionalRequestData> 
               <mpp1:Authentication> 
                  
<mpp1:CustomerCode>{CustomerCode}</mpp1:CustomerCode> 
                  <mpp1:Password>{Password}</mpp1:Password> 
                  <mpp1:Username>{Username}</mpp1:Username> 
               </mpp1:Authentication> 
               
<mpp1:CustomerTransactionID>12345</mpp1:CustomerTransactionID> 
               <mpp1:TransactionInput> 
                  <mpp1:Amount>1.00</mpp1:Amount> 
                  <mpp1:ProcessorName>PayPalQRC </mpp1:ProcessorName> 
                  <mpp1:TransactionInputDetails> 
                     <sys:KeyValuePairOfstringstring> 
                        <sys:key>store_details.external_id</sys:key> 
                        <sys:value>123 </sys:value> 
                     </sys:KeyValuePairOfstringstring> 
                  </mpp1:TransactionInputDetails> 
                  <mpp1:TransactionType>REFUND</mpp1:TransactionType> 
                  
<mpp1:ReferenceTransactionID>{ReferenceTransactionID}</mpp1:ReferenceT
ransactionID> 
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               </mpp1:TransactionInput> 
            </mpp1:ProcessReferenceIDRequest> 
         </mpp:ProcessReferenceIDRequests> 
      </mpp:ProcessReferenceID> 
   </soapenv:Body> 
</soapenv:Envelope> 
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