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1 - Introduction

1 Introduction

The purpose of this document is to describe the main operations available in Magensa RemoteServices V3
Web service and their required & optional input/output parameters. It also provides sample REST requests
& responses as reference for client developers. It also includes error codes, reasons, and a sample error
response.

RemoteServices V3 Web service enables clients to generate a EMV Configuration Update Token, to
transform a EMV Configuration, to get a list of a given device protocol and to generate a token for initial
DUKPT TR31 Key Block via Basic Authentication.

To change EMV configurations, a configuration excel file should be base64 encoded and this encoded value
should be sent to /api/EmvConfig/transform as fileBase64 field. /api/EmvConfig/transform will transform
the config file to a list of configuration data. Config value in the response is base64encoded so it must be
base64 decoded and then it should be converted to Hex string. This hex string will be sent to
/api/EmvConfg/token as emvConfigData field.

To do a key load, /api/Key needs to be called first to retrieve list of available keys and then a key will be
selected and ksi value under the key will be sent to /api/Key/token as targetKSI along with other values
which is read from the device.

RemoteServices V3 Web service end point provides swagger documentation and swagger.json which can
be imported to Postman program. Please refer to Appendix for how to import swagger.json to Postman.

The authentication for all RemoteServices V3 service calls require an “Authorization” HTTP header set as
per HTTP BasicAuthentication scheme. The value should be the Base64 encoding of your Magensa
credentials in the string format “CustomerCode/Username:Password”. In the sample request packet, base64
encoded value was replaced by {AUTHORIZATION HEADER VALUE}

In the header, two parameters, TransactionID and BillingLabel can be added and TransactionID will be
returned to a client as customerTransactionID.
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2 - RemoteServices V3 Op

erations

2

RemoteServices V3 Operations

2.1 /api/EmvConfig/token

2.1.1 HEADER PROPERTIES

Property Value Description
Authorization *  |string The value should be the Base64 encoding of your Magensa credentials in
the string format “CustomerCode/Username:Password”.
Ex) Basic Q3VzdG9tZXIJDb2RIL1VzZXJuYW1101Bhc3N3b3Jk
TransactionlD string Up to 256 characters. This will be returned to a client as
customerTransactionID.
BillingLabel string Up to 64 characters.

Note: * = Required

2.1.2 INPUT PROPERTIES
Property Value Description
protocol * string | The protocol/class for the device. Currently support MMS only
ksi * string | The KSI of the base key to be updated
keyDerivationData * string | Key derivation data. 32 Hex value.
keyDerivationAlgorithm | string | Key Derivation Algorithm
* Currently support AES-SP800-108 only
deviceSN string | Device Serial Number
emvConfigData string | Configuration in HEX.

Note: * = Required

2.1.3 OUTPUT PROPERTIES

Property Value Description
magTranID string Magensa Transaction ID
customerTransactionID | string Customer TransactionID will be returned to a client.
token string Generated EMV Configuration token
Request JSON
{
"protocol": "<string>",
"ksi": "<string>",

"keyDerivationData":
"keyDerivationAlgorithm":
"<string>",

"<string>"

"deviceSN":
"emvConfigDat

a"o

"<string>",
"<string>",

Magensa RemoteService V3| EMVConfig / Key | Programmer’s Reference Manual

Page 6 of 26 (D998200481-10)




2 - RemoteServices V3 Operations

Sample Request:

POST /RemoteServicesV3/api/EmvConfig/token HTTP/1.1
Host: devgw.magensa.dev

TransactionID: 11111111-2222-3333-4444-555555555555
BillingLabel: Billing Label

Content-Type: application/json

Authorization: Basic {AUTHORIZATION HEADER VALUE}
Content-Length: 362

{

"protocol": "MMS",

"ksi: "20000001",

"deviceSN": "BS50AFB2",

"keyDerivationData": "01010404111102001122334455667788",

"keyDerivationAlgorithm": "AES SP800 108",

"emvConfigData":
"EEEEA1198105030306020884008500A80A81021102820086008800A90082041234567
0830A00000000000000000002841DD11181072B06010401F609850101890DE10BE209F
007E105C1032001"

}

Sample Response:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
Server: Microsoft-IIS/10.0

X-Powered-By: ASP.NET

Date: Wed, 09 Jun 2021 21:58:08 GMT
Content-Length: 158

{
"magTranID": "c5c5d73a-e072-41f6-91c4-7e9£3582ea27",
"customerTransactionID": "11111111-2222-3333-4444-555555555555",
"token": "BDAE24BCE56CB7D48B8F15B68BDCB375"
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2 - RemoteServices V3 Operations

2.2 /api/EmvConfig/transform
2.2.1 HEADER PROPERTIES

Property Value Description

the string format “CustomerCode/Username:Password”.

Authorization * | string The value should be the Base64 encoding of your Magensa credentials in

Ex) Basic Q3VzdG9tZXJDb2RIL1VzZXJuYW1101Bhec3N3b3Jk

TransactionlD string Up to 256 characters. This will be returned to a client as
customerTransactionID.

BillingLabel string Up to 64 characters.

Note: * = Required

2.2.2 INPUT PROPERTIES

Property Value Description
protocol * string | The protocol/class for the device. Currently support MMS only
fileBase64 * string | Base64 encoded configuration from an excel file

version (. XLSX)

isLegacyExcel * |boolean | Flag to indicate whether the input is from legacy excel (.XLS) or latest

Note: * = Required

2.2.3 OUTPUT PROPERTIES

Property Value Description
magTranlD string Magensa Transaction ID
customerTransactionID | string Customer TransactionID will be returned to a client.
configName string Configuration Name.
bins json configld string

hashld string
timeStamp string
config string. base64 encoded value
Request JSON
{
"panData": "<string>",
"panDataType": "<string>",
"pinDataType": "<string>",
"pinData": "<string>",
"refID": "<string>",
"refPINOffset": "<string>"

}
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2 - RemoteServices V3 Operations

Sample Request:

POST /RemoteServicesV3/api/EmvConfig/token HTTP/1.1
Host: devgw.magensa.dev

TransactionID: 11111111-2222-3333-4444-555555555555
BillingLabel: Billing Label

Content-Type: application/json

Authorization: Basic {AUTHORIZATION HEADER VALUE}
Content-Length: {LENGTH}

{
"protocol": "MMS",
"fileBase64": "{BASE64 ENCODED EXCEL FILE}"
"IsLegacyExcel": false

Sample Response:

HTTP/1.1 200 OK

Content-Type: application/Jjson; charset=utf-8
Server: Microsoft-IIS/10.0

X-Powered-By: ASP.NET

Date: Wed, 09 Jun 2021 21:50:08 GMT
Content-Length: {LENGTH}

{
"magTranID": "2656d8be-6b22-4d8a-824f-ee3e046¢c7£5f",
"customerTransactionID": "11111111-2222-3333-4444-555555555555",
"configName": "30129d8d",

"version": "X01",
"bins": [
{

"configId": "00000000",

"haShId": "4"’

"timeStamp": "60C14E92",

"config":
"TUAUSOFQOMTDBBAAAAADOGYaqJduObN6NsoSWE0L72uEylkrsRwbGEfGgIIQNISAQGENQER3
wOBAZB8zA+A0AJIABE+AS8LABR31UBAdSLAQHEIJWEK3wWYBAdS8IAQDfegEB3wOBANSQAWAAANS
7TAQDfBWEB3wkBAd9zBQAAAAAA33ZQFAAAAAADEAQUAAAAAANITAQDEVAEA33WBAA=="

by
{

"configId": "00000100",

"hashId": "4",

"timeStamp": "60C14E92",

"config":
"TUJUSOFQMTDBBAAAAQDOggSjghwnyz130/MbLskG2voRgcEVUj42/zNtnwEG8gAAAAAAT
wegAAAABBAQ334BRAZ8JAGAA3XEBANSSAQDIEWEA3xXQBANSVAQDf TAUAAAAAANShBQAAAAA
A3yIFAAAAAACEGWQAAAAA33ABANIUAWAAANIVAQDIAQEASWIBAF8qAgAAXZYBAP8zbZ8BB
vIAAAAAAESHOAAAAAQIA99+AQGECQIAANSRAQDIEGEA3IXMBANSUAQDEFQEA3YAFAAAAAAD
fIQUAAAAAANS1BQAAAAAANXSEAAAAAN IWAQDfObgMAAADfbwEA3SWEBANSCAQBEKgIAAF82A
QD/M22 fAQbyAAAAAABPBG6AAAAAEMGDEf fgEBNwkCAADfEQEA3XIBANSTAQDfFAEA3XUBANS
gBQAAAAAA3YEFAAAAAADf IQUAAAAAAJSDOBAAAAADfCAEA324DAAAA328BANSBAQDFAGEAX
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2 - RemoteServices V3 Operations

yoCAABfNgEA/zNsnwEGOAAAAAAATWAagAAAAJQHT fgEBNnwkCAADfEQEA3XTBANSTAQDfFAE
A3xUBANS8gBQAAAAAA3YEFAAAAAADf IgUAAAAAAJS8DOBAAAAADECAEA324DAAAA328BANSBA
ODfAgEAXyoCAABfNgEA/zNtnwEG8WAAAAAATWegAAAAAXAQ334BAZ8JAgAA3XEBANSSAQD
fEWEA3xXQBANSVAQDf IAUAAAAAANShBOAAAAAASYIFAAAAAACEGWQAAAAA3S3ABANSUAWAAA
NOVAQDfAQEA3WIBAF8gAgAAXZzZYBAP8zbZ8BBVYAAAAAAESHOAAAAVIWENIS+AQGECQIAANS
RAQDfEgEA3xMBANSUAQDfFOQEA3yAFAAAAAADE IQUAAAAAANS i BOQAAAAAANXKSEAAAAAN SWA
ODfbgMAAADfbwEA3WEBANSCAQBfKgIAAF82AQD/M3mfAQYAAAAAAABPBGAAAAAEERDE fgE
BnwkCAALfEQEB3xIBANS8TAQDfFAEB3xUBAd8gBOAAAAAASYEFAAAAAADEIQUAAAAAATSDLB
AAAAADfCAEA324DAAAA328BANSBAQHIcQOfNWTfAGEB33IDNnwgCXyoCCEBENgGEC/ zN5nwE
GAAAAAAAATWegAAAAAXAQ334BAZ8JAGCW3IxXEBAAS8SAQDfEWEA3XQBAASVAQHf TAUAAAAAA
N8hBQAAAAAA3YIFAAAAAACEGWQAAAAA33IABANIUAWAAANIVAQDFAQER33EDNnzcE3wIBAdS
yA58IA18gAghAXzYBAvV8zeJ8BBgAAAAAAAESGOAAAACUB334BAZ8JAgAB3XEBAdSSAQDLE
WwEA3xXQBAdSVAQHf TAUAAAAAANShBQAAAAAASYIFAAAAAACEGWQAAAAA33ABANIUAWAAANYS
vAQDfAQEB33EDNnzcE3wIBAdOYyAS8IAl18gAghAXzYBAvEzeZ8BBgAAAAAAAESHOAAAAVIWE
NO+AQGfCQIAAJS8RAQHIEgGEA3XMBANSUAQHfFQEB3yAFAAAAAADE IQUAAAAAANSIBQAAAAA
AnxsEAAAAANSWAQDfbgMAAADEbWEA3SWEBAdIXAS83BN8CAQDEcgOfCATEKgIIQF82AQI="
by
{

"configId": "00000200",

"hashId": "4",

"timeStamp": "60C14E92",

"config":
"TUJUSOFQMTDBBAAAAGDOggQsq]j lpUW/DdvB6AQtkiH8xMehhv0lk/zWCAQ/fDgMCAQDED
4IBBJ8aAghAnzUBIZ9ABOAAAAAAN34BAdSMAQLEGWEG3y0DAAANN20CAAHEGgOfagTfHGE
A3ywBAJ8JAgAC3WMBCNSXAWDEGAE03xkBCN8cAgEs3x0BANSgBQAAAAAASYEFAAAAAADET
gUAAAAAANS JBgAAAAEAANS8kKBgAAAAMAANS 1BgAAAAUAANSMBgAAAAAQANSNAROI3zABDAS
yYAgAU3zMCADLENATAEt81AgAY3zYCASZEfNWEYX1 cAnwEANXUCAAGEFgCETgCEfMwCEfHABEK
gIIQJ8dCCxoAAAAAAAANOUCAACETAGAAAAAAAAAATIOFEIBRIRFSWAAAAAAAAAAAAAAARAA
A/zWB1980AWIBAd8Pgc2fGgIIQJI81ASGIQAUAAAAAATI+AQHIDAEC3xSBINStAWAADZItA
gAB3x0Dn20E3x4BAN8sSAQCfCQIAAL8DAQ] fFwFg3xgBKN8ZAQjfHATBLNSJAQDf TAUAAAA
AANShBQAAAAAA3YIFAAAAAADEIWYAAAABAADEJAYAAAADAADEJQYAAAAFAADEJgYAAAACA
ADfJwITiN8wWAQ3fMgIAFN8zAgAy3zQCABLEfNQIAGN82AgEs3zcBM1 9XAJ8BAJEVAgEwWNXY
AnO4AnzMAnxwA/zWB1980AWIBAt8Pgc2fGgIIQJI81ASGfQAUAAAAAATO+AQHIDAEC3xsBI
N8tAWAADZ9tAgAB3x0DN20E3x4BANSSAQCECQIAAL8DAQ] fFWwFg3xgBKN8ZAQjfHATBLNS
dAQDf TAUAAAAAANShBQAAAAAA3SYIFAAAAAADF IWYAAAABAADEF JAYAAAADAADEJQYAAAAFA
ADfJgYAAAACAADfJwITiNSWAQ3fMgIAFN8zAgAYy3zQCABLENQIAGNS2AgEs3zcBM1 9XAJ8
BAJ8VAgGEWNxYANO4AnzMANxXwA/zWB1980AWIBA98Pgc2fGgIIQJ81ASGEQAUAAARAAATI+A
QHfDAEC3xsBIN8tAwWAADZ 9tAgAB3x0DN20E3x4BAN8sSAQCECQIAAL8DAQ] fFWwEFg3xgBKNS
ZAQJjfHATIBLNS8JAQDf IAUAAAAAANShBQAAAAAASYIFAAAAAADE IWYAAAABAADEJAYAAAADA
ADfJQYAAAAFAADfJgYAAAACAADFIJWwITiNSWAQ3fMgIAFN8zAgAYy3zQCABLENQIAGNS2AgE
s3zcBM19XAJ8BAJ8VAgGEWNxYANO4AnzMANnxwA/zWB1980AWICANSPgc2fGgIIQJI81ASGEQ
AUAAAAAAJO+AQHEDAEC3xsBoN8tAWAADZ 9t AgAB3x0DN20E3x4BAN8sAQCECQIAAL8DAQ]
fFwFg3xgBKN8ZAQjfHATBLNSJAQDE TAUAAAAAANShBOAAAAAASYIFAAAAAADE IWYAAAARA
ADfJAYAAAADAADEJQYAAAAFAADEJgYAAAADAADfJwITiN8WAQ3fMgIAFN8zAgAYy3zQCABL
fNQIAGN82AgEs3zcBM19XAJ8BAJ8VAGEWNXYANO4ANnzZMANXwWA /zWB1 980AWICAd8Pgc2fG
gIIQJ81ASGEQAUAAAAAAJTS+AQHEDAEC3xsBoNStAWAADZ 9tAgGAB3x0DN20E3x4BANSSAQC
fCQIAAt8DAQ ] fFwFg3xgBKN8ZAQ]fHATBLNSJAQDf TAUAAAAAANShBQAAAAAASYIFAAAAA
ADfIwYAAAABAADfJAYAAAADAADfJQYAAAAFAADfIJgYAAAADAADf JwITiNS8WAQ3fMgIAFNS
zAgAy3zQCABLENQIAGNS82AgEs3zcBM19XAJ8BAJ8VAgGEWNXYANO4AnzMAnXwA/ zWB1 980A
wICAt8Pgc2fGgIIQJI81ASGEfQAUAAAAAATI+AQHFIDAEC3xsBoNStAWAADZ9tAgAB3x0oDNn20
E3x4BAN8sAQCfCQIAAL8DAQ] fFwEFg3xgBKN8ZAQ]jfHATBLNSJdAQDf TAUAAAAAANShBQAAA
AAA3yIFAAAAAADfIWYAAAABAADfJAYAAAADAADfIJQYAAAAFAADf JgYAAAADAADEJWITiNSG
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2 - RemoteServices V3 Operations

WAQ3fMgIAFN8zAgAYy3zQCABLENQIAGNS82AgEs3zcBM1 9XAJ8BAJ8VAGEWNxYANO04AnzMAN
XWA/zWB1980AWICA98Pgc2fGgITIQI81ASGfQAUAAAAAATI+AQHIDAEC3xsBoN8tAWAADZ 9
tAgAB3x0DNn20E3x4BAN8SAQCECQIAAL8DAQ ] fFwFg3xgBKNSZAQjfHATBLNSAAQDEIAUAA
AAAANShBQAAAAAA3YIFAAAAAADf IWYAAAABAADfJAYAAAADAADEIQYAAAAFAADEJgYAAAA
DAADfIWITiN8wWAQ3fMgIAFN8zAgAy3zQCABLfNQIAGN82AgEs3zcBM1 9XAJ8BAJEVAgEwWN
xYANO4AnzMAnxwA/zWCAQ/fDgMCAwWDED4IBBJ8aAghAnzUBIZ9ABQAAAAAAN34BAd8MAQL
fGwEg3y0DAAANN2 0CAAHEGgOfagTfHGEA3ywBAJ8 JAGAC3WMBCN8XAWDEGAE03xkBCN8CA
gEs3x0BANSGBQAAAAAA3YEFAAAAAADE IgUAAAAAANS jBgAAAAEAANS kBgAAAAMAANS 1BgA
AAAUAANSmMBgAAAAAQANSNAhOI3zABDA8yAgAU3zMCADLENATAEL81AgAY3zYCASZENWEyYX
1cANWEANXUCAAGEFgCEfTgCEfMwCEHABEKgITQJ8dCCxoAAAAAAAANOUCAACETAgAAAAAARAA
AAJ9OFE1BRIRFSWAAAAAAAAAAAAAAAAAA/ ZWB1980AWIDAL8Pgc2fGgITIQJI81ASGEQAUAA
AAAAJS+AQHfDAEC3xsBINStAWAADZ 9tAgAB3x0DN20E3x4BAN8SAQCECQIAAL8DAQ] fFwE
g3xgBKN8ZAQjfHATIBLNSJAQDf TAUAAAAAANShBQAAAAAASYIFAAAAAADf TWYAAAABAADEJ
AYAAAADAADfJIQYAAAAFAADfJgYAAAACAADEIWITINSWAQ3fMgIAFNS8zAgAYy3zQCABLENQT
AGN82AgEs3zcBM1 9XAJ8BAJ8VAGEWNXYAN04AnzZMANXWA / ZWBMA8OAWQEANSPgY+fCQTIAA
Z8aAghAnzMDYCgANnzUBIZ9ABQAAAAAAN2O0BwWN8bBjEBAAAAANSNASDILOMAAA/ fMAHO3zT
BAd8gBQAAAAAA3YEFAAAAAADE IQUAAAAAANS JBgAAAAAGANSKBgAAAAEAANSMBGAAAAEAA
JB8WDXESEXQVFhcYGSAhIiMkJZ8eCDYwWMjMzMjEy3zEBAf81Yt80OAWMFANSPWZ81ASGEGgI
IQJ8zAWAAAJIABQAAAAAANZ2YETIgBAANSLAWAABL8tAWAADS8JAGAB3 ZAB+NE8yAQKEGWQAA
AAA3YyMGAAAAACAA3YQGAAAAAFAA3YYGAAAAABAA/zWBkd8OAWYGANBPgYefCQIAAZB8aAgh
AnzMDAAAANZUBIZ9mMBLYAWADEfGWFg3zAB+N8yAQGEGWQAAAAA3SYMGAAAAAVAA3YQGAAAAA
WAA3YyYGAAAAACAANXWIMTIzZNDU2Nz1fTg9BQKNERUZHSE1KSOXNTk+fAQYBAgMEBQLfIAU
AAAAAANShBQAAAAAA3YIFAAAAAAA="
by
{

"configId": "00000300",

"haShId": "4"’

"timeStamp": "60C14E92",

"config":
"TUAUSOFQMTDBBAAAAWDOGgKHOAAAAAQFALADUASKVDDIDZAJN1Q+P9cJHI/kgA34I01V5
+1IE+0AVVtXP+yJ2Er2ExplHWbPIChPSTt JXt 005AF22L8Et /0ce6z5rHMn36gKpy002zu
OcLLd2BHLQZZSXgqOGrMM8DZ1FdZFkacTk9T60HIJEsxhjLIt3nwlaOkATua7p3AgLkUiotl
iPRgOIVVROVB/49yQyjENJ7PvzNj4PeMFLKOeSJOMaNCVgskbXzfii7Sex+1ZegAAAABAY
B+APLJvyDCON4WyvON8ge0zR1L5Y19M1iarmQQRrIINDOIPzB/t810F12nL3p0Ox12dzXM2h
1uNMCPT1kVmdiXJoHprehN88MZBmK44 /COABvsmA/QfTzu52hNHIw8vXYxgbkIJWMX31Qp
x3JAUL3DeRo1JteOghpW50KUPYYAS0py85ErS1k9jC7M60/X1/UldMENAGMHZQHEOLgfxVv
sIZT2A1ul3t0TZQDrgt/abor772Vse89DX6/hrZt2fKfax0yT+1iybOOKsSgES0TOhHNnpZ TWd
cRDI1DgJEzDTzhzy6Blkph6HX6FKtwi71oud4oEyAx5I90A347NKt0f6AAAAAESQGWAGDCY
L3hnDVGtLbwQUOXTd4pSqu7goxag0lzqud8mbCwlU6kCeAByObZFn/C7zXtLnGxQrALOkKTa
NobOhqurbx1NHM32Jt0o9cmaCdBb4C3R+MW6I0OLXxP7Ki fEHT+FytXPZmjnWFHsZu2 /mIUf1
OQsRMHVn1lmEcDsnlbnyG4+g2TJ5+79p4JBkKOnJ6if4mIWVQapnV/X2JBBPbh061TLypuU
VFa6tG00z14NQiKL6+nvnjh3kgIJTBvxOacAwWToLTBjBex3/8="

}
]
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2.3 /api/Key
2.3.1 HEADER PROPERTIES
Property Value Description
Authorization * | string The value should be the Base64 encoding of your Magensa credentials in

the string format “CustomerCode/Username:Password”.
Ex) Basic Q3VzdG9tZXJDb2RIL1VzZXJuYW1101Bhc3N3b3Jk

TransactionlD string Up to 256 characters. This will be returned to a client as
customerTransactionID.

BillingLabel string Up to 64 characters.

Note: * = Required

2.3.2 INPUT PROPERTIES

Property Value Description

protocol string | The protocol/class for the device. Currently support MMS only

Note: * = Required

2.3.3 OUTPUT PROPERTIES

Property Value Description

magTranID string | Magensa Transaction ID

customerTransactionID [string | Customer TransactionID will be returned to a client.

Keys json id string
keyName string
description string
keySlotNamePrefix string. base64 encoded value
ksi string
protocol string
hsm string
derivedKeyType string
keyTypeRestrictionBitmask string
dukptDataTypeRestrictionBitmask | string
dateCreated string
dateModified string

Request JSON

{{baseUrl}}/api/Key?protocol=MMS
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Sample Request:

GET /RemoteServicesV3/api/Key?protocol=MMS HTTP/1.1
Host: devgw.magensa.dev

TransactionID: 11111111-2222-3333-4444-555555555555
BillingLabel: billing label

Authorization: Basic {AUTHORIZATION HEADER VALUE}

Sample Response:

HTTP/1.1 200 OK

Content-Type: application/Jjson; charset=utf-8
Server: Microsoft-IIS/10.0

X-Powered-By: ASP.NET

Date: Wed, 09 Jun 2021 21:53:08 GMT
Content-Length: {LENGTH}

{
"magTranID": "b25844cb-20c2-4011-9cfd-1df25aae9129",

"customerTransactionID": "11111111-2222-3333-4444-555555555555",
"keys": [
{
"id": 51,
"keyName": "Apollo Key3",
"description": "Apollo Test Key 3",
"keySlotNamePrefix": "PROD DYNA SCRA MAGTEK",
"ksi": "9070030",
"protocol": "MMS",
"hsm": "HSMCoreV2",
"derivedKeyType": "3DES-DUKPT",
"keyTypeRestrictionBitmask": null,
"dukptDataTypeRestrictionBitmask": "003F",

"dateCreated": "2020-09-30T21:32:49.417",
"dateModified": "2020-09-30T21:32:49.417"

}y

"id": 1097,

"keyName": "Apollo Keyb6",

"description": "Apollo Test key 6",
"keySlotNamePrefix": "PROD DYNA SCRA MAGTEK",
"ksi": "20000002",

"protocol": "MMS",

"hsm": "HSMCoreV2",

"derivedKeyType": "3DES-DUKPT",
"keyTypeRestrictionBitmask": null,
"dukptDataTypeRestrictionBitmask": "003F",

"dateCreated": "2020-11-02T20:18:20.797",
"dateModified": "2020-11-02T20:18:47.04"
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2.4 /api/Key/token

2.4.1 HEADER PROPERTIES

Property Value Description
Authorization * | string The value should be the Base64 encoding of your Magensa credentials in
the string format “CustomerCode/Username:Password”.
Ex) Basic Q3VzdG9tZXJDb2RIL1VzZXJuYW1101Bhec3N3b3Jk
TransactionlD string Up to 256 characters. This will be returned to a client as
customerTransactionlD.
BillingLabel string Up to 64 characters.

Note: * = Required

2.4.2 INPUT PROPERTIES
Property Value Description
protocol * string | The protocol/class for the device. Currently support MMS only
productName * string | Product Name
keyDerivationData | string |Key derivation data. 32 hex value.
*
keyRestriction *  |string |Key restriction 4 hex value.
transportKeyID * |string |ID of the transport key. 4 digits
deviceChallenge * |string | The challenge from device. 16 hex value
deviceSN * string | Device serial number. 7 hex value
keySlotID * string | ID of the key slot for the injected key. 4 digits
currentK SN * string | Key Serial Number. 20 hex for 3DES-DUKPT, 24 hex for AES128-
DUKPT
targetKSI * string | The target KSI of the base key.

Note: * = Required

2.4.3 OUTPUT PROPERTIES

Property Value Description
magTranID string Magensa Transaction ID
customerTransactionID | string Customer TransactionID will be returned to a client.
updateToken string Generated key update token
isRawCommand boolean Flag to indicate whether the Key updateToken is raw
command or not
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Request JSON

{
"protocol": "<string>",
"productName": "<string>",
"keyDerivationData": "<string>",
"keyRestriction": "<string>",
"transportKeyID": "<string>",
"deviceChallenge": "<string>",
"deviceSN": "<string>",
"keySlotID": "<string>",
"currentKSN": "<string>",
"targetKSI": "<string>"

}

Sample Request:

POST /RemoteServicesV3/api/Key/token HTTP/1.1

Host: devgw.magensa.dev

TransactionID: 11111111-2222-3333-4444-555555555555
BillingLabel: magensa billing

Content-Type: application/json

Authorization: Basic {AUTHORIZATION HEADER VALUE}
Content-Length: 343

{
"protocol": "MMS",
"productName": "DYNAFLEX",
"keyDerivationData": "01010404108102002000000155667788",
"keyRestriction": "0000",
"transportKeyID": "1081",
"deviceChallenge": "B8254994B8EF0CC3",
"deviceSN": "B00O8C21",
"keySlotID": "2007",
"currentKSN": "9010010B008C21E00001",
"targetKSI": "9010010"

Sample Response:

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8
Server: Microsoft-IIS/10.0

X-Powered-By: ASP.NET

Date: Wed, 09 Jun 2021 19:14:25 GMT
Content-Length: 473

{
"magTranID": "01lc722c6-bb3c-427e-87dc-5ea7al655dcd",

"customerTransactionID": "11111111-2222-3333-4444-555555555555",
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}

"updateToken":

"D0320B1TX00NO600IK189010010B008C210000002158MGTK1001T1104200712041081
2104003F3107B008C213210B8254994B8EF0CC3331020210609T191426ZKPOE0153CE3
16FKC0C00431B28TS1420210609T191426ZPB12RWESFQSQYZKZPYEEDCEF59EDCA964D6
3B17B0663CEF65577247AD2A83F41E98261E86A05F1AECDOCOCDAA3F09335181F85F31
24440D6E1C332FCB6647C6B6B6C2B6FAC23C897A2",

"isRawCommand": false
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3 Error Codes and Reasons

3.1 Sample Error Response

HTTP/1.1 400 Bad Request

Content-Type: application/json; charset=utf-8
Server: Microsoft-IIS/10.0

X-Powered-By: ASP.NET

Date: Mon, 14 Jun 2021 22:22:21 GMT
Content-Length: 132

{

"magTranID": "78bf8299-a19c-405d-9ecb-a635e838480d",
"customerTransactionID": null,

"code": "631",

"message": "Protocol is not supported"

Error code is returned as specific number with the error message. Please refer to 3.2 for all error codes
and 3.3 for Http Status Code

Magensa RemoteService V3| EMVConfig / Key | Programmer’s Reference Manual

Page 17 of 26 (D998200481-10)




3 - Error Codes and Reasons

3.2 Error Codes and Reasons

Error Code Reason
601 DeviceSN is required
602 KSN is required
603 401 Unauthorized. Customer Code is required
604 401 Unauthorized. Username is required
605 401 Unauthorized. Password is required
606 KSI is required
607 Invalid KSN
608 DeviceCert is required
609 KeyName is required
610 Challenge is required
611 Invalid KeyType
612 Command Data Error
613 Invalid Config
614 Invalid KeyType
615 Invalid CustomerTransactionID
616 Invalid BillingLabel
617 Invalid KeyID
618 Invalid UpdateToken
619 UpdateToken is required
620 Invalid CommandID
621 XMLString is required
622 SerialNumber is required
623 Invalid SerialNumber
624 Invalid ConfigCommand
625 Invalid KSI
626 Invalid DeviceCert
627 Invalid Challenge
628 Invalid DeviceSN
629 Invalid ExecutionType
630 Invalid PAN
631 Invalid Protocol
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Error Code Reason
632 Invalid FileBase64
633 Invalid KeyDerivationData
634 Invalid KeyDerivationAlgorithm
635 Invalid EMVConfigData
636 Invalid ProductName
637 Invalid KeyRestriction
638 Invalid KeySlotID
639 Invalid TransportKeyID
699 Invalid Input
701 401 Unauthorized. Access Denied
702 500 Internal Server Error. Device Not Allowed
703 500 Internal Server Error. HP Error
704 Invalid Command Type
705 500 Internal Server Error. No Records Found
706 500 Internal Server Error. KSID Access Denied
707 500 Internal Server Error. KCV Mismatch
708 500 Internal Server Error. iCFG Error
709 Invalid DeviceType
710 500 Internal Server Error. KSN Error
711 500 Internal Server Error. Keyload Not Allowed
1010 401 Unauthorized. UserLockedOut
1011 401 Unauthorized. UserNotActive
1012 401 Unauthorized. User is blocked
1013 401 Unauthorized. User Credential Failure
1201 500 Internal Server Error. Internal Error
1301 500 Internal Server Error. System Error
1302 500 Internal Server Error. Database Error
5000 500 Internal Server Error. Unknown Error

Magensa RemoteService V3| EMVConfig / Key | Programmer’s Reference Manual

Page 19 of 26 (D998200481-10)



3 - Error Codes and Reasons

3.3 HTTP Status Codes

3.3.1 200 OK
The request has been succeeded.

3.3.2 400 Bad Request
The service cannot or will not process the request due to an input error. In this case, the service
returns error code and error message.

3.3.3 401 Unauthorized
If the credential for Basic Auth is not correct, 401 Unauthorized will be sent with error code and
error message. Please look for 401 Unauthorized in the error code list. For example, 1013.

3.3.4 500 Internal Server Error
when an unexpected condition was encountered, 500 Internal Server will be sent with error code
and error message. Please look for 500 Internal Server Error in the error code list. For example,
1302.
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Appendix A Postman

If Postman is used to import swagger.json to APIs,
Copy and paste the full path of swagger.json from the swagger page.

@ Sv_\:ragger

ety SMARTREAR

RemoteSerwces V3 Gateway @@

vgw.magensa.dev/RemoteSe es\3/swagger/ /doc/swaggerjson

This is Magensa Remote Services V3 Gateway.

File Folder Link Raw text Code repository = New

Enter a URL

Two POST APIs will be added to your Postman.

v [T RemoteServices V3 Gateway
L4 B _,:P| 113
~ 3 Emv Canfig ooo
Generate E C guration Update Toker
L B Ky =111
GET etrieve list of keys f given device ToCo
E:": are e L =.E_ Ken

Setup your Basic Auth with CustomerCode/Username and Password provided by MagTek.
If necessary, TransactionID and BillingLabel need to be filled in the Header.
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Params Auth ® Headers (11)
TYPE
Basic Auth

Eody ®

Username

Password

Pre-req.

Tests @ Settings

rameters hold sensitiv

tve environment, v

{CustomerCode}/{Username}

ranrnan

Show Password

ve recommend using

=l

Params Authorization @

TransactionlD

BillingLabel

POST v | {{baseUrl}}

{api/EmvConfigltoken

Headers (13)

Body @

Pre-request Script Tests

e

Settings

11111111-2222-3333-4444-555555555555

billing label

[l
[=]
=]
m
!
m

Transaction 1D from customer, up to 256 characters

The billing label from customer, up to 64 characters

Replace “<string>" with your JSON input strings. Refer to the samples Chapter #2.

Params Authorization @ Headers (13) Body @ P
none form-data x-www-form-urlencoded ® raw
1 {

2 "protocol™: "MMS"Y,

3 "ksi™; "2eegesal",

4 "deviceSN": "BS8AFB2",

5 "keyDerivationData": "919104841111928811223344

6 "keyDerivationdlgorithm™: “AES_SPE@B_18&",

7 "emvConfigData™:
"EEEEAL1S8185232306020884203502A80A8102118
850181358DE1ABE2BOFEATELIASC1E3 2801

8 [

And the token value is sent from RemoteServices V3 with customerTransactionID and magTranID

Body Coockies Headers (3) TestResuls
Pretty Raw Preview Visualize JSON - 5
1
2 "magTranID”: "35c@1l6bl-B867b-46F8-al7a-ab6@315F1857F",
3 "customerTransactionID™: "11111111-2222-3333-4444-555555555555",
4 "token”: "BDAE24BCES6CB7D48BSF15B6BBDCE3I75"
5 [

€

Latus:
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Appendix B Example Flow of changing EMV Configurations

A EMYV configuration excel file needs to be converted to Base64String and sent to
/api/EmvConfig/transform as fileBase64 field.

Request:
{
"protocol": "MMS",
"fileBase64": "{BASE64 ENCODED EXCEL FILE}"

"IsLegacyExcel": false

Response from /api/EmvConfig/transform:

{

"magTranID": "faed4221-4842-48b3-be63-3d196e2c547b",
"customerTransactionID": "11111111-2222-3333-4444-555555555555",
"configName": "a3906b40",

"version": "X01",

"bins": |

{
"configId": "00000000",

"hashIid": "4",

"timeStamp": "60C7BBC2",

"config":
"TUdUSOFQMTDBBAAAAADOGYaqJduObN6NsoSWE0L72uEylkrsRwbGfGgIIQNISAQGENQER3
wOBAZB8zA+A0AJIABE+AS8LABR31UBAdSLAQHEIJWEK3wWYBAd8IAQDfegEB3wOBANSQAWAAANS
7TAQDfBWEB3wkBAd9zBQAAAAAA33QFAAAAAADEAQUAAAAAANITAQDEVAEA33WBAA=="

}I
{

"configId": "00000100",

"hashId": "4",

"timeStamp": "60C7BBC2",

"config":
"TUJUSOFQMTDBBAAAAQDOggSjghwnyz130/MbLskG2voRgcEVUj42/zNtnwEG8gAAAAAAT
wegAAAABBAQ334BRAZ8JAgAA3XEBANSSAQDFEWEA3xXQBANSVAQDf TAUAAAAAANShBQAAAAA
A3yIFAAAAAACEGWQAAAAA33ABANIUAWAAANIVAQDIAQEASWIBAF8gAgAAXZYBAP8zbZ8BB
vIAAAAAAESHOAAAAAQIA9O...

"configId": "00000300",

"hashIid": "4",

"timeStamp": "60C7BBC2",

"config":
"TUdUSOFQMTDBBAAAAWDOGgKHOAAAAAQFADADUASKVDDIDZAJN1Q+P9cJHI/kgA34T01V5
+1IE+0AVVtXP+y]j2Er2ExplHWbPIChPsTt JXt005AF22L8Et /0ce6z5rHMn36gKpy00Q2zu
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OcLLd2BHLQZZSXgOGrMM8DZ1FdZFkacTk9T60HIJEsxhjLIt3nwlaOkATua/p3AgLkUiotl
iPRgOIVVROVB/....

}
}

Convert

TUdUSOFQMTDBBAAAAADOgY aqJuObN6NsoSW80L72uEy1krsRwbGfGgIIQNISAQGINQEh3wo
BAZ8zA+A0AJ9ABf+.....

To Hex String.

And send it to /api/EmvConfig/Token as emvConfigData field.

{

"protocol": "MMS",

"ksi": "20000001",

"deviceSN": "B50AFB2",

"keyDerivationData": "01010404111102001122334455667788",

"keyDerivationAlgorithm": "AES SP800 108",

"emvConfigData":
"4D47544B41503130C10400000000CE8186AA26E39B37A36CA125BCDOBEF6B84CB592B
B11C1B19F1A020840DF7901019F350121DFOA01019F3303E028009F4005FF80F0B001D
F550101DFOB0101DF27010ADF060101DF080100DF7A0101DFODO100DF1003000000DF7
BO10ODF070101DF090101DF73050000000000DF74050000000000DF75050000000000D
F530100DF540100DF7C0100"

}
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Appendix C Example Flow of Key Load

Call /api/Key?Protocol=MMS to get a list of available keys

Response from /api/Key:

{

"magTranID": "03£d0857-a34c-49al-9ab3-b21427329088",

"customerTransactionID":

"keys":
{

}

[

"id": 1046,

"keyName": "Apollo Keyl",
"description": "Apollo Test Key 1",
"keySlotNamePrefix": "PROD DYNA SCRA MAGTEK",
"ksi": "9010010",

"protocol”: "MMS",

"hsm": "HSMCoreVv2",

"derivedKeyType": "3DES-DUKPT",
"keyTypeRestrictionBitmask": null,
"dukptDataTypeRestrictionBitmask": "O0O3F",
"dateCreated": "2020-10-02T17:42:58.077",
"dateModified": "2020-10-02T17:42:58.077"

"id": 1047,

"keyName": "Apollo Key2",

"description": "Apollo Test Key 2",
"keySlotNamePrefix": "PROD DYNA SCRA MAGTEK",
"ksi": "9011400",

"protocol": "MMS",

"hsm": "HSMCoreV2",

"derivedKeyType": "3DES-DUKPT",
"keyTypeRestrictionBitmask": null,
"dukptDataTypeRestrictionBitmask": "003F",

"dateCreated": "2020-10-02T17:42:58.077",
"dateModified": "2020-10-02T17:42:58.077"

"id": 1097,

"keyName": "Apollo Keyb6",

"description": "Apollo Test key 6",
"keySlotNamePrefix": "PROD DYNA SCRA MAGTEK",

"ksi": "20000002",

"protocol": "MMS",

"hsm": "HSMCoreV2",

"derivedKeyType": "3DES-DUKPT",
"keyTypeRestrictionBitmask": null,
"dukptDataTypeRestrictionBitmask": "003F",
"dateCreated": "2020-11-02T20:18:20.797",
"dateModified": "2020-11-02T20:18:47.04"

Magensa RemoteService V3| EMVConfig / Key | Programmer’s Reference Manual

Page 25 of 26 (D998200481-10)

"11111111-2222-3333-4444-555555555555",




Appendix C - Example Flow of Key Load

1}

If Apollo Keyl is selected from the list above, ksi 9010010 will be sent to /api/Key/token as targetKSI.

Request:

{
"protocol": "MMS",
"productName": "DYNAFLEX",
"keyDerivationData": "01010404108102002000000155667788",
"keyRestriction": "0000",
"transportKeyID": "1081",
"deviceChallenge": "B8254994B8EF0CC3",
"deviceSN": "B00O8C21",
"keySlotID": "2007",
"currentKSN": "9010010B008C21E00001",
"targetKSI": "9010010"
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