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INTELLICAT® SOFTWARE SUITE LICENSE AND MAINTENANCE AGREEMENT

IMPORTANT: YOU SHOULD CAREFULLY READ ALL THE TERMS, CONDITIONS AND RESTRICTIONS OF THIS LICENSE
AGREEMENT BEFORE INSTALLING THE SOFTWARE PACKAGE. YOUR INSTALLATION OF THE SOFTWARE PACKAGE
PRESUMES YOUR ACCEPTANCE OF THE TERMS, CONDITIONS, AND RESTRICTIONS CONTAINED IN THIS AGREEMENT. IF
YOU DO NOT AGREE WITH THESE TERMS, CONDITIONS, AND RESTRICTIONS, PROMPTLY RETURN THE SOFTWARE
PACKAGE AND ASSOCIATED DOCUMENTATION TO ABOVE ADDRESS ATTENTION: CUSTOMER SUPPORT.

TERMS, CONDITIONS AND RESTRICTIONS

MagTek, Incorporated (the “Licensor”) owns and has the right to distribute the described software and documentation, collectively referred to
as the “Software”.

LICENSE: In consideration for the license fee Licensor grants you (the “Licensee”) the right to use the Software in conjunction with MagTek
Motorized IntelliCoder®™ and IntelliPIN® products, and other MagTek approved Card Personalization Devices here after referred to as “CPD”.
A separate Software License fee and separate Software Maintenance fee is required for each Motorized IntelliCoder or CPD Licensee
purchases.

LICENSEE MAY NOT COPY, MODIFY OR TRANSFER THE SOFTWARE IN WHOLE OR IN PART EXCEPT AS EXPRESSLY
PROVIDED IN THIS AGREEMENT. Licensee may not decompile, disassemble or in any other manner attempt to reverse engineer the
Software. Licensee shall not tamper with, bypass or alter any security features of the software or attempt to do so.

By accepting this Software License the Licensee agrees to pay an annual Software Maintenance fee per published schedule. This fee will be
automatically billed to the Licensee and will afford the Licensee on-going Software support and any future upgrades without additional
charges.

TRANSFER: Licensee may not transfer the Software or license to the Software to another party without prior written authorization of the
Licensor. If Licensee transfers the Software without authorization, all rights granted under this Agreement are automatically terminated.

COPYRIGHT: The Software is copyrighted. Licensee may not copy the Software except for archival purposes or to load for execution
purposes. All other copies of the Software are in violation of this Agreement.

TERM: This Agreement is in effect as long as Licensee continues the use of the Software. The Licensor also reserves the right to terminate this
Agreement if Licensee fails to comply with any of the terms, conditions or restrictions contained herein. Should Licensor terminate this
Agreement due to Licensee's failure to comply, Licensee agrees to return the Software to Licensor. Receipt of a returned Software by the
Licensor shall mark the termination of future billing for any applicable Software maintenance charges, but shall not terminate any obligation on
behalf of Licensee for Software maintenance charges due and payable.

LIMITED WARRANTY: Licensor warrants to the Licensee that the disk(s) on which the Software is recorded to be free from defects in
material or workmanship under normal use for a period of ninety (90) days from the date of initial purchase. THE SOFTWARE IS
PROVIDED AS IS WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. Because of the diversity of
conditions and PC hardware under which the Software may be used, Licensor does not warrant that the Software will meet Licensee
specifications or that the operation of the Software will be uninterrupted or free of errors.

IN NO EVENT WILL LICENSOR BE LIABLE FOR ANY DAMAGES, INCLUDING ANY LOST PROFITS, LOST SAVINGS OR
OTHER INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE SOFTWARE.
Licensee's sole remedy in the event of a defect in material or workmanship is expressly limited to replacement of the Software disk(s).

GOVERNING LAW: If any provision of this Agreement is found to be unlawful, void or unenforceable, that provision shall be removed from
consideration under this Agreement and will not affect the enforceability of any of the remaining provisions. This Agreement shall be governed
by the laws of the State of California and shall insure to the benefit of MagTek, Incorporated, its successors or assigns.

ACKNOWLEDGMENT: LICENSEE ACKNOWLEDGES THAT HE HAS READ THIS AGREEMENT, UNDERSTANDS ALL OF ITS
TERMS, CONDITIONS AND RESTRICTIONS AND AGREES TO BE BOUND BY THEM. LICENSEE ALSO AGREES THAT THIS
AGREEMENT SUPERSEDES ANY AND ALL, VERBAL AND WRITTEN, COMMUNICATIONS BETWEEN LICENSOR AND
LICENSEE OR THEIR ASSIGNS RELATING TO THE SUBJECT MATTER OF THIS AGREEMENT.

QUESTIONS REGARDING THIS AGREEMENT SHOULD BE ADDRESSED IN WRITING TO MAGTEK, INCORPORATED,
ATTENTION: CUSTOMER SUPPORT, AT THE ABOVE ADDRESS OR E-MAILED TO support@magtek.com
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Figure 1-1. IntelliCAT System






SECTION 1. INITIAL SETUP

The IntelliCAT® System consists of hardware and software that includes the IntelliPIN® PINPad,
the Motorized IntelliCoder® encoder, and/or the DataCard® 50i Embosser, and six software
modules. Depending on how the system is configured, authorized personnel have the choice of
entering or importing data from a standard database file.

The System has full auditing capabilities and security levels that permit personnel to perform
only the transactions for which they are authorized. All activities are date/time stamped, which
provides an accurate record of all transactions. The System has numerous reporting formats that
can be translated into ASCII data and uploaded to the Host.

REQUIREMENTS AND CONFIGURATIONS

The following lists MagTek hardware and software requirements, PC requirements, and contact
requirements.

IntelliCAT Requirements
o Software (select one):

IntelliCAT System Suite for IntelliCoder and Motorized IntelliCoder CD, P/N 30035080
IntelliCAT System Suite for Embosser, IntelliCoder and Motorized IntelliCoder CD,
P/N 30035081

e System Cards

Level 5 Supervisor 1 Card, P/N 96500083
Level 5 Supervisor 2 Card, P/N 96500084
IntelliCAT System Operator Card, P/N 96500085

e CPD (Card Personalization Device) (at least one required)

IntelliCoder, P/N 31010021, includes a 9-pin RS232 cable, P/N 21015847

Motorized IntelliCoder, P/N 16050411; RS-232 cable, P/N 16051417; USB cable, P/N
16051422; and power supply, P/N 64300091

DataCard 150i Card Personalization System. Refer to DataCard 150i
Card Personalization System Administrator’s Guide, DataCard P/N 526638-001

o Portable IntelliPIN (RS-232 P/N 30015158 or USB P/N 30015172). Secure PINPad/MSR
and cable for full encryption and data transmittal
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e Magnetic Stripe Plastic cards
ISO & ABA standards
3.375W x 2.125H;
Thickness — 0.030 (76mm)
Coercivity — High and Low Coercivity

System Requirements

The PC should contain the following:

e« CD-ROM drive

¢ RAM: 32MB

e System: Windows 98/ME/NT/2000/XP/2K3(Windows Server 2003)
o Disk Space: 250MB

e Display: SVGA 800x600

e Mouse

o IntelliPIN Workstation
(Requires one available RS-232 serial port or one available USB port)

e Motorized IntelliCoder Workstation
(Requires two available RS-232 or USB ports or one of each)

o DataCard 150i Workstation
(Requires two available serial ports, 2 available USB ports* or one of each)
*Requires USB to serial adaptor

Contact Requirements
Registration

A “Challenge” will appear on startup of each application. During the software
installation/registration, you will be asked to provide an Activation Code to the “Challenge”
generated for each installation of an IntelliCAT System application. To obtain the Activation
Code, contact MagTek Help Desk at 888-624-8350. Be sure to have the CD serial number
available. More details below under "Application Data Entry".
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SOFTWARE INSTALLATION

It may not be necessary to install all six modules on the same PC. In networked applications, it
may only be necessary to install the Data Entry module. In some single PC installations, only
the Data Entry and Administrator modules might be required.

Keep in mind that access to any module will require an IntelliPIN to be connected to the PC on
which the software module resides. Access to any of the modules will also require the
Supervisor Cards that were supplied with the system.

Administrator

The Administrator module is used to add the names of authorized operators or to modify the list
of operators. It generates a database that will then be shared by all other modules. This module
can reside anywhere but the database that it creates must be accessible to all of the other
modules.

Key Injection

The Key Injection module is normally installed on a single PC that is used to inject the keys into
the IntelliPIN. This PC should be located in a secure environment. If the PC is connected to a
network, precautions should be taken to ensure that no unauthorized operations can be
performed. In particular, it should not be possible for any other terminal to monitor the entry of
encryption keys.

Designer

The Designer module is normally used in a single location. The card formats will be defined and
card definition (CRD) files will be created. The CRD files will be distributed to individual work
stations or made available in a network-accessible folder. It is likely that only the Designer
module would be required on this workstation.

Controller

The Controller module is used to process card production requests. If requests are going to be
queued, this module must reside on the workstation that includes the Motorized IntelliCoder or
other CPD (Card Personalization Device). In applications where only a single PC is used and
cards are immediately processed, this module is not required.

Data Entry

The Data Entry module provides an operator with the tools to generate and modify cards for
cardholders. In most networked applications, it is likely that several workstations will be
installed with an IntelliPIN and the Data Entry module. In the multi-PC situation, the Data Entry
module will probably be the only module installed on the PC.
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Configuration

The Configuration module simplifies configuring and modifying the installation path. It
simplifies the setup of network installations. It can be used after the modules have been installed
to modify the location of program components.

Data Entry/Controller Work Stations

The Data Entry WorkStation is the primary interface for card requests. An Operator fills in the
required fields such as name and account number while viewing a realistic image of the card. If
PIN selection is required, the IntelliPIN is used during the data entry process. When complete,
the operator selects the process function to initiate card production. The Data Entry Module
builds the message to communicate with the Motorized IntelliCoder or other CPD.

The Controller Module processes card production requests, authenticates the data, and
communicates with the IntelliCoder or other CPD. The Controller Module may be set up to
process the card immediately or to hold all the requests in a queue for production at a later time.

IntelliPIN PINPad

The IntelliPIN is a physically and logically secure PINPad capable of performing all
cryptographic functions such as DES offset, CVV, CVC and PVV calculations. The IntelliPIN is
used to securely select a PIN. The built-in Magnetic Stripe Reader (MSR) may be used to read
the magnetic stripe of an existing credit card or Driver License (DL) providing automatic data
entry. The IntelliPIN is unique to each workstation. It authenticates cardholders and allows the
consumer to select a PIN. It must be physically attached to the card request workstation in order
for the system to operate. If the IntelliPIN is detached, the system will not function.

IntelliCoder Encoder

The IntelliCoder is a network-ready card personalization device. It reads and encodes data on
Tracks 1, 2 and 3 of a high or low coercivity magnetic stripe card. The IntelliCoder is a closed-
ended device, which contains the card throughout the transaction to prevent card duplication.

Motorized IntelliCoder

The Motorized IntelliCoder uniquely combines a small footprint with the ability to encode 3-
track magnetic stripe cards. Like the IntelliCoder, the motorized version supports both HiCo and
LoCo cards. It fully supports the IntelliCAT features for generating operator cards as well as
customer cards.
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SECURITY SETUP

After installation, contact the MagTek Help Desk (888-624-8350) to obtain activation codes for
each module. Please have your software license serial number(s) available when you call.

The following guidelines are for use with the IntelliCAT System Software.

Built-in Security

The IntelliCAT System Software and the IntelliPIN have the following security features:

The IntelliCAT tools are shipped disabled. (An activation code is required.)

Passwords and keys are never displayed in the clear.

Each IntelliPIN has its own Activation Code to work only with its workstation installation.
Data Entry has an automatic log off after 15 minutes of inactivity.

All data transmitted between workstations are encrypted.

The IntelliPIN is physically and logically secure.

Software is protected by a Challenge and Activation Code response.

Recommended Security Guidelines

The Designer and Data Security Administrators via the IntelliCAT System Software applications
may establish recommended security operations:

Access to applications, card stock, keys and encryption keys should be held under dual
control.

All encryption keys should be stored, loaded and accessed under dual control.
The passwords and access codes should be a minimum of six (6) digits in length.
Passwords and access codes should be changed quarterly.

The software restricts operators from using the 3 previous PINSs.

The workstation should be password protected.

The operator should position the data entry monitor so that only he or she may view the
information.

A dedicated printer should be used for printing reports and audit trails.
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e The IntelliCAT System software CD should be stored in a secure location after installation.
e Each user accessing any applications should have his/her own Operator 1D card and PIN.

e End of Day reports should be printed at the end of each business day. Management reports
may be printed as often as required.

INSTALL SOFTWARE

The IntelliPIN and Motorized IntelliCoder may require device drivers, so please consult
with the MagTek Help Desk (888-624-8350) before proceeding with the installation.

To begin the installation, insert the IntelliCAT Software CD into the appropriate drive. The
installation program will automatically start. The program will search the hard disk to determine
if a prior version of the IntelliCAT System Software Suite has already been installed. If the
installation program does not begin automatically, select Run from the Start menu. Within the
open field, type “x:\autorun”, where x: is the drive letter of your CD ROM drive. Click OK to
begin installation.

The following screen will appear. Click on the “Install IntelliCAT 1.08” text in the center to
launch the IntelliCAT 1.08 install.

MAGTEK"®

Lz e e Ll Pl

|:=|ngta|||me|||{jAT‘|oa
@d
> Browse CD i Click to
:install
: IntelliCAT

> Contact Us 1 1.08.

= Other Products

Customers First. Quality Always.

:E: ot = 1
. TR O= 2
magtek.com II|= =l ~E

B MnE

Toll Free 300-788-5835 Phone 310-631-8602 Fax 310-631-3956 Email info@magtek.com Website wwaw.magtek.com
B MagTek, Inc. 2004. All rights reserved. Legal information and Trademarks

The other options on this screen are not needed to install or upgrade the IntelliCAT Suite.

> Browse CD Allows the operator to view the installation CD using the Windows
6
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Browser.

> Contact Us Allows the operator to e-mail MagTek with any questions or comments
either through e-mail or through the MagTek internet site
(http://www.magtek.com/contact/contact.asp)

> Other Products Launches the MagTek internet site showing our other exciting products

< Exit Returns the operator to Windows

After clicking on the “Install IntelliCAT 1.08”, the computer will show a small window

describing the product being installed (either part number 30035080 (standard IntelliCAT) or
30035081 (IntelliCAT with Embosser) and the following window will also appear. Wait for this

window to finish.
InstallShield Wizard

InteliCAT Suite Setup iz prepaning the InstallShield ‘wizard, which
g will guide you through the program setup process. Pleaze wait.
. I

Configurning Yindows [netaller

LI | | Cancel

There are three possible cases that can occur:
e Previous Version had been installed (see “Updating from Prior Version” below)
e New Installation (see “New Installation” below)
e Current Version is already installed (see “Modify or Remove” below)

Updating from Prior Version

If the IntelliCAT System Software Suite has already been installed, the installation program will
allow you to maintain all settings from the previous installation. However, you have the option
to modify the installation at this time.

If you simply want to replace the old software modules with the new software modules, click
Yes. If you wish to modify any of the settings, perhaps to add the Motorized IntelliCoder, click
No.
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Note: If you wish to add the IC Archive function, you must click No here in order to be able to
select 1C Archive from the list.

IntelliCAT Software Suite

Setup Type

Select the setup type that best suits your needs. MAE'TEK

THE TECHACLIDY BEFIMD THE TRARSACTION

Uparading to rev 1.08. Do you want to keep the curent configuration and just update the
modules? To install IC Archive, chooze the Mo option. [from 1.04]

* ¥ez, upgrade using the curent configuration

" Mo, upgrade and ask for all settings

" Cancel upgrade and quit install

Hewt » | Cancel

Click Next after making the selection.
New Installation

If this is a first time installation, proceed with the next set of instructions. Exit all Windows
programs before running the setup program.

As InstallShield is preparing the installation, the following window will appear:

InstallShield Wizard

InteliCAT Suite Setup iz preparing the [nstallShield \wWizard, which
g will guide you through the program setup process. Please wait.

Configuring ‘windows Installer

CLLIIIIIIIL | | Cancel |

The next window to appear will be the Install window for the particular platform (in this example
Windows XP).
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IntelliCAT Software Suite

MAGTEK

THE TECHRD LI BERND TeE TRARSACTION

]

IntelliCAT Software Suite Install for Winx<P
[P/H: 30035080, Revy: 1.08.19]

Thiz program will inztall the MagTek Software Suite. |tis
gtrangly recommended that you exit all Windows programs
before running this setup program.

[Inztallation program's part number: 30035038 4 1.08]

Mext > |

Cancel

To continue the installation, click Next.

License Agreement

Read the license agreement on the window carefully.

click Yes.

If you accept the terms of the agreement,
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IntelliCAT Software Suite

License Agreement

Please read the following license agreement carefully. MAG'TEK

THE TECHADLIDY BEFID THE TRANSATTION

Press the PAGE DOWH key to see the rest of the agreement.

INTELLICAT SOFT%ARE SUITE LICENSE ”~

IMPORTANT: ¥OL SHOULD CAREFULLY READ ALL THE TERMS, COMNDITIONS

AMD RESTRICTIONS OF THIS LICEMSE AGREEMEMNT BEFORE INSTALLING THE
SOFTWARE PACKAGE. YOUR INSTALLATION OF THE SOFT'WARE PACKAGE
PRESUMES YOUR ACCEPTAMCE OF THE TERMS, COMDITIONS. AND

RESTRICTIONS CONTAIMED IN THIS AGREEMEMT. IF vOU DO MOT AGREE ITH
THESE TERMS, CONDITIONS, AND RESTRICTIONS, PROMPTLY RETURN THE
SOFTWARE PACKAGE AND ASSOCIATED DOCUMENTATION TO ABOVE ADDRESS
ATTENTION: CUSTOMER SUPPORT. v

Do you accept all the terms of the preceding Licensze Agreement? If you chooze Na, the
zebup will cloze. To install thiz program, you must accept thiz agreement.

¢ Back Tes Mo

Read Me File

This file contains useful information about installing the IntelliCAT Suite. To continue the
installation after reading this file, click Next.

IntelliCAT Software Suite

Read Me File:

Pleaze read the following carefully. MAG'TEK

THE TECHROLOSY BEFMD THE TRANSATTION

Fress the PAGE DOWHM key to zee the rest.

InteliC4T 1.08 Read Me File [IC108R eadte.txt] ~

Windows 2000 SP4 defines 2 new security restrictions, one of them iz called “Imperzonate
a Client After Authentication. The MSI Installer uzed by InztallShield can be uzed to install
for "ALLISERS". During this type of installation the &dministrator performs a first time
installation and choozes to Ingtall for ALL USERS. Then when a “user” clicks on the
application icon for the first time the W51 package is invoked, the users privileges are
ternporarily elevated and the install finizhes the inztall. Thiz worked until SP4. Under SP4
thiz procesz was happening every time the "uzer'' loaged back in and launched the
application,

This "Imperzonate a Client After Authentication and "Elevating Privileges"' zeem to be w

< Back Mest > | Cancel

10
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“Install For...” Option

Choose whether the IntelliCAT Suite will be used just by the person doing this installation Only
for me (admin) (i.e. only this account will be able to run the IntelliCAT Suite) or by anyone with

access to this computer (Anyone who uses this computer). This option will only appear on
computers running Win NT, 2K or XP.

IntelliCAT Software Suite

Choosze whom this installation iz for.

MAGTEK

THE TECHADLOTY BERIRD TeE TRAKSACTION

Inztall this application for;

% rwome who uses this compuber

" Orly for me [admin]

¢ Back Mewut » | Cancel

Main Database Path

The Main Database path is the location of the IntelliCAT’s database, typically it’s the same as
the executable’s path (see next step).

11
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InteliCAT Software Suite

Choosze Main Database path

MAGTEK

HE TECHAE LG BEFIND THE TRARSATTION

Location of the suite's main databazes,

Diestination Folder

C:\Program FileshagT ekhnteliCaTh, Browse...

¢ Back

Cancel ‘

Selecting Program Options

The Executables path defines the folder location for all executable programs and supplementary
files.

IntelliCAT Software Suite

Choose Executables [programs) path

MAGTEK

THE TECHHDLODTY BERID THE TRARSATTION

Location of the suite's prograns.

Destination Folder

C:\Program FileshkagT ekhnteliCaT, Browse. ..

< Back

Cancel ‘

12
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The next window allows you to select which module(s) to install.

It may not be necessary to install all five modules on the same PC. In networked applications, it
may only be necessary to install the Data Entry module on a particular Workstation. In some
single PC installations, only the Data Entry and Administrator modules might be required.

Keep in mind that access to any module will require an IntelliPIN to be connected to the PC on
which the software module resides.

IntelliCAT Software Suite X

Chooze modules to install:
MAGTEK

THE TECHRDLOGY BERIND THE TRARSAITION

A module i zelected when the bow on the left has a check-mark in it.

v Admiristrator rmodule Dz

Controller module Transfer card hizton data from
Diata E ntry module ohe database to another. Also

Diesi dul control whether the zource
BHONET Mbdule records are purged, repaired

k.ey Injection madule and/or compacted, whether or

2| C Archive utility nat the wtility exits
autornatically and define an
activity log.

218.40 ME of space required on the C drive
BE75.13 ME of space available on the C drive

< Back Mext = | Cancel

Selecting Data Entry CPD

After identifying the available CPDs to be included in your installation, you must select one of
them to use as a default for all transactions. Even after selecting a default, you will be able to
choose another device at the time the card will be encoded. Since the Data Entry module and the
Administrator module can use different CPDs, you will have to select the default for each
module. Cardholder cards are processed with the Data Entry module. (Operator Cards are
processed with the Administrator module, if installed, and its CPD will be selected later in the
installation.)

If the Data Entry, Controller, or Administrator modules are being installed, you will be requested

to select Card Personalization Devices (CPD) that might be used in your installation. The list of
available CPDs will vary depending on which version of the software you are installing.

13
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If only a single CPD is selected, for example, the Motorized IntelliCoder...

IntelliCAT Software Suite

Choosze CPD[z) to make awvailable:

Select the devicelz] then click Mext to continue.

[ InteliCoder

v Matorized_InteliCoder
[ PIM w/o Card

< Back Mext > | Cancel

THE TECHAD LI BERID THE TRAKSACTION

the following screen will be shown.

14
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Motorized IntelliCoder was chozen for the Customer cards

Click Mest to continue or Back to change the CPD.

THE TECHAD LY BERIND THE TRARSATTION

Only the Motorized_InteliCoder was chozen

< Back

Cancel
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If multiple CPDs are selected, for example, the IntelliCAT Controller and the Motorized
IntelliCoder...

InteliCAT Software Suite
Choose CPD(s]) to make available:

MAGTEK

THE TECHROLIIRY BEMPD TE TRANSATTION

Select the device(z] then click Mext to continue.

[ InteliCoder
Iv Motarized |ntelliCoder
[ PIMN va'o Card

{ Back MNewst » | Cancel |

then this screen will be shown to allow the operator to select the active CPD (the selection will
match those previously selected).

InteliCAT Software Suite

Choose a CPD for Customer cards:

Select the device then click Mest to continue.

" InteliCAT _Contraller [print via Quewe]

¥ Motorized InteliCoder (local connection}

< Back Mest > | Cancel

15
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After selecting the device, choose the communication (COM) port.

IntelliCAT Software Suite X
Choose COM Port for Customer Card Device:
MAGTEK

THE TECHAC LG BEFMND TRE TRARSATTION

katarized_|nteliCoder local connection on a COM port. Legal value range iz 1 through 32,

COMn: B

< Back MHext > | Caricel |

If IntelliCAT_Controller is selected, each transaction can be processed on another (remote)
location, where the Motorized IntelliCoder or other CPD is installed.

If a Motorized IntelliCoder or other CPD is attached to the same PC as the Data Entry module,
the Queue may not be required. If "Motorized IntelliCoder (local connection)™ is selected, the
Controller module is not required.

Timeouts

If the Data Entry module is being installed, you are given the opportunity to specify how long the
operator screen will remain active after a transaction has been completed. After this period of
time, the operator will automatically be logged off. The default is 15 minutes. If you would like
to require an operator to log on for each transaction, you should enter a 1 in this field. Although
this one-minute delay won’t guarantee that an operator has to sign on for each transaction, it will
reduce the time to a minimum.

16
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IntelliCAT Software Suite

Choosze Operator Timeout [in minutes]:

Legal value range iz 0 [nao timeout] through 30 minutes.

MAGTEK

THE TECHAD LI BERID THE TRAKSACTION

Timeout: 15

< Back Mext > |

Cancel

Transaction Mode

If you want to force the operator to log on for each transaction, answer “Yes” to the following
prompt. If you answer “No”, the Data Entry module will automatically lock up after the

predefined Operator Timeout entered above.

IntelliCAT Software Suite

Choose Data Entry Transaction Mode:

MAGTEK

THE TECIADLIITY BERPD THE TRARSACTION

Should the Data Entry module Log Out after each ransaction?

{* ez, one transaction per Operator Log Oré

" No, uze the automatic tirme out

< Back Mest > | Cancel

17
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Selecting IntelliPIN Settings

This timeout defines how long the cardholder will have to remove the IntelliPIN from the dock
and enter the PIN twice before replacing it back into the dock.

IntelliCAT Software Suite

Choose Customer IntelliPIM Timeout [in seconds):

TEK

THE TECHRD LY BERI THE TRANSACTION

Legal value range iz 15 through 255 seconds.

Timeout: &N

< Back Mext > | Cancel

After entering the number of seconds, click Next.
Selecting Administrator CPD

If the Administrator module is being installed, you will be given a choice of available CPDs to
use for generating Operator Cards. (The list of available CPDs depends on which devices were
previously selected for installation.)

IntelliCAT Software Suite
Chooge CPD for Administrator:

MAGTEK

THE TECHRDLIY BERIND THE TRARBACTION

Select a device then click Mext to continue.

7 InteliCAT_Cantraller [print via Queue)

@ Motarized_InteliCoder (local connectionf

< Back Mext > | Cancel

18
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Choose the associated COM port if applicable.

IntelliCAT Software Suite

Choose Administrator CPD COM Port:

Motorized_IntelliCoder, local connection on a COM port. Legal walue range iz 1 through 32,

MAGTEK

THE TECHRCLIDY BEFIND THE TRARSATTION

CoMn. B

< Back Ment > | Cancel |

Indicate the COM port to be used for the IntelliPIN. The range of COM Port numbers is from 1

through 32. Click Next after the COM Port number is entered.

IntelliCAT Software Suite

Chooze COM Port for IntelliPIM:

Select the serial port for the InteliPIM. Legal value range is 1 through 32.

MAGTEK

THE TECHADLEGY BEMND THE TRARSACTION

COMn:

< Back Nest » | Cancel

19
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Defining File Paths

At this point, you will be requested to specify the folder locations (paths) for all of the files
associated with the IntelliCAT System Software Suite. Check with your system administrator to
specify the proper locations. If you do not know where some of the items are to be located,
accept the defaults. They can be modified after installation by using the Configuration module.
(See Section 8.)

A window similar to the following will be shown for each of the requested paths. You may use
the Browse button to modify each entry.

IntelliCAT Software Suite

Choose Operator's Database path

MAGTEK

THE TECHROLOSY BEFMD TrE TRARSATTION

Lacation of the Operatar's D atabaze.

Destination Folder

C:\Program FileshhaaT ekinteliCAT Browse...

< Back Cancel |

The following folders define where program information is accessed and stored. Not all entries
will be required for some installations. After each location is determined and verified, press
Next.

Operator's Database path - Folder location for the Administrator Database.

History path - Folder location where all IntelliCAT activity will be logged.

Card Layout path - Folder location for card formats defined by the Designer module and used by
Data Entry.

Controller List path - Used by the Data Entry module to locate the MTControllers.DAT file,
which specifies the available devices and queue locations.

20
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Report path - Folder location for report templates used by the Data Entry module.

Controller Queue path - Folder Location where encrypted transactions are deposited by the Data
Entry module for later processing by the Controller module.

BIN List.txt Path — Folder location for the BIN list if used.

Controller Installation

If the IntelliCAT_Controller has been selected as one of the CPDs for either the Data Entry
module or for the Administrator module, you must define which controller to use, the Queue
path and the Controller working path.

Controller Information - Name of the Controller type that will be used for Data Entry
transactions. Additional types can be added with the Configuration module.

Controller Queue path - Folder Location where encrypted transactions are deposited by the Data
Entry module for later processing by the Controller module.

Controller Working path - Folder Location where files used by the Controller module are stored
for temporary use.

IntelliCAT Software Suite

Chooze the Controller information

TEK

THE TECHROLODY BEFMND TrE TRAKSATTION

Thig text iz modifed by the 'szbsg’ parameter. “rou can reposition controls in thiz dialog and
add static texst fields.

Controller  |EERED SRR ]

< Back Mest » | Cancel

21
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IntelliCAT Software Suite

Chooze Controller Queue path

Location of the Controller's Queus.

Destination Folder

C:\Program FilesiMagT ek MnteliCAT \Hueue’,

< Back

THE TECHADLOGY BERIND THE TRANSACTION

Browse...

Carncel |

22
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IC Archive Options

The IC (IntelliCAT) Archive module is used to safely back up the IntelliCAT database. These
screens will only appear if the IC Archive module is being installed. The first option is the
location of the current History Database file. Unless there is a compelling reason, the default
should be used as this is set to the path where History Database was previously defined.

Source Location:

The IC (IntelliCAT) Archive module is used to safely back up the IntelliCAT Transaction
database (MTAdmin.mdb). It can also be used to combine distributed databases to aid in any
centralization of data. These screens will only appear if the IC Archive module is selected for
installation. The first option is the location of the current Transaction database file. Unless there
is a compelling reason, the default should be used as this is set to the path where the Transaction
Database was previously defined.

IntelliCAT Software Suite @

Choose the IC Archive Source location

Tiel! TECHHD LI BEFPD Tell TRARSATTION

Defines where the Tranzaction database [MTAdmin.mdb] i located.

Deztination Folder

C:\Program FileshtagT ek nteliCATs Browse...

Cancel |
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Destination Location:
The following is where the Transaction database will be copied when the IC Archive program is
run. On most systems, this will be a network or shared drive that is regularly backed-up.

IntelliCAT Software Suite X

Choosze the IC Archive Destination location

Tk TECHHC LOON BEFED T+ TRARSALTION

Defines where to copy the Tranzaction databasze [MTAdmin.mdb] after processing.

[Drestination Folder

C:%Program FileshMagT ekinteliCAT B ackUph Browse...

Caticel |

Run-time Log Filename and Path Creation:

IC Archive is capable of creating unique filenames when it is run based on operator-selected
“variables”. For instance, if the log filename and/or path were to use the current date, a new log
file will be created every day the archive is performed. The log filename and path may be
changed later with the Configuration module. It is recommended that variables only be used for
the filename. If variables are used for the path, then the created path must already exist or an
error will be generated and the log file will not be created. You should also ensure that any
variable used does not break your operating systems rules regarding characters allowed for file
names.

The IC Archive employs a user-defined template to create this path and/or filename as entered in
the next two dialog boxes (these can be changed later using the IntelliCAT Configuration
module). Note: These variables are used to create unique filenames (and paths) but if the same
filename and path is desired each time, then a fixed path and filename can be used.

The variables must be entered in the exact format as shown in the table below. If it is not in the
correct format, it will be treated as normal text. If it is correct, then the referenced value will be
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inserted. The fields, <increment> and <numofdigits> should be replaced with a number for that
value. For example, to insert the current month ({CALCMONTH,<increment>}), the entry would be
“{CALCMONTH,0}”. To insert next month, the entry would be “{CALCMONTH,1}”. The examples
below all refer to a current date of 12/16/2004 (December 16, 2004)

Variable Description Example
{CALCDAY} The current day of the month {CALCDAY} =16
{CALCDAY <increment>} The current day of the month plus | {CALCDAY,2}=18
or minus an offset {CALCDAY,-2}=14
{CALCMONTH} The current month {CALCMONTH}=12

{CALCMONTH,<increment>}

The current month plus or minus
an offset

{CALCMONTH,2}=02

{CALCYEAR}

The current year

{CALCYEAR}=2004

{CALCYEAR,<increment>,<numofdigits>}

The current year plus or minus an
offset plus the number of digits to
return (from the right)

{CALCYEAR,0,4}=2004
{CALCYEAR,1,4}=2005
{CALCYEAR,0,2}=04
{CALCYEAR,-1,2}=02

{CALCYEAR,<increment>}

The current year plus or minus an
offset

{CALCYEAR,1}=2005
{CALCYEAR,-1}=2003

{SORGLOCATION}

The Organization’s location as
defined with the configuration
module

{SORGNAME}

The Organization’s name as
defined with the configuration
module

{SORGNODE}

The Organization’s node number
as defined with the configuration
module

{SORGUNIT}

The Organization’s unit as defined
with the configuration module

{$ORGUSER1}

The Organization’s first user name
as defined with the configuration
module

{$ORGUSER?2}

The Organization’s second user
name as defined with the
configuration module

{SORGUSER3}

The Organization’s third user name
as defined with the configuration
module
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IC Archive Log File Path:
This screen allows the operator to define the IC Archive’s Log file path. The variables (above)
may be entered as desired.

IntelliCAT Software Suite
Choosze IC Archive Log hilepath

MAGTEK

THE TECHACLIIY BEMPD THE TRANSACTION

IC Archive Log file path [with optiohal wariables)

Destination Folder

C:APrograr Files'MagT ek MnteliCAT SHistan, Browse. ..

< Back

Cancel |

IC Archive Log File Name:
This screen allows the operator to define the IC Archive’s Log filename. The variables (above)
may be employed, if desired.

IntelliCAT Software Suite

Choose IC Archive Log file name

IC Archive Log filenarne [with optional wariables)

< Back Hest » | Cancel
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AutoPurge IC Archive:

To automatically clear out all the records in the current Transaction database (after the file has
been successfully copied), select Yes. If No is chosen, the original Transaction database will not
be changed by the IC Archive module but the copied records will be marked as having been

copied so that in future copy events these records will not be copied. This will ensure that there
is no duplication of records in the Archive database.

IntelliCAT Software Suite

Choose IC Archive AutoRepair 5ource option

MAGTEK

THE TECHADLIGY BERD THE TRAKSACTION

Defines whether or not the source database iz repaired after a transfer.

< Back MNest > | Cancel
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AutoRepair IC Archive:

To automatically fix any corrupted records in the current Transaction database (after the file has
been successfully copied), select Yes. If No is selected, the database will not be checked for
errors.

IntelliCAT Software Suite

Choose IC Archive AutoRepair 5ource option

MAGTEK

THE TECHAD LI BERID THE TRAKSACTION

Defines whether or not the source databasze iz repaired after a transfer.

< Back Mext > | Cancel
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AutoCompact IC Archive:
To automatically compress the copied Transaction database, select Yes. If No is selected, the
database will not be compressed.

IntelliCAT Software Suite

Choose IC Archive AutoCompact Source option

MAGTEK

THE TECHHOLIOGY BERND THE TRANSATTION

Defines whether or not the source database iz compacted after a transfer.

™ Yes

< Back Hest » | Cancel
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AutoAppend:

If No is selected, IC Archive log file will be cleared before any new data is written to it. If Yes
is selected, the new data will be written at the end of any current data. This only applies if IC
Archives tries to write to an existing log file.

IntelliCAT Software Suite

Choose IC Archive AppendLog option

MAGTEK

THE TECHHD LI BERND THE TRARSADTION
Defines whether the Log File iz appended to [Tesz] or replaced [Mo] upon each log file entry.
* res

™ Mo

< Back Mest » | Cancel |

AutoEXxit:
If Yes is selected, the IC Archive will automatically exit to Windows when it is run (using the
time out set in the next step). If No is selected, then IC Archive will wait for the operator to

close the program. This option is useful when the IC Archive program is automatically called so
it will close itself after completing the operation.

IntelliCAT Software Suite

Choose IC Archive AutoE xit option

THE TECHADLITTY BERID THE TRARSATTION

Determines if the utility will automatically exit after a successful transfer.

< Back Hest » | Cancel
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AutoExit Timeout:
This value is used only if Yes is selected in the AutoExit mode. The timeout is in seconds.

IntelliCAT Software Suite

Choose AutoExit Timeout [in seconds]

Defines the amount of time [in secondz] the successful completion notification is presented on
the desktop.
Timeaut;

< Back Mest » | Cancel
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Desktop Short-cut selection

If Yes is selected, then a folder will be created on the computer’s desktop with the same name as
the folder where the IntelliCAT executables are stored. 1f No is selected, then this folder will not
be created. In Maintenance mode (see page 21), the install program will check for the presence
of this and ask if you want to remove it or create it as appropriate.

InteliCAT Software Suite

Choose Desktop short-cut option

THE TECHAOLITSY BERPD THE TRARSATTION

“Wwhould you like shart-cuts to the programs on the desktop?

+ Yes create Desktop & Start Menu short-cuts

™ Mo, just create the Start Menu short-cuts

{ Back MNewst » | Cancel

Installation Summary

After all selections have been made, a summary will be shown in the text box at the bottom of
the window.
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IntelliCAT Software Suite

Start Copying Files

Feview settings before copying files.

Click Mest to start inztaling or Back to change values.

Current Settings:

THE TECHhOLID BEFD THE TRARSACTION

|nztalling:
* Adminiztrator module
* Controller module
* Diata Entry module
* Desigher module
* Key Injection module
* Configuration module [always installed)
*|C Archive utility

Card Perzonalization Devices [CPD):
£

< Back

Cancel

Scroll down to see all the entries as shown in the example below:

IntelliCAT Software Suite

Start Copying Files

Review settings before copying files.

Click Mest to start inztaling or Back to change values.

Current Settings:

MAGTEK

THE TECHROLOITY BEMPD T TRAKSACTION

~
|C drchive Utility:

* Database Source Path: C:\Program FilestkagT ekhlnteliCAT WHistaryh

* Databaze Destination Path:  C:\Program FileshM agT ek nteliCAT \Histor\B ac

* Log Filename Path; C:hProgram FileshhagT ekhnteliCaT \Hiztor I T,

* AutoPurge Source; Mo

* AutoRepair Source: Mo

= AutaCompact Source: MHa

= Autadppend Log: Yes

* Autok sit: es w
< >

< Back Cancel |

Review the selections before proceeding with the installation. If changes are required, select the

Back button to modify the setup.
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When Next is selected, all the required files will be copied.

Note
The Configuration Module (Section 8), which is always installed, can be

used after the installation is complete to review and/or modify any
installed variables.

The following window will be displayed during copying, which may take several minutes.

IntelliCAT Software Suite

Setup Status

MAGTEK

THE TECHADLIGY BERD THE TRAKSACTION

Setup iz performing the requested operations.

C:AProgram Files\MagT ekinteliCATSC ard Layoutssschema.ini

The last window to appear is InstallShield Wizard Complete. In some cases, you will have to
restart the PC to complete the installation. Click Yes to restart the PC if requested or No to

restart later. If prompted, you will have to restart your computer before you can run the
IntelliCAT programs.
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InteliCAT Software Suite

InstallShield Wizard Complete

The InstallShield Wizard has successiully installed InteliCAT
Suite. Before pou can uze the program, you must restart your
computer,

* ez, | want to restart my computer now.

Install ™ Mo, | will restart my computer later.
1 -
L{ .'? Femove any disks from their drives, and then click Finish to
S | complete setup.

THE TECHDLOITY BEFID TrE TRANSATTION

Finizh |

Click Finish to complete the installation.

MODIFY OR REMOVE

To modify, repair, or remove software use the Setup Menu Program in the original CD ROM, or
Select Add/ Remove Programs from the Control Panel.

® Add or Remove Programs

.g‘
Change or
Remave
Programs

%

Add New
Programs

Add/Remove

Windows
Components

@

Set Program
Access and
Defaults

Currently installed programs: [] Show updates Sort by:

ﬁ! HighMAT Extension to Microsoft Windows %P CD Writing Wizard
ﬁ! Intel(R) PRO Metwork Adapters and Drivers

MagTek InteliCAT Software Suite 1.08.18

Click here for support information.

To change this program or remove it from your computer, dick Change /Remove.
MagTek Intellistripe Encoding Program 1.04

ﬂ Microsoft .MET Framework 1.1

@ Microsoft Windows Journal Viewer
@ Trend Micro OfficeScan Client

ﬁ! Windows XP Service Pack 2

Size

Change Remove

0.18MB

Size

Size

Size

2.15MB

3.62MB

67.99MB
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To use the Control Panel, Go to Windows Start, Settings, Control Panel, and then select the
Add/Remove Programs applet. Select MagTek IntelliCAT Software Suite 1.08.18 and click the
Change/Remove button .

When updating from one version to a newer version of IntelliCAT software, select the Repair
option. This will replace any installed components with the latest version. If you wish to add or
remove components during the same update, you must perform the Modify operations after
performing the Repair operation.

The following dialog box permits you to modify, repair, or remove the IntelliCAT modules.

IntelliCAT Software Suite
MagT ek InteliCAT Software Suite 1.08.18 Maintenance

MAGTEK

THE TECHROLOSY BEFMD TrE TRARSATTION

Select "Modifv” to change the installed modules, "Repair” if upgrading to a newer verzion or
"Remove" to uninstall the suite,

Select new program features to add or select currently installed features to
TEMOVE.

™ Repair
ﬁ Reinstall all program features installed by the previous setup.

i Bemove

@ Remove all installed features.

Mext » | Cancel |

There may be shared components or components that the Remove program cannot automatically
delete. In most cases it will be acceptable to delete these files when requested.
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APPLICATION REGISTRATION

Registration is required to begin using any application except the Configuration module. The
on-screen registration card will only appear the first time you open an IntelliCAT System
application. This form will be presented only the first time a particular module is accessed.
Please fill in the Registration form.

A “Challenge” number will be displayed in the “Challenge” field. Please call MagTek Help
Desk at 888-624-8350 for the required Activation Code.

When you call, you can obtain Activation codes for each module you have installed on your
single PC.

An Activation Code will be given after contacting the MagTek Help Desk at 888-624-8350. The
Activation Code unlocks the protected application. Each application will present the
“Challenge” and require a response (Activation Code). Without valid Activation Codes, the
IntelliCAT System applications are inoperable.

ES Registration |

First Lazt
|Smith {John

Company

|mag-tek

Address

IED?EE zouth annales avenue

City State £ip
Iu:arsu:un Iu:a IEIEIEEIS
FPhone Challenge:
|31 0-531-8602 |581 3-7E39
Fax E -mail

|310-631-3956 fiohn@magtek. com

Actvation Code

|760753

Cancel | ak
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INTELLIPIN RE-INITIALIZATION

The following procedure should be used if the IntelliPIN loses initialization or if installing a new
IntelliPIN without the correct Activation Code. Contact Security to obtain the proper activation
code. Then, follow these steps:

Verify the IntelliPIN is properly connected and docked.
Initializing for the first time - Activation Code
Upon IntelliCAT System Data Entry startup the Activation Code will be required:

1. The message displayed will be: The IntelliPIN is not recognized.

2. Select OK

3. Then a question will appear: Is this a new installation or a new
Intel1iPIN?

4. Select Yes

5. Please enter the IntelliPIN Activation Code as given to you by the Security officer.

If the IntelliPIN has NOT been activated the following message will appear:

1. The message displayed will be: Intel1iPIN not initialized. Please call
your security officer

2. Select OK

3. The unit needs to be activated by the security officer.
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The hardware setup in this section is for the IntelliPIN, Motorized IntelliCoder, and Embosser.
The devices should be attached to the PC before running any of the application programs. The
software installation can be performed without the hardware attached, but none of the IntelliCAT
modules will run without the IntelliPIN attached.

INTELLIPIN

The IntelliPIN requires 16 hours to charge before it can be used as a portable unit. It can be
operated immediately after applying power if the PINpad is left in the dock.

The IntelliPIN is a PINPad and a dock used for PIN selection and Operator ID verification. The
PINPad contains a 15-button pad, an LCD, a 3-Track magnetic stripe reader, and the associated
electronics. In the portable configuration the PINPad is hand held or sits in the dock. The dock
is connected to wall power, communicates with a computer, and charges the battery in the
PINPad. The dock also contains a power LED, an interface connector for a PC, and the
associated electronics. The keys F1, F2, F3 are not used.

Liquid Crystal Display

Connector-Wedge

Terminals for or RS-232 (Not Shown)

Battery Charging

Communication

Element 3 Function Buttons

(Not Labeled on Product)

Power LED
Indicates Power
Applied to Unit

PINPad é

for PIN or
CLEARLCD Other Entry
or Cancel Entry

Figure 2-1. IntelliPIN Components

The RS-232 interface cabling is shown Figure 2-2. The cable (P/N 30019304) is approximately
8 feet in length. The pin positions on the receptacle shown below may be facing another
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direction, depending upon the computer. The 9-to-25-pin adapter part number is 78200018 (if
required).

IntelliPIN Connections

Plug the IntelliPIN 9-pin connector into the PC.

Plug 120VAC Adapter (12 volt DC output) into IntelliPIN RS232 cable.
Plug 120VAC Adapter (12 volt DC output) into power outlet.

Then turn the power on the PC.

ONLY use the adapter provided.

RS-232 Cable
P/N 30019304

Y-Connector
Serial Comm Port ®©

NOTE

If your PC Receptacle
(Serial Port) is not like
this, a 9-to-25-pin

adaptor is required.

X ‘ﬂ ’;’{:
"IN
AN
[©)

=9

Y

Figure 2-2. IntelliPIN RS-232 Interface
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The USB interface is shown in Figure 2-3. The cable is P/N 30019311 and is about 6’ long.

P/N 30019311
USB
i1 =]

IntelliPIN
Dock

Power
I Adaptor

Y

Figure 2-3. USB Interface
Communication Port Settings

If any Communication Port settings have to be modified after software installation, use the
Configuration module. (See Section 8.)

INTELLICODER

The IntelliCoder (P/N 31010021) is a magnetic card reader and encoder. It reads and encodes
data on tracks 1, 2 or 3 of a high or low coercivity magnetic stripe card. The IntelliCoder is a
closed-end device, shown in Figure 2-4.

IntelliCoder Connection

Plug the null modem cable (P/N 21015847) into the Modem (lower) Connector on the
IntelliCoder.

Plug the other end of the null modem cable into COM2 on the PC.

Plug the IntelliCoder power cord into a power outlet.

Turn the power switch ON.

The IntelliCoder will display MagTek IntelliCoder.
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Communication Port Settings

If any Communication Port settings have to be modified after software installation, use the
Configuration module. (See Section 8.)

Figure 2-4. IntelliCoder
MOTORIZED INTELLICODER

The Motorized IntelliCoder (P/N 16050411), shown in Figure 2-5, is a magnetic card reader and
encoder. It automatically reads and encodes data on tracks 1, 2 and/or 3 of a high or low
coercivity magnetic stripe card.

Figure 2-5. Motorized IntelliCoder

42



Section 2. Hardware Setup

Motorized IntelliCoder Connection

The RS-232 cable connection is as shown in Figure 2-6.

Power Supply (with cable)
P/N 64300091

Cable
P/N 16051417

North American 110V
Power Cord P/N 71100001

Figure 2-6. RS-232 Cable connections

Communication Port Settings

During initial installation, the COM port for the Motorized IntelliCoder must be identified. If it
must be changed after initial installation, the Configuration module can be used but the computer

will have to be rebooted before the IntelliCAT software modules can use the new COM port.

USB Cable Connections

The USB cable connection is shown in Figure 2-7.
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Pin 4

P1 '\,

Pinl\O jin 1 d
P4 E i Piré

Cale
P/N 16051422

Y

Power Supply (with cale)
P/N 64300091

North American 110V
Power Cord P/N 71100001

Figure 2-7. USB Cable Connections
EMBOSSER

The Embosser described in this procedure is the DataCard 150i Card Personalization System.
Refer to DataCard Manual P/N 526638-001.

Embosser Connections

Plug the modem cable (P/N 806771-001) into the Host Communications Port (modem) connector
on the Embosser.

Plug the other end of the modem cable into COM2 on the PC.

Plug the Embosser power cord into power receptacle on the Embosser.

Plug the Embosser power cord into a power outlet.

Turn the power switch ON.

Communication Port Settings

If any Communication Port settings have to be modified after software installation, use the
Configuration module. (See Section 8.)
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The IntelliCAT System Key Injection module is used by the Data Security department to
securely inject DES (Data Encryption Standard) keys into the IntelliPIN. Keys then reside in the
physically and logically secure IntelliPIN. If the unit is tampered with or opened, all keys are
destroyed.

Caution

It is important to ensure that the keys are injected into the
IntelliPINs only in a secure environment.

The Key Injection module will be used for two different activities related to injecting keys into
the IntelliPIN. The first function will be to define all of the keys that will be used by the
IntelliCAT System. These keys will consist of the Master Key, Session Key, and one or more
working keys. All keys should be double-length (to support triple DES) but the system will
support single-length keys. The second function will be to copy these keys into each of the
IntelliPIN units that will be used.

When keys are initially entered, they will be injected into the IntelliPIN that is currently attached
to the key injection workstation. After all of the keys have been injected, they can be securely
copied to a floppy disk. This disk can be used later to copy the same keys into additional
IntelliPINs. The procedures in this section illustrate how to inject and copy keys.

Note

When the master key is changed, the PINs for both of the
Supervisor cards and all operator cards will be changed. For this
reason, it is important to inject the keys into the IntelliPIN prior to
adding new operators with the Administrator module.

STARTING KEY INJECTION

Log on to Key Injection Application.

Registration is required on the first Start Up. (See Section 1,
Initial Setup).

Dual control is required for this application.
Two supervisor cards, each with a security level of 5 or
higher, are required.

The next window will request the operator ID cards and

Swipe yvour 10 Card
PINs: and enter your PIN
1of2
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The IntelliPIN window will display:
Swipe Your ID Card

Swipe supervisor card 1 and the display will be :

Please enter PIN
Then press Enter

After the PIN is entered:

PINPad is Processing

Repeat the same sequence for supervisor card 2. (Dual access control required.)
The IntelliPIN will display:

Welcome

INTELLIPIN STATUS

To confirm the current status of the IntelliPIN, click the Check button. The IntelliPIN’s current
Encrypted Key Serial Number and the Key Check Values for all loaded keys will be displayed.

Master and Session Keys ~¢IntelliCAT Key Injection O]
are located as shown here. Eile Help
For the Working Keys and O« LI EH| S N WO
. . Clear | Check| Copy | Save | Load | Sawve | Frint Work | All Cuit
their check values, click the
drop down menu under
. - FUDEDPX |
Worklng Key, Select the Intellipin SN Change »>
h Key Check Value
appropriate ke_y, and the Master Key I—?zm RS |
check value will appear to : S
. . Session Key | Change >>
the right. As each Working [
Key is selected, the text box = WorkingKep - Key Check Value
at the bottom of the window %3 =] 02
will display the Working
Key number and the
. Supervisar 1 Pin: 927461 -
corresponding key check gﬂEZIEIiEI 25:;: 40240 =
value. Session Koy Chack walus: B33634
"working Key O Check Value: Key Mot Loaded
forking Key 0 Check Walue: 710344
Only the encrypted Key working Key 1 Check Value: Key Mot Loaded
- "working Key 1 Check Walue: CESBFC
Senal Number and the "working Key 2 Check Value: Key Mot Loaded
wiorking Key 2 Check Yalue: AG465E
Master Key Check Value(s) wﬂiklﬂg K:ﬁ 3 Check Value Key Mot Loaded
appear on thIS WlndOW "working Key 3 Check Value: ADZEE2 e

upon initial startup. To
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alter any key, select Change. In the example here, Working Key 3 has been loaded by selecting
Change and entering the key.

INTELLIPIN INITIALIZATION
1. Enter the IntelliPIN Serial Number

The IntelliPIN is shipped from the factory with the serial number already loaded. If the serial
number is incorrect, select Change and enter the IntelliPIN Serial Number. The serial number
(SN) is located on the bottom of the IntelliPIN. Type in the 7-character serial number beginning
after SN-. Return the IntelliPIN to its dock and click on OK.

2. Enter the Master Key

A Master Key is injected into each IntelliPIN before it leaves the factory. It is suggested that
this Master Key be replaced with an institution-based double-length key. Select Master Key
Change and enter the Master Key. The Master Key is loaded in clear text. The Master Key
should be loaded in a secure environment by more than one person, each having a component of
the key.

Note

After changing the Master Key, the default PINs for both Supervisor
Cards will change. Please make a note of the new PIN for each card.

—€ IntelliCAT Key Injection

3. Receive the Activation Code.

Eile  Help
S at ; O « F e Bl 2 B8O
The ACtI_Vatlon COde Wlll_appear Clear |Check| Copy | Save | Load | Save | Print | ‘waork | Al Cuit
on the window after entering the
Master Key' Intellipin SN FUDEDF'X Change >> i
. ] Key Check ¥Yalue
e Write this number down on Master Key  [TZ5248 [Ehange > |

the Serial Number Worksheet
(Appendix A), or select the
Print button.

e Write the new PINs for
Supervisor 1 and Supervisor 2
on the Worksheet (Appendix Serial Number: ADDEDFX B
A), or select the Print button. s i i e e,
This information can also be Master Key Changed
Saved on dlSk by Clicking the Master Key Check Yalue: 729245

Fleaze record thiz activation code far this InteliPIM: AODDEDF:
Save button. 2EFD-CE38-FESF-8463

H Double Length K,
i EaCh InteIIIPIN has an SS;arsis;n'lgF'in:eﬂyﬂflE'l

Activation Code specific to its | [Superisor 2Fin 402401

Session Key |Key Not Loaded Change >> |

Working Key  Key Check Yalue

I j I Change >> |

Ll

own installation.
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In normal operations it will not be necessary to enter this Activation Code. The code will be
temporarily stored in the IntelliPIN. When it is first used by the Data Entry module, the
activation number will be removed. This prevents the IntelliPIN being used on another PC.

SAVING TRANSACTION LOG

As changes are made to the IntelliPIN, the operations are logged and presented in the text box at
the bottom of the Key Injection window. After all changes have been made, the log can be saved
to a disk or printed for future reference. Since this information contains the PINs for the
Supervisor Cards, it should be considered confidential and therefore saved in a secure location.

To save the information to a disk location, click the Save Log icon. The file name will be set to
the serial number with the program path as the folder name. The path and file name can be
changed if required.

Sare |
Enter the file name to save
Cancel |

IE:"-.F'ru:-gram Files\Mag-Tek I nteliCAT WA 00E DF b

Click OK to save the log.

If you wish to save the information for each IntelliPIN in a separate file, you can clear the log
text box by clicking the Clear icon after saving the log for one unit.

COPYING KEYS
After the keys have been injected into the first IntelliPIN, the same keys can be copied (injected)
into additional IntelliPINs as long as you do not exit the Key Injection module. This is
accomplished by clicking the Copy IntelliPIN icon. You will then be requested to enter the
serial number of the next IntelliPIN.

Note

The Copy IntelliPIN feature will not be active unless the Master Key is changed.
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Key Injection | x|

Enter the serial number on the back. of the InteliPIN

Cancel |

[A00EDPX

Enter the serial number from the bottom of the IntelliPIN and click OK. The text box at the
bottom of the window will show the new activation code along with a list of all of the keys that
have been injected.

SAVING KEYS

If not all of the IntelliPINs are available and/or if you wish to save the keys for injecting into
other IntelliPINSs in the future, the keys can be securely saved onto a floppy disk. Click the Save
Keys to Disk icon and you will be prompted to inserted in disk into drive A.

Thiz Proces: Requires A Kep Disk In A: B3

@ Are fou Ready To Continue’?

Click Yes after a floppy disk has been inserted in Drive A. You will then be prompted to enter a
PIN that will be used later to retrieve these keys.

IntelliCAT

\ =
A -

Enter & PIN For This File

Note
The Save Keys to Disk feature will not be active unless the Master Key is
changed.
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PROCESS KEY COMPONENTS

The IntelliPIN stores the encrypted Key Serial Number, the Master Key, the Session Key and all
Working Keys. Working keys may be entered as clear text keys if they are entered at the same
time as the Session Key is entered. Working Keys may always be entered as encrypted keys
under the Session Key. If Working Keys are added during a subsequent session, they must be
entered as cryptograms (i.e., encrypted under the original Session Key).

The Master Key (Key # 4) and the Session Key (Key #5) should not be used as PIN verification
keys; it is recommended to use these keys only for encrypting other keys. If Working Keys are
loaded in the clear, they are first encrypted under the Session Key before being transmitted to the
IntelliPIN.

It is important to note that if Working Keys are not entered at the same time as the Session Key
is specified, the Working Key must be specified as a cryptogram (i.e., encrypted under the
previously stored Session Key). If Working Keys are entered at the same time as the Session
Key, they can be entered in clear text, that is not encrypted. If the Session key is not used for
PIN encryption, it can be changed when new Working Keys are being loaded. This would allow
clear text entry of the working keys.

The IntelliCAT supports both single- and double-length DES keys. Single-length keys consist of
56 bits plus 8 parity bits (total 64 bits); double-length keys are 112 bits plus 16 parity bits (total
128 bits). A double-length key is identified as having a left half and a right half (each half
equivalent to a single-length key). When a single-length key is used with the DES algorithm,
only a single DES encryption is performed. When a double-length key is used, three DES
processes are performed: 1) encryption using the left half, 2) decryption of that result using the
right half, and 3) encryption of that result using the left half again. This results in the nickname
triple DES or, more correctly, Triple Data Encryption Algorithm (TDEA). (ANSI and ISO
standards either have been or are being modified to specify the use of double-length keys for all
DES encryption operations.)

Today, most financial institutions use single-length keys for PIN verification when determining
an offset. The Visa method of PIN verification already uses the triple DEA method to compute
the PVV. The IntelliCAT software supports either method of key usage. If the key or key
component is 16 characters (64 bits) long, this is a single-length key. If the key or key
component is 32 characters (128 bits) long, it is a double-length key.
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When entering a key into the Key Injection fields,
enter single-length keys into the Left field then click il

Process Component.

Left Right

Cancel Eracess Companent

[ane

T " Encrypted

" Companent Type

When entering a double-length key, enter the left 16 T ———

characters into the Left field and the right 16

characters into the Right field then click Process Lot "

Component. If additional components are to be [snsasnnssnsnnnsy [sasnesnsnsnnsnsn

entered, the other component holder will enter the

component in the same manner. After both/all Cancel | e C°“"3°”'3"‘| Dere |

components have been entered, click Done. (Commnen”gpeu : - ‘
¥ Clear Test Ercrypted

Keys are never entered into the right part without also
entering a key in the left part. Make a note of the key usage and its identifier (0-3, A-Z, a-z)
location on the Key Location & Label Worksheet (Appendix B).

A Check Value will appear to confirm proper entry .

Y'our check walue for this component is; 32E136

Cancel |

The IntelliPIN LCD, controlled by the IntelliCAT System
Key Injection module, provides instructions as well. The
LCD will read Selected key not ready while the
IntelliPIN is updating and securing the information. Then
it will read We Icome when complete.

Key Parity

During the key injection process, the IntelliPIN can validate the key by ensuring that each byte
of the key contains an odd number of one bits (known as odd parity). If the key being loaded
does not conform to the odd parity configuration, the key cannot be loaded. By default, the
IntelliPIN does not check key parity. If desired, the validation feature can be enabled in the
IntelliPIN. Refer to the IntelliPIN Installation and Operation Manual, part number 99875066,
for full details on how to enable the key parity checking option.
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SECTION 4. ADMINISTRATOR

The IntelliCAT System Administrator module is the software application that controls operator
access to the IntelliCAT System. Every authorized user must have an operator card and a PIN to
access the IntelliCAT System. The IntelliCAT System Administrator module is only required on
a single workstation.

The IntelliCAT System Administrator module allows the System Administrators to modify the
database by adding and deleting operators, establishing security levels, changing operator
expiration dates, issuing operator or supervisor cards, and establishing operator passwords
(PINs). The Administrator can access and print all available reports. It also allows the System
Administrators to repair databases if any errors occur.

STARTING ADMINISTRATOR

To open the Administrator, open the IntelliCAT System folder and click on the Administrator
shortcut.

ADMINISTRATOR ACCESS

After the Administration module starts, click Open to select the database.

A InteliCAT Adminiztrator

File FEeportz  Help

| /| H| & | & | & | %] O
Open EE] Eitat Sald || elete | D pdate]  Siart i
The next box will be the MagTek database:
Open HEH|
Lookin: | 3 InteliCAT R el =R =

%] MT &drmin mdb

File hame: kA T2 dmiin. mdb Open I
Files of bupe: IInteIIiE.-'-‘«T DE [MTAdmin kMDE) j Cancel |

[ Open as read-only
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Select MTAdmin.mdb.

Click Open.

OPENING ADMINISTRATOR DATABASE

To access the IntelliCAT System Administrator, dual control is required and both must have a

security level of at least 5.

PC Workstation Monitor

IntelliPIN Display

Action to take

Please swipe your ID card
1of2

Swipe your ID card

Swipe the Supervisor 1 card
through IntelliPIN

Please swipe your ID card
1of2

PINPad is processing

Wait for next prompt

Please enter password for
Supervisor 1

Please enter PIN then press
Enter

On IntelliPIN, enter 6-digit PIN,
then press Enter

Please swipe your ID card
20f 2

Swipe your ID card

Swipe the Supervisor 2 card
through IntelliPIN

Please swipe your ID card
20f 2

PINPad is processing

Wait for next prompt

Please enter password for
Supervisor 2

Please enter PIN then press
Enter

On IntelliPIN, enter 6-digit PIN,
then press Enter

This will open the IntelliCAT System
Administrator database. All additional
operators, levels 1 through 5 must be added
to the Administrator database to run any of
the IntelliCAT System applications.

Security Level 1 — Allows Operator access
to IntelliCAT System and access to End of
Day Reports.

Security Level 3 — Allows Supervisor
access to IntelliCAT System and access to
End of Day Reports as well as Management
Reports. However, a minimum of two
Level-3 personnel are required for this
operation.

A IntelliCAT Administrator - D:AMag-Tek\nteliCATSMTAdmin. mdb

File Beportz  Help

I [ S

| /| 2| 4| & & & | @
Open FIN Frint Add | Delete | Update| Sort Guit
Miller, Bob =]
Smith, Mal
Supervisor2,
Thompson, Fred -
Operator ID |9627241 000000001
First Name |
Last Name |Supervisor1
Expiration Date  |December 31,2020
Active ir
Security Level |5 vI

Security Level 5 — Allows access to all IntelliCAT System applications. A minimum of

two Level-5 personnel are required.

The IntelliCAT Administrator database is provided with 2 Level-5 Supervisor cards, identified as
Supervisor 1 and Supervisor 2. These 2 cards are required for initial startup only. We
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recommend that you edit the names of Supervisor 1 and Supervisor 2. To do this, highlight
Supervisor 1 and edit the information as required (i.e., name, expiration date and security level).
Then have the Operator select a new PIN. After the name has been changed, you can produce
the new card on the CPD.

Once the IntelliCAT Administrator database has been updated with the newly identified Level-5
operators, you may destroy Supervisor 1 and Supervisor 2 cards or lock them in the vault.

Follow the steps below to add operators to the IntelliCAT System.

ADDING AN OPERATOR
Add Operators

A IntelliCAT Administrator - D:\Mag-Tek\IntelliCAT\MTAdmin.mdb M= E3

To add operators, simply open the database  Fie Eeports Help
as described above using two Level-5cards, =@ | 2| & | &
and select the Add button located on the | LA LA M_’:dd —

tool bar. Smith, Ma 2l
An Operator 1D number will automatically ’?:Eﬁ,’;’;i‘}”z;md 4

be generated. With the comma *,

2| @

Sart CJuit

Delete | Update

; X . Operator ID |3627241 000000001
highlighted, enter the First Name, Last First Name |
Name, Expiration Date (if you want to LastName [Supsrvisort
change it from the default of six months), Expiration Date  |pecerber 31 2020
Active Status and Security Level for the Active '7
new operator. When complete, click the SecuntyLevel ' [5 ]

Update button. The comma “,” will be

updated with the new operator information.
After adding an operator, click the Sort |
button to show the list in alphabetical order.

Operator ID

The IntelliCAT System Administrator Module automatically assigns and increments operator 1D
numbers (account numbers). In cases where it would be more desirable for an operator to use an
existing card, the Operator ID field can be modified to match the operator’s existing PAN field.
The Operator ID MUST be 16 digits in length.

The System Administrator can identify an operator by entering the first and last name.
First Name/Last Name

Enter the operator's name as required.
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Expiration Date

An expiration date is entered as MM/DD/YYYY (01/09/2001 for January 9, 2001). By default,
an authorized operator has access to the IntelliCAT System for 6 months. The System
Administrators may override these settings, allowing for a longer or shorter period. The System
Administrators will routinely update the expiration date field. The Supervisor expiration dates
are initialized at December 31, 2020 when shipped from the factory.

Active Status

This status indicator controls an operator’s access to the IntelliCAT System applications. By
checking the “Active” box, an operator’s privileges become activated. At any time, the System
Administrators may suspend an operator’s privileges by removing the check mark. It is not
necessary to retrieve the Operator’s card in order to suspend privileges, simply remove the check
mark in the “active” box.

Security Levels

Different transactions require different levels of security. These operator access levels range
from Level 1 to Level 5. Level 1 gives access to the IntelliCAT System Data Entry Module.
Level 3 provides access to the IntelliCAT System Data Entry Module and authorization to print
Management reports, provided there is dual control. Level 5 is the highest level and provides
access to all applications, provided there is dual control.

Table. Security Levels

Module Access Minimum Combined Level
Administrator Dual Control 10
Designer Dual Control 8
Key Injection Dual Control 6
Data Entry Single Control 1
End of Day Reports Single Control 1
Management Reports | Dual Control 4
Controller Single Control 3
Configuration Dual Control 8

Status Window

The bottom field shows the confirming result of each transaction. For example after changing a
current operator’s PIN, the message “PIN changed successfully”” will appear.
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SELECT OPERATOR PIN

Highlight the appropriate operator.

A IntelliCAT Administrator - D:\Mag-T ekMntelliCAT \M TAdmin.mdb == =2

Click the PIN button. Fie Fepats Heb

. ) ) g| /| &| 4| & | & 2| @
Enter a 4- to 6-digit PIN into the IntelliPIN. Open | _PIN | Pint | _Add | Delete |Update| Soit | _Qut
Reenter the same PIN for verification as ) ] B
directed by the LCD on the IntelliPIN and Bonetn. Tors :I
PC direction window. When complete, click Millor Bog .
the Update button.

Operator 1D |3227346015000054

The PIN should be changed quarterly. The — |iopome  p
PIN is required to be different from the three  Expiration Date  [ine 202002
previous PINs of the same ID/account Active 5
number. The IntelliCAT Administrator Security Level [ +]
module will not allow subsequent matching
PINs (after three different PINs, the number
may be used again). Neither the PIN nor the  mr e
Offset is written to the card.
ENCODE OPERATOR CARD
Highlight the appropriate operator.
Click the Print button.
If the CPD is connected directly to
the workstation, the Now Printing TIT)
window will be shown. Follow the _ _
directions on the CPD to produce the I Sanes |

Operator Card.
DELETE AN OPERATOR

Deleting operators is recommended only when an error has been made during ADD

OPERATOR or if the database has become too large
and the history of an operator's transactions no longer
needs to be accessed. To delete an operator, open the Are pou sure you want to delete this Dperator?

database as described above. Select the appropriate
operator and then click on the Delete button. Click Yes
if you are sure you want to delete this Operator. The
operator will be deleted. Click on the Update button.
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DEACTIVATE OPERATOR

To deactivate an operator, open the database as described above (using two level 5 Executive
cards). Select the appropriate operator.

With the operator highlighted, click on the Active box and remove the check mark. The operator
is now Inactive. Click on the Update button.

MODIFY EXPIRATION DATE

To edit expiration dates for operators open the database as described above (using two level 5
Executive cards). Select the appropriate operator.

With the appropriate operator highlighted, alter the Expiration Date MM/DD/YYYY.
Click on the Update button.

Note

If any changes are made to a particular operator, click the Update
button to update the operator database.

ADMINISTRATOR REPORTS

There are a number of included reports that are useful for monitoring and managing the operators
(users) of the IntelliCAT system software. These operator reports (user reports) and other
reports have been specifically added for use with the Administrator module but any report
created for use with the IntelliCAT software can be accessed through the Administrator module.

To select the report option, click on the Reports menu selection. This will show all available
reports that are stored in the “Reports” path. If the desired report is located in a different folder,
you can navigate to the proper location by modifying the “Look in” box. When the desired
report is highlighted, click Open.

The report can be viewed on screen or printed to the selected report printer. The information can

also be exported for use in another application by clicking the Export icon (shows an arrow
pointing to an envelop). See Appendix D, “Report Examples,” for examples of available reports.
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REPAIR DATABASE

If any network problems occur
while running the IntelliCAT

. Open... ﬂ 0
System and you receive a Setup Ports. o] | melete | Wpdste] | St Cluit
message that reports that there FIH|Card
is an error in one of the itz

A InteliCAT Administrator

File HEepofs Help

|7 x|

Bepai Databasze. ..

MTAdmin.mdb files or the
MThist.cgd file, follow the
instructions described below.

Compact Databasze...
E it

Up to three separate copies of the MTAdmin.mdb database can be in use. This allows
distribution of the information on either a local drive or in a distributed network location. The
three possible locations are identified by the main database (Data Path) that stores all of the card
transaction data, the operator database that stores all of the user information (Operator Path), and
the card queue (Controller working location) that stores the records to be printed along with any
exceptions that could not be printed. When repairing a database, you will have to navigate to the
appropriate path to select the proper copy of the MTAdmin.mdb database.

Open the IntelliCAT System Administrator application but do not open the Database file in
question.

To Repair MTADMIN.MDB

Repair InteliCAT Database? |

@ Thiz will Repair an InteliCAT Databaze
Cancel |

Select File
Select Repair Database

"Repair IntelliCAT System Database?" will appear.

Click OK.
Open HE
The default setup in the IntelliCAT System %Dh::dmin Im? — H\C =
will take you to the IntelliCAT System (3] MThist cad
directory where the MTAdmin.mdb file
resides.
Select MTAdmin.mdb under File Name,
Select Open
File hame: r T2dmit. mdb Open I
Files of type: IInteIIiE.l’-\T DB (*MDE*CGD) j Cancel |

I~ Dpen as read-only
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The IntelliCAT System Administrator
will prompt that MTAdmin.mdb has been

repaired.

Press OK.

To Repair MTHIST.CGD

The MTHIST.CGD database
(History Path) stores
information about all system
activity and usage. It keeps
records on who operated the
IntelliCAT, what functions
were performed, and at what
time it occurred.

Select File
Select Repair Database

Administrator x|

Z:'\Program FilesiMagTekl InteliCATYMTAdmin.mdb has been repaired!

A InteliCAT Administrator

File Fepotz Help

Open...
Setup Ports. ..
Bl Eard
Eirt [Eand

Bepair Database. .
LCompact D atabaze. ..

E xit

&

Sl

2

[elete

B[]

o

| prate

&y

Sirt

"Repair IntelliCAT System Database?" will appear.

Click OK.

The default setup in the IntelliCAT System
will take you to the IntelliCAT System
directory where the MThist.cgd file resides.

Select MThist.cgd under File Name,

Select Open.

60

Open

Repair IntelliCAT Dak x|

@ This will Repair a Database
Cancel |

7]

Logkjm |3 InteliCAT

HIEHE =

%] M T &sdlrnin. melb

File name: |MThi$t. cad

Open I

Files of type:  [InteliCAT DB [*MDE.CGD) =l Cancel |

[~ Open as read-only
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The IntelliCAT System Administrator X
will pr%mpt that MThISthd as been C:\Program FilesiMagTek)InteliCATYHistory | MTHist.cgd has been repaired!
repailrea.

Press OK.
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SECTION 5. DESIGNER

The Designer module is used to create card formats that determine the embossed data and
encoded format of the card.

The following instructions outline how the Designer module works based upon a standard
financial card format. For further instructions on custom formats, refer to the Advanced Window
of the Designer module.

Access to the IntelliCAT System Designer requires two (2) Supervisor cards having a combined
security level of 8.

STARTING DESIGNER

Open the IntelliCAT folder and double click on the Designer shortcut.

The next window will request operator ID cards and PINs:

IntellicAT

Swipe vour 1D Card
and enter your PIN
1of2
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INTELLIPIN LCD AND PC WORKSTATION WINDOW

The following table lists displays of the IntelliPIN and the Workstation and the action to be
taken:

PC Workstation window

IntelliPIN LCD

Action to take

Swipe your ID card and enter
your PIN 1 of 2

Swipe your ID card

Swipe a Supervisor Card

Swipe your ID card and enter
your PIN 1 of 2

Please enter PIN then press
Enter

On the IntelliPIN enter your
PIN and press Enter

Swipe your ID card and enter
your PIN 1 of 2

PINPad is Processing

Wait for next prompt

Swipe your ID card and enter
your PIN 2 of 2

Swipe your ID card

Swipe the second Supervisor
card

Swipe your ID card and enter
your PIN 2 of 2

Please enter PIN then press
enter

On the IntelliPIN enter your
PIN and press Enter

Passwords confirmed
Logging in

PINPad is Processing

Wait for the Designer Layout
to appear

If you enter the PIN incorrectly:

PC Workstation window

IntelliPIN LCD

Action to take

Please enter Password for
supervisor #

Please enter PIN then press
Enter

Enter the correct PIN #

If you enter the PIN incorrectly three times in a row the program will shut down.

You may restart Designer and try again.

The default password on start up Level-5 Supervisor cards is 436432. (If the Master Key has
been changed, the PIN will be different.)

When the program begins, the following screen will appear.
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+« IntelliCAT Designer Designer - Untitled 1ol x|
File  Utilties Help

I I j <= Click here ta Drag and Drop Yarisbles onta the fields below

Warable Info T Card Layout T Advanced
¥ Show info on Card

-

S

— Coordinat

™ ocR nam_ [08a3
" corhic  [0am_ [O500
" corhic  [0am_ [0340
" corhic  [0am_ [0178
" corhic  [0am [OO00

[~ Track 1
[~ Trackz2
[~ Track3

LEELE

Topper Color

|

Coercivity I =

At this point there are several options for creating or editing a card definition (CRD) file:
e Open an existing CRD file and edit it
e Create a new file by using the tabs along the top and entering the required information
e Create a new file by using the interview method

To assist in learning how to define a card, sample card layout files are provided with the
IntelliCAT software suite. After viewing these files, they can be removed or they can be
modified as required for your application.

DESIGNER UTILITIES

The Designer module includes two utilities that can be used to

assist in designing a new card format. On the top menu, select
Utilities to access Key Check Value or Read Card. File | Utiiies  Help

I I_ kev Checkvalue. .. l_
The Key Check Value... selection will compute the KCV of a Read Card...

specified key. This will assist in selecting the proper key to use
when computing one of the values in the Advanced section.

The Read Card... selection prompts you to swipe a i
card in the IntelliPIN. The data from each of the okt

three tracks will be shown. Press the OK buttonto

show additional tracks. Cancel |

%B12345614581851258"CARD/TEST A™0F031010438400007
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INTERVIEW METHOD

The Interview method is the easiest way to begin a card layout from scratch. To start the
interview, click the File menu selection and select New.

+«' IntelliCAT Designer Designer - Untitled — 3 x|

File Utilities Help

Kew, .. Crl+h
Open... Chrl+0

ere to Drag and Diop Yariables onta the fields below

Database Connection Info... I LCard Layout r Advanced
Ficture Properties, .. jnfo on Card

Save Ctrl+5
Save As...

SampleRePIM, CRD
Samplez. CRD

Exit

L

r— Coordinal

|

[~ ocR
[ Gothic

=]
=
=]

=
=
=

™ Gothic
™ Gothic
™ cothic

=
=
=

=]
=
=

UL

[T Track 1
[~ Track2
[T Track3

Topper Colar I vI Coercivity vl

After selecting New, the interview screen will be presented. Select Start Interview.

Select Start Interview if you are creating a new Card Layout and want to view the step-by-step
layout pages.

o InteliCAT Designes [
- N
MAGT=EK

This program will help you create
IntelliCAT Layout files.

b e

Skip Interview |
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Select Skip Interview 1) If you are updating a current Card Layout or, 2) Do not wish to view
the layout pages. All parameters can be viewed and modified as described in the Advanced
Folder section below.

BIN Info Window

The first window to appear in Designer is the BIN Info Window. This window will prompt you
to enter a Bank Identification Number {BIN}, describe where the {BIN} is located in relation to
a reference character such as the start sentinel, and how far the {BIN} is located from the
specified reference character. The {BIN} can be any length.

Note

A word or acronym enclosed by braces { } signifies that, in its whole, it may be
used as a function in a mathematical calculation.

Please enter the BIN number B8 Bin Info

Enter the Bank Identification Number

{BIN}. The {BIN} is usually the first Please enter the BIN rumber — [Tz3456
six digits of the Primary Account e T B e [ =
Number {PAN} field, but any length

can be used. This may be your ISO Hon mary charseters aws? [0 ]
number.

Cancel <¢ Back T Hent s

Where is the BIN located?

Select a reference character to identify where the BIN™ is located. Use the down arrow to select
from a defined list of reference characters.

The Reference Character list includes:

Start Sentinel for Track 1 identified as a percentage sign (%)
Start Sentinel for Track 2 identified as a semicolon (;)

Field Separator on Track 1 identified as a caret (")

Field Separator on Track 2 identified as an equal sign (=)
End Sentinel identified as a question mark (?) for all tracks.

* The {BIN} location must be identified on this screen if you intend to import data from a pre-encoded card using
the IntelliPIN read function. The {BIN} location may be changed later in the Advanced window of the Designer.
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How many characters away?

Enter the number of positions between the Reference Character and the {BIN} number.
When finished, select Next

PAN Info Window

The next window is the PAN info Window. This window will prompt you to enter the length of
the manually entered (unique) portion of the Primary Account Number {PAN}. It will then ask
whether or not a check digit will be calculated and added to the PAN or simply verified.

How many digits will the operator enter?

Enter the length of the manually entered How mary digits will the cperstor enter? TR
(unique) portion of the Primary Account
Number {PAN}. If you are going to verify a Fomat of the embossed Pl [ ———
Check Digit, include the Check Digit as part Verty / Caleulate a Check Digit? [ =l
of the data entry length. If you would like
IntelliCAT System to calculate the Check
Digit, do not include it in the number of digits
to be entered by the operator. See below for Earcel Bk N>
more detailed information regarding MOD 10
check digit.
Format of the embossed PAN
To define the way the PAN is embossed, select o me datswithe spsstererer? 0B
one of the options from the pull-down list. If ot of e ambasesd PAN =
the PAN digits are to be shown as 4 groups of ot Caeuts o Chosk gts Nane
4 characters, choose 1111 2222 3333 4444 SRR M1 222002252

. . 111111 2222222222
where a space will be inserted between each set
of 4 characters. If you will not be embossing a
card, select None.

Cancel << Back Mext »»
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Verify/Calculate a Check Digit?

<« PAN Info
In the verify mode, IntelliCAT System uses the How many digis will the operator erter? TR
MOD 10 Check Digit routine to verify the
accuracy of the Account number. If an operator =~ Fomeefthe embessedFal 1111 2222 5333 0444
transposes a number while entering the Veily / Caleulate a Check Digt?

manually entered portion of the Variable
Account Number {VAN} the machine will
beep and the data is not accepted. The operator
is forced to enter the correct Variable Account Concel | «Back | e |
Number {VAN} using a valid check digit.

While MOD 10 catches most transpositions, it is not 100% accurate. Attention to detail,
especially when entering the Variable Account Number {VVAN}, is critical.

In the calculate mode, IntelliCAT System uses the MOD 10 Check Digit routine to calculate the
last digit of the Primary Account Number {PAN}.

Make your selection:

0-No

1 - Verify the check digit the operator hand keyed, or

2 - Calculate the check digit and add it to the PAN.
The check digit is always the last digit of the PAN.

When finished, select Next.
Offset Info Window
The next window is the Offset Info Window. This window will prompt you to answer questions

that are directly related to PIN Offset generation and location. If PINs are not required, select
No and go to the next window. If PINs are required, answer the questions accordingly.

The PIN Offset is a derivative of the x|
encrypted PAN The PIN Oﬁset iS Will DES algoirthm be uzed to calculate offzet? |1-Yeg vl

glso described as a numeric value that Locaton of DES ke [0-workingkey0 =] caaic
is used to match a PIN with some

other random or derived data. The Selectthe length of your offset
principle use of an Offset value LG Al e
involves cardholder-selected PINs How many characters away?

that must be matched against an
unchangeable, algorithm-derived
value.

wihat iz pour validation farmula?

wihat iz pour Decimalization Table? |D1 2345678301 2345 j

Cancel << Back | Hest »» |
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The DES algorithm is a mathematical calculation that uses a 16 digit DES Key, Validation Data,
a Decimalization Table and a PIN to calculate the PIN OFFSET. If the DES algorithm will be
used to calculate the offset select 1=Yes". If No, select Next.

Will DES algorithm be used to calculate an offset?
If yes, continue. If no, go to CVV Information (Next button).

Location of DES Key
Select the location of the DES key provided by Data Security by using the down arrow. If the
key is loaded, the KCV will be shown so you can confirm that the proper key is being used.

Select the length of your offset
Select the length of the offset by using the down arrow.

Where is the offset located?

When DES is used, the Offset Reference Character must be defined by location. The Offset
Reference Character defines which character of the card data is used to locate the position where
the offset will be encoded.

The Offset Reference Character is usually referenced from either the Field Separator on Track 2
or the End Sentinel on Track 2. Select a reference character from the list for Track 1, 2 or 3
(choose only one location at this time) by using the down arrow. The offset may be written to
multiple tracks with varying locations. Additional offset locations may be inserted later in the
Card Layout Window of Designer.

How many characters away?

If using the Field Separator on Track 2 as your reference character, how many characters do you
count to the first character of the Offset? Do not count the reference character; simply count up
to but do not include the first digit of the Offset. If the reference character is the end sentinel,
count from right to left.

What is your Validation Formula?

Validation data consists of all or part of the Primary Account Number (PAN). It usually consists
of constant data (the data that will be encoded on every cardholder/member card such as the
BIN) and the variable data (the data that is different on each cardholder/member card such as the
account number). More simply put, Validation Data is a 16-digit string of continuous characters
unique to the cardholder. DES requires 16 digits of Validation Data. If the Validation Data is
less than 16 digits, pad characters are required.

For a 16-digit Primary Account Number, the standard validation formula consists of the Bank
Identification Number, {BIN} and the {VAN} (Variable Account Number, e.g., 123456{\VVAN}).
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If this is not your formula, select Other (see “Advanced” tab), alter it later in the Advanced
Window of Designer. (See "Validation Formula" in Section 5, Designer.)

What is your Decimalization Table?

The encrypted Validation Data (output) of the DES algorithm may contain hexadecimal
characters A through F. All hexadecimal characters must be converted to decimal characters.
The Decimalization table, a series of 16 digits (0 through 9) is used to convert hex numbers A
through F to decimal numbers. The standard Decimalization Table is 0123456789012345. For
balanced output, the decimalization table should not use a decimal value (0-9) more than twice.

If you are not using the standard Decimalization Table, Other (see “Advanced” tab) and alter it
later in the Advanced Window of Designer.

When finished, select Next.
CVV/CVC Info Window

The next window is the CVV Info Window. Visa® and MasterCard® require that special
security values referred to as CVV1/CVC1 (Card Verification Value and Card Validation Code,
respectively) be encoded on the magnetic stripe. CVV2/CVC2 (Card Verification Value and
Card Validation Code, respectively) are printed on the tamper evident signature panel of the
card. These values are derived by using the DES algorithm and may be generated either in the
IntelliCAT System Software or in the IntelliPIN.

If you do not need to calculate CVV/CVC values, select No and proceed to the next window. If
you will be calculating the CVV/CVC values select 1=YES.

The following will appear:

Validation data formula?

Using the down arrow select the g vV Infoumaiey
vali(_jation data f(_)rmula. This is the \willou be caleulating CYW/CC? | 1-Yes <]

portion of the Primary Account

Number (pAN) used in the CVV/ ‘Walidation data formula’ |12345EWAN} j

CVC calculation. The calculation

’ o . Expiration az presented in encoding? IVEARWMONTH! =
requires 16 digits of data required by

DES. If the default is not your Expirstion a5 presented in embossing? [(MONTH}HYESR} )
formula, select it as the default now e .

- i ervice Code? -
and alter it later in the Advanced

Window of Designer.

Cancel | << Back | Hest »» |

Expiration as presented in the

encoding?
Using the down arrow, select the format of the encoded expiration date on the magnetic stripe.
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Expiration as presented in embossing?
Using the down arrow, select the format of the expiration date as it is embossed on the face of
the card.

Service Code?

The service code is a three digit number that identifies the services that are available to the
cardholder. The service code is a required part of the CVC/CVV calculation and is defaulted at
101 for the encoded CVV/CVC values. The IntelliCAT System Software controls the
CVV2/CVC2 indent print value by default. The service code for CVV2/CVC2 is set to 000 as
specified by the formula.

When finished, select Next.

CVV/CVC Key Info Window

its CVV Key Information

The next window is the CVV/CVC KEY
Info Window. If you would like to
calculate CVV/CVC values, use this
window to identify where the Lett ey dentier  [0-working Key 0 | FERBLC
CVV/CVC keys are located in the Rioht Key Idenifier |TESUZETS
IntelliPIN. The KVC will be shown so
you can confirm that the proper key is
being used. See Data Security for Keys
and/or KEY locations.

AB4BSE

ing F.ey

Cancel | <¢ Back | Mewt »»

When finished, select Next from the CVV Key Information window.
Variable Info Window
The next window is the Variable Info Window.

During card creation, an operator will be prompted to enter specific information in order to
produce a card. The Data Entry Variable Field Names identify what type of data is to be hand
keyed or imported from a database file during card creation.

This window lists the most common Data Entry Variable Field Names used in card creation such
as the Variable Account Number (VAN), the Cardholder/Member Name and the Expiration
Date. Place a check mark next to the Data Entry Variable Field Names you want to use. Every
checked Data Entry Variable Field Name will appear in the Drop and Drag box on the Card
Layout Window. Additional variables may be added in the Variable Info tab of Designer, if
necessary.
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VAN

Refers to the Variable Account Number (manually entered or imported portion).

First, Middle Init, and Last
Refers to the consumer’s first name,
middle initial and last name. Rz [l [~ ADDRESS1 [ SERVICE CODE
¥ FIRST I~ ADDRESS2
Month and Year ¥ MIDDLE INIT oy
Refers to the Expiration Date. W sl [JSTATE
¥ | AR I~ 2P
¥ | TEEE I~ OFFSET

Addressl, Address2, City, State, and Zip
Refers to the consumer’s address information.

Lancel | << Back | FEinigh |

Offset

Refers to the offset that will be manually entered by the Cardholder/member service
representative or imported from a database at the time of card request/creation. This does NOT
refer to the calculated offset. If the Offset is known at the time of card creation, check the box.

When finished, select Finish.
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CARD LAYOUT, VARIABLE INFO, ADVANCED WINDOW FOLDERS

The main window of Designer contains the Card Layout, the Variable Info, and the Advanced
folders.

The Card Layout folder identifies where the encoded data is to be located on each track and the
coercivity level of the magnetic stripe. It also identifies the data to be printed or embossed.

v+« Designer - Untitled o ] 54

File Utilities Help

I I ﬂ <--- Click here to Drag and Drop Wariables onto the fields below

Wariable Info T T Advanced
¥ Shaow info o Card
12234 h678 9012 3456
— Coordinate % v
v OCR 04011 0343 {PANTHPANZHPAN3) [PAN4}
" Gochic  [gam  [os00
" Goenic  [ma01 | (0340
I" cothic  [g401 0178
[ cotnic |40 | o000 |
[~ Trackl
[~ Track 2
[~ Track 3
Topper Colar lﬁ Caencivity Iﬁ

The Variable Info folder lists the most common Data Entry Variable Field Names used in card
creation such as the Variable Account Number, the Cardholder/Member Name and the
Expiration date. Additional custom variables can be included.

The Advanced folder identifies information relating to the Bank Identification Number {BIN},
the Offset, the Primary Account Number {PAN}, the CVV/CVC and Visa DES PVV formulae

and values.

The information in all three folders will be based on a Standard Financial Card Layout including
mathematical calculations.
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VARIABLE INFO FOLDER

During card creation, an operator will be prompted to enter specific information in order to
produce a card. The Data Entry Variable Names identify what type of manually entered data or
imported data is required. The variable names placed into locations 1 through 20 will appear on
the Data Entry operator screen. Variables placed in locations 21 through 30 will not appear on
the operator’s screen of the Data Entry module but are available for placement on the card.

++ Designer - C:\Program Files',MagTek’ InteliCAT" Card Layouts'Samplel.CRD - IEIIlI
File Utilities Help

<-- Click here to Drag and Drop Yariables onto the fields below

T LCard Layout T Advanced
Loweer Yariables [Displayed) |Upper Y ariables (Mot Displayed)
1 [van - Jzr 21 [pant
2 [pRsT 12 22 [ranz
3 [woolEmm 1 23 [Fanz
4 [lasT L 24 [Pand
B [wowth 18| 25  [$CALCOFFSET
B [esr 18 % [ovet
7 [sDDRESST w7 7 o
8 [aobRessz 18 | %
s oo ® 29
10 IF 20 | 30 |LocaTion
Exported Data

Header

Data

Exported File Name |

Trigger &pplication |

Familiarize yourself with the list of Data Entry Variable Field Names which are located in the
Drag and Drop Box located on the upper left hand corner of the Card Layout Window.

If, after reviewing the Data Entry Variable Field Names list in the Drag & Drop box, you
determine that you need to add additional Data Entry Variable Field Names, go the the Variable
Info folder by clicking on the Variable Info tab. Here you may add, delete and/or modify the
list.

The order of the Variable Name fields controls how data is displayed during Data Entry and the
order must coincide with data fields imported from a database.
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The items numbered 1 through 20 will appear on the Data Entry window. Items numbered 21
and above will not be visible to the operator. The Advance Variable Information window can
be activated by double-clicking on one of the fields.

During card creation, an operator will be prompted to manually enter or import information on
the IntelliCAT System Data Entry window in order to produce a card. The Data Entry Variable
Field Names identify the type of data to be entered or imported during card creation.

= IntelliCAT - [Data Entry]
Data Entry Variable e
Field Names for this
example:

IntelliCAT® Data

VAN

FIRST
MIDDLE INIT
LAST
MONTH
YEAR

The most common Data Entry Variable Field Names found in the Drag & Drop box are
$CALCOFFSET, $NATPIN, BIN, CVCL1, CVC2, END SENTINEL, FIELD SEPARATOR,
FIRST, LAST, MIDDLE INIT, MONTH, VAN, PAN1, PAN2, PAN3, PAN4, PAN5, START
SENTINEL AND YEAR.

The start sentinel, end sentinel, and field separator are not Variable field names. They represent
constant data, however, for your convenience, these items can be dragged and dropped onto the
form.

The Variable Info window gives you the ability to name the fields, to establish the minimum and
maximum length of required manually entered or imported data during the card request process,
to identify each data type and to provide sample data. Setting the minimum length to zero

(e. 9., MIDDLE INIT) permits a card to be generated without supplying any data for that field.
Variables 1 through 20 are reserved for Data Entry Variable Field Names. Variables 21 through
30 are reserved for mathematical calculations and formula assignments such as the DES Offset,
CVVICVC calculations. These fields are also used to identify, by sample data, how the
embossed Primary Account Number is to be separated. All additions to the Variable Info
Window will be added to the Drag & Drop Box located on the Card Layout Window, simplifing
card design.
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The steps below show how to include a card number.

Go to the first available ' Designer - C:\Program Files\MagTelc\ InteliCAT\Card Layouts'Sample2.CRD =[Ol
. File Utilities Help
Varlable a.nd type NUMBER 4= Click here to Drag and Drop Yariables onto the fields below
Yariable Info T Card Layout T Advanced
Lower Variables [Displayed) Upper Variables [Not Displayed)
T Jvan L 7 [pan
2 [ARsT 2 ] 2 [Pz
3 Jwooewt 1P z  [Fans
Double click on the o st . 2 fpena
- 5 [MONTH | % [sCoLCOFFSET
NUMBER field to open the Vein © = o
Advanced Variable I o : I
Information window. s [ | 5
o a ] o ]

Exported Data

Header

Data

Exported File Mame I

Trigger &pplication I

VARIABLE INFO ADVANCED FEATURE

The Designer must determine whether data may be manually entered or whether it may be read
from a pre-encoded magnetic stripe card or imported from a database, to collect information such
as a Name or a Variable Account Number for card creation. This advanced feature also gives
the Designer the ability to lock the keyboard for specific Field Names such as the Variable
Account Number (VAN). If the field is keyboard locked, the data must be imported from a
database or read from an existing magnetic stripe card. When the keyboard is locked, the
imported/read data may not be altered (it will be shown but the value will be grayed out).

=lolx|
Sample Data is required and has a two-fold purpose. First, the FIRST " "
sample Data identifies what type of data is required during data Length o Fisd o e
entry, i.e., numeric, alphanumeric, or hexadecimal. Second, Variatle Type [eoherumenz  x]

during card design, the “sample data” appears on the card when SarleDaia - [ioHi
Dragged and Dropped [~ Read from Magnetic Stripe

[ Keyboard Enabled

Read From Track Number .
To open the Advanced Variable Information window, double Lerghor st e
click on the variable name of interest. The information provided  ruececmseommesiee [
in this window will be used to read and parse information from a  oiiacenens om Peterence Chasete
magnetic stripe. The name variables (FIRST, MIDDLE INIT, DefaValie |
and LAST) do not require specific parsing information. The x|
program automatically finds and parses these variables from

track 1. Therefore, be sure to leave the Read from Magnetic Stripe selection unchecked.

Cancel |
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In the example shown,
double click on the SVC
variable name field. The
Service Code may be read
from an existing magnetic
stripe card or imported
from a database. Since
the Keyboard Enabled
box is unchecked, the
operator will not have the
ability to make a
correction.

In many instances, the data for card creation will be
imported from a database or read from a pre-
encoded card. If you do not want an operator to

have the ability to make any changes, uncheck the
Keyboard Enabled box for each Variable Name
field for which keyboard entry or modification is
not permitted. If the operator will have the option
to change the data in this field, click the Keyboard

Enabled box to allow manual changes.
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<+ Designer - C:\Program Files\MagTek\IntelliCAT Card LayoutsiSampleRePIN.CRD - Ellzl
File LUtiities Help
I < Click here to Drag and Drop Yariables onta the fields below
T Card Layout T Advanced
Lower Variables (Displayed] Upper Y ariables [Mat Displayed)
T fuan L 21 [P
2 [FRsT 12 22 [ranz
3 [MIDDLE T ] 2 [ranz
4 [lasT "o 21 [Fans
5 [MONTH B ] 25  [sCALCOFFSET
6 |vEsR & L
7 sve L 7
8 [TRaiLt B =
9 [TRaLz L 2
0 a 0
Exported Data
Header
Data
Exported File Mame I
Trigger Application I
' Advanced Yariable Information M=l
kin (LT
Length of Field |4 |4
"Warigble Type I Humeric - |
Sample Data |1 mo
[ Read from Magnetic Stipe
™ FKeyboard Enabled
Read From Track Mumber |2
Length ar Terminating |4
Character on kMagStipe
Reference Character on bMagStipe |=

Dizplacement from Reference Character |4

D efault ¥ alue

AR

ak.

Cancel |
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Default Values

Default values can be defined for any of the variables used in a card layout file. In cases where
the operator must enter information, the Default Value field will most likely be left blank. For
those variables that will usually contain the same information, as with the SVC variable above, a
default value can be defined. With some variables such as month and year, it might be desirable
to compute a value as shown in the examples below.

++' Advanced ¥arnable Information M=] E3
MONTH
kin [ EV
Length of Field |2 |2
"ariable Type INumeric ﬂ
Sample Data 12

¥ Read from Magnetic Stipe
™ Keyboard Enabled

Fead From Track Mumber |2
Length or Terminating |2
Character on kagStripe

Reference Character on MagStipe |=
Dizplacement from Reference Character |2

Default % alue |{CA|_I:MDNTH,—E}

" Advanced Yariable Information M=]E3
YEAR
Min Y
Length of Field E |2
Yariable Type INumeric j
Sample D ata ||35

¥ Read from Magretic Stipe
[~ Keyboard Enabled

Fead From Track Mumber |2
Length ar Terminating |2
Character on kagStipe

Reference Character on MagStipe |=
Dizplacement from Reference Character ID

Default Yalue I{EALEYE,&._H,Q}

Ok I Cancel | (]S Cancel |

The default values for month and year can be computed by combining the present month
({CALCMONTH}) or year ({CALCYEAR}) with a positive or negative constant. For example,
if the card will be valid for 6 months, set the default month to {CALCMONTH,+6} if the current
month is January through June or {CALCMONTH,-6} if the current month is July through
December. If the card will be valid for 3 years, set the month to {CALCMONTH} and the year
to {CALCYEAR,+3}. (Don’t forget to include the comma when including a constant.) Refer to
the SampleCalc.CRD file to see an example

Even though the date fields are automatically computed, there are still options on how the date is
presented to the operator. If the default values are not defined, naturally the operator will have to
enter the date so the Keyboard Enabled box will have to be checked. This option can still be
used even if the default values are defined thus allowing the operator to modify the computed
expiration date. If the operator should not modify the date fields, the Keyboard Enabled box
should not be checked. Finally, if the date fields should not even be shown to the operator, place
the MONTH and DATE variables into the Upper Variables range (21-30), which are never
shown on the Data Entry form.
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If you wish to emboss the card with a four-digit expiration date of three years from now, define a
variable (e.g., PRINTYEAR) and assign the default value to {CALCYEAR,+3,4). (Refer to the
SampleCalc.CRD file to see an example.)

Read from Encoded Card

In some applications, it will be necessary to read a cardholder’s card before beginning any
transaction. One example of this type of operation will be when the cardholder wishes to change
the PIN. (See the SampleRePIN.CRD file supplied on the Installation disk in the Card Layouts
folder.) In order to provide this capability, it is necessary to define which parameters (identified
by the Variable Names) will be required to be read from the card.

Each field of information on the card must be read and parsed into a named variable so that,
when the card is encoded, the same information can be re-encoded on the card. In this example,
the field where the offset is located must be identified and reserved for the new offset. While it
would not be necessary to parse each element of the cardholder’s name, it makes the presentation
more human readable. This example gives variable names to each of the different fields that
precede the offset on tracks 1 and 2. The trailing characters are grouped into single fields for
track 1 (TRAIL1) and track 2 (TRAIL2). These two variables locate and save all of the
characters trailing the offset field on the magnetic stripe. They may contain CVV/CVC or zeros,
or they may even be blank. Regardless of content, the newly encoded stripe will be identical to
the original data except that the value of the offset (SCALCOFFSET) will be new.

w* Designer - D:\Mag-Tek\InteliCAT\Card Layouts\S ampleRePIN.CRD

| | 7| <~ Click here to Drag and Drop Variables onto the fields below

I<

ariable Info T Lard Layout T Advanced
Lowser Variables [Displaped) Upper Variables [Not Displayed)

T fen L 21 [pan
2 lF\HST— 2 2 [Panz
3 [WIDDLE INIT L 2z [PaNd
4 st M 24 [Pena
5 [MONTH A 25 [$CALCOFFSET
Move your cursor to the [ : : = |
. B
Variable TRAIL2. — | - —— = |
\—-g’lw R A
. (L I kil
Double click left mouse i | '
on TRAIL2. oo
Dats
Exported File Mame I
Trigger &pplication I
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The Advanced Variable Information dialog box describes the following:

++ Advanced ¥ariable Information O] x|
TRAILZ2
Check Read from Magnetic Strip Min e
Length of Field ID IE
Disable keyboard modifications e s 1 [Numeric h
Sample D'ata 000000000
. . v Fead from Magnetic Stripe
Ide_ntlfy the Track where the data to be retrieve I Keyboard Enabled
resides.
ead From Track Mumber |2
Identify the length of the field to be read,/—VEEngthtor Te'ﬂ”aﬁsr}g- [2
or use reference characters as identifiers SIAEEt S HEd=tRe
/Heference Character on MagShipe |=
Identify the reference character of data to be re:d-/'l:lisplacemenl from Reference Character |12
Identify where the data resides in relation to th Default Value |
reference character selected above
]S Cancel |

Data Parsing

The Data Parsing feature allows data to be extracted from any of the tracks on the card. In the
example above, the trailing characters following the offset (12 characters from =) up to the end
of the track (?) will be stored in TRAIL2. If the length of the field is known, a length would be
inserted into the Length or Terminating Character field. If the field uses a variable length, the

terminating character, instead of a length, should be used.

The variables TRAIL1 and TRAIL2 in these examples have been included to illustrate how a

rePIN format should be defined. Usually when a card is being rePINned, only the offset will be
modified. Thus, all other characters on track 1 and track 2 should be left unchanged. The fields
preceding the offset are parsed and displayed. The data following the offset is collected into the

trailing fields for the two tracks.
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If the cardholder’s name is formatted according

to the 1SO standards, the program can extract the
first and last name, and middle initial. In cases,
where the name might be in a different format, the
parsing feature can be used to modify how the name
sub fields are extracted.

If the desired field does not follow the first
occurrence of the character shown in the Reference
Character on MagStripe field, you can enter
multiple reference characters to indicate which of
several is to be used. For example, to extract the
trailing characters from track 1, you would enter the
information shown. The data is 12 positions away
from the second (") field separator.

Any multiple of characters can be used but they
must all be the same character. If a nonstandard

++ Advanced Yariable Information =]

TRAIL1

Iiry [

Length of Field |n |2n
Wariable Type INumeric j
Sample Data Q0000ooooo0000000000
¥ Read from Magnetic Stripe
™ Keyboard Enabled
Fiead From Track Mumber I‘l
Length or Terminating I?
Character on tagStripe
Reference Character on kagStipe IM
Dizplacement from Feference Character I‘l 2

Default ¥alue I

Ok Cancel |

format is being used and the desired field follows the third equal sign on track 2, the Reference

Character would be “===",

Enable/Disable Modify

If an operator will be able to modify a data field, place a check (click box) in the Keyboard

Enabled box.

Paper PIN Setup

In order to use the Paper PIN feature, you will need to enter the necessary variables. Besides the
customer’s account number and other usual information, there are three additional variables that
need to be defined. Two of these variables are acquired from the paper form. The form serial
number and the scratch-off value will be entered on the Data Entry screen. These two values
will be transmitted to the IntelliPIN, which then determines the third variable - the customer’s
PIN ($PPEDPIN). Although, the customer’s PIN remains securely within the IntelliPIN, the
variable ($PPEDPIN) must be defined as one of the hidden variables so that the proper
commands can be sent to the IntelliPIN informing it to retain the PIN and compute the offset.
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The serial number variable can incorporate constants (to
simplify data entry if all forms begin with the same
digits) or it can require the full serial number to be
entered. In the example, it is assumed that the first 8
digits are fixed and only the last 4 digits will be entered
by the operator.

The scratch value (customer’s encrypted PIN) will be
defined with enough characters to contain the 4 to 6
digits of the customer’s encrypted PIN. The Variable
Type for this variable must be set to Alphanumeric since
the encrypted PINs contain letters as well as digits. The
name ScratchValue is an example but it can be any name
that you choose.

SNLast4
in (GET

Length of Field |4 |4
Warable Type INumeri-: vI
Sarnple Data |1 734
[~ Read from Magnetic Stipe
¥ Keyboard Enabled
Read From Track Number |2
Length or Terminating ID
Character on kMagStripe

Reference Character on MagStripe I;
Dizplacement from Reference Character IEI

Drefault Vv alue I

s Caticel |
+' Advanced ¥ariable Information - O] x|

ScratchValue
bdin bd &

Length of Field |4 |4
Wariable Type I.t’-‘«lphanumeric vI
Sarnple Data |,.f_\39\.f

™ Read from Magnetic Stipe
v Eeyboard Enabled

Read From Track Mumber |2
Length or Terminating ID
Character on MagStripe

Feference Character on bMagStripe I;
Dizplacemett from Reference Character ID

Default Y alue I

] 4 Cancel |
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+« Designer - C:\Program Files\WagTek\RPSACard LayoutsiSample2.CRD

File Utilities Help
‘ ‘ ﬂ <= Click here ta Drag and Drop Wariables onta the fields below Since the Variables get
Yarnable Info T LCard Layout T Advanced - -
Lower Vaniables [Displayed) Upper Variables (Mot Displayed) prgcessed Ir;;eEq[l)Jngt\llal
T fvan U T 21 [Pant or erbl b d
2 [FRsT 12 [ShLastt @2 ez | riable must be entere
S CIA N = [P into the variable list at a
4 o .
: mm . o }:ﬁ::ww Iocatlpn lower than th_e
6 [veen o ® [FCALCORFSET o resulting cryptographic
17
‘ :jgg:i; . b }D’C" value. In the example here,
s oo 9 = $PPEDPIN, (variable 25)
10 Jsrere = - ] will be computed before
St ~$CALCOFFSET (variable
our | 26) will be computed.
Exported File Mame |
Trigger Application |

After defining these three additional variables, open the Advanced tab to enter the proper formula
in the P-PED_section of the form.

The SN Formula field &
indicates how the B =
entire serial number

ﬂ <= Click here to Drag and Diop Yaiiables onto the fields below

- Ealiablemm\ T LCard Layout T
will be processed. oo I Np— ~ AN nfo
There can be some EIN 123456 SN Formula [50589814(5H o m
. .. . . BIN Length |E_ PAM 1 Start |1_ PAN 1 End|4_
flxed d | g ItS (8 N th IS R Formula |{Scratchiyalu
I ) fol Iowed by Ref Char l_ - Identifierlz_ PN 2 Start i PAN 2 Endﬁ
eXamp e Dlsplacementlg_ FAN 3 Start [g PAN 3End[12
the appropriate field o
- Difset Info PANGStat [ PANSEnd[
name as ente red Offset Length |4_ tax PIM Length |4_ PaN Famula I12345B{\u"AN}
abOVe . I n the Oifset Fief |=— W Display cryptographic values ™ Veiify Check Digit Fomula W
eXam p I e, the Displacemert [ ™ Require Old FIN I Veiify Batores Encode I
formula is Valdaton Fomda 123456 {vAN)  EVC Block 1 Formn [123456 08N
505898 14{8 N Last4}. ey ity B CVE1 Block 2Fomula [(YEARHMONTH 01000000000
Decimalizatian Table (12345678301 2345 CYC2 Block 2Fomula |
The braces =y Left key |dentifier |2
(“{" and “}”) are Used Py W alidation Formula | Fiight Key Identifier |3
to place the variable P Lengh [ r BenkID |
information into the e ' A
Left Kep | dentifier I PANT ype l— ‘alidation Farmula
fO rmu I d. Flight Kep Idertfier I_ Dizplacement l_ I

84



Section 5. Designer

The RV Formula field identifies the variable that contains the “Revealed Value” from the
customer’s paper form. In this example, the field contains {ScratchValue}. Again, be sure to
include the braces.

The Key Identifier will usually be set to z (lower case zee) since that key is used with all of the
MagTek forms. If other forms are being used, an alternate key may be loaded using the Key
Injection module. Then, the appropriate key identifier must be indicated in the Key Identifier
field. (The Key Injection module automatically loads the proper P-PED key into location z
whenever injecting the Session Key.)

EXPORTING DATA

In addition to automatically logging each transaction, it is possible to send information from the
transaction to some other program. The Exported Data section defines what variables are to be
sent and where the information will be stored.

Built in Variables

In addition to 30 variables that can be defined by the user, there are a few built in variables that
can be included in the exported data file. As already shown above, the built in variables
{CALCMONTH} and {CALCYEAR} have been included to provide default dates. Similarly,
the current date and time can be included in the exported data file. The four built in variables are
shown in the table below.

Variable Name Description

$CR Carriage Return

$LF Line Feed

$TIME Current Time in the format specified by
Control Panel e.g., 9:18:32 AM

$DATE Current Date in the format specified by
Control Panel e.g., 7/30/2001

These variables are available in the Drag and Drop box at the top of the window or they can be
manually inserted. When typing these built in variables be sure to include the braces; if the
variable is dragged from the pull down box, the braces will automatically be included.
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Exported Data Fields

H +«' Designer - C:\,Program Files'MagTek' IntelliCAT  Card Layouts'SampleExport.CRD ;lglﬂ
The !—|eader flelq ooy s : i e
prOVldeS the OptlonS tO I <=~ Click here to Drag and Diop Yariables onto the fields below
include a header line in T I Cadlaon I pm—
the exported flle The Lower Variables [Displayed) Upper ¥ ariables [Mot Displayed)
information in the field o "o o [re

will be copied into the Frsr 2 [ a2 [

1

2
- . . 13
file when the file is ; m:w M : o
created. This giveS the 5 aontn 15 ] 25  [SCALCOFFSET
option to label the N CE : | % [wobin

27

contents of the : |—| o | - |
subsequent records. If s [ | e
this field is left blank, LA 2 &
l_qo Ihec?dder Wi I I be Ef:;i:DD;ata, Time, Branch, PAM, Mame, Oftset$CRH$LF}
included.

Data “$DATE Y $TIME} " $ORGLOCATIONY "1234860ANF "FIRSTHLASTY",
“{$CALCOFFSET ) $CRHELF)

The Data fl e I d Specifl es Exported Fils Mame IE:\F‘mglam FilesttaaT ek nteliCAT \Heports\ExportD ata C5Y
Wh i Ch Variab]es are to Trigger Application |E W pdpplicationshS endHost exe
be included and in what

order the variables are supplied. The format of the file is defined by how the field is constructed.
In the example shown here, the file will be constructed as a comma separated values (CSV) file.
This is a common format that can be used to exchange information between programs. The
variables can be inserted into the field by dragging the values from the Drag and Drop box at the
top of the window. It is also possible to directly type information into the field. The use of
quotation marks is required when any literal characters are included (e.g., spaces) but quotation
marks can be used on all data fields.

After each transaction, this record will be appended to the file designated in the Exported File
Name field. This file can then be interrogated by some other program, which is continuously
running, that is looking for the file. Or, the information can be stored up until the end of the day
at which point a special report can be generated.

Optionally, a specific program identified in the Trigger Application field can be triggered (or
called) after each transaction. For example, if it is necessary to send the transaction to a remote
location, the Data Entry module will start the application (C:\MyApplications\SendHost.exe in
the example) so the application can operate on the information or transfer it, perhaps via a phone
line, to a remote location.

This example is included with the sample files on the installation CD in SampleExport.CRD.
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Organization Variables

There are a number of user-defined variables associated with the organization. These variables
can be defined by using the Configuration module. Although the variables have names
associated with them, it is totally up to the user as to how the name is applied and how it is used.
The variable names are: SORGNAME, $SORGUNIT, SORGLOCATION, $ORGNODE,
$ORGUSER1, $ORGUSER?2, and $ORGUSERS3. These names can be inserted into the header
and data fields of the Exported Data shown above. They can even be used as part of the
Exported File Name.

As an example, the header on the exported file may need to include the branch number. Assume
that the branch number was assigned to the SORGLOCATION variable. The Data field then
might look like this: {SORGLOCATION}, {$DATE},...

If it would be desirable to create a unique file for each branch, the file name might look like this:
N:\IntelliCAT\Reports\{$ORGUNIT}{$SORGLOCATION}EXp.CSV.

CARD LAYOUT FOLDER

The Card Layout window has an image of a blank card, front and back with a Coordinates
section below it. The top five lines of this section are used to place text data on the card. Below
the text fields, there are 3 blank lines, identified as Track 1, 2 and 3 used to define the magnetic
information. This is where the encoded data will be placed.

The Card Layout window allows you to fill in, the constant and variable data elements required
to produce a card. All constant data, unique data (variable) and mathematical calculations will
be displayed on this window. During the setup process, the constant data is manually entered
one time and becomes permanent on the card template. Data Entry Variable Field Names (pre-
selected under Variable Info window) and mathematical functions may be selected and used by
clicking on the Drag and Drop box located on the upper left hand corner of the window.
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v+ InteliCAT Designer - C:\Program Files\M ag-Tek\IntelliCATACard LayouthATk12New.CRD

File Help

Drag and - _ .
¥ | ¢ Click here to Drag and Drop Y ariables onto the fields below
Drop box
Yariable Info T Card Layout T Advanced
¥ Show info on Card
Hi Coercivity - 2750
1234 5678 9012 3456
JOHN Q CARDHOLDER
TeXt — Coordinate: « ¥
v OCR 0401 (0843 |[{PANTY{PAN2} {PAN3} {PAN4}
seCt'On Pb7 Gothic 0401 0500 {FIRSTHMIDDLE INITHILAST}
" Gothic  [oao7_ [0340
I"lGothic  [oani  [0175
[leoenic  [3an7 0000
A v Track 1 ZB123456 0 AN LASTIAFIRST) {MIDDLE INIT {YEARHMONTHOM0{$C  B8/78
Magnetic P/ Track2  [1234560/4N}={YEARHMONTHH 0{$CALCOFFSE TIO(EVET}? 35/39
H I~ Track 3
section
Topper Calor lm Coercivity Im

Before you begin, familiarize yourself with the list of Data Entry Variable Field Names which
are located in the Drag and Drop Box located on the upper left hand corner of the Card Layout
Window. If, after reviewing the Data Entry Variable Field Names list in the Drag & Drop box,
you determine that you need to add additional Variable Field Names, go to the Variable Info
Window by clicking on the Variable Info tab. Here you may add, delete and/or modify the list.

The IntelliCAT System default is to Show info on Card during card production. This message
appears at the top, on the front face, of the sample card. If you do not want any card information
visible to the public during card creation, un-check this box.

The entries in the text section define what gets embossed on the card and where it will be
located. The check box to the left indicates if the line will be included on the card. The names
next to the check boxes identify what character font will be used when the card is embossed. If
you wish to change the embosser font, right click on the name until the desired font name
appears. The choices are OCR, Gothic, Indent, and MC. OCR is usually used for embossing
the PAN while Gothic is used for the cardholder’s name, date and other text that is embossed.
Indent and MC are used to indent print (not emboss) information on the back of the card.

The coordinates in the X and Y columns are used to define where information is placed on the
card. The values are in tenths of an inch. The X entry defines the distance from the left edge of
the card to the center of the first character on the line. The Y entry defines the distance from the
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bottom edge of the card to the centerline of the line of text. For example, to place the PAN at the
ISO-specified location of 0.401” from the left and 0.843” from the bottom, enter 0401 for X and
0843 for Y.

Defining Track Data

The lines identified by Track 1, Track 2 and Track 3 are used to specify what data gets
magnetically encoded on a cardholder’s card. The entries in this magnetic section are the same
regardless of which CPD is chosen to produce the card.

++ IntelliCAT Designer - C:\Program Files\Mag-Tek\InteliCATCard LayoutATk12New CRD

File Help

I Im 'l <= Click here to Drag and Drop Yariables onto the fields below

Warizble Info T Lard Layout T Advanced
¥ Show info on Card

Hi Coercivity - 2750

1234 5678 92012 3456

JOHN Q CADDHOLDED

i~ Coordinate:

[¥| OCR 0401 [o243 [(PANT}{PANZ} {PANZ) (PAN4}
¥ Gothic  [nami _ [0600_ [{FIRSTHMIDDLE INIT} (LASTY
" cothic [p4m_ [0340
" goenic  [iam | [0175
[“lGothic  [0a07  [000D

V| Track 1 %B1234560vANLASTIAFIRS T} {MIDDLE INITH{YEARHMONTHH 010{$C  B8/78
¥ Track 2 1234560 M ={VEARHMONTH N 01{$CALCOFFSE THO{CVE}? 35/39
I~ Track3

Topper Color

Coercivity  [4j Corcivin - g'

\

Select Coercivity of
magnetic stripe. (HiCo,
LoCo, or Auto).

Fill in the constant and
variable data to be
ENCODED on Tracks 1, 2,
& 3 and include If using the Embosser,

mathematical functions specify the topper color.
such as offset and/or

CVV/CVC calculations.
Note

On the right margin of Track 1, 2 and 3, the IntelliCAT System keeps count of the
number of characters/spaces used and it will not allow you to exceed the
maximum track length. The LRC for each track is software calculated and is
automatically inserted. It is not used in the total count of characters on a track.
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Fill in Track 1 Data

Note

Refer to Appendix C, IntelliCAT Designer Worksheet, for Track
Layout Worksheet.

Fill in Encoding Data for Track 1 (Track 1 Encoding Layout Sample)

9%B123456{VANI{LAST}{FIRSTHMIDDLE}{YEAR}MONTH}1010{$CALCOFFSET}

00000000{CVvC1}000000?

Track 1 is an alphanumeric track that has 79 useable positions including Start Sentinel,
End Sentinel and LRC (Longitudinal Redundancy Check Character). A sample of Track 1 Data
is noted above. Each component will be identified individually below.

You may use the Drag and Drop box located on the upper left hand corner of this window to
drag and drop the Variable Data Elements, including the Start and End Sentinel and Field
Separators that are required for encoding each track. The Drag and Drop variables are
automatically inserted at the end of the track field. The constant data must be key entered.

Start Sentinels, Field Separators and the End Sentinel characters are referenced in the Drag and
If you use the Drag & Drop box to select these specific characters, Designer will
assign the appropriate constant data character respective to the track.

Drop box.

Item Constant/Variable | Data Elements For Track 1 Encoded Format
or Formula

1 Constant Track 1 Start Sentinel %

(percentage sign)

2 Constant Format Code B

3 Con/Var Primary Account Number 123456{VAN}

4 Constant Track 1 Field Separator (caret) | »

5 Variable Cardholder Name {LAST}{FIRST} {MIDDLE}

6 Constant Track 1 Field Separator (caret) | »

7 Variable Expiration Date {YEARKMONTH}

8 Constant 1010 Constant data (Interchange
Designator and Service Code with
zero filler

9 Formula Calculated Offset {$CALCOFFSET}

10 Constant 000000 Constant Data (zero fillers)

11 Constant End Sentinel (question mark) ?
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Data Item 1 — Track 1 Start Sentinel (%)
The first data Item to be recorded on Track 1 is the Start Sentinel (SS) identified as a
percentage sign (%). It is critical that you begin with the SS. If you fail to record this
character, your encoding format will not work.

Data Item 2 — Format Code B
A format code is used to identify where the name field will be located on the track. For our
purposes, Format B has been selected. Format Code B specifies that the Name Field be
recorded after the Primary Account Number (PAN field). Format B is the most commonly
used format today. Sample of Track 1 data using Format B is noted below.

% B 1234123412341234 ~SMITH/JOHN J ~ 49121200000 ?

Format Code A specifies that the Name Field be recorded immediately after the Format Code.
Sample of Track 1 data using Format A is noted below.

% A SMITH/JOHN J ™ 1234123412341234”™ 49121200000 ?

Data Item 3 — Primary Account Number 123456{VAN}.
The Primary Account Number (PAN) is recorded next as 123456{VVAN}. This formula
includes the constant (BIN) and variable (VAN) portion of the PAN field.

Data Item 4 — Track 1 Field Separator (")
The first Field Separator on Track 1 separates the Primary Account Number from the Name
Field. Itis recorded as a Caret sign (").

Data Item 5 - Cardholder Name
The name is encoded as follows {LAST}/{FIRST} {MIDDLE}.

Data Item 6 — Track 1 Field Separator (")
The second Field Separator on Track 1 separates the Name Field from the Discretionary Data
Field. Itis also recorded as a Caret sign ().

Data Item 7 — Expiration Date
The encoded expiration date is formatted {YEAR}MONTH}.

Data Item 8 — Constant Data 1010
The next data Items to be encoded are constant on all cards and in this sample are defaulted at
1010. The 101 is the Interchange Designator and Service Code (see ISO (International
Standards Organization) documentation for additional information on Interchange Designator
and Service Codes). The trailing zero (0) is just a filler.
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Data Item 9 — Offset Calculation {$CALCOFFSET}
This function requires that a Cardholder selects a PIN during the card request process. The
field is formatted {$CALCOFFSET}. The location of the DES PIN Key in the IntelliPIN is
required.

Data Item 10 — Constant Data 000000
The next data Items to be encoded are constant on all cards and in this sample are defaulted at
000000. The 6 zeros are just used as fillers.

Data Item 11 — End Sentinel (?)
The last data Item to be recorded on Track 1 is the End Sentinel (ES) identified as a question
mark (?). Itis critical that you end with the ES. If you fail to record this character, your
encoding format will not work.

Fill in Track 2 Data
;123456 {VAN}={YEAR}{MONTH}101{$CALCOFFSET}0{CVC1}?

Track 2 is a numeric track that

has 40 Useable pOSitiOI’lS mr Designer - C:\Program Files\Mag-Tek\IntelliCAT\Card Lapout\Tk12New.CRD
inCIUding Start Sentinel’ End li—v < Click here to Drag and Drap Variables nto the fslds balow
Sentinel and LRC (Longitudinal el T Cord Layout I adhance
v Show info on Card
Redundancy Check Character).
A sample of track 2 data is noted Sl 2
above. Each component will be 1234 5678 9012 3456
identifled JOHN O CAPDHOLDER
r~ Coordinal
You may use the Drag and DI’Op I OCR ﬁ 054; (PANT) (PANZ {PANY [PANAY o
¥ Gothic 0401 0500 {FIRSTHMIDDLE IMIT} {LAST} _[

Box located on the upper left hand e o ]
corner of this window to drag and [ oommas o oo S

. W Track 1 %81234560AN)LASTIAFIRS T {MIDDLE INITFIYEARHMONTHI0M0{3C  B8#7:
drop the Variable Data Elements '::m::i 123 45GVAN =L EARHMONTHF1 0 SCALCOFFSE TIOCVCT 7 3539
that are required for encoding.
You may manually enter constant e e Il S ricomcivy 23]
data and you may cut and paste
data that has already been

recorded on Track 1.

Start Sentinels, Field Separators and the End Sentinel characters are referenced in the Drag Box.
If you use the Drag & Drop box to select these specific characters, Designer will assign the
appropriate character respective to the track.
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Iltem | Constant/Variable | Data Elements For Track 2 Encoded Format
or Formula

1 Constant Track 2 Start Sentinel (semi-colon) ;

2 Constant/Variable Primary Account Number 123456{VAN}

3 Constant Track 2 Field Separator (equal sign) =

4 Variable Expiration Date {YEARK{MONTH}

5 Constant 1010 Constant data (Interchange
Designator, and Service Code
with zero filler

6 Formula Calculated Offset {$CALCOFFSET}

7 Constant End Sentinel (question mark) ?

Data Item 1 — Track 2 Start Sentinel (;)
The first data Item to be recorded on Track 2 is the Start Sentinel (SS) identified as a Semi-
Colon (;). Itis critical that you begin with the SS. If you fail to record this character, your
encoding format will not work.

Data Item 2 — Primary Account Number 123456{VVAN}.
The Primary Account Number (PAN) is recorded next as 123456{VVAN}. This formula
includes the constant (BIN) and variable (VAN) portion of the PAN field.

Data Item 3 — Track 2 Field Separator (=)
The Field Separator on Track 2 separates the Primary Account Number from the
Discretionary Data Field. It is recorded as an equal sign (=).

Data Item 4 — Expiration Date
The encoded expiration date is formatted {YEAR}MONTH}.

Data Item 5 — Constant Data 1010
The next data Items to be encoded are constant on all cards and in this sample are defaulted at
1010. The 101 is the Interchange Designator and Service Code (see ISO (International
Standards Organization) documentation for additional information on Interchange Designator
and Service Codes). The trailing zero (0) is just a filler.

Data Item 6 — Offset Calculation {$CALCOFFSET}
This function requires that a cardholder select a PIN during the card request process. The
field is formatted {$CALCOFFSET} . The location of the DES PIN Key in the IntelliPIN is
required.

Data Item 7 — End Sentinel (?)
The last data Item to be recorded on Track 2 is the End Sentinel (ES) identified as a question
mark (?). Itis critical that you end with the ES. If you fail to record this character, your
encoding format will not work.
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Fill in Track 3 Data

Fill in Data Items for Track 3 (Track 3 Encoding not used in the sample).

Track 3 is a numeric track that has 107 useable positions including Start Sentinel, End sentinel
and LRC (Longitudinal Redundancy Check Character).

If you choose to record information on Track 3, remember to start your data entry with a Start
Sentinel and end it with the End Sentinel. The Start Sentinel for Track 3 is a plus sign (+).

Start Sentinels, Field Separators and the End Sentinel character are referenced in the Drag Box.
If you use the Drag & Drop box to select these specific characters, Designer will assign the
appropriate character respective to the track.

Select Topper Color

When embossing, the topper color for the embossed characters can be specified here. This
setting should correspond to the installed color so that the ribbon temperature is properly
controlled.

Select Coercivity

The IntelliCAT can encode low and high coercivity magnetic stripe material. It can even
automatically determine the coercivity level. Select the coercivity of the magnetic stripe.

Usually HiCo is set to 2750 and LoCo is set to 300. The Auto selection is valid for the
IntelliCoder; it has no meaning for the Embosser.

ADVANCED FOLDER

The Advanced folder identifies information relating to the Bank Identification Number {BIN},
the Offset, the Primary Account Number {PAN}, and the CVV/CVC formulas. This folder also
provides the relevant information pertaining to Visa DES and calculation of PVV values and
keys. It also gives the operator freedom to manipulate the formulas selected earlier in Designer.

If the financial institution uses multiple algorithms such as standard DES as well as Visa DES in
which a PVV must be calculated, the Advanced Window allows the Designer to enter the
information related specifically to Visa DES.
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+« Designer - C:\Program FilesWagTek\RPS\Card Layouts\SamplePPED.CRD
File Utlities Help

| | j ¢ Click here to Crag and Drop Yariables onto the fields below

Wariable Info T LCard Layout T
BIN Info P-PED PAN Info
BIN . SN Formda. [STSEIETIEN VN Length [l
BIM Length |5_ PR ,m PAN 1 Start |1_ PAN 1 End,4_
Ref Char l_ Kep dentiic ,Z_ PAMN 2 Start ,5— PaN 2 End ,8_
Dizplacement ID_ PAMN 3 Start ,9_ PaMN 3 End ,T
PAN 4 Start ,T PaN 4 End ,T
Offset Info PAMSStt [ PANSEnd[
OffeetLength [4  MaxPiNLlength  [4 PaN Formula [123456 044N}
Offset Ref = Display coptographic values [~ Verity Check Diait Formula |1236340vAN}
Displacement |8 [~ Require DIdFIN [~ Werify Before Encode |
Veldatian Fomudal 123456 (/AN) o Bk 1 Fomuie [1234560AN}
Rl iey I CVCT Block 2 Formula [ (YEARHMONTH} 01000000000
Decimalization Table | 0123456783012345 CVCZ Block 2 Formula |
By Left Key |dentifier N
Py alidation Formula [ Right K.y | dertifier ,3_
[ e
Pk l— Walidation Length l_
Left Key Identifier [ FYNType | Yalidation Farmula
Right Key Idenifer [ Displacement| |
Note

If any changes are made in the Advanced folder, corresponding
changes may have to be made in the Variable Info and Card
Layout folders as well.

BIN Info Section

. —BIM Info

The BIN Info box lists the BIN, the BIN length, the Reference =~
L : o BIN EE

Character (Ref Char), and Displacement selected earlier in the 123456
Designer. If this information is not correct, you may change it now | BNLength [g
without having to redesign the entire card format. Note: the BIN RefChar [
location must be identified correctly if you intend to import data Displacement[7
from a pre-encoded card by using the IntelliPIN read function.
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Paper PIN Section
This section is used to define how the Paper PIN will be collected and computed.

The SN Formula field indicates how the entire serial number will be processed. There can be
some fixed digits (8 in this example) followed by the appropriate

field name as entered above. In the example, the formula is ~PFED
50589814{SNLast4}. The braces (“{” and “}”) are used to place SN Formula 505895145

the variable information into the formula.
R Formnula I{Su:ratu:h‘v“alu

The RV Formula field identifies the variable that contains the Koy Identifierlz
“Revealed Value” from the customer’s paper form. In this

example, the field contains {ScratchValue}. Again, be sure to
include the braces.

The Key Identifier will usually be set to z (lower case zee) since that key is used with all of the
MagTek forms. If other forms are being used, an alternate key may be loaded using the Key
Injection module. Then, the appropriate key identifier must be indicated in the Key Identifier
field. (The Key Injection module automatically loads the proper P-PED key into location z
whenever injecting the Session Key.)

Offset Info Section

The Offset Info box lists the Offset — Offzet Info

Length, the Offset Reference (Ref) OffsetLength [4 Max PIN Length [«

character, and the Offset Displacement
S . . Offzet Ref |= v Di i
selected earlier in Designer. If this V' Display crypiographic values

information is not correct, you may Tiepleee | I Require Oid PIN
change it now without having to redesign
the entire card format. If you want the

Walidation Faormula |123458{‘J.-’-‘-.N}

offset shown on the PC screen after the Keey |dentifier [2

consumer has completed PIN selection, Decimalization T able |012345675901 2345
check the Display Cryptographic Values

box.
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RePIN Setup

The IntelliCAT can be configured to require a Cardholder to enter the old PIN before selecting a
new PIN. Additionally, there is an optional operator override that can allow a PIN change even

if the cardholder does not know the old PIN.

To enable this function, you will first have to define a
variable from the card that is going to be used as the
comparison field. For example, you can identify the

location of the offset on the card as “CARDOFFSET”.

This name will be entered in the Advanced Variable
tab into one of the variable locations. If you wish to
show the offset on the Data Entry window, choose a
variable number 1-20; if it is not to be shown, select a
variable 21-30. Double-clicking on this variable will
allow you to define where the offset is stored on the
card as shown in the figure at the right.

++ Advanced ¥ariable Information

CARDOFFSET

i [GEH
C——
INumeric 'I

Lenath of Field

Wariable Type

Sample Data |1 34
W Read from Magnetic Stripe
™ Kepboard Enabled

Read From Track Mumber

Lenath or Terminating
Character on MagStripe

Reference Character on MagStipe

Dizplacement from Reference Character IB

Default Yalue I

ar. Caticel |

S =] 3
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After defining the variable, go to the

~ Dffset Inf

Advanced tab and complete the Offset =Hee e

Info section making sure that the Offset Length [4 Max PIN Length  [4
validation information matches exactly DffsetRef = [ Display cryptoaraphic values

the information on the original card

. : Displ . :
setup. Click the Require Old PIN box spscement |3 W Fequie DPIN _.._|

to set the check mark. Then click on
the browse box following the text. This

alidation Formula |1234EE{"MN}

will bring up the RePIN Options dialog K.ey |dentifier [2
box. Decimalization Table [0123456789012345

When the cardholder’s card has been read, all of
the specified variables will be shown on the Data
Entry window. The offset from the card (e.g.,
CARDOFFSET) will be compared to the offset
that is generated (SCALCOFFSET) when the
cardholder enters the old PIN. The RePIN Options
box requires you to specify the Function to
Compare. This allows selection of the
CALCOFFSET, PVV, or IdentiKey values. The
Variable to Compare indicates what field from the
card to use for the comparison (be sure to show the
variable name in braces). If the cardholder does
not know the old PIN and you wish to allow an
operator or supervisor to override the transaction,
check the Allow Supervisor Override box then
choose the Minimum Level for Override (1-5).
This feature allows dual control over the PIN

RePIM Optionz

Function to Compare Wariable to Compare

I{mHDDFFSET}

FCALCOFFSET Yl

v Allow Supervizar Overide

Mirirmurn Lewvel for Owerride Ig vI

k. Cancel Apply

change operation in cases where the old PIN is not known. Click the OK button when all

information has been entered.

Validation Formula

As discussed earlier, Validation data consists of all or part of the Primary Account Number
(PAN). Validation Data is simply a 16-digit continuous string of characters unique to the
cardholder. It usually consists of constant data (the data that will be encoded on every
customer/member card (Constant) such as the BIN), and the variable data (the data that is
different (Unique) on each customer/member card such as the account number). For our
purposes, we refer to the unique portion of the Primary Account Number as the Variable

Account Number (VAN).

98



Section 5. Designer

The Primary Account Number usually is a length between 16 and 19 digits. In some cases, it
may be fewer than 16 digits. If your Primary Account Number is fewer than 16 digits in length
or if you use fewer than 16 digits, refer to "Nonstandard Validation Formula”, below .

16-digit Account Number

Assuming the Primary Account Number is 16 digits in length consisting of the 6 digit constant
{BIN} {123456}, the unique/variable 9 digit {VAN} (888888888) (manually-entered Variable

Account Number) and a calculated check digit {9}, the following example is used to identify the
most utilized Validation Formula.

Example of Validation Formula: 123456{VAN}MOD10}

DATA TYPE SAMPLE CARD DATA DESCRIPTION

B = {BIN} 123456 (constant on all cards)

M = {VAN} 888888888 (unique to cardholder)

C ={MOD 10} check digit 9 (software calculated)

112 |3|4|5|6|8|8|8 |88 |88 ]81]819 PRIMARY
ACCOUNT #

VIVIVIV IV |V |V |V |V |V |V |V ]|V |V ]|V ]|V VALIDATION
DATA

B|/B|B|B|B|/B| M| M|M|M|IM|IM|M|M|M|C DATATYPE

1 |2 [3 |4 |5 |6 |7 |8 |9 |10]11 |12 |13 |14 |15 |16 |17 |18 | 19 | 19 POSITIONS (MAX)

If the IntelliCAT System is set up to verify the check digit, the operator would be required to
manually enter the unique/variable 10-digit {V AN} (8888888889). In this case, the Validation

formula would be as follows:

Example of Validation Formula: 123456{VVAN}

DATA TYPE SAMPLE CARD DATA DESCRIPTION

B = {BIN} 123456 (constant on all cards)

M = {VAN} 8888888889 (unique to cardholder)

112 |3 |4|5|6 |8 (8|8 |88 |8 |88 1819 PRIMARY
ACCOUNT #

VIVIVIVIV IV |V |V |V |V |V |V ]|V |V |V |V VALIDATION
DATA

B|/B|B|/B|B|/ B/ M MM|M|IM|IM|IM|M|M|M DATATYPE

1 |2 |3 |4 |5 |6 |7 |8 |9 |10]|21 |12 |13 |14 |15 |16 |17 |18 |19 | 19 POSITIONS (MAX)
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19-digit Account Number

Assume that the Primary Account Number is 19 digits in length. The 6 digit {BIN} (123456) is
constant. The operator will key enter the unique/variable 12 digit {\V AN} (888888888888) and
the IntelliCAT System will calculate the last digit, the 19" digit, as a MOD 10 check digit (9).

DES requires 16 digits of Validation Data, so you have to specify which digits are used in the
calculation. In this example, digits 4 through 19, the last sixteen digits, are used in the
calculation. This means that the first 3 digits of the Primary Account Number are not included in
validation data. A portion of the BIN is included in the Validation Data so we must identify it as
constant data. The {VAN} (888888888888) is also included as well as the {MOD10} Check
digit (9). In this case, the Validation Formula would be as follows:

Example of Validation Formula: 456{VAN}{MOD10}

1/2|3|4|5|6|8|8|8|8|8|8|8|8 |8 |88 |8 |9 |PRIMARY

ACCOUNT #
VI IVIVIVIV IV IV IV IV |V |V |V |V |V |V |V |VALDATION

DATA

B|/B|B|B|B| B/ MM MM|IM|M|M|M|M|M|M|M|C |DATATYPE

1 |2 |3 J4 |5 |6 |7 |8 J9 J10]11 121314 |15 |16 |17 |18 |19 | 19POSITIONS (MAX)

DATA TYPE SAMPLE CARD DATA DESCRIPTION

B = {BIN} 123456 (constant on all cards)

M = {VAN} 888888888888 (unique to cardholder)

C ={MOD 10} check digit 9 (software calculated)

If the IntelliCAT System is set up to verify the check digit, the operator would be required to
enter the unique/variable 12 digit {PAN} plus the MOD 10 Check Digit (8888888888889), 13
digits in total. In this case, the Validation formula would be as follows:

Example of Validation Formula: 456{VVAN}

112 |3 |4|5|6 |8 |8 |8|8|8 |8 |8 |8 |8 |8 |8 |8 |9 |PRIMARY
ACCOUNT #

VIV IV |V |V |V |V |V |V IV |V |V |V |V |V |V |VALDATION
DATA

BB(B/B/B/BIMM MM M M MM|M|IM M|M|M|DATATYPE

1 |2 |3 ]als |6 |7 |8 |9 |10]11]12]13]14]15]16]17]18]19] 19pP0siTiONS (MAX)

DATA TYPE SAMPLE CARD DATA DESCRIPTION
B ={BIN} 123456 (constant on all cards)
M = {VAN} 888888888889 (unique to cardholder)
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Note

Although the last digit is a check digit, it must be entered by the operator. It is
not calculated in this example.

Assume that the Primary Account Number is 19 digits in length. The 6 digit {BIN} (123456) is
constant. The operator will enter the unique/variable 12 digit {VAN} (888888888888) and the
IntelliCAT System will calculate the 19™ digit, the MOD 10 check digit (9).

DES requires 16 digits of Validation Data, so you have to specify which digits are used in the
calculation. In this example, digits 3 through 18 are used in the calculation. This means that the
first 2 digits of the Primary Account Number and the last digit, the check digit, are not included
in Validation Data. A portion of the BIN is included in the Validation Data so we must identify
the portion that is used as constant data (3456). The check digit is also not included in the
Validation Formula. In this case, the Validation Formula would be as follows:

Example: 3456{VAN}

1/2|3|4|5|6|8|8|8|8|8|8|8|8 |8 |88 |8 |9 |PRIMARY

ACCOUNT #
VIVIVIVIV IV |V IV |V |V |V |V ]|V |V |V |V VALIDATION

DATA

B|/B|B|B|B| B/ M M MM|M|M|M|M|M|M|M|M|C |DATATYPE

1 |2 4 [5 7 [8 |9 J10J11 1213141516 [17 | 18 [ 19 | 19 POSITIONS (MAX)

DATA TYPE SAMPLE CARD DATA DESCRIPTION

B = {BIN} 123456 (constant on all cards)

M = {VAN} 888888888888 (unique to cardholder)

C ={MOD 10} check digit 9 (software calculated)

Note

In the above scenario, the check digit is calculated and added to the Primary
Account Number, however, it is not included as part of the Validation Data. If the
IntelliCAT System is set up to verify the check digit, the last digit noted under data
type would be changed to an M for Manually Entered VAN.

Non Standard Validation Formula

For those customers who do not have or do not use all 16 digits of the Primary Account Number
as Validation Data, the following Validation formula is used as an example.
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In the example below, there is no single element that can be used to identify the Validation Data
so we developed a methodology whereby you can identify the Validation Data by position. You
have to use the PAN Info Section on the Advanced Window in the IntelliCAT System Designer
to establish a starting and ending position for the Validation Data. We typically reserve PAN5
for this situation.

In this example, a portion of the BIN (3456) is used as Validation Data. There is a 10 digit key-
entered unique/variable VAN (8888888889), but only 9 of the digits are used as Validation Data.
The Validation Data in this example is only 13 digits in length. We will identify the Validation
Data by a starting and ending position and refer to it as {PAN5}. This assumes that PAN5 is
entered as a variable and filled-in in the Advanced Window.

Example of Validation Formula: {PAN5}FFF

112 |3|4|5|6|8|8|8|8|8 |88 (81819 PRIMARY

ACCOUNT #
VIiVIV |V |V IV |V IV |V IV |V |V |V I|F|F|F VALIDATION

DATA

B|/B|B|B|B|B|MM|M|M|M|IM|M|M|M|M DATATYPE

1 |2 |3 |4 |5 |6 |7 |8 |9 |10]11 12|13 |14 |15 |16 |17 |18 |19 | 19 POSITIONS (MAX)

DATA TYPE SAMPLE CARD DATA DESCRIPTION

B ={BIN} 123456 (constant on all cards)

M = {VAN} 888888888 (unique to cardholder)

F = PAD Character 9 (software calculated)

Note, in the example above, that although the Primary Account is in fact 16 digits long, the
Validation portion of the PAN is only 13 digits in length. If the Primary Account Number is
fewer than 16 digits or if you do not use all 16 digits as Validation Data, PAD characters are
required by the DES algorithm. The PAD character may be a decimal character of 0 through 9
or a HEX Character A through F. Standard DES requires that the Validation Data be padded to
the right.
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In this example, a total of three pad characters are required.

Example of Embossed VALIDATION FORMULA:
Primary Account Number: PAN = 1234568888888889 {PANS}FFF
1234 5688 8888 888 9
1 4 5 8 912 131516
PAN1 PAN2 PAN3 PAN4 {MOD10}
{BIN} = 123456
—BAN Infa
{VAN} = 888888888 Wanlength [10
{MOD10} = 9 P&M 1 Start |1 1End[4
Verified FAM 2 Start [5 AN 2 End|g
PAM 3Start [ /PAN3End[17 |
PAN 4Stat [13 / PAN4End[1g |
PAaN & Start = F'ANEEndI-|5 %
PAN Formula [1234568/8N}
v erify Check Digit Farmula |1 ZBENANT
¥ erify Before Encode I;'I 234560AN}

Follow the simple steps below to determine your VALIDATION DATA FORMULA.
In the boxes below, fill in a sample Primary Account Number. Do not exceed 19 digits.

Next, place a V for (Validation Data) under each digit of the Primary Account Number that is
used for Validation Data. Do not exceed 16 digits and add PAD characters if required.
Next identify the data type:

B = {BIN} information,
M = MANUALLY ENTERED VAN (includes verified MOD10 Check Digit) = {VAN}
information
C = Verified Check digit.
= PAD Character, if required

PRIMARY
ACCOUNT #

VALIDATION
DATA

DATA TYPE

1 2 3 4 5 6 7 8 9 10 |11 |12 |13 | 14 | 15 | 16 | 17 | 18 | 19 | 19 POSITIONS (MAX)

When data entry is completed, you will be ready to determine your VALIDATION DATA
Formula.
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Key Identifier
This box specifically relates to the Location of the DES KEY for offset calculation. Please refer
to Key Injection, Sheet 2, for the location of the DES KEY or see your Data Security officer.

Decimalization Table

The encrypted Validation Data (output) of the algorithm may contain hexadecimal characters A
through F. The hexadecimal characters must be converted to decimal characters. The
Decimalization table, a series of 16 digits (0 through 9) is used to convert the output to decimal
numbers. The standard Decimalization Table is 0123456789012345. If you do not use the
standard Decimalization Table, please make the appropriate changes to this box. For balanced
output, the Decimalization Table should not use a decimal value (0-9) more than twice.

PVV Section
PVV Validation Formula =y
As with the offset above, the PVV P Validation Formula [Eatvany
Validation Formula defines what P Length |4—
values are included in the calculations Bk
of the PVV (PIN Verification Value). ! [
Left K.y [dentifier I-"i"-
Right Key |dentifier Ix
PVV Length

The PVV Length indicates how many digits are to be included in the resultant encryption value.
It is usually 4 digits.

PVKi
The PIN Verification Key Indicator specifies the set of keys used to create the PVVV for each
card. The value can be from 1 to 6.

Left/Right Key Identifier

Two PIN Verification keys are required for generation of PVV. The combination of the Left half
and the Right half produces a double-length key. These two keys are used in the triple DES
process used to generate the PVV. The Key Identifiers indicate which of the keys in the
IntelliPIN are used. The allowed values are 0-9, A-Z, and a-z. If a double-length key has been
defined as the Left Key Identifier, the Right Key Identifier should be set to “*” (asterisk). The
selection of these key identifiers must correspond with the keys that have been injected by the
Key Injection module.
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PAN Info Section

VAN Length

The VAN Length refers specifically to the question asked earlier in Designer regarding “How
many digits will the operator enter? “ Enter the length of the manually entered (unique/variable)
portion of the Primary Account Number {PAN}. Note: If you are going to verify a Check
Digit, include the Check Digit as part of the data entry length. If you would like the IntelliCAT
System to calculate the Check Digit, do not include it in the number of digits to be entered by the
operator. If your answer is not correct, you may change it accordingly.

PAN1,2,3,4and5

PAN1, PAN2, PAN3, and PAN4 are functions that are reserved for identifying the starting and
ending positions (subsets) of the embossed Primary Account Number. In some cases, the
Primary Account Number is embossed as a continuous string of characters. In other cases, the
Primary Account Number is separated by spaces.

{PAN1} through {PAN4} are typically used to separate the embossed Primary Account Number
into four equal parts. However, many variations are possible. Please review the examples
provided below. {PAN5} is reserved to identify the starting and ending position of a
nonstandard Validation formula.

Example of Embossed

Primary Account Number: ‘E’f‘ﬁ;‘fength e
PAN = 1234568888888889 PN st [T a1 [
1234 5688 8888 8889 PazSEnfs | PANZEndls
1 4 5 8 9 9 13 16 PAM 3 Start Ig_ PAM 3 Enle
{PAN1} {PAN2} {PAN3} {PAN4} PAN & Stat [T3  PAN4End[i5
PAR & Start PAN 5 End

{BIN} = 123456 PAM Formula |1235AN} Il_
{VAN} = 8888888889 W “erify Check Digit Farmula |‘|23458{\JAN}

¥ “erify Before Encode |;'I 23456{aN}
{MOD10} = 9
Verified
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Example of Embossed
Primary Account Number:
PAN = 1234568888888889

1234568888888889
1 16
{PAN1}
Embossed PAN has no spaces

{BIN} = 123456
{VAN} = 8888888889

{MOD 10}=9
Verified

Example of Embossed
Primary Account Number:
PAN = 1234568888888889

123456 888888888
1 6 7 15
{PAN1} {PANZ2}

{BIN} = 123456
{VAN} = 888888888

{MOD10}=9
Verified
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16
{PAN3}

— BAM Info
Yan Length

PaM Formula

M

FANTStat [{ PAN1End[ig

PAN2Stat [~ PANZEnd[”

PAN3Stat [~ PAN3End[

PAM 4 Statt [~ PAN4 End]

PANGStat [ PANGEnd[T
[12345608N)

W Verify Check Digit Formula I‘I 2I4EEMAN

™ “erity Before

¥ “erify Before Encode | 1234560 N]
— BAM Infa

AN Length [T
PANTStat [{ PAN1End[g
PAN2Stat [T PN 2End[g
PAN3Stat [15  PAN3End[ig
PAM 4Statt [~ PAN4 End[~
PANGStat [ PANBEnd[”

FaM Farmula [12345800aN)

W ey Check Digit Formula I‘I 2RI

Encode |
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Validation Data Formula Worksheet
In the boxes below, fill in a sample Primary Account Number. Do not exceed 19 digits.

Next, place a V for (Validation Date) under each digit of the Primary Account Number that is
used for Validation data. Do not exceed 16 digits and add PAD characters if required.

Next identify the data type:

B = {BIN} information,
M = MANUALLY ENTERED VAN (includes verified MOD10 Check Digit) = {VAN}
information
C = Verified Check digit.
= PAD Character, if required

PRIMARY
ACCOUNT #

VALIDATION
DATA

DATA TYPE

1 2 3 4 5 6 7 8 9 10 | 11 |12 | 13 | 14 [ 15 | 16 | 17 | 18 | 19 | 19 POSITIONS (MAX)

When data entry is completed, you will be ready to determine your VALIDATION DATA
Formula.

Verify Check Digit Formula

If the variable account number field that is entered by the operator includes a check digit, the
program can validate the entry. If the box next to this field is checked, you will be required to
show all of the characters that will be included in the MOD-10 check digit formula. If this box is
checked, the operator will be required to enter the VAN with a correct check digit. If the check
digit is incorrect, the program will not accept the entry.

Verify Before Encode

In some applications, especially when changing a PIN, it will be desirable to ensure that the

proper card is being encoded. If you check this box, you will have to indicate which characters

on the card will be compared with the data to be encoded. Usually, the PAN field will be

compared to ensure that the new offset will be placed on the proper card.

If you want the program to read the PAN from track two, enter the following formula:
;123456{VAN}

This shows that the PAN will be read from track 2 (*;””) and that the BIN and VAN must

compare with the data to be encoded.
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CVC Section

The CVC (Card Validation Code) and

e ~CvC
CVV (Card Verification Value) can be " CVE Block 1 Farmula EEET
computed in this section. There are two
CVC codes used when generating a bank CYC1 Block 2 Formula [£*EARHMONTHH 01000000000
stripe and CVC2 is indent printed on the Left Key |dentifier [0
card. Right .ey |dentifier [1

CVC Block 1 Formula
The left half (Block 1) of the CVC formula is the same for both CVC1 and CVC2. It usually
includes all 16 digits of the primary account number (PAN).

CVC1/2 Block 2 Formula

The second half of the CVVC formula usually contains the expiration data followed by the service
code and padded to 16 digits. The CVC1 formula uses the encoded date format (YYMM)
followed by the encoded service code (e.g., 101). The CVC2 formula use the embossed date
format (MMYY) followed by three zeros. The remaining places are usually filled with zeros in
both cases.

Left/Right Key Identifier
As in the PVV Section two key identifiers can be used to specify the double-length key used to
calculate the CVC/CVV.

IdentiKey Section Upper Yariables Mot Displayed)
IdentiKey is a custom format used to create a PIN 21 [Pend
Verification Number (PVN). The derived variable is called
$IDENTIKEY. It must be defined in the variables section 2 |Pan2
so that it will be calculated during the card transaction. 23 |Pan3
24 |F'.&N4
25  [#IDENTIKEY
%
27
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Place the SIDENTIKEY variable into the required location(s) on the magnetic stripe. (The
braces will be included in the drag-and-drop operation.)

¥ Track 1 %B123456 M AN LASTIMFIRSTHMIDDLE INITY IYEARHMONTHH OM{$IDE 48478
[¥ Track 2 [;'I 234560 AN=YEARHMONTHH OT{$IDENTIKEY}? 0439
[T Track3

Finally, define the parameters in the ldentiKey section of the Advanced tab.

PVN Size
PVN Size indicates the number of digits generated by the algorithm that will be used in the
calculation of the Identikey Derived Value.
e IfPVN Size is ‘8’ then all eight digits are returned.
e If PVN Size is ‘6’ then the middle six digits are returned.
e IfPVN Size is ‘4’ then the PVN Type field is used to extract a subset of the middle six
digits of the offset.

PVN Type . Identik.en

The PVN Type willbea 1,2 or 3 FyNSize |3 BankID [1z345675
depending on the PVN Size. PVN Type is Validation Length |4_
only used in the calculation if PVN Size is | F¥NType 2 Walidation Formula

4 but MUST be present and valid when Displacement |1 [ B

PVN Size is 8 or 6. When PVN Size is ‘4’,

the algorithm needs to know which 4 digits

to use.
e If PVN Type is ‘1’ use the left-most 4 digits of the middle 6 digits
e If PVN Type is ‘2’ use the middle 4 digits
e If PVN Type is ‘3’ use the right-most digits of the middle 6 digits

Bank ID
Usually, the Bank ID is the 8-digit financial institution routing and transit number. However, it
can be 2, 6 or 8 characters long.

Validation Length
The Validation Length indicates how many digits (starting from the end of the card number) are
included in the algorithm. Usually the last 4 digits are used.

Displacement

The validation Displacement indicates how many characters, starting from the end of the card
number, are skipped. A value of O starts at the character immediately before the field separator.
A value of 10 skips the last 10 digits of the account number.
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Validation Formula
The Validation Formula indicates what digits of the account number are used. The Validation
Length and the Displacement values are applied to this field.

IMPORTING DATA
Connecting to a Microsoft Access Database

If you want to access card information such as a Primary Account Number from a Microsoft
Access Database or any ODBC compliant database, you must establish the Database Connection
Information. A Microsoft Access Database may provide some or all of the card information
necessary to produce cards. In most cases, the data is restricted from modification/alteration and
is operator name and/or password protected. Typically, this type of database is encrypted. The
IntelliCAT System software can handle either encrypted and/or clear text databases.

An Access Database would be used if, for example, you wanted to download the Primary
Account Number (PAN) for card creation, eliminating the need for an operator to enter or alter
the information.

A Microsoft Access Database is usually protected with at least an Operator Name but it may also
be Password protected. When you want to restrict modification/alteration of card information
that is being imported from an Access database, you should establish the Database Connection
Information while in the IntelliCAT System Designer module.

Database Connection Information

Each Card layout may connect to a unique or common Access database. You must establish a
connection to the database for each card layout that needs to obtain card data information from
the database, e.g., ATM database, MasterCard database, Visa database, etc.

In your Card Layout Folder, select File, then select Database Connection Info...
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The next window to appear is the Database Connection Info window as shown below.

j <= Click here to Drag and Drop Yariables onto the fields below

= R —
Database File Mame IFILE MAME MUST EMD WITH EXTENSION MDE
Connect String ILISFE=F|UTH;F'WD=1 23456
Match Yariable |NEXT =l
Usze Once v
oK

[T Gotniz  |o4m | |o500
" Gochic  [o01  [0340
[T Gotnic  |um | |mi7s

I- Fatha e mdn [alylnly]

Database File Name
Identify the Database File Name. All database files must end with the extension of .MDB. For
example, a Database File Name might be C:\Program Files\IntelliCAT\ATM Account.MDB.

Connect String

If the Access database is Operator Name and/or Password protected, the Connect String
identifies authorized operators and allows access to the database. In the example noted above,
the Connect String is USR=RUTH;PWD=123456. Both USR and PWD are optional.

Match Variable

The Match Variable field allows the Y Y Y e
Designer to determine which L Lo e BEE
Variable Field (column) within the Databese il Name  [DATABASE FILE MUST END WITH EXTENSION NDB

Access database should be used to Connest Sting [USE-RUTHFWD-123¢68

create cards. Typically, ina . 3]

database, the first Variable Field Lee e NERT N

(column) is populated with the !

Primary Account Number (PAN). 3 =

If your Access database is not : v

I Tcothic  [oan1  [oca0
[ Gothic  [mo_ o7
["lGochic  [oam  [ooo0

formatted with the Primary Account
Number (PAN) being the first
Variable Field (column) within the
Access database, scroll through the list of variables to indicate where the PAN resides within the
database file.
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The order of the Variable Name fields controls how data is displayed during Data Entry and the
order must coincide with data fields imported from a database.

Note

When assigning/identifying Microsoft Access database Variable Field locations, 0
is the first variable location, i.e., column 1 of the database file. The record ID
column is not counted as one of the variables.

Use the down arrow in the Match Variable section to locate the Variable Name field for
importation. For example, if the Primary Account Number (PAN) is located in the third column
of the Access database, select 2 to Match Variable, then check Use Once, if applicable.

Use Once

If you only want a PAN to be used once, select NEXT and check Use Once. For spouse cards,
you may want to produce more than one card using the same PAN. In this case, do not check
Use Once.

Working with an Excel Database

In an Excel Database, identify Row 1, Column 1 through Column 20, starting with “UserVarl”
through “UserVar20”. The fields are case sensitive and must be named exactly as stated —
“UserVarl” through “UserVar20”. These variables correspond to the variables used in the
“Variable Info” tab of the Designer module. The columns do not have to be in order, but the
heading for each column must correspond with the “User Variable” (UserVar#) number in the
variable information list. Any fields that are not used can be omitted from the spreadsheet.
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++' Designer - D:\Mag-TekXInteliCAT\Card Layoutz\Samplel.CRD

Fil= Help

j <= Click here ta Drag and Drop Y ariables onto the figlds below

T LCard Layout T Advanced
Lower Yanables [Displayed LIpper Yariables [Not Displayed)

T [wan n zr 2 [Pt

2 [T 12 [ [ lm [Nz

3 pwoocemt 1B 2 [PaN3

4 [LasT L I -7 T

5 [wontn 15 ] 25 [sCALCOFFSET

E IYEAFI— 16 I— % [ovo

7 [sDDRESST 7] 7 [ove

] W 18 |— 28 I—

8 o LI I - I—

10 W 20 |— a0 I—
! A | 8 | ¢ | b | E | F [ & | H [ 1+ | J K L]
1 | Uservart  (Uservar Uselvard |Uservard Uservard Uservarb Uservar?  Uservard |Uservard Uservarll Uservarl
| 2 1234567850 TERRY R BEMSOM 11 03 432 WA CAPITAL |CA 81234
| 3 2345678301 FRED M SILVERS 02 03 123 AVE A FRESNO |CA 93456
i\/AN First Middle  |Last Month  Year Address1  Address2 | City State P

6

After you have created the Excel spreadsheet, you must name the Range of the file for printing
on the IntelliCAT System. To do this, simply highlight the entire range including the header
row. Go to Insert on the tool bar, select Name, select Define, name the Range. In this example,
the Range is =[real name]$A$1:$K$3. Name the Range “ExternalData”. The range name is

case sensitive.

Note

All fields, including numeric fields, must be formatted as TEXT fields. Highlight
all columns within the database file. Select Format, Cells.... On the Number
tab, select “Text”.

The order of the Variable Name fields controls how data is displayed during Data Entry and the
order must coincide with data fields imported from a database.

In many instances, the data for card creation will be imported from a database. If you do not
want an operator to have the ability to make any changes, uncheck the Variable Enabled box on
each Variable Name field for which keyboard entry or modification is not permitted.
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In your Variable Info folder in the Designer module, under Variable Name, Rows 1 through 20
are reserved for Field Names which will correspond with each UserVar. The order of your
column data may vary from this example. The important point to remember is that each column
of data (UserVarl through UserVVar20) must be identified and linked properly to each Variable
Name field 1 to 20.

Rows 21 through 30 are reserved for mathematical calculations and formula assignments. Rows
21 through 30 are typically used for calculated functions that the operator need not see.
Examples of these functions are PVV and MOD10. These fields can also be used to load
information to a card format without the operator seeing them. Fields 1 through 20 can be
disabled from keyboard entry but their values will always be visible on window.

After the spreadsheet has been defined, it must be saved as a Microsoft Excel 5.0/95 (.xls)
Workbook. Add all of the items into the range named “ExternalData”.

Define a CRD format that has the parameters listed in the same order as the columns in the

spreadsheet. The records can then be printed in batch mode by selecting any portion of the
entries (rows) in the database. Refer to “Using External Data” in the Data Entry Section.
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The Data Entry module is the primary interface for Card Requests. An Active operator
(Cardholder/Member Service Representative) fills in the required fields such as name and
account number while viewing a realistic image of the card. If a PIN is required, the IntelliPIN
is used by the customer for PIN selection. When complete, the operator selects the process
function to initiate card production. The Data Entry module builds the message to communicate
with the IntelliCoder or other CPD.

The Data Entry module must be installed on, or accessible to, each workstation that is used to
request card production. It is referred to as the Data Entry Window.

The IntelliCAT System uses three main hardware components. Please ensure that all three
components are ready:

1. Software Installation on Workstation.
If you need assistance with software installation, see Initial Setup, Section 1.
2. IntelliPIN charged, connected, and powered on.
Please ensure the activated IntelliPIN is located in the dock.
The IntelliPIN LCD will display “Welcome”.
If you need assistance in connecting the IntelliPIN please see Hardware Setup, Section 2.
3. IntelliCoder or other CPD connected and powered on.
This display on the IntelliCoder will show MagTek IntelliCoder/0ff-line.
STARTING DATA ENTRY
Select the IntelliCAT System from your program files or your desktop. Double click on the Data

Entry shortcut. Upon startup, the IntelliCAT System initiates communication with the
IntelliPIN.

115



IntelliCAT System

INITIALIZING FOR DAILY OPERATIONS — OPERATOR ACCESS

Once the software has recognized the IntelliPIN and its corresponding Activation Code the
IntelliPIN will begin initialization: Initializing Please Wait.

Please Swipe Your ID Card and Enter Your PIN

Please swipe the ID card in the IntelliPIN swipe
reader.

When prompted on the IntelliPIN, please enter the
six-digit password on the IntelliPIN keypad.

If at the point of startup (Please Swipe your ID Card) - \Q“‘x;"
you wish to cancel the IntelliCAT System operation 4
hit the Clear button on the IntelliPIN, then click on '
Cancel Swipe your ID Card

and enter your PN

Note

If this is a new IntelliPIN or a first time installation an Activation Code will need
to be entered. This code is created in Key Injection by Data Security.

Select Yes and enter the Activation Code for the IntelliPIN installation. The IntelliPIN is then
activated and communications is available.

For additional information on the Activation Code please see your security officer or refer to
Section 1, "Security Setup”.
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CHANGING OPERATOR PIN

Since it is suggested that an operator select a new PIN every few months, there is a facility

within the Data Entry module to do this. A PIN can also be modified under the control of the
Administrator module, but since it

is likely that the Administrator
module may not be available in a & i Bepots Help
branch location, the feature has Qpen CardLapout.._Cii-0__ B [ em |

Setup Partz
been added to the Data Entry Bead Card... Ctrl+F Change Operator PIM
module.

Fead and Open... Ctrl+0

SampleRePIN.CRD
Samplel.CRD

E xampletd anual. CRD
SampleExportTest CRD

If an operator wishes to change the
PIN, select File | Setup | Change
Operator PIN as shown here. The
operator will be requested to swipe
an operator card and then enter the
old PIN. If the PIN is correct, the
operator will be prompted to select
a new PIN.

E xit

If the new PIN has not been used previously, the new PIN will be accepted. If the new PIN has
been used within the past three changes, the new PIN will be refused.

Operator Expiration

After the operator logs in, the operator’s expiration

date is validated. If the valid operation date for the
operator expires within the next 15 days, there will be
a message notifying the operator that the supervisor
should be contacted. This notification can help to
avoid denying accessibility to a valid operator. The
supervisor will have to use the IntelliCAT
Administrator module to modify the operator’s
expiration date as required.

User Mary Smith
Expires On 10/17/2002 8:27.08 AM
Contact Your Supervisor
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USING A CARD LAYOUT FILE

The card layout (CRD) files are generated by the Designer module and are usually stored in the
path identified as “Card Path.” These files are used to identify the variables and card formats for
each type of card that will be used in the financial institution. In some cases, there may only be
one CRD file defined for a particular installation. However, in most cases, there will be multiple
CRD files to choose from. The operator will select which CRD file is to be used for each type of
card (e.g., ATM, Debit, etc.).

The name of the CRD file will usually give some indication as to how the file will be used.
However, the card layout names were defined by the person who designed the card and entered
the card definitions. The examples shown here may be different from your installation.

In the following figure, there are two card layouts in the list of recent files. We will presume that
the ATM.CRD file will be used when a customer wishes to add or change a PIN on an ATM card.
The Tk12New.CRD file will be used to encode a card and collect information for a new account.
If this is the first time the Data Entry module has been operated, no files will be shown in this
list. However, if you frequently use one or two files, the “recent” list will make it easier to
choose the appropriate file.

To open a recent file, click on the File menu selection, then highlight the desired file name and
click on it.

£ IntelliCAT - [Data Entry]

HAEEN Reports Help = &%
Mew Crhn § 0 =0 D

el Open CardLayout.. CtHO | Read | Logoff Exit
Setup ¥

Read Card...

A .
Read and Open... I ntel I I CAT® Data
SampleRePIN.CRD E ntry

ATMMODI0.CRD

Exit

If you need to access a file that is not shown, you can click on the Open icon (or press Ctrl-0).
This will present a list of all available card layout files as shown below.
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Lok in: | i) Card Lavouts ﬂ £ EEv
5 ATMMOD10.CRD SampleRePIN.CRD
£ ATMMOD104UCalcDates. CRD Yisa DebittMOD10,CRD
My Recent ExpartCardData.CRD Visa DebittOD10withP',

Locumeiis FreeFarm.CRD
E% MC Debiti0D10.CRD
PPEDCalculationRemotePIN.CRD
Desktop RePINwithOldPINand TrackDataver ified. CROD
, RePIMwithTrackDataVerifiedBeforeEncode . CRD
’_.)' = Sarmple1.CRD
Sarrple2.CRD

My Documents = sarmpleCalc.CRD

= SampleExport.CRD
'fﬁj SamplePPED.CRD
by Computer ¢ s
il‘] File name: [ETMMODT0.CRD ~] Open |
-
My Metwork  Files of bype: |E.f-‘-.FlD [*.CRD] ﬂ Cancel |
Places

[v Open az read-only

ENTERING CARDHOLDER DATA

The IntelliCAT System offers several ways in which to collect data to make a card request. Data
may be manually entered, downloaded from a standard database file, or it may be read from a
magnetic stripe card or Driver’s license.

Data Entered Manually
All manually entered data, other then PIN selection, is typed on the PC Keyboard.

The Card Layout (CRD) file identifies each data field and the type of information that is required
to make a card request. Certain fields may require a minimum/maximum length of information.
Once the minimum has been met, a white check mark will appear next to the Field Name. All
fields must be filled in before selecting Process.

Paper PIN Data Entry

After a Paper PIN form is received, its serial number and the customer’s scratch off value must
be entered into the Data Entry form. Open the appropriate Card Layout file (e.g.,
SamplePPED.CRD). In the example below, the customer information would be entered just as if
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the customer would be selecting a PIN in person. Most of the information would probably be
copied from the Paper PIN form.

*—DE TACH FROM ABOVE AND RETURN THIS PORTION —* : : : Z

0000

PLEASE PRINT IN CAPITAL LETTERS | Serial No. 5058 3814 6665 |

YOUR CARD NUMBER (16-19 DIGITS)

LAST NAME FIRST NAME LI
RDDRESS

ADDRESS CONT'D

city STATE ZIP CODE COUNTRY

EMAIL SIGNATURE

The serial number that was preprinted on the form (or whatever portion of it is required) will be
entered into the Serial Number (SNLast4) field. The encrypted PIN characters from the form
will be entered into the last field (ScratchValue).

When the form has been completed, click the Print icon to proceed with processing the card.

Z IntelliCAT - [Data Entry]

= [ & n|=a|e@

| N _—vu.ml Read | Logafl | Ext |

- - k1
SampleFFED CRI IntelllCAT(@ Data
1734 56 Entry

| _zr o] |
| i ]
e Bl

MONTH

YEAR
Eebbhbmialal |
e = [
e = I
[ o] |

OPERATOR NAME. Sgervivar HiM a7t
y cEe TR wnre . [Tomagtok- o (Bboceme S ewda (B toomene. [ oesaign X JslicAT

‘i start
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Data Entered from Card

In some cases, such as when rePINning a customer’s card, it is desirable to fill in the fields from
an already encoded card. There are two methods that can be used.

In one case, you can open a card layout file as described above. Then you can click the Read

icon (or press Ctrl-r). This will prompt you to read the customer’s card on the IntelliPIN. Any

of the fields that have been defined in the Designer module as Read from Magnetic Stripe will be
copied from the card to the corresponding field on the form. You can then make changes on the
form as required. When all information is correct, click the Process icon (or press Ctrl-p).

The other method (Read and Open...) supports reading from a
card while simultaneously opening the designated Card Layout
(CRD) file. In cases where multiple CRD files exist, it may be
easier to automatically open the appropriate card file by swiping
the customer’s card. If the Data Entry module is open, you can
click the BIN icon (or press Ctrl-q) to prompt for a customer
card.

After swiping the card, the BIN will be used to scan through the
list of available BINs in the BINLIist. TXT file located in the BIN
List Path. If the BIN on the card is included in the BINList. TXT
file, the corresponding CRD file will be opened and the fields
will be filled with data from the card. If the BINList. TXT file is not included, this feature is
ignored. (A sample BINList.TXT file is included Data Entry B
with the IntelliCAT installation disk.)

Please swipe cardholder's card

@ Mo card format azsociated with this BIM: 92273490
If the BIN does not appear in the BINList. TXT file,
an error message will be shown.

The Configuration module (Section 8) can be used to define which card layout file is used with
which BIN. Additionally, if the BIN is defined in the BINLIist. TXT file, the CPD properties for
this transaction will be preset to the default for this BIN. However, these properties can be
modified during the transaction if required.
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ENCODE CARDS OR QUEUE CARDS FOR LATER PRODUCTION

After the data entry form has been completed, you may click the Process icon located on the
Data Entry toolbar if you plan to use the same CPD as last time. This will take you directly to
the request for the cardholder to enter a PIN.

If you need to modify any of the CPD settings,
you may either press Ctrl-p or use the File menu

option to select Process Card(s)... This will
allow you to modify the CPD selection.

The present CPD selection along with its status
and the physical connection will be shown. If the

name of the CPD is correct, click OK and
proceed to the PIN entry selection. (For the

Motorized IntelliCoder, the status will indicate

IntelliStripe 380 if the device is connected and

operating; it will be blank otherwise. For other

CPDs, the status will show Connected if it is
ready to operate.

If the indicated CPD is not correct for this transaction, click the Properties button to show other

Mew

Open Card Lavout. ..
Cpen Data File. ..
Setup

Read Card...

Read and Cpen. ..
Process Card(s), ..

= IntelliCAT - [Data Entry]
w Repaorts  Help

Chrl+M
Chrl+O

Ctrl+R
Chrl+Q)
Ctrl+P

Samplel . CRD
Samplez. CRD
SampleExport. CRD

Exit

E. Process

= LR Ralalalalnlph}

X

—LCFD
Hame: Motorized_|nteliCoder

Statuz InteliStipe 380

“Where: Matonized InteliCoder

Froperties |

— Print Range
i+ Curent
1Al

€ Feconds fru:uml_ to I_

— Media Source

" Auta Feed
£ Manual Feed

Cancel

available selections.
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Motorized IntelliCoder

If you select the Motorized IntelliCoder, you
will not have the option to define a physical
port for the connection. The physical
connection for the Motorized IntelliCoder
can be modified by using the Configuration
module.

IntelliCoder

x
CPD
Mutnrized_lntelli[ﬁudej
InteliCAT_Controller
InteliCoder |
iMatonzed |nteliCoder Lancl

[PIN w/o Card

The IntelliCoder should be selected if the customer’s card will be encoded during the transaction
and it is attached to this workstation. If the IntelliCoder is selected, the COM port can be

specified.

Usually, the communication (COM) ports
will have been defined during the
installation. However, if there is a choice of
Card Personalization Devices (CPD), the
Communication Settings window provides
the tools for selecting the proper device. If
the physical connections have changed from
the original installation, this window can be
used to reconfigure the location of either the
IntelliPIN or the CPD.

IntelliCAT_Controller

Selecting the IntelliCAT_Controller will
allow the transaction to be queued so that
the card can be prepared at another
workstation by using the IntelliCAT
Controller module. When the
IntelliCAT_Controller is chosen, the Server
Name identifies which Queue Name will be
used. Choose the appropriate name using
the pull down menu.

El Communication Settings Ed
CPD

InteliCoder oK
InteliPIM COk Port IntelliCoder
Cancel

B IRl 5| e
B Communication Settings E4
CPD
|InteliCAT_Controller =]
— InteliPI COM Part

m Cancel |
—Server Hame

INetwnrk [Hueue j
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If the Controller is being used, you can specify which controller/server name is to be used. A
networked system can incorporate multiple controllers. For example, one workstation might
include an IntelliCoder and another might use an Embosser. Either can be selected depending on
the type of card being produced.

PIN w/o Card
Selecting PIN without a Card allows | Communication Settings 3
a customer to select a PIN so that the CPD

transaction will be logged but no card will

.. PIM walo Card
be produced at this time. The customer’s e =
. . IntelliPIF COR Port
offset or PVV will be stored along with Cancal
the other variables, which can be |2 [ —

tabulated using one of the built-in reports.

DataCard 150i — :
. |
The DataCard 150i (Embosser) will be B CommunicalD R X

shown if your version of the CFD

IntelliCAT software supports it. ltcan  |DataCad 150 =] 0K
be selected if it is attached to this InteliFIN COM Port D ataCard_150i
workstation. [2 = e < Cancel

The DataCard 150i should be selected
if the customer’s card will be embossed
and/or encoded during the transaction
and it is attached to this workstation. If the DataCard 150i is selected, the COM port can be
specified.

After defining the CPD and
Communication Settings, ~ Printer
confirm the status of the Hame: - InteliCoder
selected printer. In this Status: Connected
example, it shows that the Where: COM4
IntelliCoder is connected and
operational. _ _
— Print Range tedia Source
% Current " Auto Feed
| ¢ Manual Feed
| Becords Imml_ to I_

(] Cancel
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If the device is turned off or otherwise unavailable, the following will be shown.

IntelliCoder Timed Out |
The InteliCader Timed Out
Do pou want ko retry or cancel the curnent operation

Cancel |

or

— Printer

Mame:  InteliCoder

Status: Mot Connected

Wwhere: COM4
— Print Range tedia Source

i+ Current % Ayto Feed

Al " Manual Feed

) Becords fru:um| ta |

0k | Cancel

If the device is connected, Click OK to make the card request.

Entering Cardholder’s PIN

When the process begins, the customer will be requested to enter a PIN.

PIN Change

If this is a RePIN (PIN change) operation, the operator will have to indicate if the customer
knows the old PIN or not. If the customer knows the old PIN, click Yes and the customer will be
prompted to enter the old PIN on the IntelliPIN. If the customer does not know the old PIN,

click No and, if enabled, the system will request a Supervisor to swipe a card to ensure dual
control over PIN changes.
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IntelliCAT |

Does the Card Holder know the
LD PN Instruct the Card Holder to enter the
LD PIN

Mo | Cancel |

If Supervisor override is allowed, click Yes to the following question and swipe the Supervisor’s

card. If the Supervisor does not have sufficient approval level, the operation will wait for
another supervisor if required.

IntelliCAT |

Insufficient Security Level
Securty Level 2 Required

Mo | Cancel |

After the old PIN has been validated or the Supervisor card has been swiped and validated, the
PIN entry operation will continue normally as for a new PIN selection.
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New PIN Selection
The customer will be requested to enter the PIN on the IntelliPIN twice to ensure proper entry.
Note

If you wish to restrict the use of Trivial PINs, set the option on the IntelliPIN (see
MagTek manual 99875066). Then if a trivial PIN is entered, such as 1234 or
1111, the LCD of the IntelliPIN will state, “Illegal PIN entered”.

After the PIN has been entered, the Offset and/or CVVC values will be shown, if enabled by the
card layout file. If shown, click Yes when ready to make the card.

Make Card |
Offzet: 2551
CVIC1: 795
CWC2: B30

Are you ready to make thiz card?

IntelliCAT |

. e
‘\ -

Please enter a PIN

If the card will be encoded with a local CPD such as the IntelliCoder, the status line at the
bottom of the screen will prompt the operator to swipe a card and will show the Offset/PVV and
CVC as shown below.

| Swipe Card... | Offset: 9775 | CVCT: 411 | [INS  |[NUM [SCR

The IntelliCAT System will show a message on the lower left hand corner of the Data Entry
window that the card was completed/queued successfully. If cards are being queued and an error
message is displayed, the card information is transferred to the Exception queue located in the
IntelliCAT System Controller. Go to the IntelliCAT System Controller to encode Exception cards.

If the card was processed successfully, one of the following will be shown:

| Card Complate | | | [INS  |MUM |SCRL
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or

|
| Card Queued | | | [IMN5  |NUM |[SCRL

USING EXTERNAL DATA

If card information has been collected using another program and the data has been placed into
an Excel spreadsheet, the IntelliCAT Data Entry module can be used to encode or emboss the
cards in a batch mode. This external database must be formatted into columns using the built-in
field names in the form UserVar# as described in Working with an Excel Database in the
Designer section.

After the spreadsheet has been properly formatted and all of the data has been entered, it can be
used to create cards in a batch mode. Use the following steps to begin the process.

1) Click on the File pull down menu and select Open Card Layout... or Click on the Open
icon on the toolbar.

2) Open the desired card layout (CRD) file.

3) Click on the File pull down menu and select Open Data File...

4) In the Type of File pull down, choose the Excel (*.xls) option.

5) If the desired spreadsheet is not in the Card Layout folder, navigate to the appropriate
location. When the desired XLS file is highlighted, click Open.

6) The fields will be filled in with the first entry in the database as shown below.

Z IntelliCAT - [Data Entry]
File Reports Help B=E:

ampite et A :
wamploEport il IntelliCAT® Data
1234 5623 4324 2355 Entry

| vaN  |m| 234324235
FIRST John
MIDDLE INIT

LAST Cardholder
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The scroll arrows at the bottom of the screen can be used to scan through the list of records in the
database. Individual records can be printed or a group of records can be selected for batch
printing and encoding.

If you wish to remove the data file prior to

processing all the records, click the File menuand & File Reports Help

select Close Data File. Hew Ctl+h | 1]
Open Card Layout... CHHO e Read

Open Data File. ..
Close Data File
Setup L
Read Card... CEFlHR.
Read and Open. .. CEFH+D)
Process Card(s)...  Ctrl+P

ExampleManual. CRD

Samplel . CRD

Samplez . CRD

Exit
Process Cards From File
When ready to process the cards from x|
the external database, click the Process PO
icon on the Data Entry toolbar. The Mame:  InteliCAT_Controller Propeties |
completed card images will be Status:
transmitted to the selected CPD. If you where: Network Queue
wish to use a different CPD, press Ctrl-p
or use the File menu. Click the — Print Flange Media 5 ource
Properties button and select the ® Cursrt # Auto Feed
appropriate CPD. In this example, the o al el
IntelliCAT Controller has been selected. & Becods o[ [

QK. I Cancel |

When downloading card information from a database file, the Print Range specifies all the card
records to be produced. In this example, only records 1 and 2 will be printed.

Press OK to make the card request. If cards are being queued and an error message is displayed,
the card information is transferred to the Exception queue located in the IntelliCAT System
Controller. Go to the IntelliCAT System Controller to encode Exception cards.
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TASKBAR ICONS

= IntelliCAT - [Data Entry]
File Reporks Help

0 =
Read Exik

Mew/Eject |  Open

5
BIN

=

Process

=

Logoff

New/Eject — The New/Eject card icon uses the current Card Layout and clears the data entry
fields. If a card has been inserted into the Motorized IntelliCoder, it will be ejected.

Open — The Open file icon allows the operator to select a card layout file.

BIN Lookup — The BIN icon initiates a Read and Open function. This activates the BIN lookup
function from the BINList. TXT file.

Process — The Process icon immediately requests a PIN to entered and initiates communication
with the selected CPD. (If you need to change to a different CPD, use the File menu or press
Ctrl-p.)

Read — The Read Data from Card icon allows an operator to import data by reading from a pre-
encoded magnetic stripe card. The IntelliPIN reads high and low coercivity magnetic stripe
cards. It also reads Drivers License data (AAMVA) giving the operator the ability to capture all
demographic data electronically.

Click on the Read icon. Swipe the pre-encoded card through the IntelliPIN. The information
retrieved is dependent upon the parameters defined in the Designer module.

Logoff — The Logoff icon is used to lock the IntelliCAT System Data Entry Window. When the
operator has completed all card production, click on the Key Icon to lock the IntelliCAT System.

Exit — The Exit icon closes down the IntelliCAT System Data Entry window.

Security

After you finished using the software, either Exit (by selecting File, Exit or click on the Key
(Logoff) icon on the toolbar. The KEY icon will lock the software and require an operator to
swipe his/her card and enter his/her PIN on the IntelliPIN.

After a period of inactivity (nominally 15 minutes but can be changed using the Configuration
module), the software will automatically log off. The operator will be required to swipe an

operator card and enter a PIN on the IntelliPIN. In some installations, the Data Entry module
will log off immediately after a transaction has been completed.
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REPORTS

Several types of reports are available with
the IntelliCAT Software. The End of Day File | Reports Help

Reports can be accessed by an operator. 0 End of Day Report:  » LR RRET

The End of Day report shows all cards that MNew | {  Managment Reports »  Activity Report

have been generated during the day. (See B Cvstom Reports »  Duplicate Card Repart

the first report in Appendix D, Report Examples.) The Activity Report (the second example in
Appendix D) shows all IntelliCAT activity for the day. The Duplicate Card Report shows a list

of any cards that have been processed 2 or more times that day.

. Z IntelliCAT - [Data Entiy]
Management Reports require dual level control e
File | Beports  Help

with a combined access level of 6 or more. The
first four selections show all cards that have been
processed in the indicated time frame. The

End of D'ap Reportz FI o |
Mew | L Managment Reportz » D aily

-y

.. ) ; Custom Repaortz 3 kanth to Date
Activity Report selection allows the supervisor to LastWesk
select a date range for the InteliCAT activity. The L ast Month
activity report includes the name of the operator Activily Repart

along with the date and time of each operation
performed with the IntelliCAT software. Additional management reports are available from the
Administrator module.

= IntelliCAT - [Data Entry]
The Custom Reports selection allows the File | Reports Help
institution to add other reports that have not () | EndofDayRepats » ' 0
been included as standard reports. Contact your | = | [ Managment Reports » I Euil
MagTek representative for more information. Custom Reports Export Datahase |
The IntelliCAT Software Suite includes one
custom report that allows all card data to be extracted and exported to another database. When
you select Export Database you will be asked to identify the type of export and where to save
the data. The prompts are shown below in the Export Reports section.

Report Properties
Reports are sorted first by operators and then chronologically, by day, month to date, last week

and last month. All transactions are dated and list the operator, allowing for an easy audit trail.
The reports cannot be edited and the data cannot be altered.
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Opening/Creating Reports by Operator

Select the Reports pull-down menu, and then select the desired report type. Reports are sorted
by operator and secondly sorted by one of the following:

o Daily

e Month to Date
o Last Week

e Last Month

e End of Day

These show the subsequent transactions occurring in the time period selected. The oldest
transactions are listed first.

The report will print to the workstation window for viewing and printing.

On the top left hand side, the counter refers to the pages. The arrow buttons can be used to scroll
through the entire report.

4] 4] 18 | ]

e If no cards have been created within the report time frame, it will show 1 of 1 with an empty
data field.

e The Arrows bring you from the first page to the last page. The arrows with the vertical line
select the first and last page of the complete report.

e When you have reached the first page or the last page, the arrows in the corresponding
direction will gray-out as you can no longer go further.

On the top right hand side these values are shown.

Taotal:7 1003 ¥ of 334

e The Total is the number of transactions for the time period selected.
e The percentage is the percentage of transactions being viewed.
e The counter refers to the card transaction

Between the page controls and the total indicators are three icons.

These icons are used to print the report, set up the printer for the % % @ |
reports, and export data, respectively.
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Printing Reports
Printer setup

Before printing a report, click on the Printer Setup icon on the toolbar to ensure that the proper
printer is selected.

Printing Reports O
To print a report, click on the Print icon on ~ Finter giff:smpps’]i”te’ (HP Laserlet 8100

the toolbar. You can then elect to print all Cancel
pages in the report or only selected pages. 4|

. Frint Bange
If you do not want to print all pages, you =
can view the pages prior to selecting the r“ = Copies: | 1
print option. You can choose to print Pages _
multiple copies of the report if required. Fom: [ 1 To | I Colate Copies

Exporting Reports

f you need to provide the information in e

another format or want to include the data

in another program, you can use the export Eormat:
function. Click the Export icon on the Comma-separated values [C5Y) =

toolbar. Eharacter-searated valles = Cancel |

‘Caomma-zeparated values [C5Y]
Crztal Reports [RPT
You may then select from dozens of output .;,ﬁstc-d HEEMS [?.n [F%F-T]

formats. The two most popular are comma- Data Interchange Format [DIF) hd
separated and tab-separated but you can
scroll through the list to find the format most suited to your application.

After choosing the format, you can select Export X
the destination. You can export the data to a .
disk file or to another application by Eormat
scrolling through the options. | Comma-separated values (C5¥) 7]

Destination: ﬂl

| Disk file =

T —

Exzhange Folder

Lotuz co:bail [WIk]
Lotug Domino D atabase -
Mizrozaft b ail [MAP] &
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If you choose a disk file, you will be asked if Mumber and Date Format Dialog

you want the data in the same format. You

should check both options so the date will be W Same number formats a2 in report
expanded properly and any numbers, if . .

present, will be included as in the original V' i5ame date formats &3 in report Cancel |

report.

Then you will be asked to provide a name and,
if you don’t select the default, a folder for the new file.

Sample Reports

There are many reports included with the IntelliCAT Software Suite. As shown above, reports
can be accessed from the Date Entry module. Samples of available reports are shown in
Appendix D.

Adding Custom Reports

There are several reports included with the IntelliCAT software suite. However, there may be

some instances where the built-in reports will not provide the required information or do not
provide the information in the required format. In these cases, there are two options:

e Export the data from one or more of the existing reports to another program for processing.

e Generate a custom report that will satisfy the requirements.
Since the databases are password protected for security purposes, you cannot create your own

custom reports. However, MagTek can supply the custom report that satisfies your
requirements. Please contact the Help Desk (888-624-8350) for more information.
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The IntelliCAT System Data Entry and Controller modules are closely linked. The Data Entry
module is used to request card production. The Controller module is used to process the
request(s). The relationship between the Data Entry and Controller modules may be One to One
or One to Many. Therefore, the IntelliCAT System can operate stand-alone or over a network,
allowing card production of various card formats, from numerous points of request.

The IntelliCAT System Controller module is the software application that processes card
production requests, authenticates the data, and communicates with the Motorized IntelliCoder
or other CPD. An IntelliCAT System Controller module must be resident on, or accessible to, a
workstation that has a Motorized IntelliCoder attached.

STARTING CONTROLLER

To open the Controller module, open the IntelliCAT folder and double click on the Controller
shortcut.

The Controller may be set up either to process the card immediately or to hold all the requests in
a queue for production at a later time. Once in the queue, the cards may be processed
individually, or all at once. Cards that are not processed correctly are moved to an exception
queue. All transactions are logged in the History Database.

For example, within a branch, there may be three New Account Desks, at which a consumer may
request an ATM or Debit Card. The branch bank would have a Motorized IntelliCoder located
within the branch. While there may be many points at which a card is requested, ultimately the
requests will be directed to a workstation where a Motorized IntelliCoder is physically attached
(See Diagram Below).

New Account New Account New Account
Desk # 1 Desk # 2 Desk # 3

Card Request And Card Request
Card Production Workstations Only
Workstation
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In the example above, the IntelliCAT System Controller Module would have to be running and
configured properly at New Account Desk #1 in order to process card requests from New
Account Desks 2 and 3. A setup window will need to be modified to ensure proper working
order. Please make sure to fill out the following information based on your network structure
and PC configuration. To open this window, click the File pull-down menu and select Setup.

options x|

— Controller
Controller Mame

INetwark Huele

Eueue Location
|N:\EVE RYOME S nteliCAT W ueues

Wiorking Location
IE: SProgram Files'MagT ekMnteliCAT Mwiork s

Card Layout Mame Pattern

Ix

s

COk Port Scan Interval Equipment Type
= = Motorized_Intelic = |
k., Cancel Apply |

Controller Name = The name of the location to which you will direct card request (typically the
Branch Name).

Queue Location = Name and path for the directory where card requests will be stored pending
processing.

Working Location = Name and path for the directory where the cards requests will enter the
Controller to be processed.

Card Layout Name Pattern = The card pattern allows you to select only certain types of cards to
be processed on this particular Equipment Type. If you wish to process only the ATM cards,
enter "ATM*" into this field. The default is all CRD types ("*").

COM Port = The serial port connecting the PC to the CPD.
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Scan Interval = The time interval in seconds between the IntelliCAT System Controller scanning
the queue location and moving the file(s) to the Working Location.

Equipment Type = The device (CPD) being used to process the card request.

The following is an example of the IntelliCAT System Controller running.

[ < inteliCAT Controlier - Dueue

fils Miew Help
[Liseibam= | LineTinds [LreZinlo |EM |Eaidtstatus |
[MTC-Hetwosk, Quews For Terrp | 1234 56071 23351737 Thomas A E deon imosid Perding
BATC e Deise Fo Temp 1234 5612 2456 7238 CamgleeFIN CRD

ueLe =_'|:| 'n.:f*.'“‘.ﬂiﬂ 'Jb:.r;'.'ld-l.l{: 'I_H.':E 1 :;!'I.:ll:ﬁ F‘ Shane ..:'J..Im cid _.f':ndru | 'i-f'l I:i.-':l.l.l'l

(2 55 PM. Hetenc. usise stated .;]

(12 55 P Mtk Ouews paused

There are 3 card requests that have been queued and are waiting processing by the selected CPD.
The column headings are easy to read and clearly labeled so an operator can identify specific
card requests. Note that in the lower left corner of the window there is a red or green light.
These icons tell the operator whether the Controller Module is running in a “Paused” (Red) or
“Resumed” (Green) Mode. If “Paused”, card requests will continue to enter Controller and wait
for further processing. The operator can choose to process cards individually by clicking the
specific card and right-clicking to bring up the menu, then selecting Print. All cards can be
selected by choosing File and then Resume to process each card request as it enters the
Controller. Once the card is processed, the Card Status will change from Pending to Complete
and remove itself from this window.

Using the Motorized IntelliCoder

When using the Motorized IntelliCoder, set the mode to Resume. This will set the indicator on
the PC screen to green and the LED on the front of the Motorized IntelliCoder to green as well.
The green indicator shows that a card may be inserted into the Motorized IntelliCoder.

When a card is inserted into the Motorized IntelliCoder, the Controller will read the data on the
card and perform one of three options:
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1) If the data on the inserted card matches the previously defined Verify Before
Encode comparison for any one of the card records in the Controller list, the
card will automatically be encoded.

2) If the data does not match any of the existing records, the card will be returned
and the status will show "No Action Taken". If you wish to process this card,
you will need to pause the controller (at which point the green indicators will
go off) and select the desired card record. After pointing to the desired record,
right click on that record and select Print. The green indicator on the
Motorized IntelliCoder will illuminate showing that the card may be inserted.
When the card is inserted, it will be encoded with the information for the
selected record.

3) If the card is blank, the next record listed in the Controller queue will be
processed and encoded on the blank card.

I f any Card- iS not p rod u Ced IAntrnIIer - Exception Queue P [ S |
Correctly, It WI II be transferred :ﬂ Qe i [Linelinfo [Line2Info [CardLapoutName [CaidStatus | DateCreated

to the Exception queue. Go to L=

View and select Exception to
produce the card.

B
@
-
| KT

J
VERIFY/ALTER CONTROLLER SETTINGS

If any Communication Port settings have to be modified after software installation, use the
Configuration module. (See Section 8.)

MINIMIZING THE CONTROLLER
When the Controller is minimized (using the dash in the upper-right corner of the screen), it is
available in the Window’s System Tray (usually in the bottom right-hand corner of the screen

next to the clock). The Controller can be opened by double-clicking on its icon and selecting
Restore.
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The Configuration module can be used to adjust the system settings that were specified when the
IntelliCAT software was initially installed.

STARTING CONFIGURATION

When the program begins, all of the installation parameters will be shown but none of the entries
can be modified. The values are all grayed out indicating that they cannot be changed.

However, the IntelliPIN COM port and the test button at the bottom of the window are active.
These allow you to choose the proper IntelliPIN port and confirm that it works properly.

If you need to make changes to any of the setup parameters, click the Modify button. In order to
prevent accidental or inadvertent changes to the setup parameters, it requires two
operators/supervisors with a combined security level of 8 to make any changes. After two valid
operators have logged on, any of the parameters can be modified.

IntelliCAT ® Configuration (Modify Mode)

File  Help

Paths 5 Data Entry Controller Admin ‘ IC Archive BIN List file ‘ Organization
Data Path (Main Databases)
|C:\F'rograrn Filez*MagT ekhlnteliCAT® J O
Programs Path {Location of the IntelliCAT Programs)
|E:\Proglam FilezhtagT ek ntaliCAT" J O
Operator Path (Location of the MTAdmin.mdb file)
|C:\Proglam FilezhtagT ek ntaliCAT" J O
System Usage History Path (Location of the MThist.cqd file)
|C:\Proglam Files“MagT ekhnteliCAT Histort J O
Report Files Path (Location of the Data Entry Reports Template files *. RPT)
|E:\Proglam Files“\MagT ek nteliCAT \Reports', J O
Card Layout Files Path {Location of the Data Entry Card Layout files * CRD)
|C:\F'rograrn Filez*MagT ekhlnteliCAT \Card Lapoutss J O
Controller List Path {Location of the MTControllers.dat file)
|C:\Proglam Files“MagT ekhlnteliCaT® J O
BIN List Path {Location of the BINList.txt file)
|E:\Proglam FileghtagT ek ntaliCAT" J O
InteliFIN COM Port
R Test IP Com Delay: 'D_ Lack | Apply | E xit |

In some installations, certain tabs on the Configuration window will be hidden. For example, if
neither the Controller nor the Administrator is installed, these sections will be disabled. Click a
tab at the top of the window to view the desired information.
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Path Information Tab

This page of the configuration program allows you to specify path names. It does not
automatically create these folders. You will have to create the folders using Explorer or some
other method. If the folder does not exist or if a required file does not reside in that folder, the
indicator to the right of the field will turn red. The browse button next to the path name field can
be used to navigate to the desired folder.

If the required file, e.g., MTAdmin.mdb, is not present in the selected path (folder), it will have
to be moved there. The move operation can be performed with Explorer.

Program and Data Path
Folder where main database i.e., data entry fields, and all executable programs are stored.

Operator Path
Folder where the operator database (MTAdmin.mdb) is stored.

System Usage History Path
Folder where the operator and system usage database (MThist.cgd) is stored.

Report Files Path
Folder where Report templates used by the Data Entry and Administrator modules are stored.

Card Layout Files Path
Folder where the card format (CRD) files defined by the Designer module and used by Data
Entry module are stored.

Controller List Path
Folder where the list of IntelliCAT controllers are stored (MTControllers.DAT). This file
contains the Queue Names and Locations defined in the Controller Name section.

BIN List Path

Folder where the list of all BINs is stored. If the BIN List file is not used, this entry will show a
Red indicator.
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Data Entry Tab
This page will only be available if the Data Entry module is installed.

IntelliCAT® Configuration (Modify Mode)

File  Help
Paths 1 Controller Admin ‘ II: Archive BIM List file | Organization
Card Personalization Device {Motorized_IntelliCoder on COM1) Data Entry CPD Test
Device Tyupe |M0t0rized_|ntelliEoder j |M0t0rized_lnteIIiE0del ﬂ COM Port |1 j Test
Operational Mode Timeout
Automatically Log Off After Each Transaction? [ Timeout in minutes [O=no timeout, elze 1 to 30) 15
IntelliPIN Timeout
Timeout in seconds [15 to 255) a0
PIN Offset Mode
f MCR [left justified] (" IBM [right{ustified)
[nkeliPIM COM Port
3 - Test IP Com Delay: |0 Lack Epply Esit |

Card Personalization Device _
This frame specifies which device will L=l i
be used by the Data Entry module to InteliCAT_Controller

y . DrataCard 1500
process a customer’s transaction. The e
Device Type pull down menu offersa  |FIN w/oCard
number of choices depending on the Motorized InteliCoder

installation.

The Motorized IntelliCoder should be selected if the cardholder’s card will be encoded during
the transaction and the Motorized IntelliCoder is attached to this workstation. If it is selected,
the COM port can be adjusted to match the physical connection of the device. After making any
changes, be sure to click the Apply button at the bottom of the window. The Test button can be
used to verify the connection.

The IntelliCoder should be selected if the customer’s card will be encoded during the transaction
and it is attached to this workstation. If it is selected, the COM port can be specified and the
IntelliCoder can be tested with the Test button.
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The PIN w/o Card selection allows a customer to select a PIN so that the transaction will be
logged but no card will be produced at this time. The customer’s offset or PVV will be stored
along with the other variables, which can be tabulated using one of the built-in reports.

The IntelliCAT_Controller selection will allow the transaction to be queued so that the card can
be prepared at another workstation by using the IntelliCAT Controller module. When the
IntelliCAT_Controller is chosen, the Controller Name frame will be used to specify which
Queue Name will be used. This frame can also be used to specify which folder (Queue Location)
will be used for the queue if it is not already specified.

Controller Name

Queue Mame INetwolk (Hueue j
AddiFenlaee | Delete |

[Queue Location IN ASEVERYOME nteliCAT YEusue! | O

This frame can be used to identify all possible queue names and locations. New queues can be
added by entering a new Queue Name and Location and then clicking the Add/Replace button.
Entries can be removed by clicking the Delete button. If any changes are made, the
MTControllers.DAT file can be updated by clicking the Apply button at the bottom of the
window.

The DataCard_150i (Embosser) will be shown only if your version of the IntelliCAT software
supports it. It can be selected if it is attached to this workstation.

Operational Mode Timeout

This entry allows you to adjust the amount of time it takes from starting the program or after
completing a transaction for the Data Entry module to lock out use. If you choose to log off after
each transaction, a new operator card will be required for each transaction. If the timeout is set
to 0 minutes, the program will never time out.

IntelliPIN Timeout
This entry allows you to specify how long the customer will have when requested to enter a PIN.
The maximum time is 255 seconds.

PIN Offset Mode
This frame specifies how the card offset is to be formatted. The offset depends on the length of
the PIN entered and the requested offset length:

If the length of the PIN as entered is less than or equal to the requested offset length, then the

number of digits of the offset returned will be equal to the requested offset length; starting at the
left-most digit of the full offset and proceeding to the right.
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If the length of the PIN entered is greater than to the requested offset length, then the number of

digits of the offset will be equal to the requested offset length; starting at the left-most digit of
the full offset in the NCR Mode (and proceeding to the right); or starting at the right-most

digit in the IBM Mode (and continuing to the left). See examples below.

This option should be set as required.

Examples:

Requested | IBM NCR

Offset Offset Offset

PIN entered | Length | Returned | Returned | Notes
1234 4 7886 7886 No difference
1234 5 78861 78861 No difference
1234 6 788611 | 788611 | No difference
123456 4 8667 7886 NCR different from IBM
123456 5 88667 78866 NCR different from IBM
123456 6 788667 | 788667 | No difference
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Controller Tab

This page will only be available if the IntelliCAT Controller module is installed.

IntelliCAT ® Configuration (Modify Mode)

File  Help
Admin ‘I[:Alchive

Controller Setup (Motorized_IntelliCoder on COM1) Contraller CFD Test

Device Tyupe |M0t0rized_|nte||iE0der ﬂ |M0t0lized_lntellicoder jEF’D COM|1T Test

Paths

BIM List file ‘ Organization

Queue Mame |Default Contraller j O
Queue Location [C:A\Program Files\MaaT ek nteliCAT WHusue'

“Warking Location |E: WProgram FileshhagT el nteliCAT O
Scan Interval 3 [1 to 999 seconds)

AutoResume [ [Checked = AutoR esume Active)

Controller Name
Queus Mame |Default Controller j

| Delete |

Queues Locatioh |C: “Program FileshMagT ekhlnteliCAT WO usueh O

InteliFIN COM Fort

3o Test IP Com Delay: |0 Lack | Spply | Eit |

Controller Setup

This frame is used to specify which Device Type (CPD) will be used to produce selected cards
and from which queue (Queue Name) the records will be processed. The Queue Location shows
the folder location for the chosen Queue Name.

The Working Location specifies the folder where pending card requests will be processed. You
can use the browse button to select an appropriate path.

The Scan Interval defines the number of seconds between scans of the specified queue folder.
This can be changed to accommodate network conditions.

Auto Resume

If Auto Resume is checked, the Controller will automatically resume when it is started. This is
most useful when using the Motorized IntelliCoder but can also be used with the other CPDs. If
the box is not checked, the Controller will open in the paused state.
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Controller Name

This frame, as in the Data Entry panel, can be used to identify all possible queue names and
locations. Changes to this list can be made by clicking the Add/Replace or Delete buttons. If
any changes are made, the MTControllers.DAT file can be updated by clicking the Apply button
at the bottom of the window.
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Administrator Tab

This page will only be available if the IntelliCAT Administrator module is installed.

IntelliCAT ® Configuration (Modify Mode)

File  Help
Paths o Controller Admin ‘ Il: Archive BIM List file ‘ Organization
Card Personalization Device {Motorized_IntelliCoder on COM1) Data Entry CPD Test
Device Type |M0l0lized_|ntellitoder ﬂ |M0t0lized_lntellicoder j COM Port |1 = Test
Operational Mode Timeout
Automnatically Log OFf After Each Tranzaction? [ Timeout in minutes [O=no imeout, else 1 ta 30) 15
IntelliPIN Timeout
Timeout in seconds [15 to 255) a0
PIN Offset Mode
(¢ MCR [left justified) ¢ IBM [right-justified]
InteliFIN COM Fort
3o Test IP Com Delay: |0 Lack | Spply | Eit

Card Personalization Device

This frame specifies which device will be used by the Administrator module to process an
operator’s card. The Device Type pull down menu offers a number of choices depending on the
installation. The CPD for the Administrator module can be different from the Data Entry
module.

The IntelliCoder should be selected if the operator’s card will be encoded during the transaction
and it is attached to this workstation. If it is selected, the COM port can be specified and the
IntelliCoder can be tested with the Test button.

The IntelliCAT_Controller selection will allow the transaction to be queued so that the operator
card can be prepared at another workstation by using the IntelliCAT Controller module. When
the IntelliCAT_Controller is chosen, the Controller Name frame will be used to specify which
Queue Name will be used. This frame can also be used to specify which folder (Queue Location)
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will be used for the queue if it is not already specified. Changing the Queue Name in this page
will also adjust the same setting in the Data Entry page.

Controller Name
Queue Mame INetwolk (Hueue j

AddiFenlaee | Delete |

[Queue Location IN ASEVERYOME nteliCAT YEusue! | O

The DataCard_150i (Embosser) will be shown only if your version of the IntelliCAT software
supports it. It can be selected if it is attached to this workstation.

Card Coercivity for Motorized IntelliCoder

This section allows you to choose the energy setting for the operator cards. Since most operator
cards will probably be HiCo, you would normally select Always High-Co. However, if unsure
about the coercivity of the operator cards, check Auto Select.
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IC Archive Tab

The purpose of IC Archive is to transfer/copy transaction card data from one IntelliCAT database
to another. You can control whether the source records are purged, whether the source database
is repaired and/or compacted, whether or not the utility exits automatically, and set the location
of the activity log file. If records are not purged they will be flagged as having been archived so
that subsequent copies will only pick up the new activity that has not yet been archived.

IntelliCAT® Configuration (Modify Mode)

File  Help
Paths Controller Admin ‘ II: Archive BIM List file ‘ Organization
Source Database Path and Filename
|E:\Proglam FileztagT ek nteliCAT WHistorbd TAdmin bdb .
Destination Database Path and Filename
|C:\Proglam Files“tMagT ek nteliCAT \Histor\B ack U phk T Admin. b db O

Auto Functions
[~ AutoPurge Source [ AutoRepair Source [ AutoCompact Source v AppendLog [v AutoExit--> AutoExit Timeout: (10 Seconds

Log File Path and Filename
Digk/Metwork. Drive: |Qc: ﬂ

Path: |F|DGFL-’-\M FILESAMAGTERMMTELLICATYWHISTORY

Filename:  [IC4_LOG_{CALCYEAR 0 4HCALCMONTHHCALCD AT} THT

‘Wariables: |{C¢LCDﬁY,<increment>} j ¢ Click to Drag and Dirop Variables onto the Path and Filename fields sbove

. cA\ROGRAM FILES\MAGTERMNTELLICATAHISTORYCA_LOG_20050112.T=T
Cument Settings: .

InteliiPIM COM Part
4 - Test IP Com Delay: |0 Lock | Apply |

Source Database Path and FilenameLocation

The IC (IntelliCAT) Archive module is used to safely back up the IntelliCAT Transaction
database (MTAdmin.mdb). It can also be used to combine distributed databases to aid in any
centralization of data. The first option is the location of the current Transaction database file.
Unless there is a compelling reason, the default should be used as this is set to the path where the
Transaction Database was previously defined.

Destination Databse Path and Filename

This where the Transaction database will be copied when the IC Archive program is run. On
most systems, this will be a network or shared drive that is regularly backed-up.
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Auto Functions

AutoPurge

To automatically clear out all the records in the current Transaction database (after the file has
been successfully copied), check the box. If left unchecked, the original Transaction database
will not be changed by the IC Archive module but the copied records will be marked as having
been copied so that in future copy events these records will not be copied. This will ensure that
there is no duplication of records in the Archive database.

AutoRepair

To automatically fix any corrupted records in the current Transaction database (after the file has
been successfully copied), check the box. If left unchecked, the database will not be checked for
errors.

AutoCompact
To automatically compress the copied Transaction database, check the box. If left unchecked,
the database will not be compressed.

AutoAppend

If Auto Append is left unchecked, IC Archive log file will be cleared before any new data is
written to it. If AutoAppend is checked, the new data will be written at the end of any current
data. This only applies if IC Archives tries to write to an existing log file.

AutoExit

If AutoExit is checked, the IC Archive will automatically exit to Windows when it is run (using
the time out set in the next step). If AutoExit is left unchecked, then IC Archive will wait for
the operator to close the program. This option is useful when the IC Archive program is
automatically called so it will close itself after completing the operation.

AutoExit Timeout
This value is used only if checked in the AutoExit mode. The timeout is in seconds.

Log File Path and Filename

IC Archive is capable of creating unique filenames when it is run based on operator-selected
“variables”. For instance, if the log filename and/or path were to use the current date, a new log
file will be created every day the archive is performed. It is recommended that variables only be
used for the filename. If variables are used for the path, then the created path must already exist
or an error will be generated and the log file will not be created. You should also ensure that any
variable used does not break your operating systems rules regarding characters allowed for file
names.

The IC Archive employs a user-defined template to create this path and/or filename. Note:
These variables are used to create unique filenames (and paths) but if the same filename and path
is desired each time, then a fixed path and filename can be used.
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The variables must be entered in the exact format as shown in the table below. If it is not in the

correct format, it will be treated as normal text. If it is correct, then the referenced value will be
inserted. The fields, <increment> and <numofdigits> should be replaced with a number for that
value. For example, to insert the current month ({CALCMONTH,<increment>}), the entry would be
“{CALCMONTH,0}”. To insert next month, the entry would be “{CALCMONTH,1}”. The examples
below all refer to a current date of 12/16/2004 (December 16, 2004)

Variable Description Example
{CALCDAY} The current day of the month {CALCDAY} =16
{CALCDAY <increment>} The current day of the month plus | {CALCDAY,2}=18
or minus an offset {CALCDAY,-2}=14
{CALCMONTH} The current month {CALCMONTH}=12

{CALCMONTH,<increment>}

The current month plus or minus
an offset

{CALCMONTH,2}=02

{CALCYEAR}

The current year

{CALCYEAR}=2004

{CALCYEAR,<increment>,<numofdigits>}

The current year plus or minus an
offset plus the number of digits to
return (from the right)

{CALCYEAR,0,4}=2004
{CALCYEAR,1,4}=2005
{CALCYEAR,0,2}=04
{CALCYEAR,-1,2}=02

{CALCYEAR,<increment>}

The current year plus or minus an
offset

{CALCYEAR,1}=2005
{CALCYEAR,-1}=2003

{SORGLOCATION}

The Organization’s location as
defined with the configuration
module

{SORGNAME}

The Organization’s name as
defined with the configuration
module

{SORGNODE}

The Organization’s node number
as defined with the configuration
module

{SORGUNIT}

The Organization’s unit as defined
with the configuration module

{$ORGUSER1}

The Organization’s first user name
as defined with the configuration
module

{$ORGUSER?}

The Organization’s second user
name as defined with the
configuration module

{$ORGUSERS3}

The Organization’s third user name
as defined with the configuration
module
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BIN List File Tab

The BIN list defines which card format is used with each BIN and which CPD will be chosen as
the default for that card format.

IntelliCAT ® Configuration (Modify Mode)

File  Help
Controller Admin ‘ IC Archive

BIN { Card File Associations

Paths Bil

Organization

BIM Card Filename and Path| ~ Add New BIN
»12345 "C:\Program Filesh b agT ekhnteliCAT\Card Layouts' S ample2 CRD" Copy selected BIN
12349 "C:\Pragram FilestMagT ek \nteliCAT \Card Layouts\SampleRePIN. CRD"
1 734R7 T \Proram Files\ManT sk rteliCAT A ard | aonots\Sarmnled CROC| Delete selected BIN
BIN and associated Card file BIN Lookup Modes
BIM: [12345 Q) BINis vald v Auta BIN Lockup

- Auta Confirm BIN

Filename and Path: |C:'\F‘rogram Filegh\MagT ek \nteliCATY Card LayoutshS ample2. CRD O Loakup

Card File  CPD { Controller Associations

Card filename CFD CFD Paort Cantroller Cantraller Path ~ Add New File
[Maching] (ICCommPaort] | [CESName] [CGSPath) Delete selected File
> "Sample? CROD" Default Controller | C:\Program Files't agT ekintelil I
M mpamlmD DI CODY | R sbmrimmd JebaliT A D
£ >
Filename: |Sample2. CRD O
Useackn ¢ [ Controller Name
or Contraller M ame: | Default Contraller ﬂ O
Use a Controller (5 Contraller Patky |C:AProgram FilestMagT ekMnteliCAT \ Sueueh
InteliFIN COM Port
1 - Test IP Com Delay: |0 Lack | pply | Exit |

This tab is used to create and edit the BINList. TXT file that is used by the Data Entry module.
An unlimited number of entries can be included in the list and multiple BINs can reference the
same card format or .CRD file. When a card is read in the Data Entry module, this list will be
scanned by for a matching BIN. The program supports from 4- to 8-digit BINs. In the example
above, if the PAN begins with 12345, Sample2.CRD will be used; if it begins with 123467,
Samplel.CRD will be used.

In addition to identifying the associated card format (.CRD), the BINLIist. TXT file defines the
default CPD properties for each CRD file used in the BIN list. This feature conveniently links
the card format to a specific CPD without requiring the operator to modify the print properties
during the transaction. If the CPD entry is set to <use default>, the default CPD will be used.

Furthermore, when the indicated card filename is used for a transaction, the CPD listed in the
BINList file will automatically be chosen as the CPD for the transaction. Using the example
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above, whenever the SampleRePIN.CRD file is loaded into the Data Entry module, the
Motorized IntelliCoder will automatically be chosen as the CPD; if Samplel.CRD is chosen, the
CPD will be the IntelliCAT Controller using the Default Controller setting.

BIN Look Up Modes

If the Motorized IntelliCoder is set up as the CPD for the Data Entry module, the cardholder’s
card can be inserted into the entry slot. If Auto BIN Look Up is checked, the PAN on the
cardholder’s card will be compared to the BIN entries in the BINList. TXT file. If one of the
entries matches, the operator will be asked if the associated file should be opened. If Auto
Confirm BIN Look Up is also checked, the associated CRD file will automatically be loaded
without prompting the operator.

Modifying the BIN List

The buttons to the right of the BIN and Associated Card file frame are used to modify the list.

The Add New BIN button opens a new entry and clears the BIN and Filename and Path fields.
The new BIN must consist of 4 to 8 digits or the indicator will show red. Clicking the browse
button next to the Filename and Path field brings up a list of all card layout files. Choose the

desired file by selecting it and clicking the Open button.

After the BIN and file name have been specified, click one of the two radio buttons on the left
side of the window to select either Use a CPD or Use a Controller. Use the pull down menu
from the selected method to define which CPD or which Controller will be used with this BIN.
When the selection is complete, click the Update Table button in the upper left hand corner.

The Copy selected BIN button will open up a new entry with the same parameters as the selected
BIN. This gives and easy way to add new BINs which all have the same parameters as an
existing BIN.

The Delete selected BIN button will bring up a Delete BIN question box. Click OK to remove
the BIN.

After changes have been made to the table, you can still revert back to the saved table by
clicking the Reload BINList.txt button. If the table has been modified, you will be warned that
the data will be lost. Click Yes and this will remove any changes you have made in the table and
show the original BINList.txt file.

152



Section 8. Configuration

Organization Tab

This page is used to define the organization settings that can be included in reports. These
settings can be inserted into exported reports and can be used to uniquely identify exported file
names for each branch or workstation. They can also be included in custom reports (contact
MagTek for more information).

IntelliCAT® Configuration * =
File  Help o
Paths p Data Entry Controller Admin ‘ IE Archive BIM List file ‘ Organization
Organization Settings
Mame:  ['vour Bank { §ORGNANE} These values can be used in the
Unit: [Costormer Servics ¢ SORGUNIT! Designer module's Exported Data

fields {or in custom reparts — call

Location: {§ORGLOCATION? . . .
acation: |Branch 17 MagTek for more information on this).
Node: |TREE20 { §ORGNODE} To use avalue, enclose it in braces
User 1: [Sharon Smit] {$ORGUSERL} and add a leading dollar sign as
Shiowr.
User2 | {$0RGUSERZ}
User% | {§ORGUSER3}

E xample source:

Feport for {$0RGNAME!: at {$ORGLOCATICN!.{$CR}{SLF}Unit {$ORGUNIT} of Node
{ $ORGINODE?} . { §CR}{ §LF}Used by: {3ORGUSER1}, {$ORGUSERZ} and {3ORGUSER3}.

E xample output:

Feport for Your Bank at Branch 17.
Tnit Customer 3Jervice of Node TRESSO.
U=zed by: Sharon Smwith, and .

InteliFIN COM Port
3 - Test IP Com Delay: |0 Lock pply Exi

NETWORK INSTALLATIONS

In many financial institutions, there is a need to install more than one Data Entry workstation. In
these cases, there will be one or more workstations used as data entry points and one workstation
that is used primarily for card processing. In the simplest form, an IntelliPIN will be attached to
one workstation (PC) with the Data Entry module installed. A second workstation will have the
Controller module and, perhaps, a Data Entry module installed. This second PC requires two
serial ports: one for the IntelliPIN and the other for the IntelliCoder or Embosser.

In the multiple workstation configuration, it is necessary to provide a shared location that both
the sending device (Data Entry module) and the receiving device (Controller module) can access.
This shared location (queue) can be on a network drive or on the PC that is connected to the
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IntelliCoder. In either case, the Data Entry module must know where the queue folder is located
(mapped).

Defining a Shared Drive

On the Controller workstation, use the File and Printer Sharing for Microsoft Networks feature
to make this PC available to other users. Provide a name for this computer that will be used by
the other workstations. After rebooting, go to the Sharing option and use the Shared As selection
to specify the Share Name and allow Full Access.

On the Data Entry workstation, use the Network Neighborhood feature to specify the connection
to the remote workstation. Use the Computer Name and Share Name as specified above to
complete the connection.

For complete details on network sharing, see your network administrator.

Controller Setup

On the PC that the IntelliCoder is attached to, create the folder that will be used as a queue.
After a folder to be used as the queue has been selected, open the Configuration module and go
to the Controller section. Provide a name for the new controller and use the browse buttons to
identify the Queue Location and Working Location that Controller will use.

Data Entry Setup

On the Data Entry PC, use the Configuration module to point to the new folder that has been
identified as the shared queue. In the Data Entry section, use the pull down to set the Card
Personalization Device to IntelliCAT_Controller. In the Controller Name section, type the
name of the queue as defined on the Controller PC. Then click the browse button next to the
path name and navigate to the network location where the shared queue has been defined.
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APPENDIX A. SERIAL NUMBER WORKSHEET

This form can be used to keep track of all of the IntelliPINs installed on the network. As a
minimum, there should be a record of each serial number and its associated activation code. The
activation code will be required only if moving the IntelliPIN from one workstation to another.

The activation code is automatically coupled to the first workstation it is attached to. If it is

never removed from that workstation, the activation code will not be required.

Serial Number

Activation Code

Supervisor 1
PIN

Supervisor 2
PIN

Example: AOOTRX6

Example: E3D6 BD64 197F 6866

436432

436432
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APPENDIX B. KEY LOCATION WORKSHEET

This form can be used to keep track of all of the working keys installed in the IntelliPINs. The
entries can identify the key location and the intended usage (e.g., Working Key 4 = double-
length key used for CVC). This information will be used both with the Key Injection module

and the Designer module.

Key Location

Identifier

Example: Working Key 1

Example: PIN key for Visa Debit & ATM

Example: Working Key 2

Example: CVV key

Master Key — 4

Session Key — 5

Working Key 0

Working Key 1

Working Key 2

Working Key 3

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key

Working Key
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APPENDIX C. INSTALLATION WORKSHEETS

The Installation Worksheets presented below are:

Part Number Description
99875182 IntelliCAT® System Installation Overview
99875183 InteliCAT® Workstation Installation

99875184 IntelliCAT®Designer Worksheet



IntelliCAT System

INTELLICAT® SYSTEM INSTALLATION OVERVIEW

Implementation Coordinator:

Part Number: 99875182-3

3 Mar 2004

160

Phone: (562) 546-6400 FAX: (562) 546-6301
Technical Support: (651) 415-6800
www.magtek.com

Module Purpose Comments Financial Institution Contact Number of
Activation
Codes
Administrator Controls access to IntelliCAT It is recommended that this be installed in a secure
Assign new operators manner where only authorized personnel have Name:
. . access.
Assign operator security level ) ) -
Make operator cards 1. (F)Q;grtgtrgrsclz:g!@oder or Embosser to generate e-mail-
Generates a database that is shared by other 2. Usually installed only on a single PC that is
modules accessible to an administrator or supervisor. Phone:
Key Injection Loads all necessary keys into IntelliPIN® Security Issues:
Assigns identifier to each key (0-5, A-Z, a-2) 1. Should not be on the network. Name:
Changes master key in IntelliPIN prior to 2. Should be used in a secure room.
deployment e-mail:
Phone:
Designer Creates card templates and track layouts used | 1 pefines PAN/VAN, algorithms and placement of
in the Data Entry module. all variables. Name:
Designer templates (CRD files) define what 2. Defines which keys are used (0-5, A-Z, a-z) for
cards are accepted by the IntelliCAT system each encryption operation. )
and what actions may be performed on these . . . e-mail:
cards. 3. Normally used in a single PC, either standalone
or on a network.
CRD files are distributed to each workstation Phone:
with Data Entry Module.
Controller Processes Card Production Requests. 1. Only required in a network installation.
Controls card activity at the IntelliCoder or It would be loaded only on the workstation that Name:
embosser through the use of a “Print” queue. has an IntelliCoder or embosser directly
attached. )
e-mail:
Phone:
Data Entry Acquires cardholder information 1. Used with IntelliPIN attached to PC.
Issues cards In a non-network installation, IntelliCoder or Name:
Re-PIN cards Embosser may be attached.
e-mail:
Phone:
Configuration Change configuration This module automatically installed on each PC. @
Modify operational paths During installation, if module placement is not MAGTEK
o . . known, accept the defaults. This will speed up the REGISTERED TO ISO 9001:2000
Maintain network installations . . ) .
) ) ) installation, and later the Configuration module can 1710 Apollo Court
Modify location of installed components modify the defaults. Seal Beach. CA 90740




Appendix C. Installation Worksheets

The following illustration shows a possible non-network PC:

The following illustration shows the Key Injection
Workstation. installation:

PC Workstation
. RS-232 Serial Com
IntelliCoder or |4 > PC Workstati
Embosser Or USB (IntelliCoder Only) orstation |- ¢ o35 serial Com
] Data Entry < > IntelliPIN
— . RS-232 Serial Com | Administrator e Inioct Or USB
< > i ey Injection
Or USB Designer y Inj
Non-Netwnork Installatinn Key Injection Installation
The following illustration shows a possible network
RS-232 Serial Com : RS-232 Serial Com
< PC Workstation i
Embosser < PC Workstation | > IntelliPIN
RS-232 Serial Com Data Entry Or UsB
IntelliPIN < »| Administrator Data Entry
Or USB Desianer
RS-232 Serial Com % RS-232 Serial Com
IntelliCoder | PC Workstation PC < IntelliPIN
RS-232 Serial Com Workstation Or UsB
IntelliPIN < > Data Entry
Or USB Controller Data Entry

Network Installation
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INTELLICAT® WORKSTATION INSTALLATION

Financial Institution:

Branch:
Workstation:
Installed Serial Number
PC Workstation (Yes/No)

COM __ IntelliPIN®

COM _ IntelliCoder™

COM

— Embosser
COM __
Other

IntelliCAT Software Suite CD Serial Number

On the form below, indicate which module(s) should be installed on this workstation. The Activation Codes
will be filled in by the installer after the modules have been installed.

Challenge

Install if Module Name Activation Code
checked

Administrator module

Controller module

Data Entry module

Designer module

Key Injection module

Installation Notes:
1) Insert the CD and, when prompted, use the cursor to place a check mark next to each module that is

indicated in the table above.
2) Refer to the back of this document for a list of all of the setup values and paths that need to be entered

for this workstation.

3) After the installation is complete, attempt to open each module which has been installed.

4) When the challenge is displayed, call the MagTek help desk (888-624-8350) to obtain an activation code
for each installed module. You will be required to enter this activation code in order to operate each
module.
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INTELLICAT® WORKSTATION INSTALLATION
As the installation progresses, answer the questions as indicated below. Not all of the entries will be used in every installation.

Question

MagTek Default

Actual

Executables path

C:\Program Files\MagTek\IntelliCAT\

Modules to install

_Administrator module _Designer module
_Controller module _Key Injection module
_Data Entry module

Select Program Folder

Mag-Tek\IntelliCAT System

DataCard_150i _ Motorized IntelliCoder

CPD’s to make available _ IntelliCAT_Controller _PINW/O CArd.....cceiiiiiiiiiiiceie e
__IntelliCoder
_IntelliCoder (local connecftion)  _ Motorized IntelliCoder

CPD for Customer cards “PIN w/o Card “PIN wo Card

COM Port for Customer card device 2

Operator Timeout value 15 minutes

Data Entry Transaction Mode

_Yes, one transaction per Operator Log On
_No, use the automatic time out

IntelliPIN Timeout

30 seconds

CPD for Administrator

_ IntelliCAT_Controller (print via Queue)  _DataCard_150i Embosser (local connection)......
_IntelliCoder (local connection) _ Motorized IntelliCoder (local connection)

COM Port Number: Administrator CPD

2

COM Port Numbers: IntelliPIN

1

Operator’s Database path

C:\Program Files\MagTek\IntelliCAT\

History Path

C:\Program Files\MagTek\IntelliCAT\History

Card Layout Path

C:\Program Files\MagTek\IntelliCAT\Card Layouts

Controller List Path

C:\Program Files\MagTek\IntelliCAT\

Report Path

C:\Program Files\MagTek\IntelliCAT\Reports

BIN List.txt Path

C:\Program Files\MagTek\IntelliCAT\BinList.txt

Controller Information

Default Controller

Controller Queue Path

C:\Program Files\MagTek\IntelliCAT\Queue

Controller Working Path

C:\Program Files\MagTek\IntelliCAT\

Would you like a short-cut to IntelliCAT
folder on desktop

Yes

After the installation has completed, if you are asked to restart the computer, select “Yes, | want to restart my computer now.”

Part Number: 99875183-5
3 Mar 2004

MAGTEK"
REGISTERED TO ISO 9001:2000

1710 Apollo Court
Seal Beach, CA 90740
Phone: (562) 546-6400
FAX: (562) 546-6301
Technical Support: (651) 415-6800
www.magtek.com
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INTELLICAT® DESIGNER WORKSHEET

This form can be used to help with entering information into the IntelliCAT Designer module. The form is
designed to accommodate usual card formats. If the form does not address your particular situation, you can go
directly to the IntelliCAT Designer module and make the necessary modifications.

Variable

Entry

| Comment

BIN Information

BIN

Enter actual BIN digits (1 to 10)

BIN Length

Number of digits entered above

Reference Character

Locates BIN on track 1 or 2

Displacement from ref. char.

0 thru 16

PAN Information

VAN length

Includes check digit (if supplied)

PAN Formula

e.g., 123456{VAN}

Verify Check Digit (yes/no)

Operator enters check digit with VAN

Calculate Check Digit (yes/no)

Operator does not enter check digit

Offset Information

Offset Length

4t06

Max PIN Length

41012

Offset Reference Character

Locates offset on track 1 or 2

Display offset before print (yes/no)

Allows operator to see the offset

Displacement from ref. char.

0to 20

Validation formula

e.g., 123456{VAN}

Key identifier

0-3, A-Z, a-z from Key Injection

Decimalization table

Requires 16 digits

PVV Information

PVV Validation Formula

PVV Length

4106

PVKi

Single digit

Left Key identifier

0-3, A-Z, a-z from Key Injection

Right Key identifier

0-3, A-Z, a-z from Key Injection

CVC/CVV Information

CVC/CVV Block 1 formula

CVC1/CVvV1 Block 2 formula

CVC2/CVvV2 Block 2 formula

Left Key identifier

0-3, A-Z, a-z from Key Injection

Right Key identifier

0-3, A-Z, a-z from Key Injection

Card Layout Coercivity

Coercivity

__Auto _ HiCo _ LoCo

Part Number 99875184-4
3 Mar 2004
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REGISTERED TO ISO 9001:2000
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Appendix C. Installation Worksheets

INTELLICAT® DESIGNER WORKSHEET

USE THE LEGEND BELOW TO COMPLETE YOUR TRACK LAYOUT

1 BIN C Service Code ? End Sentinel

2 VAN F First Name % Start Sentinel Track 1

3 Offset L Last Name ;. Start Sentinel Tracks 2 & 3
4 PVKI M Expiration Date MM A Field Separator Track 1

5 PV vV Cvv/CvC = Field Separator Tracks 2 & 3
6 Format Code (A or B) Y Expiration Date YY [/ Slash

7 Check digit Z Zero

Note: The length of the name field is variable and will be adjusted to the length of the card holder’s name. When

the name field is adjusted, all of the characters following the name will be moved but will remain relative to the
second field separator ().

Track Layout

Card Data Track 1
SS
%
0 123456 7 8 91011121314151617 18192021 222324 252627 2829 30 31 32 33 34 35 36 37 38

Track 1 — Continued

39404142 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 68 69 70 71 72 73 74 7576 77

Track 2
SS

0123456 7 8 91011121314151617 1819202122 2324252627 2829 30313233 3435363738

Sample Track Layout

Card Data Track 1
SSIFC| BIN VAN FS NAME

%|6|1|1|1|11|11|1 2|2(2|2|2|2|7|™M|LjL/L|jLjL|L|L|L|{L|L|/|F|F|F|F|F|F|F|F|F
0123456 7 8 91011121314151617 1819202122 2324252627 2829 303132333435363738

N
N
N

Track 1 — Continued
FS DATE SvC OFFSET CVV FIELD ES

FIFIMY|YIMM|IC|C|C|Z|3|3|3|3|Z|Z|V|\V|V|Z|Z|Z2|Z2|Z|Z2]|~?
39404142 43 44 45 46 47 48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64 65 66 67 68 69 70 71 72 73 747576 77

Track 2
SS BIN VAN FS DATE SvC OFFSET CVV [ES

2121221222 |2|2|7|=|Y|Y|M|M|C|C|C|Z|3|3|3|3|V|V|V]|?
7 8 91011121314151617 1819202122 2324252627 2829 3031 323334353637 38

B e
N| =
w| =
FQ QN
o| -

0
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APPENDIX D. REPORT EXAMPLES

The following report is selected from the Data Entry module by selecting End of Day Reports
then
End of Day. The End of Day report shows all cards that have been generated during the day

The following report is selected from the Data Entry program by selecting End of Day Reports
then Activity Report. The Activity Report shows all IntelliCAT activity for the day.

End of the day Card Status

For this Card Type: Report PrintDatefTime:  10/9/2002 F16:14PM
Samplel .CRD
Card Complete Total: 1
PAN Last Name Staius Date & Time User Name
o012300344 SMITH Card Complete 100002 02181840 Supervisorl
Total Cards ofthis type placed in the unit during the day: Start here |:|
. . Your result should
Total Cards ofthis type rejected (Tnfo azly) |:| agreewith the count
Total Cards ofthis type to be destroyed: Subtract |:| helo.

Total Cards ofthis type to be returned to the wault:

Subtract
Total Cards ofthis type successfilly created: Result ’—| | II
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Activity Report

Renort Print Date: 36 2001
Action # |Operator{s)/Security Level Date & Time Action Ocurred Application

251 System AfESE001 85054 AN Progrdds SIated Dara Bduy
62 Teny Benson diei2001 2:51.074AM Logged o Dara Bowy
] Terry Benson 4iB/2001 256 144M Shuc Dowa Dara Bawy
54 Supervisorl Terry Bensonl0 462001 E:58:304T Legaed id Demgaar
85 Swstem 462001 25653940 Frogram Sramed Dasigaer
68 Supervisarl Terry Benson 10 462001 8564940 Opeded forear C MPrograe Filesthdag-Tekt o S A T'Eand Deagaer

LayourtSamplel R 0
967 Supervisorl, Terny Bensan, 10 /2001 955 204M Zaved formar C.\Progras Filestd ag-Tek e celh Ca ThCard Deagaer

LayourtSumplel CF 0
A5 Supervisorl Terry Bensonl0 462001 2553040 THut Dowa Damgdar
] System 4i/2001 958234 M Program Srated Dara Bawy
Q70 Terry Benson Afei2001 385340 Logaed ia Dara Bowy
71 Terry Benson 4i62001 :41:124T0 Shut Dowd Dara Bany
972 Swstem 462001 11085540 Frogram Sramed Dara Bawy
73 Terry Benson 4J62001 11:08:4540 Logaed e Dara Eauy
ks Terry Benson 4062001 11:08:5240 Opeded forear © MPrograas Filestfd ag-Tektlage iS4 TS and Dara Bawy

LayourtSumplel CF 0
e Terry Benson 4652001 11:08:5240 Creared Card Dara Bany
] Teny Benson 4ig/2001 11:.08:5324M Wit Srarua Code. Card Complece Dara Bawy

The following report is selected from the Data Entry program by selecting End of Day Reports
then Duplicate Card Report. The Duplicate Card Report shows a list of any cards that have
been processed 2 or more times that day.

End of day -- Duplicate Card Report

Feport Print D ate

HEZ001 1Z2:3E:12PM

Card Description User Hame Account Number Card5Status PIN Duplicate

Samplel CRD Terry Benson W HEYE 1234567801 Card Complete Ves HIL

Samplel CED Terry Benson WE N1 23456TE9 Card Complete Ves Dufferent
Total Card Complete Duplicates 2
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Appendix D. Report Examples

In the Management Reports pull down menu of the Data Entry program, the four Card
Management reports show the data in the format shown below. The only difference is the date
range. The following reports are provided:

e Daily

e Month to Date

e Last Week

e Last Month

Card Management
User Name

CardLayoutMame Fepart Print DateTime 4602001 12:25:02FM

Terry Benson

Samplel.CRD
Card Data Track Data
%B 1236341 234567291 o hnson/Phillip & ~04091010647400000000003450000007
1236341 2343567291 =040910106 4748 45000007
Offset: 6474 CVC1: 249
Card Complete Date, time Processed 4/6/2001 11:08:32AM
Sample2.CRD
Card Data Track Data
1234 5609 £765 4323 % B1234560927654323 " Twa/Sample050210133337
Sample Two 123435609876 54323=050210133337
EXFIRES 02/05
Offset: 3333
Card Queued Date,/ time Processed 4/6/2001 11:10:03AM
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In the Data Entry program, the supervisor can print a report that shows IntelliCAT system
activity from the Reports pull down menu selection.

Select Management Reports then Activity Report. The operator will be prompted for a date
range to extract the activity records.

Enter Parameter ¥alues X

Paramneter Fields:

Select Begin Date
Select End Date

What ig the Begin date for this report?

Dizcrete Value

47 1/2001

Ok I Cancel |

From: | 04012000 | o [ o04mezonl | Activi ty Report
REQDIEFrink D5ke: Mﬁm
Action # |Operator(s)fSecurity Level Date & Time Action Ocurred Application
927 Supervisord, Terry Benson 10 40402001 9:52:334M Logged 1a Dara Bawy
928 Swtem 44402001 10054440 Thur Dowa Card fdawdiavaror
229 Terry Benson, Supervisord, 10 45502001 4:20:11PM Logged [d e M.UEWER YO EVacell oS T Tode o ade Card & ddnd ) araior
230 45552001 4:20:25PM dpeed C Llacell S TUR eporat Card_ Dararpo Card & dend ) araior
@31 4i5i2001  4:22:35PM Apeded = Llacel i CA TR epormt Card_Dara_Ey_Card Type.rpt Card f daue aoarey
232 4052001 4:23:44PM Opeded C Llacell S TUR epor Card_ Dara_Ey_Dase «pt Card & ddnd: aarer
233 4r552001  4:26:00PM dpeed C Llacell S TUR eporat Card_ Dararpo Card & dend ) araior
234 4552001 4:268:56PM dpeded C Llacell iS4 TR eporat Card_Dara_ E¥_Sodou .00 Card 4 dendaraior
935 4i5i2001  4:27:44PM Apeded = Llacell CA TR epormt Card_Dara_Ey_ L aerspt Card f daue aoarey
238 45502001 4:28:.09PM Opeded C Llacell S TUR eporet Card_Dara_E¥_Usropt Card & ddnd ) araior
237 4r552001  4:28.58PM Qpeded C Llacell oS TUR eporat U se r_1Dday.rpt Card & dend ) araior
38 40562001 4:32:.05PM Qpeaed C HarelliSa TR eporat U r_I0day.rpt Card A dana aracor
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Appendix D. Report Examples

Any of the reports can be accessed from the Administrator module. One of the reports that is
not available from the Data Entry is the End of Day report selected by ORGLOCATION. This
report (cgeodl_Location.rpt) uses variable 30 as the sorting field. Refer to Samplel.CRD for an
example of how to define the variable and how to assign the SORGLOCATION to it. Naturally,
any of the organization variable can be used but they must be placed into variable 30 location in
order to be sorted by this report.

When the report starts, you will be asked to enter the Branch Location. You must enter the

location name exactly as defined in your variable. The entry is case sensitive so, for the example
below, you must enter "Branch 17"—"branch 17" would not work.

Enter Parameter Yalues 5[

Parameter Fields:

Enter Branch Location Mame

Dizcrete Yalue Branch 17 j

QK I Cancel |

In this example, all the cards generated at Branch 17 will be shown on this report—regardless of
the date of the activity. If you wish to get just the activity for this location, change the name of
the file to cgeodl.rpt and use the Data Entry module to show the report. When accessed from
the Data Entry module, only the files for the day will be shown.
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End of the day Card Status

For Location: Branch 17

Report PrintDatefTime:  10/2/2002 4:30:00PM
Card Type:
Samplel .CRD
Card Complete Total: 3
PAN Last Name Status Date & Time User Name
0o0e910922 Stevenson Card Complete 1000902 04:28:11FR Terry Benson
Q213884013 Mallow Card Complete 1000902 04:27:19FP Terry Benson
02231509374 Dawis Card Complete 1000902 024:264:1 7PN Terry Benson

Total Cards ofthis type placed in the unit during the day:
Total Cards ofthiz type rejected

Total Cards ofthiz type to be destroyed:

Total Cards ofthis type to be returned to the vault:

Total Cards ofthis type successfully created:

Start here
[Info only)
Subtract
Subtract

Result

— D
[ soeewihecm
I R

—




APPENDIX E. SAMPLE CARD FORMATS

ATMMOD10.CRD
Demonstrates the following features for a sample ATM card layout: Track 1 & 2, Mod 10
calculation, offset calculation and displays the cryptographic values

ATMMOD10AutoCalcDates.CRD

Demonstrates the following features for a sample ATM card layout: Track 1 & 2, calculate
current month and 3 year expiration date, Mod 10 calculation, offset calculation and displays the
cryptographic values

EXPORTCardData.CRD

In addition to automatically logging each transaction, it is possible to send information from the
transaction to some other program. The Exported Data section defines what variables are to be
sent and where the information will be stored. This example CRD format will export the date,
time, PAN, name and offset. See Section 5, Designer, Exporting Data for more information.

FreeForm.CRD
This CRD format allows you to encode any format you wish on Track 1, 2 and 3 and it does not
calculate any cryptographic values

MC DebitM0d10.CRD

Demonstrates the following features: Track 1 & 2 encoding, embossing, Mod 10 calculation,
offset calculation, CVC1 and CVC2 calculation, calculates current month and 3 year expiration
date. Embosses the MasterCard® security character ($) on front of card.

PPEDCalculationRemotePIN.CRD

Demonstrates the Paper-PIN Encryption Device feature that allows consumers who cannot come
into the financial institution to securely select a PIN by the means of a Paper PIN form. The
consumer will select a PIN, and then expose the encrypted value of each of the digits by
scratching the corresponding digit positions. The form will then be sent to the financial
institution. After a Paper PIN form is received by the Financial Institution, its serial number and
the consumer’s scratch off value must be entered into the CRD format.

RePINwithOldPINandTrackDataVerified. CRD

Demonstrates a PIN change operation that requires a Cardholder to enter the old PIN before
selecting a new PIN. Additionally, there is an optional operator override that can allow a PIN
change even if the cardholder does not know the old PIN. Also demonstrates the “Verify before
Encode” feature. In some applications, especially when changing a PIN, it is desirable to ensure
that the proper card is being encoded.

RePINwithTrackDataVerifiedBeforeEncode.CRD
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Demonstrates a PIN change operation that requires the “Verify before Encode” feature. In some
applications, especially when changing a PIN, it is desirable to ensure that the proper card is
being encoded.

Samplel.CRD
Used in the BIN List File Tab example in Section 8; Configuration

Sample2.CRD
Used in the BIN List File Tab example in Section 8; Configuration

SampleCalc.CRD

Calculates default values for those variables that usually contain the same information. In this
example, the card will be valid for 3 years so the month variable set to {CALCMONTH} and the
year to {CALCYEAR,+3}. See Section 5, Designer, Default VValues for more information

SampleExport.CRD

In addition to automatically logging each transaction, it is possible to send information from the
transaction to some other program. The Exported Data section defines what variables are to be
sent and where the information will be stored. This example CRD format will export the date,
time, PAN, name and offset. See Section 5, Designer, Exporting Data for more information

SamplePPED.CRD

Demonstrates the Paper-PIN Encryption Device feature that allows consumers who cannot come
into the financial institution to securely select a PIN by the means of a Paper PIN form. The
consumer will select a PIN, and then expose the encrypted value of each of the digits by
scratching the corresponding digit positions. The form will then be sent to the financial
institution. After a Paper PIN form is received by the Financial Institution, its serial number and
the consumer’s scratch off value must be entered into the CRD format.

SampleRePIN.CRD

Demonstrates the following features: PIN change when the cardholder knows the old PIN, PIN
change with supervisor override. See Section 5, Designer, Offset Info. Section; RePIN Setup for
more information.

Visa DebitMOD10.CRD

Demonstrates the following features: Track 1 & 2 encoding, Mod 10 calculation, offset
calculation, CVC1 & CVC2 calculation, calculates current month and 3 year expiration date.
Embosses the Visa® V security character (!) on the front of the card.

Visa DebitMOD10withPVV.CRD

Demonstrates the following features: Track 1 & 2 encoding, Mod 10 calculation, PVV
calculation, CVC1 & CVC2 calculation, calculates current month and 3 year expiration date.
Embosses the Visa® V security character (1) on the front of the card.
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NOTE: All sample card layouts use the Master key to calculate cryptographic functions. This is
not recommended for real-world applications.

P-PED calculations by default use key location “z” to decrypt the PPED forms.
The MasterCard® security character is a dollar ($) sign.

The Visa® security character is an exclamation point (1)
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TERM
ABA

Activation Codes

ANSI
ASCII
BIN
CD

Challenge

Coercivity

COM

Communication Port
CPD

CcvC

CcvvVv
Database

APPENDIX F. GLOSSARY
DESCRIPTION
American Bankers Association

Security code for each software module obtained from the
MagTek Help Desk at 888-624-8350

American National Standards Institute

American Standard Code for Information Interchange

Bank Identification Number (usually first 4 to 6 digits of PAN)
Compact Disk

Request for an activation code generated for each IntelliCAT
installation. Activation code available from MagTek Help Desk at
888-624-8350

A measure of magnetic field strength necessary to effect a change
in the magnetic field direction of the magnetic material. LoCo is a
colloquial term for low coercivity magnetic recording material.
HiCo is a colloquial term for high coercivity magnetic recording
material.

Communication Port. Connector for communication between PC
and other devices

Connector for communication between PC and other devices
Card Personalized Device (e.g., IntelliCoder, Embosser)

Card Verification Code; special security code encoded on the
magnetic stripe (CVC1) and/or printed on the card (CVC2).
Derived by using the DES algorithm.

Card Verification Value (see CVC)

A collection of tables that store data Data. Parsing Allows data to
be extracted from any of the tracks on the card Decimalization
Table A series of 16 digits (0 through 9) used to convert hex digits
A through F to decimal digits.
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TERM

DES

End Sentinel

Field Separator

Folder

Icon

IntelliCAT System

IntelliCoder

IntelliPIN

ISO

KCV

Key Check Value

LCD

Master Key
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DESCRIPTION

Data Encryption Standard. An algorithm developed in the1970s by
the IBM Corporation, since adopted by the US government and
ANSI (the American National Standards Institute) as the
encryption standard for financial institutions.

A character used in laying out track data. It indicates the end of the
data.

A character used in laying out the track data. It indicates a
separation between fields of data.

Container for Windows files; directory

Small pictures on the screen that represent applications and files;
used to open applications and files or to begin an action.

Card activating terminal system that consists of hardware and
software including MagTek’s IntelliPIN PINPad, IntelliCoder,
and six software modules.

The IntelliCoder is a network-ready card personalization device. It
reads and encodes data on Tracks 1, 2 and 3 of a high or low
coercivity magnetic stripe card

A physically and logically secure PINPad capable of performing
all cryptographic functions such as DES offset, CVV, CVC and
PVV calculations. The IntelliPIN is used to securely select a PIN.
International Standards Organization

Key Check Value

A cryptographic value of 4 to 6 digits used to validate entry of a
key. Computed by encrypting binary zeros under the key

Liquid Crystal Display
Cryptographic key that is used to encrypt the Session Key before it

is transmitted to the IntelliPIN; the key that is used to encrypt
operator passwords.
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TERM

Offset

Operator Card

PAN

Parsing

Paths
PIN

PINPad

Port

PVV

Queue Location

Reports

DESCRIPTION

The PIN is encrypted through an algorithm into an offset, which
cannot be deciphered to reveal the actual PIN. The offset is used
to authenticate the cardholder.

Card used by operator; every authorized user must have an
operator card and a PIN to access the IntelliCAT System.

Primary Account Number. It is the account or card number, which
also includes the BIN. The PAN includes all the data between the
Start Sentinel and the first Field Separator on track 2. The PAN
length is usually from 13 to 19 digits.

The Data Parsing feature allows data to be extracted from any of
the tracks on the card.

Folder locations for executable programs and associated files.
Personal Identification Number.

A 10-key alphanumeric pad with a Clear key, an Enter key, and
four function keys; IntelliPIN

Connector on the PC or peripheral device for communication
between PC or device.

PIN Verification Value.

Name and path for the directory where card requests will be stored
pending processing.

Several types of reports are available with the IntelliCAT
Software. The End of Day report shows all cards that have been
generated during the day. Duplicate Card Report shows a list of
any cards that have been processed 2 or more times that day. The
Activity Report shows all IntelliCAT activity for the day.
Management Reports require dual level control with a combined
access level of 6 or more. Custom Reports selection allows the
institution to add other reports that have not been included as
standard reports. The Administrator can access and print all
available reports.
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TERM
Server Name

Service Code

Session Key

Start Sentinel

System Administrator

Task Bar

TDEA

TWIPS

USB

Validation Data
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DESCRIPTION
Name of the location to which card requests are directed

A three-digit number that identifies the services that are available
to the cardholder. The service code is a required part of the
CVC/CVV calculation and is defaulted at 101 for the encoded
CVV/CVC values.

Cryptographic key that is used to encrypt all Working Keys before
they are transmitted to the IntelliPIN

A character used in laying out track data, indicating the start of the
data.

The IntelliCAT Administrator module allows the System
Administrator (person) to modify the data base by adding and
deleting operators, establish security levels, operator expiration
dates, issuing operator, supervisor and executive level cards, and
establishing operator passwords (PINs). The Administrator can
access and print all available reports. The module also allows the
System Administrators to repair databases if any errors occur.

Contains icons such as New Card, Data File, Print, Magnet, Key,
and Stop.

Triple Data Encryption Algorithm; Double-length encryption key
performing three DES processes: 1) encryption using the left half,
2) decryption of that result using the right half, and 3) encryption
of that result using the left half again. This results in the nickname
triple DES or, more correctly, Triple Data Encryption Algorithm
(TDEA).

All coordinates for the pictures are given in TWIPS (Total Width
In Points). TWIPS are screen-independent units used to ensure
that the placement and proportion of screen elements in the screen
application are the same on all display systems.

Universal Serial Bus
A 16-digit string of continuous characters unique to the

cardholder. DES requires 16 digits of Validation Data. If the
Validation Data is less than 16 digits, pad characters are required.



Appendix F. Glossary

TERM DESCRIPTION
VAN Variable Account Number
Window Microsoft operating system using a graphical interface with

rectangular areas of the screen called “windows”. These windows
appear on a background called the “desktop”.

Working Key One of 56 cryptographic keys that can be used for offset, PVV,
and CVV/CVC encryptions.
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